3apeructpupoBano B Munrocte PO 19 despans 2010 . N 16456

OEJEPAJIBHAS CJOY/XKBA ITIO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO

ITPUKA3
ot 5 dpeBpans 2010 r. N 58

Ob YTBEPKAEHHMH ITOJIOKEHUSA
O METOJAX M CIIOCOBAX 3AHIUTBI TH®OPMAIIMU B UHOPOPMALIMOHHBIX
CUCTEMAX HEPCOHAJIBHBIX TAHHBIX

B cootBerctBum ¢ mynkrom 3 IlonoxkeHust 00 obecriedeHnn 6€30MaCHOCTH MIEPCOHATBHBIX JAHHBIX
npu ux o00paboTke B WHPOPMALMOHHBIX CHCTEMax IEPCOHAJBHBIX JAHHBIX, YTBEPXKIECHHOTO
[ocranornenuem llpaBurenscrBa Poccuiickori ®@enepanuu ot 17 Hosa6ps 2007 r. N 781 (Cobpanue
3akoHOmarenscTBa Poccuiickoit deneparum, 2007, N 48, ct. 6001), mpuka3siBaro:

VYrBepauts mnpuwiaraemoe IlomokeHne o MeTogax MW cmoco0ax 3amuThl MHQOpMAanuu B
MHQOPMAIMOHHBIX CHCTEMax MEePCOHAIbHBIX TaHHBIX.

Hupextop PenepanbHOM CITyKOBI
10 TCXHUYECKOMY

1 3KCIIOPTHOMY KOHTPOJIIO
C.I'PUI'OPOB

[Ipunoxenue
K IIpukazy ®CTIK Poccun
ot 5 ¢espans 2010 . N 58

HHOJIOXKEHHUE
O METOJAX U CITIOCOBAX 3AIIMTHI THOOPMAIIMU B UHO®OPMALIMOHHBIX
CUCTEMAX HEPCOHAJIBHBIX TAHHBIX

I. O6mme nooxeHust

1.1. Hacrosmee Ilonoxenwe pa3paboraHo B cooTBeTcTBum C llonokeHneM o0 oOecriedeHUH
0e30macHOCTH NEPCOHANBHBIX JaHHBIX NPU UX 00paboTKe B MHPOPMAIMOHHBIX CUCTEMaX MEPCOHANBHBIX
JAHHBIX, yTBepkJeHHbIM [locranoBnennem [lpaBurensctBa Poccuiickoit denepannu ot 17 Hostops 2007
r. N 781 (CoOpanue 3akonomatenbcTBa Poccuiickoit ®enepanuu, 2007, N 48, cr. 6001), u
YCTAQHABIMBACT METOABI M CIOCOOBI 3alIMTHl MH(POpPMALUH, IpUMEHsEMble U1 oOecreyeHus
0e30MacHOCTH TIEPCOHANTBHBIX JAHHBIX MPU UX 00padoTKe B MHPOPMAIMOHHBIX CUCTEMaX MEPCOHATBHBIX
JaHHBIX (7anee - WHQOPMAIMOHHBIE CHUCTEMBI) TOCYJAPCTBEHHBIMH OpraHaMH, MYHHUIIUMAILHBIMU
OpraHamH, IOPUINYECKUMH WM (QU3MYECKUMHU JHLAMH, OPTaHU3YIOIUMH U (WIH) OCYLIECTBISIOIINMHU
00paboTKy MEPCOHANBHBIX [AHHBIX, a TaKKe ONPEINCISIONIMMU LI W COAEp)KaHHe O0O0pabdOoTKU
MEePCOHANIBHBIX JAHHBIX (Jajee - omepaTop), UM JIMIOM, KOTOPOMY Ha OCHOBaHHWHU JIOTOBOpA OMEPATOP
nopy4aeTr o0pabOTKy EepCOHANBHBIX JaHHBIX (Jajiee - YIIOJIHOMOYEHHOE JIUIIO).

B nacrosmem IlomoxkeHnn He paccMaTpHBalOTCS BOMPOCHI obOecreueHHs O0e30MacHOCTH
MEPCOHANFHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TIOPS/IKE K CBEICHHSIM, COCTABIISIONIUM
TOCYJJApPCTBCHHYIO TaliHy, a TaKKe BOMPOCHI MPUMEHEHUS KPHUIITOrpapUUuEcCKHUX METOJOB U CIIOCOOOB
3alIUTHl MHPOPMALIH.

1.2. K Meroznam u ciocobam 3aiuTsl HHGOpManruy B MHPOPMALMOHHBIX CUCTEMaX OTHOCSTCS:

METOABI M CIOcOoObl 3amuThl HHQOpManmu, o0padaThiBaeMON TEXHHYECKHMH CpEICTBAMH
MHQOPMALIMOHHOM CHUCTEMbI, OT HECAHKIMOHUPOBAHHOTO, B TOM WYHCJIE CIIy4alHOro, IOCTyHa K
MEPCOHAIIBHBIM ~ JAHHBIM, PE3YJIbTaTOM KOTOPOrO MOXXET CTaThb YHHUYTOXEHHE, HW3MEHEHHE,
OJIoKMpOBaHWE, KONMUPOBAHHWE, pACHPOCTpPAHEHHE TNEPCOHANBHBIX JAHHBIX, a TaKXKe HHBIX
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HECaHKLIMOHUPOBAHHBIX JeicTBUil (majmee - MeToApl M CHOCOOBI 3amuThl  MH(OpMamuu OT
HECaHKLIMOHUPOBAHHOIO 10CTYTIA);

METOABI M CIOCOOBI 3alIUTHl PedeBOil MHPOPMALMH, a Takke HMH(OpMAIHMK, MPEICTABICHHONW B
BUe HMH(GOPMATUBHBIX 3JIEKTPHUYECKHX CHTHAJIOB, (U3UYECKUX IIOJIEH, OT HECAaHKIIMOHWPOBAHHOTO
JOCTyna K TII€PCOHAJBHBIM JaHHBIM, pe3yJbTaTOM KOTOPOIO MOXET CTaThb KOIHMPOBAaHME,
pacrpoCTpaHEHUE EPCOHANBHBIX NaHHBIX, a TaKKE€ MHBIX HECAHKIMOHMPOBAHHBIX ACHCTBHH (nanee -
METOABI U CIIOCOOBI 3aLIUThl HHPOPMAILIUK OT YTEUYKH MO TEXHHYECKHM KaHaJlam).

1.3. Jlnsg BeIOOpa M pearn3aniy METOJOB M CIIOCOOOB 3aIIUThl HHGOPMAITHH B MH(OPMAITHOHHOM
CHCTEME ONEepaToOpOM MM YIIOJIHOMOUYEHHBIM JIMIIOM MOXKET Ha3HA4yaTbCsl CTPYKTYPHOE IOApa3AeieHUe
WIN JNOJDKHOCTHOE JIMIO (paOOTHHK), OTBETCTBEHHBIE 3a oOeclieueHne Oe30MacCHOCTH IMEPCOHANBHBIX
JAHHBIX.

Jlnsa BeIOOpa W peanu3alid METOAOB M CIIOCOO0B 3ammMThl WHGOpPMAIMH B WHGOPMAIIMOHHOMN
CHCTEME MOXET MPHUBICKATbCS OpraHu3alisl, MMeIomas OoQOPMICHHYIO B YCTAaHOBICHHOM IOPSIKE
JHULEH3UI0 Ha OCYIIECTBIEHHE JACATENILHOCTH TI0 TEXHHYECKOM 3amuTe KOH(PHUICHUUATBLHON
nH()OpMAaITHH.

1.4. BeiGop u peanm3anus METOIOB M CIIOCOOOB 3amUThl WHGOPMANWH B WHGOPMAIMOHHOMN
CHCTEME OCYLIECTBIISIIOTCS Ha OCHOBE OMpENeNIeMBIX ONepaTopoM (YHOJTHOMOUYEHHBIM JIUIIOM) YIpo3
0e301MacHOCTH TEePCOHANBHBIX JTAHHBIX (MOIENH yrpo3) W B 3aBHCHMOCTH OT Kjlacca MH(POPMaIMOHHON
CHCTEMBI, OIIPEJEeNICHHOr0 B coOTBETCTBUH C llopsaxom mpoBeaenus knaccuduranuu nHGOPMaLXOHHBIX
CUCTEM TMEepPCOHANBHBIX MAaHHBIX, yTBepkAeHHbIM IIpukazom @OCTIOK Poccun, O®Cb Poccun u
MunnapopmeBszu Poccun ot 13 despans 2008 r. N 55/86/20 (3apeructpupoBan Muntoctom Poccun 3
ampenst 2008 r., peructpanuonssnii N 11462).

Mogens yrpo3 paspabaTbiBaeTcsi HA OCHOBE METOAMYECKHX JOKYMEHTOB, YTBEP)KICHHBIX B
cooTBeTcTBHHU ¢ MyHKTOM 2 [Toctanoenenus [lpaBurensctBa Poccuiickoit @eneparmu ot 17 HostOpst 2007
r. N 781.

1.5. BeiOpaHHBIE U peaTU30BaHHBIE METOBI M CIIOCOOBI 3aIUTHI HHGOPMAIHH B HH)OPMAITMOHHON
cUcTeMe JO0JDKHBI 00eCIeYrBaTh HEHTPAIM3AIMIO MPEATIONaraeMbIX Yrpo3 0e30MacHOCTH MEPCOHANBHBIX
JaHHBIX TpU HMX 00paboTke B HMH(MOPMAIMOHHBIX CHCTEMaxX B COCTaBe CO3[aBaEMOW OIepaTopoM
(YIOJTHOMOYEHHBIM JIUIIOM) CUCTEMBI 3aIUThI IEPCOHANBHBIX JaHHBIX.

II. MeTozp! 1 cIOCOOBI 3aIUTHI HH(POPMALIUU
OT HECAaHKIIHOHUPOBAHHOTO JOCTYTIa

2.1. MerogamMu W crnocobamMu 3amUThl MHOOPMAIMM OT HECAHKIMOHHPOBAHHOI'O JOCTYIa
SBIISIFOTCSL:

peanu3zanys pa3peluTeNIbHON CUCTEMBI JOITyCKa MoJib30BaTesell (00CIyKUBAIOLIETo NEPCoHaia) K
WHPOPMAIMOHHBIM pecypcaM, HH)OPMAIIMOHHOM CHCTEME U CBS3aHHBIM C €€ HCIIOJIhb30BaHUEM paboTam,
JIOKYMEHTaM;

OrpaHHYEHHE JOCTYyIa I0JIb30BAaTEIed B IMOMEIICHUs, T Pa3sMEILICHbl TEeXHHYECKHE CPEACTBa,
MO3BOJIAIONINE OCYHIECTBIATE 00pabOTKY TMEPCOHANBHBIX JaHHBIX, a TaKKe XpaHSTCS HOCHUTEIU
UHQOPMAIIH;

pasrpaHMyeHUE OOCTyMa IOJIb30BaTeNeld M OOCITYKMBAIOILEro NEpcoHajda K HMHPOPMAMOHHBIM
pecypcam, IporpaMMHBIM CpeicTBaM 00pa0doTKH (Tiepeaadn) U 3ailiuThl HHPOPMAaInH;

perucTpanysi  JCHCTBHH  TONb30BaTeled W OOCHYKHMBAIOLIETO  MEepCOHaNla,  KOHTPOJb
HECaHKLIMOHUPOBAHHOIO [JOCTyNa M JCWCTBHH MOJb30BaTeNel, OOCIYXHMBAIOLIETO IepcoHala |
MOCTOPOHHMX JIHII;

yU4eT U XpaHEeHUe ChEeMHBIX HOocHuTelnel MH(opMauu U UX oOpalleHne, UCKIIIoYaloliee XHIIeHue,
MOJMEHY U YHUUTOXKCHUE;

pe3epBUPOBaHNE TEXHUYECKUX CPEACTB, 1yOnrpoBaHHE MAaCCUBOB M HOCHTEINEH HHPOPMAaLIUH;

WCTIOJNIb30BAaHUE CPEJICTB 3allMThl HH(OpMAIMK, MPOIIEANINX B YCTAHOBICHHOM MOpSJIKE
MPOIIEYPY OIICHKH COOTBETCTBUSI;

HCTIOJIb30BaHKE 3AIIUIICHHBIX KaHAIOB CBS3H;

pa3MelleHne TEXHHYECKHX CPEICTB, IMO3BOJISIIOIIMX OCYLIECTBISATH OOPaOdOTKY MNEpCOHANBHBIX
JIAaHHBIX, B TIpE/ieNiax OXpaHsIeMON TeppUTOpPHH;

opranmzanus (QHU3MYECKON 3aIIMTHl MOMEMIEHWH ¥ COOCTBEHHO TEXHHUUYECKHX CPEJCTB,
MO3BOJIIOLINX OCYLIECTBIATE 00pabOTKyY MepCOHATIBHBIX TaHHBIX;
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MpeIOTBpaIeHNEe BHEAPEHUS B WHGOPMAIIMOHHBIE CHCTEMBI BPEIOHOCHBIX MPOTrpaMM (TIpOTrpaMM-
BHPYCOB) U TIPOTPAMMHBIX 3aKJIAJOK.

2.2. B cucrteMe 3amUThl NEPCOHAIBHBIX AaHHBIX MH()OPMAIIMOHHOM CHCTEMBI B 3aBUCHMOCTH OT
Kjacca WHQOPMAIMOHHOM CHCTEMbl M HCXOAS U3 yrpo3 OE30MacHOCTH MEPCOHANBHBIX aHHBIX,
CTPYKTYpBI HH()OPMAIIMOHHOMN CHCTEMBI, HAJTHMYUS MEXCETEBOTO B3aUMOJICHCTBHSI M PEXKIUMOB 00pabOTKH
MEPCOHANFHBIX JAaHHBIX C WCIOJB30BAaHHEM COOTBETCTBYIOIIMX METOAOB M CIIOCOOOB 3aIUTHI
WHQOpPMAlMK OT HECAHKIMOHMUPOBAHHOTO JOCTYyIAa peamu3yloTcsi (YHKUUH YIPaBICHHUS OCTYIIOM,
pETHUCTpalliK U y4eTa, 00ecIedeHns [eJOCTHOCTH, aHAIN3a 3allHIIeHHOCTH, obecriedeHns: 6e30MacHOro
MEXXCETEBOTO B3aUMOJIEHCTBHSA N OOHAPYKEHUST BTOPKCHUH.

MeToabl 1 cIOcOObI 3aLIUTH UHPOPMAIIUK OT HECAHKIIMOHMPOBAHHOTO JI0CTYIIa, 00ECIEeUYNBAIOIIIE
(GyHKUMM YOpaBieHUS JOCTYIOM, pETHCTpallMd M ydeTa, oOecleueHHs LEeIOCTHOCTH, aHalu3a
3aIUIIEHHOCTH, o0ecTiedeHus] 0€30IacCHOT0 MEXKCETEeBOTO B3aMMOJEHCTBHAA B 3aBHCHMOCTH OT Kiiacca
MHQOPMAIIMOHHON CHCTEMBI OMPEACISIOTCA OnepaTopoM (YINOTHOMOYEHHBIM JIUIIOM) B COOTBETCTBHHU C
npuiIokeHueM K Hactosiemy [lomoxenuto.

2.3. B wuHbOpMAIMOHHBIX CHCTEMaX, UWMEIOMUX MOAKIIOYCHHE K HH(POPMAITHOHHO-
TEJIEeKOMMYHHKAITIOHHBIM CETSIM MEXIyHApOJTHOTO MH()OPMAIMOHHOTO OOMeHa (CeTsM CBA3H OOIIEro
MOJIb30BaHUs), WIM TNpH (YHKIMOHUPOBAHWU KOTOPBIX MPEAYCMOTPEHO HCIOIb30BAHUE CHEMHBIX
HOCHTENeH WHPOPMAITIH, UCTIONB3YIOTCS CPE/ICTBA AHTUBUPYCHOW 3aIIUTHI.

2.4. IIpu B3aUMOJICHCTBUU MH(GOPMAITMOHHBIX CHUCTEM c nH(OPMAITMOHHO-
TEJIEKOMMYHHKAIIMOHHBIMU  CETSIMA  MEXAYHAPOAHOTO HWH(POPMAMOHHOTO oOMeHa (CeTsIMH CBSI3U
o0I1Iero mojbp30BaHMsA) Hapsily ¢ METOJaMHU M CIOco0aMu, YKa3aHHBIMH B TMyHKTe 2.1 HacTosIiero
[lomoxeHunsi, OCHOBHBIMH METOJIAaMH W CII0OCOOaMHU 3amuThl HHOOPMAIUK OT HECAHKIIMOHHUPOBAHHOTO
JIOCTYTIa ABJISIOTCS:

MEXKCETeBOE JKPAHHUPOBAHME C LIENBI0 YNPABICHHUS JOCTYIIOM, (DUIBTPALlUH CETEBBIX MAaKETOB M
TPAHCIISIIUH CETEBBIX aJ[PECOB ISl CKPBITHSI CTPYKTYPHI HH()OPMAITMOHHOW CUCTEMBI;

oOHapy)XeHHE BTOpXEHW B WH(POPMANMOHHYIO CHCTEMY, HAPYIIAIOMINX WIA CO3AFOIINX
NPEANOCEUIKHM K  HapyIIEHHIO YCTAHOBJICHHBIX TpeboBaHMK 1O obOecneyeHnio 0e30MacHOCTH
MIEPCOHANBHBIX JJAHHBIX;

aHAIM3  3alIUINEHHOCTH  WH(MOPMAIMOHHBIX  CHCTEM,  IPEAINONaralmiuii  MpUMEHEHUE
CHEIMANN3UPOBAHHBIX MPOrPAMMHBIX CPEICTB (CKaHEPOB O€30MaCHOCTH);

3ammTa HHGOpPMAaIWK TIPH ee Nepeaaye Mo KaHalaM CBS3H;

WCTIONb30BAaHUE CMapT-KapT, JJIGKTPOHHBIX 3aMKOB M JIPYTHX HOCUTeled wHpopMamud s
HAJeKHOW MACHTU(DUKAIINN 1 ayTeHTU(UKAIINN TI0JIh30BaTENIeH;

WCTIOJIb30BaHKE CPE/ICTB AHTUBUPYCHOM 3aIllUTHI;

LEHTPAJIN30BaHHOE YIIPABICHHWE CHUCTEMOHW 3allUThl MEPCOHAIBHBIX MaHHBIX HH(QOPMAIMOHHON
CUCTEMBI.

2.5. Tlopkmovyenne WHQOPMAIMOHHBIX  CHUCTEM, 00pabaTHIBAIOIIMX  TOCYIAPCTBEHHBIC
WHQOPMAIMOHHBIE pPecypchl, K HH()OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIM CETSM MEXKAYHapOHOTO
WH(GOPMAITMOHHOTO OOMEHa OCYIIECTBISETCS B COOTBETCTBHHM ¢ YKa3om llIpesugentra Poccuiickoit
Oenepanyu ot 17 mapra 2008 1. N 351 "O mepax mo obOecrnieyeHHI0 MH(OOPMAIMOHHON 0€30MacHOCTH
Poccuiickoit  ®enepaiui TpuH  MCHOJIB30BaHUHM MH(OOPMAIIMOHHO-TEIIEKOMMYHUKAIMOHHBIX — CETEH
MexayHapoaHoro nHpopMarmonHoro oomena" (CoOpanue 3akoHoAaTenbcTBa Poccuiickoit denepanum,
2008, N 12, ct. 1110; N 43, cT. 4919).

2.6. Jna oOecnieueHuss 0e30MACHOCTH  MMEPCOHAIBHBIX  JAHHBIX [PH  MOJKIIOYEHUH
WH(POPMAITMOHHBIX CHCTEM K WH()OPMAIMOHHO-TEIIEKOMMYHHUKAIIMOHHBIM CETSIM  MEKAYHAPOIHOTO
WH(GOPMAITMOHHOTO OOMEHa (CeTSM CBS3H OOIIETro MOJB30BaHU) C MENbI0 MOMydeHHs 00IIeI0CTyTHON
WHQOpPMaIUK TOMUMO METOJIOB U Ccloco00B, YKa3aHHBIX B MyHKTax 2.1 u 2.4 Hactosmero [lonoxenus,
NPUMEHSIOTCS.  CIENYyIONFe OCHOBHBIE METOIbl W CrmocoObl  3amuThl  MHQOpMAMU  OT
HECaHKLIIMOHUPOBAHHOTO JI0CTYTIA!

¢duibTpanys BXOASIIMX (MCXOJSIINX) CETEBBIX ITAKETOB 10 TpaBWiiaM, 3aJaHHBIM OIEepaTopoM
(YNOJTHOMOYEHHBIM JTUIIOM);

NEPUOJUYECKU aHanu3 Oe30MacHOCTH YCTaHOBJICHHBIX MEXKCETEBBIX DSKpPaHOB Ha OCHOBE
MMUTAIMY BHENIHUX aTaK HAa HH(POPMAIIMOHHBIE CUCTEMBI;

AKTUBHBIN ayJUT 0€30MacHOCTH HH(OPMAIIMOHHOW CHCTEMBI Ha NIPEAMET OOHApYKEHHS B PEIKUME
pealbHOr0 BPEMEHU HECAHKIIMOHUPOBAHHOM CETEBOM aKTUBHOCTH;
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aHaJIM3 [PUHUMAEMOH 110 MH(OPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHBIM CETSM MEXIyHapOIHOTO
UHGOPMAIMOHHOTO0 O0OMEHA (CETSAM CBA3U OOIIETo MOJb30BaHus) MHOOPMALIMK, B TOM YUCIIC Ha HAJTHIUE
KOMITBIOTEPHBIX BUPYCOB.

Jns peanuzanuy yKa3aHHBIX METOJOB M CIIOCOOOB 3alIMThl MH(OpMAMKW MOTYT MPHUMEHSTHCS
ME)XCETEBbIE JKpaHbl, CHCTEMbl OOHApy>K€HHs BTOP)KEHHH, CpEACTBA aHauW3a 3allUIIEHHOCTH,
CIEeNMAIN3UPOBAaHHbBIE KOMILJIEKCHI 3all[UThl U aHAIN3a 3aILUIIEHHOCTH HH(pOpMauu.

2.7. Hna obecriedyeHusi O€30MACHOCTH MEPCOHANBHBIX JAHHBIX NPH YAAJICHHOM JAOCTyNE K
MH(QOPMAILIMOHHON CcHUCTEME uepe3 HMH()OPMAIOHHO-TEIEKOMMYHHUKALMOHHYIO CETh MEXAYHApPOIHOTO
WH(DOPMAITMOHHOTO OOMeHa (CeTh CBS3M OOIIEro IOJIb30BaHMUSA) IOMHMO METOAOB W CIIOCOOOB,
yKa3aHHBIX B MyHKTax 2.1 u 2.4 Hacrosimero [lonokeHuns, IPUMEHSIOTCS CIEIYOIIEe OCHOBHBIE METOIbI
Y CIIOCOOBI 3aLIUTH UHPOPMAIMH OT HECAHKIIHOHUPOBAHHOTO JIOCTYIA!

[IPOBEPKA MOAIMHHOCTH OTIIPAaBUTENS (yIAJIEHHOTO MOJIH30BATENs) U LIEIOCTHOCTH NepeaaBacMbIX
1o UH(POPMALMOHHO-TETICKOMMYHHUKAIIMOHHOW CETH MEKAYHapOJHOTO HH(pOpMaMoOHHOro oOMeHa (ceTu
CBSI3U OOILETO MOJIH30BaHUs) JaHHBIX;

yIpaBJieHHE JOCTYIIOM K 3alUIaeMbIM IEPCOHAIBHBIM JaHHBIM HHPOPMALMOHHOH CeTH;

WCTIONIb30BaHME aTpHOYTOB 0€30ITaCHOCTH.

2.8. [Ina obGecrnieyenusi 6€30MacHOCTH MEPCOHATBHBIX AAHHBIX MPH MEXKCETEBOM B3aUMOACHUCTBHU
OTIENbHBIX HHGOPMALMOHHBIX CHUCTEM dYepe3 HH(POPMAIMOHHO-TEIEKOMMYHHKALMOHHYIO  CEeTh
MEXIYHAPOIHOTO WH(GOPMAIIMOHHOTO OOMEeHa (CeTh CBS3HM OOIIETO IMOJB30BaHHUS) IIOMHUMO METOIOB U
Croco0oB, yKa3aHHbIX B MyHKTax 2.1 um 2.4 Hacrosuero IlomoxeHUs, NMPUMEHSIOTCS CICIYHOIINC
OCHOBHBIE METO/IbI U CTIOCOOBI 3alUTHl MHPOPMAIH OT HECAHKIIHOHMPOBAHHOTO JIOCTYTIA!

CO3JIaHME KaHajla CBS3U, 00ECIeUNBAOLIETO 3alIUTy NepeaaBacMoii HH(popMaLuy;

OCYIIECTBJIICHUE ayTEHTH(QHUKALWN B3aMMOJICHCTBYIOIIUX WHPOPMAIMOHHBIX CHCTEM M IPOBEpKa
MOJUIMHHOCTH TI0JIb30BaTeNIeH U LIEIOCTHOCTH MepeaBaeMbIX JaHHBIX.

2.9. lns obecniedeHusi Oe30MMaCHOCTH MEPCOHATBHBIX JaHHBIX MPH MEXCETEBOM B3aHMOJCHCTBUHU
OTHENbHBIX  HWHGOPMALMOHHBIX  CHUCTEM  Pa3HBIX  ONEpaTopoB  uepe3  HMHGPOPMALUOHHO-
TEJIEKOMMYHHKAIIMOHHYIO CETh MEXIyHapOJAHOTro HH(POpPMAalMOHHOTO OOMeHa (CeTh CBSI3M OOIIEro
MIOJIb30BaHUs) TIOMUMO METOJIOB U CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4 Hactosmero [lonoxenus,
NPUMEHSIOTCS  CIENYIOIIME OCHOBHBIE METOABl M CIOCOOBI  3amuThl  MH(OpMAmMU  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA!

CO3JlaHHe KaHajia CBs3U, 00ECTICUNBAOIETO 3alIUTY NepeaaBacMoil HH(POpMalIny;

ayTeHTU(HUKAIMA B3aUMOACHUCTBYIOIIMX WH(POPMALMOHHBIX CHCTEM W TPOBEPKa NOJIMHHOCTU
NOJIb30BaTeNel U LIETTOCTHOCTHU IEPEIaBacMbIX JTaHHBIX;

oOecriedeHne TMPEJOTBPAIICHUS] BO3MOXKHOCTH OTPHIIAHHS IOJIb30BaTeNeM (akTa OTIpPaBKU
NEPCOHANBHBIX JAHHBIX JPYTrOMY MOJIb30BATEIIO;

o0ecriedeHne TPEJOTBPALICHUS] BO3MOXKHOCTH OTPHLAHMSA MOJb30BaTeNeM (akTa IOMydeHus
MEPCOHANBHBIX JJAHHBIX OT JAPYTOro TOIb30BaTEIs.

2.10. OOMeH TepCOHANBHBIMU JIAHHBIMH TPU UX 00paboTKe B HH(POPMAIMOHHBIX CHUCTEMaxX
OCYLIECTBIISIETCS. 10 KaHajlaM CBSI3M, 3allUTa KOTOPHIX OOecleuuBaercssi IyTeM peaJu3alud
COOTBETCTBYIOIIUX OPTaHU3AIIMOHHBIX MepP U (MJIM) TPUMEHEHHS TEXHUUECKUX CPEJICTB.

2.11. IoakmtoueHre HHOOPMAIMOHHON CHCTEMBbI K MH()OPMAIMOHHON CHCTEME APYroro Kiacca
WIM K MH()OPMAIIMOHHO-TEIEKOMMYHHKALIMOHHONW CETH MEXIYHapOAHOro MH(OPMAIMOHHOTO OOMeHa
(cetu cBs131 OOIIETO MMOJIB30BAHMUS) OCYIIECTBIISIETCS C HCIOIb30BAHHUEM MEKCETEBBIX IKPAHOB.

2.12. TlporpammHOe oOecrieueHHE CpEACTB  3aIIUTHl  MHQOpMAIMM, TNPUMEHSEMBIX B
MHQOPMALMOHHBIX CcHcTeMax 1 Kiacca, HPOXOIUT KOHTPOJIb OTCYTCTBHS HEACKIApUPOBAHHBIX
BO3MOXHOCTEH.

HeoOxomuMocTh TIpOBEJCHUS KOHTPOJISL OTCYTCTBUSI HENEKJIAPHUPOBAHHBIX  BO3MOKHOCTEH
NPOTPaMMHOTO 00ECIeUeHHsI CPEJICTB 3alUThl WHPOPMAIUK, TPUMEHSEMBIX B HH(OPMAIMOHHBIX
cucTteMax 2 1 3 KJIaccoB, ONpeeIIIeTCs ONepaTopoM (YIIOJIHOMOUYSHHBIM JIHLIOM).

2.13. B 3aBucumocTH OT OCOOEHHOCTEW O0O0pabOTKM MEPCOHANBHBIX JAHHBIX U CTPYKTYPHI
WHQOPMAIMOHHBIX CHCTEM MOTYT pa3padaThlBaThCsl W TMPHUMEHSTHCS JIPYTHE METOJIbl  3alUThI
MHQOpPMaMK OT HECAaHKIMOHWPOBAHHOTO JOCTyMHa, OO0ECleuMBaroliue HEHTpamu3aluio  yrpos
0e30MacHOCTH MEePCOHATILHBIX 1aHHBIX.

II1. MeToab! 1 criocoObl 3alUThl HHPOPMAITUH
OT YTEUKH 10 TEXHUYECKUM KaHAIaM
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3.1. 3ammra pedeBoil uHpopMalu ¥ HWHOOPMALIMK, HPEACTABICHHOW B BHAE HH()OPMATHUBHBIX
EKTPUYECKUX CUTHAJIOB U (PU3MYECKUX IOJIEH, OCYLIECTBISAETCS B CilydyasiX, KOTJa MpH ONpPEeAeIeHUN
yrpo3 0e30MacHOCTH MNEePCOHANBHBIX JTAaHHBIX W (OPMHUPOBAHHHM MOJIEIN YIpo3 NPUMEHUTEIHHO K
WHQOPMAIIMOHHON CHUCTEME SBIISIOTCS aKTyaJbHBIMH yIpO3bl YTEYKH aKyCTHUECKOW pPedyeBOii
UHQOPMaIUK, Yrpo3bl YTEUKH BUAOBOH HMH(POpPMAlUM M YIrpo3bl YTEUKH HHGOpPMAaLUHM M0 KaHajam
NOOOYHBIX 3JEKTPOMArHUTHBIX M3IY4YCHUH M HABOAOK, OIPEAEICHHbIE HA OCHOBE METOAMYECKHX
JOKYMEHTOB, YTBEP>KACHHBIX B COOTBETCTBUH ¢ MyHKTOM 2 [ToctanoBnenus [IpaBurensctBa Poccuiickoit
Oenepanuu ot 17 HOsI6ps 2007 . N 781.

3.2. JIns MCKIIOYEHUS] YTEUKU INEPCOHAIBHBIX NAHHBIX 3a CUET MOOOYHBIX 3JIEKTPOMArHUTHBIX
M3JTy4eHUH U HABOJOK B MH(OPMAIMOHHBIX cUCTeMax | Kilacca MOTYT MPUMEHSITHCS CIIeTYIOIIIE METOIbI
M CTIOCOOBI 3aLIUTHI HHPOPMAIIH:

HCIOJIb30BaHUE TEXHUUYECKUX CPEJICTB B 3AIUIIIEHHOM HCIIOJHEHUY;

WCTIONB30BaHUE CPEICTB 3allUThl HMH(OpMAIM{, NPOIIEAIINX B YCTAaHOBICHHOM MOpSAKE
IpOLEYPY OLICHKH COOTBETCTBUS;

pa3MelIeHne 00bEKTOB 3aIlUThl B COOTBETCTBUY C IPEANUCAHUEM Ha SKCIUTyaTalHIo;

pa3sMelIeHUE TOHWKAIOUIMX TPAaHC(POPMATOPHBIX MOJACTAHIUM 3JIEKTPOIUTAHUSI U KOHTYpPOB
3a3eMJICHUS TEXHUYECKUX CPEACTB B MpeJiesiaX OXPaHsIeMOH TEPPUTOPHH;

o0ecriedeHue pas3BsI3KU ILIETell SIEKTPONUTAHUS TEXHHYECKUX CPEACTB C ITOMOLIBIO 3aIUTHBIX
GUIBTPOB, OIOKUPYIOMHKX (TTOABIISIONINX ) MH()OPMATHBHBIN CHTHAIT,

oOecrieyeHne DIIEKTPOMATHUTHOH pa3BsA3KM MEXKAY JMHUSMH CBSI3U W JIPYTUMH  LETSIMU
BCIIOMOTATEJIbHBIX TEXHHYECKUX CPEJICTB M CUCTEM, BBIXOASALIMMH 32 TPEACIbl OXpaHIeMON TEPPUTOPHH,
¥ MH(OPMALMOHHBIMU LIEIISIMH, TI0 KOTOPBIM LIUPKYJIMPYET 3aliuiaeMas HHpopManus.

3.3. B uHpopMannMoHHBIX cHcTeMax 2 Kiacca A o0paboTKM HH(MOpMAIMU HCIOIB3YIOTCS
CpeICTBa BBHIYMCIUTEIHHON TEXHHUKH, YIOBIETBOPSIOUINE TPEOOBAHUSIM HAIMOHAIBHBIX CTaHIAAPTOB IO
3JIEKTPOMAarHUTHOH COBMECTHMOCTH, MO O€30IIaCHOCTH M 3PrOHOMHUYECKHM TPeOOBAHUSAM K CpPEACTBaM
oToOpaxkeHHsT HWH(POpPMAILMM, MO CAHUTAPHBIM HOpMaM, MPEObABISIEMBIM K BHICOAUCIUICHHBIM
TEepMHUHAJIaM CPECTB BBIYUCIUTEIbHON TEXHUKH.

3.4. [lpu npuMeHeHNH B MHPOPMALIMOHHBIX CUCTeMaX (PYHKIIMH FOJIOCOBOTO BBOJA MEPCOHATIBHBIX
JaHHBIX B MH()OPMAIMOHHYIO CHCTEMY WM (YHKLUMH BOCIPOM3BEACHHUs HMH(pOpMAlMU aKyCTHYECKHMMHU
cpeacTBaMyu MH()OPMAIIMOHHBIX CUCTEM AJISl MHPOPMAIIMOHHOM CHCTEMBI | Kilacca peam3yloTcsl METO/Ib
Y CTIOCOOBI 3aIIUTHI aKyCTUYECKOH (peueBoii) HH(MOpMAITIH.

MeTo/pI ¥ CTIOCOOBI 3alUTHl aKYCTHIECKOH (peueBoil) HHPOPMAIINH 3aKIFOYAOTCs B peaTn3allii
OpPraHU3alMOHHBIX M TEXHUYECKHX MEp Ul 00ecleYeHHs 3BYKOM30JALUHN OTPaXkKAaloOINX KOHCTPYKLUH
MOMEIIEHUH, B KOTOPBIX pAacCIoioKeHa WHQPOPMAIMOHHAsE CUCTEMa, WX CHCTEM BEHTHISIHUA |
KOHJIMLMOHUPOBAHMS, HE MO3BOJISIOIIEH BECTH MPOCIYLIMBAHUE aKyCTHYECKOH (peueBoil) nH(popMaLuu
IpU TOJIOCOBOM BBOJIE€ NEPCOHAIBHBIX JAHHBIX B MH(OPMAIMOHHON CHCTEME HWJIM BOCIPOU3BEIACHUHU
WHQOPMAITUH aKyCTUIECKUMH CPEJCTBAMH.

BennunHa 3ByKOHM30JISIIMH ONIPEEISETCS ONEepaTopoOM UCXOJIS U3 XapaKTEePUCTUK MTOMEIICHUS, €ro
pacroioxeHus: 1 0codeHHOCTel 00paboTKH NEPCOHAIBHBIX JAHHBIX B MHPOPMALIMOHHOI cucTeMe.

3.5. Pa3Menienue yCTpOWCTB BBIBOJAa HWH(OPMAIMH CPEJCTB BBIYHACIUTEIBHON TEXHHKH,
WHPOPMAITMOHHO-BBIYHCIIUTENFHBIX KOMILICKCOB, TEXHHYECKHUX CpPEACTB 00paboTKH TIpadUyuecKoHn,
BUIE€O- U OyKBEeHHO-UM(POBOM HHGOpMALMHU, BXOIIIIMX B COCTaB HMH(OPMALMOHHOW CHCTEMBI, B
MOMEIIEHUSX, B KOTOPBIX OHU YCTaHOBJIEHBI, OCYILIECTBIISIETCSI TAKAUM 00pa3oM, 4TOOBI OblIa UCKIIIOUYEHA
BO3MOXHOCTh MPOCMOTpa MOCTOPOHHUMH JIMIIAMH TEKCTOBOM M Trpaduueckod BUIOBOH HH(OpMAaImy,
coJepiKallel IepcoHalIbHbIC JaHHBIE.

[Ipunoxenue

k [lonoxxenuto

0 METOAAX U CIOCO0ax 3alUThI
WHPOPMALIMU B UHPOPMAITHOHHBIX
cUcTeMax MepcoHaIbHBIX JIAaHHBIX

METO/IbI 1 CIIOCOBbBI 3AHIUThI MTHOOPMALIUN
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OT HECAHKIIMOHHMPOBAHHOI'O JOCTYTIA B 3BABUCUMOCTHU OT KJIACCA
NHOOPMAIIMOHHOU CUCTEMBI

1. Meromsl W cmocoObl 3amMThl WHPOPMALUK OT HECAHKIWOHHWPOBAHHOTO JOCTyHa JUIs
obecrieueHrss 0€30MMACHOCTH TIEPCOHAIBHBIX JAaHHBIX B WH(GOPMAMOHHBIX cHcTeMax 4 Kiacca |
[eJIeCO00Pa3HOCTh X MPUMEHEHHUS OTIPEACTISAIOTCS ONepaTopoM (YIIOITHOMOYEHHBIM JTUIIOM ).

2. Meronel W CcHOCOOBI 3amIUTHl WHPOPMALUH OT HECAHKIHMOHHPOBAHHOTO JOCTYIA,
obecrneunBaronye GyHKIIMHA YIPABIEHHS JOCTYIIOM, PETUCTPANNN U ydeTa, 00ecTiedeHHs IeTOCTHOCTH U
0e30macHOr0 MEKCETEBOT'0 B3aUMOICHCTBHS 71T MH(GOPMAITMOHHBIX CHCTEM 3 Kitacca.

2.1. [nsa uHQOpMAIMOHHBIX CHCTEM 3 Kjacca MpH OJHOIMOJIB30BATEIBCKOM peXuMe oOpaboTKu
MEPCOHANBHBIX JTAHHBIX IPUMEHSIOTCS CJIEAYIOIINE OCHOBHBIE METOBI M CIIOCOOBI 3aIIUTHl HHPOPMALIUH:

a) yIpaBJeHHEe JOCTYIIOM:

UACHTU(HUKALHUS U IPOBEPKa MOJIMHHOCTH MOJIB30BATENs IPH BXOJE B CHCTEMY HH()OPMAIIMOHHOM
CHCTEMBI 110 MAapOJII0 YCIOBHO-IIOCTOSIHHOTO JCHCTBHS IJIMHOW HE MEHee LIeCTH OYKBEHHO-IM(POBBIX
CHMBOIJIOB;

0) perucTpanus u y4er:

peructpanys BXxofa (BbIX0Ja) MMOJIb30BATEINISI B CUCTEMY (M3 CUCTEMBI) MO0 PETHUCTPaLUs 3arpy3KH
Y WHUIUATN3AIAN OTEPAIiOHHOW CHCTEMBI M €€ MPOTPaMMHOTO OCTaHOBa. Permcrpariusi BbIXoma W3
CHUCTEMBl WJIM OCTaHOBa HE TMPOBOAWTCS B MOMEHTHI anmapaTypHOrO OTKIIOYEHHS WHQPOPMAIOHHON
cUcTeMbl. B mapamerpax perucTpanuy yKas3bIBaroTCs JaTa W BpeMsl BXoja (BBIXOJA) IMOJIL30BATENS B
cucTeMy (M3 CUCTEMBI) WJIH 3arpy3KH (OCTaHOBA) CHCTEMBI,

y4eT BCeX 3allliIaeMbIX HOCHTeNed WH(pOpMannyd C TOMOINBI0 WX MapKHPOBKH M 3aHECEHHE
YUETHBIX IaHHBIX B )KypHaJ y4eTa;

B) obecreueHue IeIOCTHOCTHU:

o0ecredeHne MEINOCTHOCTH MPOTPAMMHBIX CPEIICTB CHUCTEMBl 3allUThl MEPCOHANBHBIX IaHHBIX,
oOpabaTeiBaeMoil HHPOPMAIIMY, a TAK)KE HEM3MEHHOCTh MPOrpaMMHON cpenbl. [Ipu 3TOM 1en0CTHOCTh
MPOTPaMMHBIX CPEJICTB MPOBEPSIETCS MPH 3arpy3Ke CHUCTEMBI 10 HAIUYWIO UMEH (MAESHTH(UKATOPOB)
KOMIIOHGHTOB ~CHCTEMBI 3allMTBl IMEPCOHATBHBIX JaHHBIX, LEJIOCTHOCTh MPOTPAMMHON Cpebl
obecreunBaeTcsi OTCYTCTBUEM B HH(DOPMAIIMOHHOHN CHCTEME CPENICTB Pa3pa0d0TKU M OTIIAIKH IPOTPaMM;

¢usnueckas oxpaHa HWH(DOPMAIIMOHHOW CHCTEMBI (TEXHHYECKHUX CPEICTB M  HOCHTENen
uHQOpMaIUK), TpeaycMaTpUBAIOIIas KOHTPOJIb JOCTyNa B TMOMEIICHUS WH()OPMAIMOHHOW CHCTEMBI
MMOCTOPOHHUX JINII, HAIMYAE HAAECKHBIX MPENSATCTBHHA JUISI HECAHKIIMOHHPOBAHHOTO TPOHUKHOBEHUS B
noMeIteHus! HHQOPMAIMOHHON CHCTEMBI M XpaHWIHIIE HOCUTEeNel nH(OopMaIuy;

MEPUOJTNYECKOE TECTUPOBAHUE (PYHKIUA CHUCTEMBbI 3allUThl TEPCOHAJBHBIX JaHHBIX MPH
W3MEHEHUN TPOrPpaMMHON Cpelbl W IoJIb30BaTeneld WH()OPMAIMOHHON CHCTEMbI C ITOMOIIBIO TECT-
MpOrpaMM, IMUTUPYIOIINX TTOMBITKA HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

HAIMYME  CPEJCTB  BOCCTAHOBICHHS  CHCTEMbl  3aIUTHl  IEPCOHANBHBIX  JAaHHBIX,
NpeyCcMaTPUBAIONINX BEJCHUE JIBYX KOIUI MPOTPaMMHBIX KOMIIOHEHTOB CPEJICTB 3alIUThl HH(POpMAIHH,
WX MIEPHOANYECKOEe OOHOBIIEHUE ¥ KOHTPOJIb Pab0TOCTIOCOOHOCTH.

2.2. i uHGOPMAIMOHHBIX CHCTEM 3 KJlacca MPH MHOTOIOJIb30BaTEIbCKOM PEXUME 00pabOTKU
MEPCOHANBHBIX JJAHHBIX M PaBHBIX IpaBax JOCTyNa K HUM MOJb30BaTENICH MPUMEHSIOTCS CIIEAYIOIINe
OCHOBHBIE METO/IBI ¥ CTIOCOOBI 3aITUTH HHPOPMAIIUH:

a) yIpaBJeHHEe JOCTYIIOM:

WACHTU(QUKALMS W TPOBEPKA MOJUIMHHOCTH TOJB30BaTeNlsi MPH BXOJAE€ B CHUCTEMY IO
uaeHTH(OUKATOpPY (KOAY) U MaPOII0 YCIOBHO-TTOCTOSHHOTO ASMCTBUS JJIMHOW HE MEHEee IIeCTH OyKBEHHO-
U POBBIX CUMBOJIOB;

0) perucTpanys u y4er:

perucTpanys Bxoja (BbIX0J[a) MOJIb30BATEINSI B CUCTEMY (M3 CUCTEMBI) JIMOO PETHUCTPALIUS 3arPy3KH
Y MHHULMAIM3AIUKA ONEPAlMOHHOW CHUCTEMBI M €€ MPOrpaMMHOrO OcTaHOBa. Permcrpauusi BeIXoAa H3
CHUCTEMBl WJIM OCTaHOBAa HE TPOBOJUTCS B MOMEHTHI allapaTypHOrO OTKIIOYEHUS WHPOPMAIMOHHON
cUCTeMBbl. B mapamerpax perucTpanuy yKas3bIBarOTCs JaTa W BpeMsl BXoja (BBIXOJa) MOJIL30BATENS B
cucteMy (M3 CHCTEMBI) WM 3arpy3Kd (OCTaHOBA) CHCTEMBI, Pe3yJIbTaT MOMBITKH BX0oJa (yCIEIIHAs MU
HEYCIeIIHas);

yYeT BCEX 3alUIAeMbIX HOCUTEJeH WHQOpPMAalUu ¢ TOMONIbI0 MX MAapKHUPOBKH W 3aHECEHUE
VUYETHBIX JIAHHBIX B )KypHaJl y4eTa;

B) obecrieueHne eJOCTHOCTH:



o0ecrieyeHue IIEJIOCTHOCTU HPOTPAMMHBIX CPEICTB CHUCTEMbl 3alUTHI IIE€PCOHAIBHBIX JaHHBIX,
o0OpabaTbiBaeMOl HH(pOPMAIUY, & TAKXKE€ HEU3MEHHOCTh IIPOrpaMMHOM cpeabl. [Ipu 3TOM LeN0CTHOCT
MPOTrPaMMHBIX CPEICTB MPOBEPSIETCS MPU 3arpy3Ke CHUCTEMbI MO HAIMYUI0 UMEH (MACHTH(HUKAaTOPOB)
KOMIIOHEHTOB CHCTEMBl 3allIUThl MEPCOHANBHBIX JaHHBIX, a UENOCTHOCTh MPOTPaMMHON Cpeabl
o0ecrieynBaeTcsl OTCYTCTBUEM B MH(OPMAILIMOHHON CHCTEME CPEACTB pa3pabOTKU M OTJIAAKHU MPOrpaMm
BO BpeMs 00paboTkH 1 (WIIN) XpaHEeHUS 3allrIacMoi nH()OpMaITiy;

¢usnueckas oxpaHa HHPOPMAIMOHHOM CHCTEMBI (YCTPOHMCTB W HOCHTeNeH HH(GOpMALNN),
IpeayCcMaTpUBaIoIIas KOHTPOJIb JOCTYIIA B IOMEIIEHHUSI HHPOPMAIIMOHHON CUCTEMBI IIOCTOPOHHUX JIML,
HaJIMYME HAAEXKHBIX MPENATCTBUI ANl HECAaHKUHMOHUPOBAHHOIO IIPOHUKHOBEHHMSI B IOMEIICHUS
MHQOPMAITMOHHON CUCTEMBI U XpaHUIIUILE HOCUTENIEH HH(pOpMalLny;

MEPUOUYECKOE TECTUPOBaHWE (PYHKUIUA CHUCTEMBI 3allUThl TEPCOHAJBHBIX JAAaHHBIX MpPU
W3MEHEHUH IPOTPaMMHOI cpeabl M IOJIb30BaTeled MH(GOPMALMOHHOW CHUCTEMBI C IIOMOIIBIO TECT-
NpOrpaMM, UMUTHPYIOMIUX MOMBITKA HECAHKIIMOHUPOBAHHOTO IOCTYIIA;

HIMYME  CPEICTB  BOCCTAHOBICHHS  CHCTEMbl  3alIUTHl  MEPCOHATBHBIX  JaHHBIX,
IpeayCMaTPUBAIOIINX BEJCHUE JIBYX KOIUM IIPOTPaMMHBIX KOMIIOHEHTOB CPEJCTB 3aIIXTh HH(OpMaIuy,
WX TIepHOANIecKoe 0OHOBJICHUE M KOHTPOIIb PabOTOCTIOCOOHOCTH.

2.3. st nHQOpMAIIMOHHBIX CHUCTEM 3 Kiacca MpU MHOTOMNOJIB30BATEIBLCKOM peXUMe 00paboTKu
NEPCOHANBHBIX JaHHBIX M PAa3HBIX IpaBax AOCTyNAa K HUM II0Jb30BaTeNed MPUMEHSIOTCS CIECAYyIOIIUe
OCHOBHBIE METOJIBI ¥ CTIOCOOBI 3alTUTH HHPOPMAIINH:

a) yIpaBJIeHHUE TOCTYIIOM:

WACHTHU(HKALKS U TPOBEPKA MOAJMHHOCTH TONB30BaTelsl MPH BXOJE B CHUCTEMY IO MapoIIio
YCIIOBHO-IIOCTOSIHHOTO I€HCTBUS IIMHHON HE MEHEE IIeCTH OyKBEHHO-LIU(PPOBBIX CUMBOJIOB,;

0) perucTpanysi U y4er:

perucTpanys Bxofa (BbIX0Ja) MOJIb30BATEINSI B CUCTEMY (M3 CUCTEMBI) JIMOO PETHUCTPALIUS 3arpy3KH
Y MHHULHAIU3AIUK OINEPAlMOHHOW CHUCTEMBI M €€ IMPOrpaMMHOIO OCTaHOBa. Perucrpanusi BeIxoma u3
CHCTEMBl WM OCTaHOBAa HE NPOBOAUTCS B MOMEHTHI ANMapaTypHOr0 OTKIIOYEHHUS WHPOPMALMOHHOMN
cUcTeMbl. B mapamerpax perucTpanuu yKas3bIBaroTCs JaTa W BpeMsl BXoja (BBIXOJa) IMOJ30BATENS B
cucTeMy (M3 CHCTEMBI) WM 3arpy3KH (OCTaHOBA) CHUCTEMBI, PE3YJIbTAT MOMBITKH BX0/Aa (YCIEIIHAS WK
HEyCIIeNIHas), WAeHTUGUKATOp (Ko wWid (aMWiIHs) TOJB30BaTelNs, NpPEAbSBICHHBIA TPHU IOMBITKE
JOCTYIa;

y4eT BCEX 3allMIacMbIX HOCHTENeHd HH(OpMaluyu C MOMOIIBI0O WX MapKUPOBKH M 3aHECCHHE
YYeTHBIX TaHHBIX B KypHAJI ydeTa ¢ OTMETKOH 00 UX BbIFaue (pueme);

B) o0ecrnieueHue eI0CTHOCTH:

oOecriedeHue IIeJTOCTHOCTH MPOTPAMMHBIX CPEJCTB CHUCTEMbI 3allUTHI TEPCOHATBHBIX JaHHBIX,
o0OpabaTbiBaeMOil HHPOPMAINH, A TaK)KE€ HEM3MEHHOCTh HMPOrpaMMHOM cpeabl. [Ipu 3TOM 1enocTHOCTD
NPOTrPaMMHBIX CPEACTB MPOBEPAETCS MPU 3arpy3Ke CHCTEMbI MO KOHTPOJIHBIM CyMMaM KOMIIOHEHTOB
CPEJICTB 3alIUThl MHPOPMAIIMH, a [IETOCTHOCTh POTPAMMHOM Cpefibl 00ecreunBaeTcs NCIOIb30BaHHEM
TPAHCJIATOPOB C SI3BIKOB BBICOKOTO YPOBHS M OTCYTCTBHEM CpPEACTB MOJU(PHKAIMU OOBEKTHOTO KOJIa
Mporpamm B mporiecce 00paObOoTKH U (M) XpaHSHHS 3alUINaeMoi HHGOPMAIIHH;

¢usnueckas oxpaHa HWH(POPMAIMOHHOW CHCTEMBI (YCTPOHCTB W HOCHTeNeH HH(GOpMAIINN),
npeycMaTpHUBalonass KOHTPOJIb JIOCTYIa B MMOMEHICHHUS] HHPOPMAITMOHHONW CHCTEMBI IOCTOPOHHUX JIHII,
HaJIMYME HAACXKHBIX MPENATCTBUI A1 HECAaHKUMOHUPOBAHHOTO IPOHUKHOBEHHSI B IOMEIICHUS
MH(POPMALIMOHHON CUCTEMBI U XPaHUIIUILE HOCUTENIEH HHpOopMaLny;

MEPUOJTNYECKOE TECTUPOBAHWE (PYHKIUH CHCTEMbI 3allUThl TEPCOHAJBHBIX JAaHHBIX MPH
W3MEHEHUH NPOTrpaMMHOI cpeabl M TOJb30BaTeled MHGOPMALMOHHOW CHUCTEMBI C IIOMOILIBIO TECT-
POrpaMM, UMUTHPYIOIIKX MOMBITKA HECAHKIIMOHUPOBAHHOT'O IOCTYIIA;

HAJIMYME  CPEJICTB  BOCCTAHOBIICHHS ~ CHCTEMBI  3alllUTHl  [EPCOHATBHBIX  JIAHHBIX,
NpeyCMaTPUBAIONINX BeJICHHE JIBYX KOIUI MPOrPAaMMHBIX KOMIIOHEHT CPEJICTB 3aIUThl HH(OpMAIHY,
WX MEPHOANYECKOE OOHOBJICHUE ¥ KOHTPOJIb Pa00TOCTIOCOOHOCTH.

2.4. besoracHoe MeXCETeBOE B3aUMOJICHCTBHUE JIIsl MHPOPMAIMOHHBIX CHCTEM 3 Kllacca TpH UX
MOJIKITIOUEHHH K CETSM MEXJIYHAPOIHOTO MH(POPMAIMOHHOTO OOMEHa, a TakKe JUIsl pacIpeelieHHbIX
MHQOPMALMOHHBIX CHUCTEM 3 KJlacca MPH HMX pa3[elieHMd Ha TOACHUCTEMBI JOCTHraeTcs MyTeM
NPUMEHEHUS CPEJCTB MEKCETEBOTO SKPAHUPOBAHMUS (MEXKCETEBBIX IKPAHOB), KOTOPHIE 00ECTICUNBAIOT:

(GWIbTpalMI0 HAa CETEBOM YPOBHE JUIS KAKIOrO CETEBOIO IMaKeTa HE3aBUCHMO (pEUICHHE O
GUIbTpaM MPUHUMAETCS Ha OCHOBE CETEBBIX aJIPECOB OTIPABHUTENSI M IONydaTelss WM Ha OCHOBE
JIPYTUX SKBUBAJICHTHBIX aTpUOYTOB);



UICHTU(HKALIIO U AyTeHTH()UKAIMIO aJJMUHHCTPATOPa MEXKCETEBOTO SKpaHa MPU €ro JOKAIBHBIX
3ampocax Ha JIOCTYIH 0 UACHTU(PUKATOPY (KOAY) ¥ MApOIIIO YCIOBHO-TIOCTOSIHHOTO JICHCTBHS;

perucTpaurio Bxoaa (BbIXOJAA) agMHHUCTPATOpa MEXKCETEBOIO dKpaHa B CHUCTEMY (M3 CHCTEMBI)
n0o0 3arpy3kd W MHHALUATU3AlMA CHUCTEMBl W €€ MPOrPaMMHOTO OCTaHOBa (PerucTpalysi BBIXOJA U3
CHCTEMBbI HE IPOBOAMUTCSI B MOMEHTHI allllapaTyPHOTO OTKIIFOUYEHHS MEKCETEBOTO IKPAHA);

KOHTPOITb TIEJIOCTHOCTH CBOSH ITPOrpaMMHON 1 HH(GOPMAITMOHHOM YacTu;

(UIBTPalMI0 TAKETOB CIIYy>KEOHBIX IMPOTOKOJIOB, CIY)KALIMX Ui TUArHOCTHUKH M YIPaBICHHUS
paboTol CeTEeBBIX YCTPOUCTB;

BOCCTaHOBJICHUE CBOMCTB MEXCETEBOI'0 3KpaHa Mocye c00eB U 0TKa30B 000PYIOBaHMUS;

periaMeHTHOEe TECTHPOBAaHUE pealu3alui NpaBWil (QuiIbTpanuu, mpouecca HISHTHUOUKAINH |
ayTeHTU(UKAMKM ~ aJIMHUHHACTpATOpa MEXKCETEBOTO 9JKpaHa, TMpolecca perucTpanuud  IeHcTBUi
aAMUHHUCTPAaTOpa MEKCETEBOTO0 JKpaHa, IIpolecca KOHTPOJSA 3a IEJOCTHOCTBIO IPOrpaMMHON U
MHQOPMAIIMOHHOHN YacTH, MPOLEAyPbl BOCCTAHOBIICHHUSI.

MesxceTeBble SKpaHBl, KOTOpPBIE OOECIIEUMBAIOT BBINIOJIHEHUE YKa3aHHBIX BbIIe (YHKLIWH,
IPUMEHSIOTCS. B paclpeleNIeHHbIX MH()OPMAMOHHBIX cUcTeMax 2 M 1 KJaccoB MpH MX pa3lesieHUH Ha
OTIENbHBIC YaCTH.

[Ipu paznenenun MHGOPMATMOHHON CHCTEMBI TIPH IMTOMOIIN MEKCETEBBIX 3KPAaHOB Ha OT/ACIbHBIC
YacTH CHCTEMBI AJIsl YKa3aHHBIX YacTeH CHCTEMbI MOXKET YCTaHABIMBAThHCS OoJiee HU3KHUN Kilace, 4eM s
MH(QOPMAIIIOHHOHN CUCTEMBI B 1IETIOM.

3. MeToapl W CmocoOBl 3alMThl  HMH(GOPMAIMKM OT HECAHKI[MOHUPOBAHHOTO JOCTYIIA,
oOecneunBaronye GyHKIMHA YIPABICHUS JOCTYIIOM, PETUCTPALIMU U ydeTa, 00CCIICUCHUS IEJIOCTHOCTH U
0e30I1acHOr0 MEXCETEBOT0 B3aUMOACHCTBUS Il MHPOPMALIMOHHBIX CHCTEM 2 Kilacca.

3.1. dns wHGOPMAIMOHHBIX CHCTEM 2 Kilacca MpH OJHOIOJIB30BATEIBCKOM pekuMe 00paboTKu
IMEPCOHAJIBHLIX NPUMCEHAIOTCA BCEC METOABI U CHOCO6I)I 3alllUThI I/IH(I)OpMaHI/II/I OT HCCAHKIMOHUPOBAHHOT'O
JOCTyIa, COOTBETCTBYIOIIME HH(OPMALMOHHBIM CHCTEMaM 3 Kjacca IpPH OJHOIOJIb30BATEIBCKOM
pexxuMe 00pabOTKH.

3.2. Jlna uHGOPMAITMOHHBIX CUCTEM 2 Kilacca IPU MHOT'OIOJL30BATEILCKOM PEeKUME 00pabOTKH
MEPCOHAJIBHLIX JAHHBIX W PaBHBLIX IIpaBax AJOCTYyIla K HUM MoJab30BaTeNIe IMPUMCHAIOTCA BCC MCTOABI U
CcHocoObl  3aIuThl  MHGOPMALMKM OT  HECAHKUHMOHHUPOBAHHOTO  JOCTYNA, COOTBETCTBYIOIIHE
WHQOPMAIMOHHBIM ~ CHCTeMaM 3  Kjlacca I[pH  MHOTOIOJIb30BATENbCKOM — peXuMe  00pabOTKU
MEPCOHAJIBHLIX JaHHBIX U PABHBIX IIpaBax JOCTYIIa K HUM MMOJIb30BaTeJICH.

3.3. Jlna uHOPMAIMOHHBIX CHCTEM 2 Kilacca IIPH MHOTOMOJIB30BATENECKOM peXuMe 00paboTKu
NEPCOHANBHBIX JAHHBIX U Pa3HbIX MpaBax JOCTyNa K HUM I10JIb30BaTEICH Pean3yroTCsl BCE METOIbl U
CHOCO6BI 3allluThI I/IH(I)OpMaHI/II/I oT HECAaHKIMOHUPOBAHHOTO AOOCTYyIIAa, COOTBCTCTBYIOIIIHE
MHQOPMALMOHHBIM ~ CHCTEMaM 3  Kjlacca IMpPU MHOTOIIOJB30BATEIILCKOM PEXUME  00pabOTKH
NEPCOHANBHBIX JAHHBIX U PA3HBIX NPaBax JOCTYIA K HUM I0JIb30BaTENCH.

3.4. Be3omacHoe MeXCeTeBOe B3aUMOACUCTBHE JUIsi MH(POPMAIIMOHHBIX CHCTEM 2 Kilacca MpH UX
IMOAKIIIOYCHUHN K CETAM MEXKIYHApPOIHOI'O I/IH(bOpMaHI/IOHHOFO oOmMmeHa AOCTUTACTCA IIYTEM NPUMCHCHUA
CPEICTB MEKCETEBOT0 AKPAHUPOBAHUS, KOTOPbIE 00ECIIeUHBAIOT:

(UIbTpallMI0 HAa CETEBOM YPOBHE HE3aBUCHMO JJIsI KaXKIOrO CETeBOro MakeTa (peuieHue o
GUIbTpanM MPUHUMAETCS Ha OCHOBE CETEBBIX aJIPECOB OTIPABUTENS M IOJydyaTelss WM Ha OCHOBE
JIPYTUX SKBUBAJICHTHBIX aTpUOYTOB);

(WIBTPALMIO MAKETOB CIIYy>KEOHBIX INPOTOKOJIOB, CIY)KALIMX [UIl IUarHOCTHKH M YIPaBIeHHUS
paboToii CEeTEeBBIX YCTPOUCTB;

(WIBTPALMIO ¢ yYETOM BXOJHOTO M BBIXOJIHOI'O CETEBOro MHTepdelica Kak CpelcTBa MPOBEPKU
MOJUIMHHOCTH CETEBBIX aJJPECOB;

(UIBTPAIUIO ¢ YUETOM JIFOOBIX 3HAYMMBIX OJICH CETEBBIX MAKETOB;

perucTpanuo U y4eT (QWIbTPYeMbIX MakeTOB (B MapamMeTpbl PEervcTpaiiy BKIIOYAOTCS ajIpec,
BpeMs U pe3yibTaT puiIbTpanum);

I/I)IeHTI/I(bI/IKaIH/II-O u ayTeHTI/I(i)I/IKaHI/IIO AIMUHUCTpaTOpa MEXKCETEBOI'O 3KpaHa IpU €ro JOKaJIbHbIX
3arpocax Ha JOCTYI o uaeHTH(GUKATOPY (KOAY) U MapoIIi0 YCIOBHO-TIOCTOSTHHOTO JICHCTBUS;

perucTpaurio Bxoaa (BbIXOAa) agMHHUCTPATOPa MEXKCETEBOTO JKpaHa B CHCTEMY (M3 CHCTEMBI)
00 3arpy3kd M MHALHUATU3ALMHA CHUCTEMBl W €€ MPOrPaMMHOI0 OCTaHOBa (PEerucTpalys BBIXOJA U3
CHUCTEMBI HE ITPOBOAUTCA B MOMCHTHI allllapaTypHOT0 OTKJIFOYUCHUA MEKCETCBOTO aKpaHa);

PETUCTPAIIHIO 3aITyCKa IPOTpaMM U MIPOIIECCOB (3aJaHMi, 3a/1a4);

KOHTPOJIb LEJIOCTHOCTH CBOEH MPOrpaMMHOM M HH(OPMALIMOHHON YacTH;

BOCCTaHOBJICHHE CBOWCTB MEKCETEBOT0 3KpaHa mocie c00eB U 0TKa30B 000PYI0BaHHS;



periaMeHTHOE TeCTUPOBAaHUE peau3alliy IpaBuwl (GUIbTpaLuy, poliecca perucTparuy, mpolecca
UICHTU(UKAIMYA W ayTeHTH(HUKAIUH aJIMHHUCTPATOpa MEXKCETEBOrO JKpaHa, MpOILecca perHCTPaliu
JEeHCTBUI aJMHUHUCTPATOpa MEKCETEBOT'0 IKpaHa, MpoLecca KOHTPOJIS 3a LEJIOCTHOCTHIO MPOrPaMMHOM 1
MH(QOPMAIIMOHHOHN YacTH, MPOLEAyPbl BOCCTAHOBIICHHUSI.

4. Metogsl W CcHOCOOBI 3amUTHl  HWHQOPMAMKA OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA,
oOecneunBaronye GyHKINUU YIIPABICHUS AOCTYIIOM, PETUCTPALMU U y4eTa, 00ecleueH s LIEJIOCTHOCTH U
0€30MacHOro0 MEKCETEBOTO B3aMMOIEHCTBUS Il MHPOPMAIMOHHBIX crcTeM | Kiacca.

4.1. Jnsa mabOpPMAMOHHBIX CHCTeM | Kilacca MPH OJHOIIOJIB30BATEIIbCKOM peXuMe 00paOdOTKH
NEPCOHAIBHBIX JAHHBIX IPUMEHSIOTCS CJIEAYIOIINE OCHOBHBIE METOABI U CIIOCOOBI 3aIIUThl HHPOPMALIUH:

a) yIpaBJeHHUE JOCTYIIOM:

WACHTU(QHUKALUS U TPOBEPKA MOAJMHHOCTH TONb30BaTelsl MPU BXOAE B CHUCTEMY MO MapoIIio
YCIIOBHO-IIOCTOSIHHOT'O I€HICTBUS [UTMHOW HE MEHEe IIeCTH OYKBEHHO-LU(POBBIX CHMBOJIOB,;

0) peructpanys U y4er:

perucTpanys Bxofa (BbIX0Ja) MOJIb30BATEINSI B CUCTEMY (M3 CUCTEMBI) JIMOO PETHUCTPALUs 3arpy3KH
Y MHHULUAIW3AlUK OINEPalMOHHOW CHUCTEMBI M €€ IPOrpaMMHOIO OCTaHOBa. Perucrpanusi BeIxoma u3
CHCTEMBl MM OCTaHOBA HE IPOBOAUTCS B MOMEHTHI AlIapaTypHOI'O OTKJIIOYEHUS WHPOPMALUOHHON
cucTeMbl. B mapamerpax perucTpanuu yKas3bIBarOTCs JaTa W BpeMsl BXoja (BBIXOJA) MOJB30BATENS B
cucteMy (W3 CHUCTEMBI) WIIH 3arpy3Kd (OCTAHOBA) CHCTEMBI, Pe3yJIbTaT MOIBITKH BX0jAa (yCIeUTHas WU
HEYCITeITHAS );

perucTpanysi BbIaYM TEYAaTHBIX (Tpaduuecknx) JOKYMEHTOB Ha OyMaXHbBI HoOcHTenb. B
napamMeTpax pPErucTpaliy YKa3bIBalOTCS JaTa M BpeMs BbLaadu (0OpalieHus K MOJCHCTEME BBIBOJA),
KpaTKoe COAep)kaHue IOKyMEHTa (HauMEHOBaHUE, BUJ, KOX), CIEeUU(HKALUsS YCTPOMCTBA BBIAAYM
(;moruueckoe MM (HOMep) BHEITHETO yCTPOICTBA);

y4eT BCEX 3allMIacMbIX HOCHTENeH HH(OpMalMy C MOMOIIBI0O WX MAapKUPOBKH M 3aHECCHHE
YUYETHBIX IaHHBIX B )KypHAaJ y4eTa;

OyOIUPYIOLINH y4yeT 3aluIIaeMbIX HOCUTeNeH HHPOPMALIH;

ounucTka (OOHyJieHHe, O00e3IUYMBaHUE) OCBOOOXKIACMBIX 00JacTeli ONEpPaTUBHON IMaMsATH
MHQOPMAIIMOHHON CUCTEMBI U BHELIIHUX HOCUTEJIeH HHPOPMAIIH;

B) obOecreueHune IeIIOCTHOCTH:

oOecriedeHre IeJIOCTHOCTH MPOTPAMMHBIX CPEJCTB CHUCTEMbI 3al[UTHl IEPCOHATBHBIX IaHHBIX,
o0OpabaTeiBacMOil WHPOPMAIUH, a TaK)Ke HEM3MEHHOCTh MPOTrpaMMHOMN cpeabl. [Ipu 5TOM 1enocTHOCTD
INPOTrPaMMHBIX CPEICTB IPOBEPSIETCS HPU 3arpy3Ke CHCTEMbl IO HAJIWYUI0 UMEH (MAECHTH(HKATOPOB)
KOMIIOHEHTOB CPEACTB 3aIlUThl MH(GOPMALMH, a LEJIOCTHOCTh NMPOIPaMMHON Cpeabl 00ecredrBaeTCs
OTCYTCTBHEM B HH(OPMAIIMOHHOW CHCTEME CPE/ICTB pa3pabOTKU M OTIAKH MPOTPaMM;

¢u3nueckas oxpaHa TEXHHYECKHX CPEICTB MH(OPMALMOHHBIX CUCTEM (YCTPOMCTB M HOCHTENEH
MH(pOpMaLK), IpeIyCMaTPUBAIOLIasl MOCTOSHHOE HATMYME OXPaHbl TEPPUTOPUH U 3IAHNUS;

MEPUOJTUUECKOE TECTUPOBAHWE (PYHKIUA CHUCTEMBbI 3allUThl TEPCOHAJBHBIX JaHHBIX MpPH
W3MEHEHUH TPOTPaMMHOM cpeabl M TOoJb30oBaTeNed MH(OPMAIMOHHOW CHUCTEMBI C TOMOIIBIO TECT-
POrpaMM, UMUTHPYIOIIKX MOMBITKA HECAHKIIMOHUPOBAHHOT'O IOCTYIIA;

HAINYME  CPEJICTB  BOCCTAHOBIICHHS ~ CHCTEMBl  3alllUTHl  [EPCOHATBHBIX  JIAHHBIX,
NpeyCMaTPHUBAIONINX BEJICHUE JIBYX KOIUI MPOTPaMMHBIX KOMIIOHEHTOB CPE/ICTB 3aIIMThl HH(OpMAIIHH,
UX NepHONYecKoe OOHOBIICHHE M KOHTPOJIb Pab0TOCIIOCOOHOCTH.

4.2. lnst nHOpMALMOHHBIX CHUCTEeM | Kiacca Ipu MHOTOIOJIB30BATEILCKOM peXUMe 00paboTKH
MIEPCOHANBHBIX JJAHHBIX M PaBHBIX IpaBax JOCTyNa K HUM MOJb30BaTENICH MPUMEHSIOTCS CIIEAYIOIINe
OCHOBHBIE METO/IbI U CIIOCOOBI 3aIUThl HHPOPMALIUH:

a) yIpaBJIeHNUE IOCTYIIOM:

WACHTU(QHKALMS W TIPOBEPKA MOJUIMHHOCTH TOJB30BaTeNlsi MPH BXOJAE€ B CHUCTEMY IO
naeHTn(rUKaTopy (KOAy) U Mapoi0 YCIOBHO-TTOCTOSIHHOTO ASMCTBUS JJIMHONW HE MEHEee IecTH OyKBEHHO-
IU(PPOBBIX CUMBOJIOB;

WJCHTU(QHUKALNS TEXHUYECKUX CPEIICTB WHPOPMAIMOHHBIX CHCTEM WM KaHAJOB CBS3H, BHEIIHHX
YCTPOHCTB HHPOPMAITHOHHBIX CHCTEM IO WX JIOTUYECKUM ajipecaM (HoMepam);

UACHTU(HKALUS IPOrpaMM, TOMOB, KaTajoros, (haiyios, 3anucel, MoJei 3anuceid 1o IMeHaM;

0) peructpanys U y4er:

perucTpanys Bxona (BbIXo/1a) MOJIB30BATENS B CHCTEMY (M3 CHCTEMBI) TUOO PETUCTPAIUS 3arpy3KH
Y VHHIWAIM3AIMA OTIEPAIMOHHON CHUCTEMBI M €€ MPOrpaMMHOIO OCTaHOBa. Perwcrpaius BbIXoga u3
CHCTEMBl MJIM OCTaHOBAa HE NPOBOAUTCS B MOMEHTHI AlNapaTypHOrO OTKIIOYEHHUS WHPOPMAaIMOHHON
cUCcTeMBbl. B mapamerpax perucTpanuu yka3blBarOTCs Jara W BpeMsi BXoja (BBIXOJa) MOJIb30BATENS B



crucTeMy (M3 CHCTEMBI) WIIM 3arpy3KH (OCTAaHOBA) CHUCTEMBI, PE3YJIBTAT IMOMBITKHA BX0Aa (yCISITHAS WITH
HEyCHeINIHas1), UAeHTUGUKATOp (KOox Wi (paMuivs) IMOJB30BATENs, NMPEAbSIBICHHBIA TPH IOMBITKE
JOCTYIa;

perucTpanysi BblIaYM TMEYaTHBIX (Tpaduueckux) IOKYMEHTOB Ha OyMaKHbI HoOcHTenb. B
mapaMeTpax PEeTHUCTpAIlH YKa3bIBalOTCA JaTa M BpeMs BblAaun (oOpamieHust K MOJICHUCTeME BBIBOAA),
crieruuKaIys ycTpoiicTBa BblHaun (Jlormdeckoe WMs (HOMEp) BHEIIHETO YCTPOWCTBA), KpPaTKoe
colepkaHue JOKyMEHTa (HaMMEHOBaHWe, BHJ, IK(QpP, KOJ), HUACHTUPHKATOP MOJIBH3OBATEI,
3aIPOCHBIIETO TOKYMEHT;

perucTpanys 3amycka (3aBepIieHns ) MporpaMM U MPOIIECCOB (3aJaHuid, 3a/1a4), IpeTHa3HaYeHHbBIX
Ui 00pabOTKHM TEpCcOHAJbHBIX MaHHBIX. B mapamerpax perucTpalud yKa3blBalOTCA JaTa W BpeMs
3amycka, UMs (MACHTH(HKATOp) MporpaMmbl (Ipolecca, 3aJaHus), HACHTU(PHUKATOP MOJIB30BATEN,
3aIPOCHBIIIETO TPOTPaMMY (IIPOIIECC, 3aJaHIe), PE3YNIbTAT 3amycKa (YCIEeNIHbIH, HEYCIEITHbIH );

perucTpanys MOMBITOK TOCTYIa IPOrPaMMHBIX CPEACTB (IPOrpaMM, MPOLECCOB, 3a1ay, 3aJaHni) K
3ammuiaeMeiM (aiinam. B mapamerpax perucTpanuu yKasbIBalOTCS JlaTa M BPEMs MOMBITKH JOCTYIa K
3amumiaeMoMy (aimy ¢ ykazaHHWeM ee pe3yiabTara (ycleliHas, HEyCIelHas), HACHTH(UKATOP
TOJTB30BATEIIS, CIISITN(DUKAITIS 3aITUITaeMoro (aiina;

perucTpanysi TOMBITOK JOCTyMa NPOTPaMMHBIX CPEACTB K JOMOJHHUTEIBHBIM 3aIlUIIAEMBIM
o0BeKTaM JocCTymna (TepMHHAJIaM, TEXHHYECKMM CpPEICTBaM, y3JaM CETH, JIMHUSAM (KaHallaM) CBS3H,
BHEIIHMM YCTPOWCTBaM, NporpamMmamM, TOMaM, Kartaioram, caiimaM, 3amucsaM, IMOJsM 3amucei). B
napamMeTpax pPerucTpaluy yKa3bIBaIOTCS JaTa U BpPEeMs IMOMBITKH JOCTYyINa K 3allMIIaeMOMy OOBEKTY C
yKa3aHueM ee¢ pesyibTara (yCIelIHas, HEYCIellHas), WACHTH()UKATOp MOJb30BaTENs, CleNU(UKALUS
3aIIUIIAeMOT0 00beKTa (JIornaeckoe UMs (HoMep));

YUYC€T BCCX 3alIUIIACMBbIX HOCHUTeIeHn I/IH(I)OpMa]_[I/H/I C MOMOLIBIO X MAPKUPOBKU K 3aHCCCHUC
YVUETHBIX IaHHBIX B )KypHaJl y4eTa ¢ OTMETKOH 00 uX BblAaue (mpueme);

DyONMUpYOMUi yUeT 3aluIaeMbIX HOCUTeNer nH(hopMaIy;

ounctka (oOHyIeHHe, 00e3MMYMBaHrE) OCBOOOXKIAaeMBIX OOJacTeld OMepaTWBHON IMaMsATH
MHQOPMAIIMOHHBIX CHCTEM W BHEUIHUX HOCUTENeH HHPOPMAIIH;

B) obecreueHue IeIOCTHOCTHU:

o0ecredyeHne MEIOCTHOCTH MPOTPAMMHBIX CPENICTB CHUCTEMBl 3allUThl MEPCOHANBHBIX IaHHBIX,
o0OpabaTbiBaeMOil WHPOPMAIUH, a TaK)Ke HEM3MEHHOCTh MPOTrpaMMHOMN cpeabl. [Ipu 5TOM 1enocTHOCTD
CHUCTCMbI 3alllUTBI MEPCOHAJIBHBLIX JAHHBIX HPOBEPACTCA HNPH 3arpy3ke CUCTEMbI MO0 HAJIWMYHUIO HMMCH
(nreHTN(UKATOPOB) €€ KOMITOHEHT, a IEJIOCTHOCTh MMPOTPAMMHOI Cpellbl 00eCIIeunBaeTCsi OTCYyTCTBHEM B
WH(POPMAITMOHHOW CUCTEME CPEJCTB Pa3pabOTKU U OTIAJKH MPOTPAMM;

¢du3nyueckas oxpaHa TEXHUYECKUX CPEJCTB MH(OPMAIMOHHOW CUCTEMBI (YCTPOWCTB M HOCHUTEJCH
nHGOPMAIUH ), TIPEAyCMaTPUBAIOIIAs IIOCTOSHHOE HAIMYKNE OXPaHbl TEPPUTOPUH H 3IaHUS;

MIEPHOANYECKOEe TECTUPOBaHWE (YHKIHMI CHCTEMBI 3allUThl TEPCOHANBHBIX JaHHBIX IPHU
W3MEHEHUH TIPOTPaMMHOM cpeabl M TOoJb3oBaTeed MHPOPMAIMOHHOW CHUCTEMBI C IOMOIIBIO TECT-
nmporpaMm, UMUTHPYIOINHX IMOIBITKH HECCAHKIMOHUPOBAHHOT'O JOCTYIIA,

HaJIWMYUE  CPEJICTB  BOCCTAHOBIIGHWS  CHCTEMBI  3allUTHl  TEPCOHAIBHBIX  JAHHBIX,
npeaycMaTpuBaronux BEACHUC ABYX KOIIHM IMpOrpaMMHBIX KOMITIOHECHTOB CPEACTB 3alllUThI I/IH(I)OpMaHI/II/I,
UX MEPHOAMYECKOE OOHOBJICHUE ¥ KOHTPOJIb Pa0OTOCIIOCOOHOCTH.

4.3. Jlna nHPOPMAIMOHHBIX CHCTEM | Kilacca MPH MHOTOIOJB30BATENILCKOM PEeXUME 00pabOTKH
MEPCOHANFHBIX JaHHBIX M Pa3HBIX MpPaBax JOCTyNa K HUM IIOJIb30BaTeNel MPUMEHSIOTCS CIIETYIONINe
OCHOBHBIE METOJIBI U CTIOCOOBI 3aIUTHI MHPOPMAITUH:

a) yIpaBJeHHe JOCTYIIOM:

uiaeHTu(GUKanmUg W TPOBEpKA TMOMJIUHHOCTH TIOJNB30BaTeNsl IPH BXOJAE B CHCTEMY 10
uaeHTrudHUKaTopy (KOIy) U Mapoir0 YCIOBHO-NMIOCTOSIHHOTO ICHCTBHUS ITTMHON HE MEHee MIeCTH OyKBEHHO-
UQPOBBIX CHMBOJIOB;

WACHTU(QHUKALUS TEPMHHAIOB, TEXHHYECKUX CpPEACTB, Y3JIOB CETH, KaHAJOB CBS3H, BHEIIHUX
YCTPOMCTB 10 JIOTHYECKUM UMEHAM;

WACHTU(QHKALINS IPOTPaMM, TOMOB, KaTaioros, (haiios, 3anucei, MoJei 3amnuceii 1o IMeHaM;

KOHTPOJIb JIOCTyIa TOJb30BaTeled K 3alliIacMbIM pecypcaM B COOTBETCTBHM C MaTpuIel
JOCTYIa;

0) perucTpanus u y4der:

peructpanusi BXoja (BBIXOJa) TOJb30BaTeleid B CUCTEMY (M3 CHCTEMBI), JIMOO pPErHCTpaIus
3arpy3Kd WM WHHULMAIW3ALUKA ONEPAlMOHHOW CHUCTEMBI M €€ IMPOrpaMMHOIO OcTaHOBa. Perucrpauus
BbIXOJIla M3 CHUCTEMbI WM OCTaHOBAa HE IIPOBOAWUTCA B MOMCHTBI alllapaTypHOr'o OTKIHOYCHUSA



MH()OPMALIMOHHON CHCTeMBl. B mapamerpax perucTpaluy yKa3blBalOTCS JaTa W BpeMs BXoja (BBIXOJa)
MTOJIB30BATENSI B CUCTEMY (M3 CHUCTEMBI) WU 3arpy3KH (OCTaHOBA) CHCTEMBI, PE3YNIBTAT IOMBITKH BXO0a
(ycnemHas uiau HeyclielmHas ), naeHTH(GuKaTop (Kod win GpaMuiIns) NOoIb30BaTeNs, PEIbIBICHHBIN PH
MIOIBITKE IOCTYTIA, KOJ WK Hapojib, IPEAbSBICHHBIN MPU HEYCIIEUTHOM MOTBITKE;

perucTpanys BBIJAYA TIeYaTHBIX (Tpadudecknx) MOKYMEHTOB Ha OyMakKHBI HOCHTENh. B
napamMeTpax pPerucTpaliy yKa3bIBAalOTCSl JaTa M BpeMs BblAadu (0OpalleHusl K MOJCHCTEME BBIBOJIA),
cnenuuKaysg ycTpoiicTBa BbIAAYd (JIOTMYEeCKOe WM (HOMEp) BHEIIHETO YCTPOMCTBA), KpaTKoe
colepkaHue OKyMeHTa (HaWmMeHOBaHWe, BHA, wmudp, KOA), HASHTH(PHUKATOP TOIB30BATENS,
3aMIPOCHUBILETO JOKYMEHT;

perucTpanys 3amycka (3aBeplieHus) MporpaMM U MpoleccoB (3aJaHuid, 3a7a4), MpeJHa3sHaYCHHBIX
Ui 00pabOTKM TepCcOHAJbHBIX NaHHBIX. B mapamerpax perucTpanud yKasblBalOTCS JaTa M BpeMs
3amycka, uMms (MAeHTU(HUKATOp) TporpaMMbl (Tporiecca, 3afaHus), WACHTH(UKATOP IMOJIB30BATEI,
3allPOCHBLIETO MpOrpaMmy (Tpolece, 3aaHue), pe3ynbTaT 3aycka (YCIeUIHbIH, HeyCIIeIIHbIN );

perucTpanys MoMbITOK JOCTYNa IPOrPaMMHBIX CPEJICTB (IIPOrpaMM, MPOLIECCOB, 3a/1ay, 3aJaHNi) K
3amumaeMelM QaiinaM. B mapamerpax perucrpanuy ykasbIBaroTCA JaTa M BpeMs MOMBITKH AOCTYNA K
3amumiaeMomy (Gaimy c ykazaHWeM ee pe3yiabTara (ycleliHas, HEyCIelmHas), HACHTH(UKATOP
MOJIb30BaTENs, ClieM(UKALMA 3alIuIIaeMoro Qaiina;

perucTpanysi HOIBITOK JOCTYIla IPOTPaMMHBIX CpPEACTB K JOINOJIHHUTENBHBIM 3allUINACMbIM
o0BeKTaM JocTyma (TepMHUHAlaM, TEXHHYECKHM CpPEICTBaM, y3JaM CETH, JIMHUSAM (KaHallaM) CBS3H,
BHEIIHUM YCTpPOHCTBaM, MporpamMmaM, TOMaM, Karajoram, (aiinam, 3amucsiMm, MOJsSM 3amuceit). B
napamMeTpax pPerucTpaluy yKas3bIBaIOTCA JaTa M BpPeMs IMOMBITKH JOCTYyMa K 3alIUIIaeMOMy OOBEKTY C
yKazaHueM ee pe3ynbpTara (yCIelIHas, HeyCHellHas), WACHTH()HUKATOp MOIb30BaTeNs, Crenn(puKanus
3alUINAaeMOro 00beKTa (JIoruueckoe uMs (HoMep));

YUYC€T BCCX 3allMIIACMBIX HOCHUTENIeHn I/IH(bOpMaHI/II/I C MOMOLIBIO WX MAPKUPOBKU M 3aHCCCHUC
YYeTHBIX TaHHBIX B KypHANI ydeTa ¢ OTMETKOH 00 UX BbIZaue (pueme);

ounctka (oOHyIeHHe, 00e3MMYMBaHrE) OCBOOOXKIAaeMBIX OOJacTeld OMepaTWBHON IMaMsATH
WHGOPMAITMOHHOM CUCTEMBI M BHEIITHUX HAKOIIUTEIICH;

B) o0ecreueHue eJI0CTHOCTH:

o0ecriedeHue IEIOCTHOCTH HPOTrPAMMHBIX CPEICTB CHUCTEMBl 3alUThl IEPCOHAJBHBIX IAHHBIX,
o0OpabaTbiBaeMOil WHPOPMAIUH, a TaK)Ke HEM3MEHHOCTh MPOTrpaMMHOMN cpeabl. [Ipu 5TOM 1enocTHOCTD
CHUCTCMbI 3alllUThl MNCPCOHAJIBHBIX HOAaHHBLIX IMPOBCPACTCA IIPU 3arpy3ke CHUCTEMBI 110 KOHTPOJIbHBIM
CyMMaM KOMIIOHEHTOB CHCTEMbI 3allUTHl, a LEJIOCTHOCTh HPOTrPaMMHON cpenpl oOecneyrBaeTcst
WCIIOJIb30BAaHUEM TPAHCIISTOPOB C SI3BIKOB BBICOKOTO YPOBHS M OTCYTCTBHEM CPEICTB MOAU(HKAILINH
00BEKTHOTO KOJIa IIPOTpaMM B TIporiecce 00pabOTKH | (MIIH) XpaHEHHs IEPCOHATBHBIX JIAHHBIX;

¢u3nueckas oxpaHa TEXHUYECKUX CPEICTB MH(OPMALMOHHOW CHUCTEMBI (YCTPOMCTB M HOCHUTEJEH
uHpOpMaIUK), MpeaycMaTpUBaroNiasi KOHTPOJIb IOCTYNa B IOMEILEHHS MOCTOPOHHMX JIUI, Halddue
HaAdCKHBIX HpeHHTCTBI/If/'I AJid HCCAHKIIMOHHMPOBAHHOI'O IMPOHMKHOBCHHSA B IIOMCIICHHUA U XPAaHUIHIIC
HOCUTeNe HHPOPMAIIH;

MEPUOJUYECKOE TECTUPOBaHMWE (YHKIUH CHUCTEMBI 3allUThl TEPCOHAJBHBIX JAAHHBIX MpPHU
W3MEHEHUH TPOTPaMMHOM cpeabl M TOoJb3oBaTesiedd MHPOPMAIMOHHOW CHUCTEMBI C IOMOIIBIO TECT-
nmporpaMm, UMUTHPYIOINHUX IMOIBITKH HECCAHKIMOHUPOBAHHOT'O JOCTYIIA,

HIMYME  CPEICTB  BOCCTAHOBJICHHS  CHCTEMbl  3aIIWTBl  NEPCOHAIBHBIX  JaHHBIX,
NpeayCcMaTpUBAIOLINX BEJCHUE JIBYX KOIMI MPOrpaMMHBIX KOMIIOHEHTOB CPEJCTB 3aIlUThHl HHPOpMAIHH,
UX MEPHOAMYECKOE OOHOBJICHUE ¥ KOHTPOJIb Pa0OTOCIIOCOOHOCTH.

4.4. be3omnacHoe MeXCeTeBOe B3auMOJeHcTBUE A MHPOPMALMOHHBIX cHcTeM | Kiacca Ipu UX
MNOJKITIOUEHUH K CeTSM MEXIYHapOIHOro MH()OpMalMOHHOTO 0OMEHa JOCTHraeTcsl IyTeM HNPUMEHEHUs
CPEJICTB MEKCETEBOTO DKPaHUPOBAHUS, KOTOPBIE 00ECTIEYHBAIOT BBHITIOJIHEHUE CIEAYIOMNX (DYHKINH:

(GWIbTpalMI0 HAa CETEBOM YPOBHE JUIS KaXJIOTO CETEeBOrO IaKeTa HEe3aBUCHMO (pElIeHHE O
¢GuIbTpanuM MPUHUMAETCS Ha OCHOBE CETEBBIX aJpecOB OTIPABUTENS M IOJy4aTels MM Ha OCHOBE
JIPYTHX 3KBUBAJICHTHBIX aTpHOyTOB);

@HHLTpaHI/H—O ITaKETOB C.]'Iy)Ke6HI)IX IIPOTOKOJIOB, CIIyXalluX 9 JUArHOCTUKU W YIPaBJICHUA
paboTOii CeTEeBBIX YCTPOUCTB;

(UIBTPaIMIO ¢ yYEeTOM BXOJHOTO M BBIXOJHOI'O CETEBOro MHTepdelica Kak CpelcTBa MPOBEPKU
MOJUIMHHOCTH CETEBBIX aJ[PECOB;

(bUITBTPAIIO C YIETOM JFOOBIX 3HAYUMBIX TI0JICH CETEBBIX MTAKETOB;

(UIBTpalMIO Ha TPAaHCIIOPTHOM YPOBHE 3allPOCOB Ha YCTAHOBJICHHWE BUPTYAJIBHBIX COETUHEHHUH C
YYETOM TPAHCHOPTHBIX aJJPECOB OTIPABUTES U TIOJTydaTedIs;



(GmIbTpaluio Ha NMPHUKJIAJAHOM YPOBHE 3alIpOCOB K IPHUKIAJHBIM CEPBUCAM C YUETOM NPHUKIAIHBIX
aIpecoB OTIPABUTEIN U MOydaTes;

(UIBTPAIUIO ¢ YIETOM AAaThl U BPEMCHU;

AyTEeHTU(UKAIMIO BXOAIINX M UCXOAAIINX 3alPOCOB METOJAaMH, YCTOWYMBBHIMU K MACCUBHOMY U
(M) aKTHBHOMY MTPOCITYIIMBAHUIO CETH;

perucTpauroo U ydeT (MIBTPYEMBIX MAakeTOB (B MapaMeTpbl PErucTpaliyl BKIIOYAOTCS ajpec,
BpeMsi U pe3yibTaT pUiIbTpaLum);

PETUCTpaLKIO U YUET 3alIpOCOB Ha yCTAaHOBJIECHUE BUPTYaJIbHBIX COCINHEHUH;

JIOKAJIbHYIO CUTHAJIM3ALUIO TIOTIBITOK HAPYIIEHUs IPaBuil (pUiIbTpanuy;

UACHTU(QHUKALNIO U ayTeHTU(UKAIMIO aIMUHUCTPATOPa MEKCETEBOTO dKpaHa MpPHU €ro JOKAIbHBIX
3ampocax Ha JIOCTYI N0 UAeHTU(UKATOPY (KOAY) U MApOIII0 YCIOBHO-TIOCTOSHHOTO JICHCTBUS;

[PENOTBPAIlEHHEe  JOCTyHa HEUIEHTU(UIMPOBAHHOIO IIOJIb30BATEIsl WM  IIOJIb30BAaTEN,
MOJUIMHHOCTH WACHTH()UKANHA KOTOPOTO MPU ayTeHTU(HUKAIIMU HEe TIOATBEPINIIACD;

HUACHTU(QHUKALNIO U ayTCHTU(DHUKAIMIO aIMUHUCTPATOPa MEXKCETEBOI0 SKpaHa TpH €ro yIaleHHBIX
3arpocax METoJaMH, YCTOHYMBBIMY K TACCUBHOMY M aKTUBHOMY II€pexXBaTy HH(pOpMauuy;

perucTpanuio Bxona (BBIXOJa) agMHUHICTPATOpPa MEXKCETEBOTO JKpaHa B CHUCTEMY (W3 CHCTEMBI)
n0o0 3arpy3kd W MHHALUATU3AlMd CHUCTEMBl W €€ MPOrPaMMHOTO OCTaHOBa (PEerucTpalysi BBIXOJA U3
CHCTEMBI HE IPOBOAMUTCSI B MOMEHTHI alllIapaTyPHOTO OTKJIFOUEHHS MEKCETEBOT0 IKPaHa);

PETHCTPAIINIO 3aITyCKa MPOTrPaMM U TPOIIECCOB (3aaHMiA, 3a71a4);

pEeTUCTpalrIo JISHCTBUSL aAMHUHUCTPATOpa MEKCETEBOTO0 JKpaHa 10 HW3MEHECHHUIO TPaBHII
¢bunsTpanyy;

BO3MOXHOCTb JUCTAHIIMOHHOTO YNPaBJICHUS CBOMMHU KOMIIOHEHTaMM, B TOM YHCJIE€ BO3MOXHOCTb
KOH(QHUTYpUpOBaHHS (UIBTPOB, NPOBEPKH B3aWMHOH COTJIACOBAaHHOCTH BCEeX (UIBTPOB, aHaM3a
perucTpannoHHON HH(pOpMAIHH;

KOHTPOJIb [IEJIOCTHOCTH CBOEH MPOrpaMMHON U HH(POPMAIIMOHHOHN JacTH;

KOHTPOJIb ILEJIOCTHOCTH MNPOrpaMMHOW M HMH(GOPMALMOHHOW YacTH MEXKCETeBOr0 JKpaHa IO
KOHTPOJIBHBIM CyMMaM;

BOCCTaHOBJICHHE CBOWCTB MEKCETEBOT0 3KpaHa Mocie c00eB U 0TKa30B 000PYIOBaHHS;

periaMeHTHOE TECTUPOBAaHKE peau3aliy NpaBuil (GUIbTpaLuy, Ipolecca perucTpatuy, mpouecca
UAeHTHQHUKAIUN ¥ ayTeHTU(QHUKAIMK 3allpocoB, Mpolecca HWISHTHUOUKANMK W ayTeHTH(UKauu
aJIMUHICTpPAaTOpa MEXKCETEBOIO OJKpaHa, Tpolecca pPErucTpaluu JeWCTBHHA  aJMUHHCTpaTopa
MEXCETEBOTO IKPaHa, IpoIecca KOHTPOJIS 3a LEJIOCTHOCTHIO MPOrpaMMHON M MH(GOPMALMOHHON YacTH,
NPOLESyPbl BOCCTAHOBIICHUSI.

5. AHanu3 3alUIIEHHOCTH MPOBOAMTCS ISl PaclpeleNeHHbIX WH(QOPMAIMOHHBIX CHCTEM H
MHQOPMALMOHHBIX CHUCTEM, MOAKIIOYCHHBIX K CETSAM MEXIYHAapOAHOrOo HWH(GOPMALMOHHOIO OOMEHa,
NyTEeM HCIOJb30BaHUSI B COCTaBe WH(POPMALMOHHOM CHCTEMBl HPOTPAMMHBIX WM HPOTrPaMMHO-
anmapaTHBIX CPeJCTB (CHCTEM) aHAIN3a 3aIIUIIIEHHOCTH.

CpencrBa (cHCTEMBI) aHajK3a 3aIIUIICHHOCTH JOJDKHBI 00€CIeYMBAaTh BO3MOXKHOCTH BBISBIICHUS
YSI3BUMOCTEH, CBA3aHHBIX C OLTMOKAaMH B KOH(QUTYpaLUH IIPOrPaMMHOTO o0ecTiedeHus1 HH(OPMAaLMOHHON
CHCTEMBI, KOTOPBIE MOTYT OBITh UCIIOIb30BAHbI HAPYIIUTENIEM JIJIsl peai3allii aTaKh Ha CHUCTEMY.

6. OOHapyKeHHEe BTOPYKEHUH MPOBOIUTCS Il MHQOPMAIIMOHHBIX CUCTEM, TIOAKIIOYEHHBIX K CETSIM
MEXIYHapOIHOTO HH(OPMALMOHHOTO OOMEHa, IyTeM HCIOJIb30BAaHUS B cOCTaBe WHGPOPMALIMOHHOMN
CHCTEMBI IPOIPaMMHBIX HJIH [IPOrPaMMHO-aIMIapaTHBIX CPEACTB (CUCTEM) OOHApYKEHHS BTOPKEHHH.

7. Hdns mHPOpMAIMOHHBIX cHcTeM | Kiacca MPUMEHSETCS MPOrpaMMHOE oOecrieueHHe CpeicTB
3amMThl MH(GOpPMALKHK, COOTBETCTBYIOLIee 4 YPOBHIO KOHTPOJIA OTCYTCTBHS HEINEKJIApUPOBAaHHBIX
BO3MOXHOCTEH.




