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IMAMSATKA 1JIS1 OBYUYAIOIIIUXCS Ob HH®OPMAIITMOHHON
BE3OINACHOCTHU JETEN

HEJIb3A1

1. Bcem moapsm cooOmaTh CBOIO 4YacTHYH HWHOOpMaIuioo (HACTOSIIHE WMS,
damunuio, TenedoH, agpec, HOMep MIKOJbI, a Takke GoTtorpaduu CBOU, CBOEH CEMbH
¥ 1py3eit);

2. OTKpbIBaTh BIIOKEHHBIC (Daisibl SJIEKTPOHHOM TMOYTHI, KOTJIa HE 3HaCIlb
OTIPABUTEIIS;

3. I'pyOuth, mnpuauparbcs, OKa3bIBaTh [aBJICHHE - BECTH ce0sl HEBEXKIUBO U
arpecCuBHO;

4. He pacnopspkaiicst JeHbraMu TBOEH CeMbH 0€3 pas3pellieHus CTapliuX - BCErjaa
CIIpallliBail pOAUTEIIEH;

5. He Bctpeuaiica ¢ MHTEpHET-3HAKOMBIMU B PEAJIbHOW KU3HU - IOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSECIIb.

OCTOPOXHO

1. He Bce numyt npaBay. Yuraems o cebe HenpaBay B MHTepHeTe - coo01mu 00 3ToM
CBOUM POJUTENSIM WA ONIEKYHaM;

2. llpurnamaroT NEpenuchIBaThCs, HUrparb, OOMEHHBAThCS - MPOBEPb, HET JIU
[I0JIBOXa;

3. Hezakonnoe xonupoBanue (aitioB B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIbIM O Ipo0OeMax B CETH - OHU BCErJa MOMOTYT;

5. Ucnionb3yit HACTPOHKKM 0€30MaCHOCTH U MPUBATHOCTHU, YTOOBI HE TOTEPATH CBOU
AKKayHTBI B COIICETSIX U JPYTUX MOpTaIaXx.

MO’KHO

1. YBaxaii qpyrux noJib30BaTeliei;

2. ITonb3yenibess UHTEpHET-UCTOYHUKOM - JIEJIail CChUIKY Ha HETO;

3. OTKpbIBail TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OO6umiathCcsi 3a MOMONIBIO B3POCIBIM - POJAUTENM, OMEKYHbl W aJIMHUHHUCTpALU
CalTOB BCEr/la MOMOTYT;

5. Ilpoiimu oOyuenue Ha caiite «CeTeBHYOK» M TOJY4Yd TACIopT IMdpPOBOIo
rpakJaaHuHa!



NHOPOPMALIMOHHASA ITAMATKA IS OBYYAIOIHIUXCA

C KaxapIM TOJI0OM MOJIOJCKH B MHTEPHETE CTAHOBUTCS OOJIbIIE, a MKOJbHUKU
OJIHM U3 CaMbIX aKTHBHBIX ITOJIb30BaTeiieii PyHera. Mexay TeM, IOMUMO OIPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, WHTEPHET HECET W MpoOJeMbl. JTa maMsATKa IOJDKHA
IIOMOYE TeOe 0€30ITacCHO HAaXOIUTHCS B CETH.

KoMmnbroTepHblie BUPYChI

KoMIbroTepHBIlE BHpPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOrpamM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHUIO. B
JOTIOJIHEHUE K 3TOMY, BUPYCHl MOTYT IOBPEINUTH WJIM IOJHOCTBIO YHHUYTOXUTH BCE
(aiiapl U JaHHbIE, MOJKOHTPOJBHBIE IOJB30BATENI0, OT HMMEHH KOTOpPOro ObLia
3amylleHa 3apaK€HHas IpOorpaMma, a TaKkKe MOBPEAUTh WIM AK€ YHUYTOXKHUTH
ONEpPallMOHHYI0 CUCTEMY CO BceMH ¢aiijamMu B 1ejIOM. B OONBIIMHCTBE CilydaeB
PacIpOCTPaHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.

Metozp! 3aMThI OT BPEIOHOCHBIX IPOrpamMM:

1. Ucnonb3yil COBpEMEHHbBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPHhE3HBIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX MTPOTPAMM;

2. llocrossHHO ycTaHaBnuBaiW madyTH (UUQpPOBBIE 3aIIaTKHA, KOTOpHIE
ABTOMATUYECKH YCTAHABIMBAIOTCA C LENbIO JOPA0OTKM MPOrpaMMbl) U JIpyrue
OOHOBJIEHUSI CBOEH OnepalroHHON cucteMbl. CKauMBail MX TOJBKO ¢ O(UIMATIBLHOTO
caifta pa3paborunka OC. Ecnu cymecTByeT pekuM aBTOMaTHYECKOrO OOHOBJICHHS,
BKJIFOYH €rO0;

3. Paboraii Ha CBOEM KOMIIBIOTEpPE IO TMpaBaMU TIOJIb30BATENs, a HE
aMUHUCTpAaTOpa. OJTO HE TO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTAJUTMPOBATHCS HA TBOEM NIEPCOHAIBHOM KOMITBIOTEPE;

4. MHcnonp3yl aHTHBUPYCHBIE NPOTPAMMHBIE IPOAYKTHI  M3BECTHBIX
MPOU3BOIUTEIICH, C aBBTOMATUYECKUM OOHOBJICHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY 7151 HOCTOPOHHUX JIMIL;

6. Ucnonp3yit BHEITHUE HOCUTEIN UHPOPMAINH, TaKUe KaK (Iielka, JTUCK WU
(aiin U3 MHTEpHETA, TOIBKO U3 MPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkppiBail KOMObIOTEpHbIE (DAiiabl, TMOMYYEHHBIE W3 HEHAJIEHKHBIX
UCTOYHUKOB. Jlaxke Te (paitnbl, KOTOphIE MpUCIA TBOW 3HAKOMBIN. Jlydllle yToOUHH Y
HEro, OTMPABJIISII JIU OH TeOe uX.



Cern WI-FI

Wi-Fi - 310 He B Iepeiayu JTaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OPEHI,
mapka. Eme B 1991 romy Humepnanjckas KOMIIAHMsI 3aperucTpupoBaia OpeH
«WECA», uyto o0o3Hayano cnoBocoyetanue «Wireless Fidelity», xoTopsiit
NEPEeBOIUTCA KaK «OeCcTIpOBOIHASI TOUHOCTD.

Jlo Hamiero BpeMeHH Jioluia Apyras a00peBuaTypa, KOTopasi sIBJISETCS TaKkon
ke TexHojormed. Jro abOpeBumatypa «Wi-Fi». Takoe Ha3Banume OBLIO TaHO C
HaMEKOM Ha CTaHAapT Bbicuieil 3BykoBoi TexHuku Hi-Fi, uTo B mepeBoae o3Havaer
«BBICOKASI TOYHOCTHY.

Jla, OecruiaTHBIA MHTEPHET-IIOCTYIT B Kade, OTENsIX U a’poroprax SBISIETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIIEpPThl CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBIIAIOTCS O€3011aCHBIMH.

CoBeTbl 10 0€30MaCHOCTH PabOThI B OOIIEOCTYMHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBoro JHuHyr0 HH(pOpMammio yepe3 odmemaocTymubie Wi-Fi
cetu. PaboTast B HUX, JKeJlaTeJIbHO HE BBOJIUTH MAPOJIH JIOCTYIA, JIOTUHBI U KaKUE-TO
HOMEDA;

2. Wcnonb3yili U OOHOBIISII aHTUBUPYCHBbIE MpOrpaMMmbl U OpaHaMmayep. Tem
caMbIM Tbl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3zoBanuu Wi-Fi otkimoun pyuknuio «OO0muit noctyn K daitinam
U npuHTtepam». JlaHHas GyHKIMA 3aKpbhiTa MO YMOJYaHHUIO, OJIHAKO HEKOTOpPHIC
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnone3yit nyomuunbii WI-FI ngns mepenmaum JUYHBIX JTaHHBIX,
HanpuMep JIJIsl BBIXO/Ia B COIIMATIBHBIE CETH WU B AJICKTPOHHYIO MOYTY;

5. Wcnonw3yit TosibkO 3amuineHHoe coeaunenue yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-apeca BBOANM UMECHHO «https://»;

6. B moOunbHOM Tenedone otkiaoun ¢yHkuuioo «lloakmoueHne k Wi-Fi
aBTomMaTthueckn». He nomyckail aBTOMaTu4eCcKOro MoAKII0UYCHUSI YCTPOUCTBA K CETIM
Wi-Fi 6e3 TBoero coriacus.

ConmnaJjibHBIC CeTH

CounanbHble CETU aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIFOJU paOOTalOT U
KUBYT TaM TOCTOSIHHO, a B Facebook yxke 3apeructpupoBan Muuapa 4€I0BeK, 9TO
SIBJIIETCSI OJHOM CEIbMOM BCEX JKHUTEIeW IulaHeTbl. MHOTrHe IOJbh30BaTeId HE
MOHUMAIOT, YTO UH(POpPMAITKs, pa3MEIIeHHAs! UMH B COIIMAIBHBIX CETAX, MOXKET OBITh



HaliJieHa M HWCIIOJIb30BaHAa KEM YTOJHO, B TOM 4YHCJIe He 00s3aTeNbHO ¢ OJarumMu
HaMEpEHUSIMHU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIIBHBIX CETSIX:

1. Orpanuub cucok apy3eil. Y 1edst B Apy3bsiX HE JOJKHO ObITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amuinai cBOIO YacTHYIO >ku3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHHS M IPYTYIO JHUHYI0 HHGOPMAIUIO. 3MOYMBIIUICHHUKH MOTYT
HCIIOJIb30BaTh JaK€ MH(OPMAIMI0O O TOM, KaK Thl U TBOM POAMUTENH IUIAHUPYETE
MIPOBECTH KAHUKYIIbL;

3. 3amuinai cBOIO pemyTaluio - AEp>KU €€ B UACTOTE U 3a/aBail cede BOmpoc:
X0TeJ ObI Thl, YTOOBI APYTHE MOJI30BATEIN BUJIEIH, YTO ThI 3arpysxaeiib? [logymaii,
IPEXKJIe YEM UTO-TO OMYOIMKOBATh, HAITUCATh U 3aTrPY3UTh;

4. Ecnu Tl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIlb, HE HCIIOJIb3YH CBOE
peanbHOE MMS W JAPYTyI JUYHYIO HHQOpMalWU: UMSA, MECTO >KUTEIbCTBA, MECTO
y4eObl U MpoYee;

5. U36erail pazmemenus ¢otorpaduii B MHTEpHETE, Tie Thl M300pa)KeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOIOJIOKEHHE;

6. [Ipu peructpanuu B cOUaNbHON CETH HEOOXOIMMO HCIOIb30BaTh CIO0KHbBIE
apoJin, COCTOSIIIME U3 OYKB U LIU(P U C KOJTMUECTBOM 3HAKOB HE MEHEE §;

7. Jlng conuanbHOM CEeTH, TIOYTHI U IPYTUX CAWTOB HEOOXOIUMO HCIIOIH30BaATh
pasHble naponu. Torga eciu Te0sl B3JIOMAIOT, TO 3J0YMBIIIIEHHUKH MOIYyYaT TOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

JJIeKTPOHHBIE IEHbI'H

DNeKTpOHHBIC ACHBIU - OTO OYEHb YAOOHBINM CIMOCOO TIaTeXeH, OIHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJTYUYUTh 3TH JICHBIH.

DJIEKTPOHHBIC JEHBIM MOSBUJIUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYyAapCTBax A0 CHX MOP HE MPOIMKCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (PYHKIIMOHUPYIOT UM O HUX YK€ MPOIMUCAHO B 3aKOHE, Ie UX
pa3/IeNsitoT Ha HeCKOJIbKO BHUJIOB - aHOHMMHBIC M HE aHOHMMHBIE. Pa3Huiia B ToM, 4TO
QHOHUMHBIC - JTO T€, B KOTOPBIX pa3peliaeTcs IMPOBOAUTL oOmeparuu 0e3
UIeHTU(UKAIIIN TIOJh30BATENsA, @ B HE aHOHUMHBIX WISHTU(UKAIUS TOJIH30BaTEIs
SIBJIIETCS 00SA3aTEILHOM.

Taxke ciemyeT pa3nuyarth dJICKTPOHHBbIC (HUATHBIE JCHBIU (PaBHBI
rOCyJapCTBEHHBIM BAJIOTaM) H DSJEKTPOHHBIC HepHUaTHBIC IEHbIU (HE paBHBI
roCy/IapCTBEHHBIM BaJIOTaM).



OcCHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMH JIEHbraMU:

1. [IpuBsku K cueTy MOOWIBHBIN TenedoH. DTO caMblil yIOOHBINH U OBICTPHIi
Croco0 BOCCTAaHOBUTBH JOCTYI K cuery. [IpuBsizaHHBIM TenepoH MOMOXKET, €ciu
3a0ynenib CBOM IUIATEXHBIM NAposib WM 3aiiiellb Ha CalT C HE3HAKOMOI'O
YCTPOWCTBA;

2. Hcnonb3yli opHopasoBble mnapoiu. Ilocine mnepexoga Ha YCHUIIEHHYIO
aBTOpHU3aLMI0O Tebe yXe He OyIeT yrpokaTh ONACHOCTh KpaXXd HIIM TepexBaTa
IIJIATEKHOTO MApOJIS;

3. Beibepu cnoxsblid maponb. IIpecTynHukam Oyner HE MpOCTO yrajaarhb
CJIOXKHBIN Mmapoiib. HazexxHsle napoiau - 3TO MapoJid, KOTOPBIE COAEPKAT HE MEHEe §
3HAKOB U BKJIIOYAIOT B c€0sl CTPOYHbIE U IPONUCHBIE OYKBBI, LIU(PPHI U HECKOJBKO
CUMBOJIOB, TakW€ Kak 3HaK Joiuiapa, (yHTa, BOCKJIMLATENIBHBIM 3HaK M T.IL
Hampumep, «$tROng!»;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.

DJIeKTPOHHASA MOYTA

DJIEKTPOHHAsA MOYTa - ATO TEXHOJOTHUS WU IPEIOCTABIIIEMBIE €H0 YCIYTH IO
HEPEChUIKE M MOJYUYEHHUIO DJIEKTPOHHBIX COOOIICHUN, KOTOpPbIE PACIpEAeNsioTcs B
KOMIbIOTepHOH ceTh. OOBIYHO DJIGKTPOHHBIM  IMOYTOBBIM  SIUK  BBITJISINAT
CIIEIYIOIUM O0pa3oM: UMs_IOJIb30BaTeNsA(@UMs_JOMEHa. Takke KpoMe Iepeaaydu
IPOCTOr0 TEKCTa, UMEETCS BOZMOKHOCTh MepeaBaTh (ailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh mNpaBWIbHBIA TOYTOBBIA cepBUC. B HHTepHETE ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyYIlE JOBEPSTH TEM,
KOT'O 3HAaelllb U KTO MEPBbIA B PEUTHUHTE;

2. He yxa3piBail B TUYHOW TouTe JHUHYIO0 mHMOopmaruio. Hampumep, myurie
BbIOpaTh «My3bIKaJIbHBIN _(paHat@» mm «pokx2013"» BMecto «Temal3w;

3. Mcnonp3yil IByX3TalmHyl0 aBTOPU3aLUI0. ITO KOrAa HOMUMO MapoJs HY>KHO
BBOJAUTH KOJ, MPUChUIaeMbIii 0 SMS;

4. BriOepu COXKHBIN Maposb. s KaXI0ro MOYTOBOIO SIIUKA JOJDKEH OBIThH
CBOW HAJEKHBIW, YCTOWUUBBIN K B3JIOMY [1apOJib;

5. Ecimm ecTtp BO3MOXHOCTH HAamucaTb CaMOMYy CBOW JIMYHBIA BOIPOC,
HCIIOJNIB3YH 3Ty BO3MOKHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBBIii 1711 YaCTHOW MEPENUCKU
C ajapecaTaMd, KOTOpPbIM Tbl JOBEps€llb. OTO 3JIEKTPOHHBIA aJpec HE Haao
UCIOJIb30BaTh MPU PETUCTpaLlUU Ha popyMax U calTax;



7. He otkpbiBail ¢aitnbl U Opyrue BIOKEHHS B MHCbMax, JaK€ €CIU OHH
MNPUIUIM OT TBOMX Apy3eil. Jlydille yTOUYHM y HHMX, OTOPABISUIM JIU OHH TeOE 3TH
(b,

8. [locne okoHyaHust pabOTHI HA TOYTOBOM CEpPBHCE MEPe]] 3aKPHITUEM BKIAIKU
C caiiToM He 3a0y/]ib Ha)KaTh Ha «BBIATHY.

Ku6epOy1jimHr WM BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymumHr - npeciaeoBaHue COOOLIEHUSIMU, COJEPKAIUIMU OCKOPOJICHHUS,
arpeccuio, 3alyruBaHUE; XYJIMTaHCTBO; COLMAIBHOE OOMKOTUPOBAHHME C MOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYITUHTOM:

1. He Opocaiics B 0oi. Jlyummii cmoco6: MOCOBETOBAaThCS Kak ce0si BECTH U,
€CJIM HEeT TOTO, K KOMY MOKHO OOpaTUThCS, TO BHadalie ycrmokouTbcs. Ecmu Tbl
HayHeIllb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHSI, TO TOJIbKO e€Iie OOoJIbIle
pa3z0oAOKeIb KOH(IIHKT;

2. Yupasnsii cBoel kuOeppenyTanue;

3. AHOHUMHOCTb B c€Tu MHUMasi. CylIeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

4. He crtour BecTHM XyJIWTaHCKHM 00pa3 BUPTyalbHOW >KW3HH. WHTEpHET
duKcHpyeT BCe TBOM JEHCTBUS M COXpaHsAET HX. YJanuTh UX OyAeT KpaifHe
3aTpyAHUTEIIBHO;

5. Cobmroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. UrHopupyit enuHuuHblii HeratuB. OJHOpPA30BbIE OCKOPOUTEIIbHBIC
coO0mIeHHs Jy4lie urHopupoBaTh. OOBIYHO arpeccus MPeKpalaeTcs Ha Hav4aJlbHON
CTaJuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COIMAIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIECHUN C
OnpeeIeHHBIX aPECOB;

8. Ecnu Thl cBUneTenb KuOepOyminHra. TBOM AEUCTBUS: BBICTYNHUTH MPOTUB
npeciieoBaTeNsl, IMOKa3aTh €My, 4YTO €ro JCHCTBUSA OICHUBAIOTCS HEraTHUBHO,
NOJAJIEPXKATh KEPTBY, KOTOPOM HyXHA TIICHXOJIOTMYECKas MOMOIb, COOOIIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.



MooOniabHbIH TesedoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIETHI COJIEPKAaT B ceOe BIIOJIHE B3POCIIBIiA
GyHKIMOHAN, MW TEmepb OHU MOTYT KOHKYPHpPOBaTb CO  CTAallMOHAPHBIMU
KoMIbioTepamMu. OIHAKO, CPEJCTB 3alMTHI JUIsl TOJIOOHBIX YCTPOMCTB IMOKAa OYEHBb
Maso. TecTupoBaHUE U MOUCK YA3BUMOCTEN B HUX IMPOUCXOAUT HE TaK MHTEHCHUBHO,
kak j1s1 [1K, 1O e camoe kacaeTcss 1 MOOUJIbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIe MOOWIbHBIE Opay3epbl YK€ MPaKTUUECKU JOTHAJIU HACTOJIbHbBIC
aHaJIOTH, OJHAKO paciupeHue GyHKIIMOHAIA BJIeUeT 3a cO00M OOJBIITYIO CIOKHOCTD
Y MEHBIIIYIO 3alUIIEHHOCTD.

Jlaneko He BCE NPOU3BOJUTEIN BBITYCKAIOT OOHOBJIICHUS, 3aKPhIBAIOLIUE
KPUTHYECKHUE YSI3BUMOCTH JIJIs CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsl 0€301aCHOCTU MOOMIIBHOTO TesedoHa:

Huuero He siBIseTCS MoO-HACTOSIIEMY OecIlaTHBIM. Byab OCTOpOXEH, BElb
Korja Tebe mpeniararoT OecIIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHE-TO
IJIaTHBIE YCIIYTH;

Hymaii, npexzae yem otnpaButb SMS, ¢hoTo unu Buseo. Tol TOUHO 3HAEIIb, TAE
OHH OyayT B KOHEYHOM HTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcrnonb3yit aHTUBUPYCHBIE POTPAMMBI 11 MOOMIIBHBIX TEJIe(POHOB;

He 3arpyxail mpuiokeHuss OT HEU3BECTHOTO MCTOUYHUKA, BEAb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUEHUE;

[locne TOoro kak Thl BbIAEIIb C CaiTa, I/I€ BBOAWI JIMYHYIO HH(POpPMALHUIO,
3aiiiu B HaCTpOMKM Opaysepa u yaainu cookies;

[lepuoguuecku MpoBepsid, KaKue IUIATHBIE YCIYTM aKTUBUPOBAHbBI HAa TBOEM
HOMEpE;

JlaBaii cBoil HOMEp MOOWMIIBHOTO TenedoHa TONBKO JIOJSM, KOTOPBIX ThI
3HaCNIb U KOMY JOBEpsCIb;

Bluetooth nmomkeH OBITH BBIKIIOUEH, KOTJA Thl UM HE TMojb3yelibes. He
3a0bIBail MHOTIa ITPOBEPSITH 3TO.



Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUHBIE, 3aXBaTHIBAIOIUE PA3BICUYCHMUS,
00BEIUHSIONINE COTHH THICSY YEJIOBEK MO BceMy MHpYy. UTrpoku HccleyoT TaHHbIN
UM MUD, OOIIAIOTCS JPYT C IPYTrOM, BBITOJIHSIOT 3aJaHusl, CPaXKalOTCsl C MOHCTPaMU U
NOJIyYarOT ONBIT. 3a YAOBOJBCTBUE OHU IUIATAT: MOKYHAKOT AUCK, OIUIAYHWBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAKHEe-TO OMIIHH.

Bce 3Tu cpeacTBa nuayT Ha MOAAECPKAHUE U PA3BUTUE WUIPBI, a TAKKE HA CaMmy
0€301acHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI ABTOPU3ALMH, BBIITYCKAIOTCS HOBBIE
natuu (nudpoBbie 3arIaTKU 7151 IPOTPAMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B momo0HBIX Urpax CTOUT OIacaTbCsl HE CTOJIBKO CBOMX CONMEPHHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMU OOJBIIMHCTBA
Urp.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA:

1. Eciu npyroii urpok BeAeT ceOsi IMI0XO0 WM CO3/1aeT TeOEe HENPUATHOCTH,
3a0JIOKMPYH €ro B CIHCKE UTPOKOB;

2. Iloxanyiics aIMUHUCTPATOPAM WIPbl HA IUIOXOE ITOBEICHHE ITOTO UIPOKA,
KEJIATEIbHO NPWIOKUTH KAaKHE-TO TIOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaii muuHyo uHboOpMaIuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB MO UIPE;

5. He ycranaBiuBaii HeopuiinaabHbIe ITaTYd U MOJIBI;

6. Mcnosib3yii CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOUaTh aHTUBHpYC. [loka Thl Urpaelip,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIUHT WA Kpaika JINYHbIX JaHHbIX

OObIYHOM KpaXkell JeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOIO He yIHBHIIb, HO
C pa3BUTHEM HHTEPHET-TEXHOJOTHI 3JI0YMBIIUICHHUKH TEPEMECTHIINCH B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMATHCS " TFOOUMBIM" EJIOM.

Tak mnosBUIach HOBas yrpo3a: HMHTEPHET-MOLICHHUYECTBA WM (DUIIMHT,
IJIaBHasg LEJdb KOTOPOIO COCTOMT B IOJYyYEHUU KOH(QUACHIMAIBHBIX JAHHBIX
MoJIb30BaTeNe - TOTHHOB U mapoiieil. Ha anrnmiickom si3bike phishing untaercs kak
¢ummnr (ot fishing - peiOHas oS, password - Taposb).



OCHOBHBIE COBETHI 110 00pHOE C PUIIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moj03peBaetiip, 4To TBOSI aHKeTa Obliia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKMpOBaTh €€ W COOOLIUTh aJMUHHUCTpATOpam
pecypca 00 3TOM KaK MOYHO CKOpEe;

2. Ucnonw3yit 6e3omacHble BeO-CalThl, B TOM YHUCJE, UHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnone3yli ClOXHBIE W pa3Hble maponu. Takum oOpa3zoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH T[OJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
npoduIto B CETH, a HE KO BCEM;

4. Ecau te0s B3110MaNIK, TO HEOOXOIUMO NPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJIEHbI y T€0S B JIPY3bsiX, O TOM, YTO T€Os B3JIOMAJId U, BO3MOXKHO, OT
TBOETO UMEHU OYJET pacChlIaThCs CIIaM U CChUIKU Ha (PUIIMHIOBBIE CANTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHUe Maposis B Opaysepe;

7. He otTkpbiBail (ailsiel U ApyTrUE BIOKEHUS B MHCbMaX, JIaXe €CIH OHHU
NPUIUIA OT TBOWX JApy3eil. Jlydiie yTOYHM y HUX, OTIPABISLIN JU OHM TeOe ITU
(aibl.

udposasi penyrauus

[Mudposast pemyTanys - 3T0 HEraTUBHAs WM MMO3UTUBHAS UHPOpPMAIIUS B CETH
o tebe. Kommpomerupyromas uHpoOpMaius, pa3MelleHHass B HUHTEPHETE, MOXKET
CEpbE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peanbHOM xu3Hu. «{udposas penmyrauus»
- 3TO TBOW UMHJIK, KOTOPBIN popMupyercs u3 nHpopmaiu o Tede B MHTEPHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH
XapakTepa U paccKkasbl O OJM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue NOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K NyOJMKaluu JUYHON
uHpopmaruu B MHTEpHETE, HE MOHWMAs BO3MOXKHBIX TMOCIEACTBUM. Thl gaxe He
CMOJKEIIb J0rajfaThCsi 0 TOM, 4TO (hoTorpadus, pazMenieHHass 5 JIeT Hazaj, craja
NPUYUHOM OTKa3a MPUHATH TEOs Ha padoTy.

Kommenrtapuu, pasmenienue TBoux (ororpaduii U gpyrue 1eUCTBUS MOTYT HE
UCYE3HYTh JaXkKe MOCJE TOro, KaK Thl X yAAJHIIb. Thl HE 3HaEUIb, KTO COXPAHWII 3Ty
uH(pOpMalMIo, ToMNaja JU OHa B IMOMCKOBBIE CHCTEMbl M COXpaHWJIAch JU OHa, a
IJIABHOE: YTO MOAYMAIOT O T€OE OKpY’KaoIIue JIOIM, KOTOPbIe HAWAYT U YBUAST 3TO.
Haiitu wunHdopmanmio MHOTO JI€T CHOyCTs CMOXET 000l - Kak U3 J0OpbIX
OOYXAEHUH, TAK U C HAMEPEHUEM NIPUUUHUTH BPEA. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOI penyTaluu:



1. [logymaii, mpexae 4yem 4To-To MyOJMKOBaTh M MepeaaBaTh y cebs B Oiore
WJIM B COLIMAJILHOM CETH,

2. B Hactpoiikax npodusis yCTaHOBM OIpaHMYEHHUS Ha MPOCMOTP TBOETO
npo(UIIA U ero COAEPKUMOTO, C/IeNIail €ro TOJIBKO «IUIS IpYy3ei»;

3. He pa3memaii u He yka3biBail MHGOpPMAIIMIO, KOTOPask MOXET KOro-Jn0o
OCKOPOJISITH UM OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE  IIKOJIBHUKMA -  aKTUBHBIE  IOJIb30BaTeNH  IU(GPOBOTO
npoctpaHcTBa. OJHAKO [OaleKo HE BCE 3HAIOT, YTO I[OJIb30BAHWE MHOTHMH
BO3MOKHOCTSIMHU LIU(PPOBOTO MUpa TpeOyeT COOIIIOIEHNUS IPAB HA UHTEIJIEKTYaJIbHYIO
COOCTBEHHOCTb.

TepMUH «HMHTEJUIEKTyalbHasi COOCTBEHHOCTb» OTHOCHUTCA K Pa3IU4YHBIM
TBOPEHHUSIM 4YEJIOBEUYECKOTr0 yMa, HAuyMHAas C HOBBIX M300pETEHUH U 3HAKOB,
0003HavYaIKX COOCTBEHHOCTh HA MPOJIYKTHl M YCIYIHM, M 3aKaHUYMBas KHUTAMH,
doTorpadusMu, KHHODUIEMAMH U MY3bIKAJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE TMpaBa - 3TO IpaBa Ha HHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
OPOU3BEACHUS HAYKH, JUTEPATYPbl M HCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B
Ka4yeCTBE TapaHTHH TOTO, YTO MHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa HE OyIeT
HalpacHbIM, J1aCT €My CIpPaBEIJIMBbIE BO3MOXKHOCTHU 3apaloTaTh Ha pe3yibTaTax
CBOETO TPyJa, MOJyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3 pazpelieHust aBTopa
HE MOXET BOCHPOU3BOJMTH €ro MPOU3BEICHUE, PACIPOCTPAHATh, MTyOJIUYHO
JE€MOHCTPUPOBaTh, MpPOAAaBaTh, HMIOPTUPOBATh, MYCKaTb B MPOKAT, MYOJIHMYHO
UCIIOJIHATD, TOKA3bIBATH/UCIIOJIHATH B dUpe Uiu pazmeniats B UHTepHeTe.

Hcnonp30BaHue «IUpaTCKOro» MPOrpaMMHOTO 00eCTIeUeHUs] MOYKET MPUBECTH
K MHOTMM pPHCKaMm: OT MOTEPH JIaHHBIX K TBOMM aKKayHTaMm J0 OJIOKUPOBKHU TBOETO
YCTpOICTBa, Iie yCTaHOBJIEHA HellerayibHas nporpamma. He ctout takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaJIbHbIe W OECIUIaTHbIE MPOrpPaMMbl, KOTOpPbIE MOXHO HallTH B
CETH.

O nopraJse

CereBUYOK.p( - TBOH TJIaBHBIM COBETUMK B CETH. 371€Ch Thl MOXKEIb y3HATH O
0€30MacHOCTH B CETH MOHATHBIM U JOCTYNHBIM SI3bIKOM, a MpPH BO3HUKHOBEHHUH
KPUTUYECKOM CHUTYyallMM OOpaTHThCS 3a COBETOM. A TakXe MNPHUHATh Y4YacTHE B
KOHKYpPCax M CTaTh CaMbIM ITU(PPOBHIM IpaskJaHUHOM !



