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MeToanYecKne pekoMmeHgaumm o pasmeLleHnm Ha MHPOPMaLIMOHHbIX CTeHAaX,
onumanbHbIX MHTEPHET-CanTax U gpyrnx MHPOPMaLIMOHHbLIX pecypcax
o6weobpasoBaTenbHbIX OpraHn3aunin n opraHoB, OCYLLLECTBNAIOLLMX yNpaBreHne B
cepe obpasoBaHus, MHOPMaLMM O 6e3onacHOM NOBe4EHUN U UCNOSTb30BaHMUM CETU
"UHTepHeT".
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MpunoxeHwne

METOAMYECKUE PEKOMEHOALIUUN
O PASMEWWEHWUN HA UHOOPMALUMUOHHbLIX CTEHOAX, OPULINATIbHbLIX
WHTEPHET-CAUTAX U APYITUX UHOOPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPFTAHU3ALIMA U OPIAHOB,
OCYLWECTBNAOLWUNX
YNPABJIEHUE B COEPE OBPA3OBAHUA, UHPOPMALIUK O BE3OINMACHOM
NOBEAEHUN N UCTOJIb3OBAHUN CETU "MHTEPHET"

dkcnepTamm n YneHamm BpemeHHon kommuccnn Coseta ®efepaunmn No pasBuTUIo
MHOPMaLUMNOHHOro obLecTBa B pamMKkax BbIMOMHEHNSA peKOMeHAaUNn napramMmeHTCKUX
cnywaHun "AKTyanbHble BONpockl obecneveHnss 6e30nacHOCTU U pa3BUTUS OETEN B
MHOPMaLMOHHOM NpOoCTpaHCTBE", KoTopble npownu B CoseTte Penepaumn 17 anpens
2017 r., 6binn paspaboTaHbl METOANYECKNE PEKOMEHAALMM O pa3MeLLEHUN Ha
MHPOPMALMNOHHLIX CTEHOAX, OPULManbHbIX UHTEPHET-canTax U Apyrux
NHPOPMaLMOHHBIX pecypcax obLieobpasoBaTeribHbIX OpraHu3aumi 1 OpraHos,
OCYyLLEeCTBNALWNX ynpasrieHme B cpepe obpasoBaHus, MHpopmaumm o 6es3onacHomM
noBeAEeHUM 1 UCNonb3oBaHuK ceTn "MIHTepHeT" (nanee - metoguyeckme
pekomMeHaauum).

MeToamnyeckne pekomeHgauumn HanpasneHbl Ha KAYECTBEHHOE MOBbILLEHNE YPOBHS
NHPOPMAaLIMOHHONM AeATENBHOCTM 00LLIe0bpa3oBaTeNbHbIX OpraHn3aLUuin 1 OpraHoB,
OCYLLECTBNALNX yNpaBneHne B cpepe obpa3oBaHus, B YacTu MHPpOPMMPOBaHUS
yyallmnxcsl, UX poantenen (3akoHHbIX NpeacTaBUTENen) U negarornyecknx paboTHMKOB
00 OCHOBHBbIX acnekTax MHOpMaLnoHHOM 6e3onacHOCTH.

MeTognyeckme pekomeHgaumm no3sonat obuieobpasoBaTefnibHbIM OpraHmM3aumam u
opraHam, OCyLLeCTBNSALWMM yrpasrneHme B cchepe ob6pasoBaHus, akTyanm3npoBaTb
yXXe NCNonb3yemble N pasmeLLeHHbIe MHOPMALMOHHbIE MaTepuarnbl, Tak 1
NoAroTOBUTb UX B CIlydae UX OTCYTCTBUA C Y4ETOM NyYLUMX NPAKTUK U peKOMEeHOaLNN.

B paMKax meTogn4ecknx peKOMeH,D,aLl,I/IIZ paccmMmaTpuBaroTCca crenyruwme MHCTPYMEHTDI:



1. MIHOPMALMOHHbIE CTEHbI;
2. ohuumarnbHble NHTEPHET-PeCypChbl;

3. cpeacTtBa MaccoBon MHGopMauuK (LLUKOSbHbIE ra3eThbl, Nnegarornyeckne n3gaHma un
Apyrue).

MUHdopmaumoHHble cTeHAbI

Ha nHdpopmMaumoHHbIX cTeHaax B 0beobpasoBaTenbHbIX OpraHn3auunsx,
pacrnonoXeHHbIX B oore ydpexxaeHnin n B KabmHeTax, OCHaLEHHbIX NepCoHanbHbIMN
yCTpoucTBamMu Ans Bbixoda B ceTb "MIHTepHeT", pekomeHayeTCcs pa3mMecTuTb
NHPOPMaLNOHHbBIE NAMATKN, coAepXallme OCHOBHbIE COBEThI N0 obecneyvyeHunto
NHpopMaLNOHHOM 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 kK METOAMYECKM peKkOMEeHAaUMaM NpeacTaBrneH obpaseL, namMmaTKu
ANs pa3MeLLeHns Ha MHAOPMALIMOHHbBIX CTEHAAX.

CpenctBa maccoBoun UHcpopmaumm

B cpenctBax maccoBon MHGOpMaL M, OPUEHTUPOBAHHbBIX HA 0Oy4atoLLNXCA,
pekomMeHayeTcH B TedeHue y4ebHoro roga perynsipHo nybnmkoBatb MHOPMAaLMOHHbIE
MaTepuarbl, NOCBALEHHbIE OTAENbHBIM acnektaMm nHdopmMaumoHHon 6esonacHocTun, a
TakxKe pasfiMyHble NnamMsaTku obLuero xapakrepa.

B cpenctBax maccosoun MHOpMaLUMn, OPUEHTUPOBAHHbLIX Ha NeJarorn4eckyto
00LEeCTBEHHOCTb, PEKOMEHAYETCS B TEYEHUE KaneHaapHOro roga perynspHo
ny6nunkoBaTb MHPOPMAaLMOHHbIE MaTepuarbl, MOCBALLEHHbIE OTAENbHLIM acnekTam
NHpopMaLnoHHOM 6e30MacHOCTU Kak HECOBEPLLEHHONETHUX, TakK U
obLieobpasoBaTerbHbIX OpraHM3auun, a Takke pasfnuyHble NamMmsaTkn, o630pbl
HOPMaTUBHO-NPAaBOBOrO PEryriMpoBaHnsa AaHHOW cpepbl U MHAPOPMALMIO O aKTyarnbHbIX
MepPONpUATUSX U COBbITUSIX B JaHHOM cdhepe.

B xoge nposeneHns EguHoro ypoka no 6esonacHoctu B cetn "MHTepHeT"
pekomeHayeTcsa obecneynTb BbIMyCK TEMATUYECKOro BbiMyCcka CcpeacTBa MacCOBOM
nHdpopMauumn nnbo cepum NydGrnmMkaunn, cpeamn KOTopbiX pacCMOTPETb OPraHN30BaHHbLIE
MepOoNpUATUS A5s o0y4varoLmnxca, Nx poanternen (3aKoHHbIX NpeacTaBuTenen) u
negarorn4eckon obLLLeCTBEHHOCTH.

OdmumanbHblie UHTEpHeET-pecypcebl

O6weobpasoBaTernbHbIM OpraHn3aumsaM pekoMmeHayeTcst Ha CBOUX odmumnanbHbIX
NHTepHeT-pecypcax ob6ecnevnTtb PyHKLUMOHMPOBAHNE CaMOCTOATENBHOIO U
crneumanuampoBaHHoro pasgena "MHdgopmaumoHHas 6e3onacHOCTL", B paMkax
KOTOpOro npeaycmMoTpeTb pasMeLLeHme crieayroLwen nHpopmaumu:

dopmaTt
npeacraBneHus
N Pasgen/nogpasgen mMaTepuanos CopepxaHue matepuanos
PasamelLaroTcs Konun JOKYMEHTOB, T.€.

JlokanbHble CKaHMpPOBaHHbI BapyaHT JOKYMEHTa,
HOpPMaTMBHbIE aKTbl B COOTBETCTBYHOLMI TpeOOBAHUAM K
cthepe obecneyeHust napameTpam CKaHMPOBaHUSI.
NHGOPMaLMOHHOWN Konun PasmelyatoTcs JOKYMEHTHI,
BGesonacHocTu AOKYMEHTOB B pernamMeHTupyroLlme opraHnsaumio 1

1.06y4vatomxcs dopmaTte *PDF paboTy ¢ nepcoHanbHbIMU JaHHBIMW,



Konun
AOKYMEHTOB B
dopmate *PDF

HopmaTtusHoe
2.perynvpoBaHue

TekcT Ha
CTpaHuue canta
Konun
AOKYMEHTOB B
dopmate *PDF

MNeparornyecknm
3.paboTHnKam

TekcT Ha
4.06yvarowmmcs CTpaHuue canta
Poantenam (3aKoHHbIM
npeacraBUTeNsam)

5.06yvatomxcs

TekcT Ha
CTpaHuue canta

TekcT Ha
CTpaHuue canta

[leTtckmne 6e3onacHble
6.canTol

nnaHbl MeponpuaTun no obecneveHnto
MHOpMaLUNOHHOM Be3onacHoOCTU
obyvatomxeca n gpyrue.

My6nukytoTca akTyanbHble CBEAEHUS O
deneparnbHbIX N perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BRacTu 1 apyrue
HOPMaTUBHO-NPaBOBblE JOKYMEHTHI,
pernameHTupyowme obecneyeHune
MHdopMaLUnoHHOM Be3onacHoCTU
HecoBepLUeHHoneTHuX. [lonyckaeTtca
BMECTO KOMui pasmMeLLaTtb rmnepcebisiku
Ha COOTBETCTBYIOLLME AOKYMEHTbLI Ha
canTax opraHoB rocyapCTBeHHOMN BNacTu.
PasmeluatoTca metogmyeckme
pekoMeHOauun 1 ykasbiBaeTcs
NHpopMaLMsa 0 MePONpPUATUAX, NPOeKTax
“ NporpamMmmax, HanpasneHHbIX Ha
noBblLLEHME NH(POPMAaLMOHHOMN
rPamMOTHOCTU NeJarormyeckmx
pabOoTHUKOB.

PasmelLaetcs nHpopmaLMoHHas namsaTka
(npunoxexue N 2) n ykasbiBaeTtcs
NHopMauunsa 0 MeponpusaTUaX, NPoeKTax
1 NporpamMmmax, HanpasneHHbIX Ha
nosblLlWeHNe NHGPOPMaLMOHHOMN
rPamMOTHOCTN OBYy4arOLLNXCS.

PasmellaeTca nHdopMaunoHHas namaTka
(npunoxexne N 3).

Paamellaetca nHgopmaums o
pEeKOMeHOyeMbIX K MCMONb30BaHNIO B
y4yeBGHOM npoLecce 6e3onacHbIx canTax,
GaHHepbl 6e30NacHbIX AETCKUX CanTOB.

OpraHam, ocyLecTBNAKLWUM ynpasrieHme B cpepe obpas3oBaHus, pekomeHayeTcs Ha
cBoux opuumanbHbix MIHTEpHET-pecypcax obecneynTtb YHKLUMOHNPOBAHNE
CaMOCTOATENBLHOIO 1 creumnanmuampoBaHHoro pasgena "MHgopmaynoHHas
6Ge3onacHOCTL", B paMKax KOTOPOro NnpenycMoTpeTb pa3MeLLEHNE CrieayoLLEN

NHopMauuK:

MpunoxeHne N 1

MNAMATKA ]
ONsi OBYYAIOLLMXCS OB UHOOPMALIMOHHOW BE3OMACHOCTU AETEW

HEJb3A

1. Bcem nogpsg coobuiatb CBOK YaCTHY MHpopmauuio (HacTodawme nms, amunumio,
TenedoH, agpec, HOMep LWKOfbI, a Takke doTorpadum CBOU, CBOEN CEMbU U APY3EN);

2. OTKprBaTb BJ1OXEHHbIEe Cbaﬁﬂbl SJ'IeKTpOHHOIZ Nno4yTbl, KOraa He 3Haellb

oTnpaBUTENA,

3. MpybuTb, NpuanpaThCs, OkasbiBaTb AaBNEHME - BECTM cebsl HEBEXITUBO U

arpeccuBHO,



4. He pacnopsihkancsa geHbramm TBoen ceMbun 6€3 paspellieHnsa ctaplumnx - Bcerga
cnpawuBan pogutenen;

5. He BcTpeyvanica ¢ IHTepHEeT-3HaKoOMbIMW B peasibHOW XU3HU - MOCOBETYNCH CO
B3POCIbIM, KOTOPOMY JOBEPSAELLb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yntaewsb o cebe HenpaBay B MIHTepHeTe - coobuimn 06 aTom
CBOUM POAUTENSAM UNN ONEKYHaM;

2. MpurnawatoT nepenncebiBaTbCs, Urpatb, 0OMeHNBaTLCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBay B3pocrbiM 0 npobnemax B CeTU - OHW BCeraa noMoryT;

5. Nicnonb3yn HacTponkn 6e3onacHOCTU U NPUBATHOCTU, YTOOLI HE NOTEPSATL CBOU
aKKayHTbl B COLICETSIX M ApYrMX nopTanax.

MO>XHO

1. YBaxawn gpyrux nonb3oBarernen;

2. Monbayewbca NHTEPHET-UCTOYHUKOM - enan CCbIfKy Ha Hero;
3. OTKpbIBaM TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCcA 3a NOMOLLbLIO B3pPOCSIbIM - poaAnTesin, onekyHbl N aaMUHUCTPaLUnA canTtoB
BCerga rnomMmoryT,

5. Nponan obyyeHme Ha cante "CeTeBMYOK" 1 NONy4Yn nacnopTt unudpoBOro
rpaxkgaHuHa!l

MpunoxeHne N 2

NMHOOPMALIMOHHASA NMAMATKA
AndA ObYYAIKOLWKUXCA And PASMELLEHUA
HA O®ULUUNAJIbHbIX MUHTEPHET-PECYPCAX

C KaxkabIM rogomM MOSoaeXn B UHTEPHETE CTaHOBUTLCA Bonblue, a LWKOMNbHUKA OOHU U3
caMblX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay Tem, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M npobnembl. ATa NnamaTKa AoMmKHA NOMoYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomMnbloTepHbie BUPYChI

KoMnboTEepHBIN BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NporpamMm,
OTNNYUTENBHON OCOBEHHOCTBLIO KOTOPOK SBMSIETCA CMNOCOBHOCTL K padMHOXeHUto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UIM MOMNHOCTLIO YHUYTOXNUTb BCE
dannbl N gaHHble, NOAKOHTPOSbHbIE MONb30BaTENO, OT UMEHU KOTOPOro Obina
3anyLieHa 3apaxeHHas nporpamMmmMa, a Takke noBpeauTb U Jaxe YHUUTOXUTb
ornepaumoHHY0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onblunHCTBE cnyyaes
pacrnpoCTpPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aWmUThl OT BPeAOHOCHbIX NPOrpamMm:



1. icnonb3yn coBpeMeHHbIE OnepauNoHHbIE CUCTEMBI, UMEIOLLME CEPLE3HbIN YPOBEHDb
3aLlUnTbl OT BPEOOHOCHbIX NporpamMm;

2. [NoCcToAAHHO yCcTaHaBnNuBan nayTu (LMdposble 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBaOTCA C LeNbio 4opaboTkn nporpamMmbl) 1 apyrme 06HOBNEHUS CBOEN
onepaunoHHon cucteMbl. CkaumBam Ux TONMbKO C ohuLmanbHOro cavita paspaboTynka
OC. Ecnu cyLiecTtByeT pexnum aBToMaTUYeCKOro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTan Ha cBOEM KOMMbIOTEPE NMOA NpaBamMu Nosfb3oBaTens, a He
agMunHUCTpaTopa. ATO He NO3BONUT BONbLUINMHCTBY BPEAOHOCHbBIX MPOrpamMm
MHCTannMpoBaTbCA Ha TBOEM NepCcoHarbHOM KOMMbIOTEPE;

4. Vlcnonb3yn aHTUBUPYCHblE NporpaMMHble NPOAYKTbl U3BECTHbLIX NPOMU3BOAUTENEN, C
aBTOMaTU4eCcKnM obHoBMNeHnem 6as;

5. Orpan-lb (bVI3VI‘-IeCKVII7I OOCTYIM K KOMMNbOTEPY OJ14 NOCTOPOHHUX UL,

6. cnonb3yn BHeLWWHWe HoCUTeNu nHopmaLmMm, Takme Kak orneLuka, AucK unm dann ms
WHTEpPHETA, TOJbKO 13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE ddalnbl, NOSyYeHHble N3 HEHaOEXHbIX MICTOYHUKOB.
Haxe Te cannbl, KOTOopble NpuUcnan TBON 3HaKOMbIN. Jlydlle yTOYHW Y Hero, oTnpaBnan
I OH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0O He BMA nepegayn gaHHbIX, HE TEXHOMNOMS, a BCero nuwb 6penHa, mapka.
Ewe B 1991 rogy Hugepnanackas komnaHus sapeructpmposana operHg "WECA", yto
obo3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"BecnpoBogHast TOMHOCTbL".

[lo Hawero BpemMeHu gowna gpyras abbpesnartypa, kKoTopasi ABfsSieTCA TaKom e
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO AAaHO C HAMEKOM Ha
cTaHdapT BbicLen 3BykoBon TexHukn Hi-Fi, 4yTo B nepeBoae o3Ha4vaeT "BbiCOKad
TOYHOCTb".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTENsX U asponopTax sBMAsSeTCA OTSINYHON
BO3MOXXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe aKcnepTbl CYMTALOT, YTO
obwenoctynHole Wi-Fi ceTn He saiBnsatoTcs 6e3onacHbIMN.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepegasawn cBoto nu4yHyto nHopmaumo Yepes obwenoctynHble Wi-Fi ceTtw.
PaboTtas B HuX, xenaTtenbHO He BBOAUTb NaponiM AOCTyna, JIOrMHbI U Kakmue-To HOMepa,;

2. Nicnonb3yn n 06HOBNAM aHTMBUPYCHbIE NporpamMMbl 1 BpaHamayep. Tem caMbiM Thbl
obesonacuulb cebsa OT 3akayku BUpyca Ha TBOe YCTPOWCTBO;

3. MNpwu ncnonbzoBanum Wi-Fi oTkntoum pyHkumio "O6wmum goctyn K doannam um
npuHTepam". [laHHaa yHKUMS 3aKpbiTa MO YMOMN4YaHU0, O4HAKO HEKOTOpPbIE
nosfib3oBaTeniv akTMBUPYIOT ee And ygobcTea ncnonb3oBaHusa B pabote nnm yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepefgayv nnyHbIX gaHHbIX, HAanpumep Ans
BbIXOJa B coumarbHble CETU UNU B 3NEKTPOHHYIO MOYTY;

5. icnonb3yin Tonbko 3awmiieHHoe coeanHerne Yyepesd HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";



6. B MmobunbHoM TenedoHe oTknoun dyHkumio "lMogkntoyenune k Wi-Fi
aBTOMaTu4eckun". He gonyckan aBToMaTn4ecKoro nogkrioyeHnst yCTpomucTBa K CeTaM
Wi-Fi 6e3 TBOErO cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HaLUy XXW3Hb, MHOTME Noan paboTaroT M XNBYT
TaMm NocTosiHHO, a B Facebook yxe 3apernctpuposaH munnmapg 4esnoBek, 4To
ABNAETCA OAHOW ceabMON BCeX Xutenen nnaHetbl. MHOrne nonb3oBatenu He
NMOHUMAIOT, YTO MHpOpMaLMSA, pa3MeLLLEHHAsA MU B COLMArbHbIX CETAX, MOXET ObITb
HangeHa 1 Ucrnonb3oBaHa KeM YrogHo, B TOM YnUCe He 06s3aTenbHO ¢ brnarnmm
HaMepeHNSAMMU.

OcHOBHble cOoBETbI N0 6€30MacHOCTM B COUManbHbIX CETAX:

1. OrpaHnyb cnvcok apy3sen. Y Tebs B Apy3bax He AOMKHO OblTb CryvanHbIX U
HEe3HaKOMbIX JTIOOEWN;

2. 3awumuian cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS U APYIYIO JIMYHYIO NHPOPMaLMIO. 3M0YMbILSIEHHUKN MOTYT
MCcnonb3oBaTh Aake MHPOPMaUUIO O TOM, Kak Tbl M TBOWU pogUTENN NNaHupyeTe
NPOBECTU KaHUKYbI;

3. 3awmian ceow penyTaumio - AepXKu ee B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Tbl, YTOObI Apyr1e nNonb3oBaTenu BUOENMU, YTo Thbi 3arpyxxaewwb? Nogyman, npexae
4YeM 4YTO-TO onyGnMkoBaTb, HAaNUCaTb N 3arpy3nTb;

4. Ecnu Tbl rOBOpULLb C MNOABMU, KOTOPbIX HE 3HaELLb, HE UCMONb3YI CBOE pearibHoe
NUMSI U OPYrYHO NTIMYHYI0 MHGOPMAaLIMK: UMsI, MECTO XXMTENbCTBA, MECTO y4elbbl 1 NpoYeE;

5. N3beran pasmeweHns gotorpadcdui B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MEeCTOMOSOXEHNE;

6. Mpu perncTpaumm B coumanbHOM ceTu HeobXxoaNMO NCMONb30BaTh CINOXHbIE Napornu,
cocTosiLme 13 ByKB 1 LUdp 1 C KONNYECTBOM 3HAKOB He MeHee 8;

7. ,D,J'IFI coumanbHOM CeTu, NoYThbI K Apyrnx canToB HEOBXO4MMO UCMONb30BaTb pa3Hble
naposnu. Torga ecnn Tebs B3nomatoT, TO 3N1I0YMBbILLJTIEHHUKK noJ1ydaT OO0CTYN TOJ1bKO K
OQHOMY MECTY, a HE BO BCE Cpagy.

OnNEKTPOHHbIE AEHbMN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YO0OHbIM CNOocob nNnaTexen, 0gHaKo CyLLECTBYIOT
MOLLUEHHUKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

SﬂeKTpOHHbIe OEeHbIrn NoABUIINCb cCoOBCEM HEQABHO U MMEHHO 13-3a 3TON0 BO MHOIMMX
rocygapcrteax o CMX nop He rnpornncaHo npo HUX B 3aKOHax.

B Poccum e oHU DyHKUMOHUPYIOT 1 O HUX YXKe NPONUCAHO B 3aKOHe, rae ux
pa3aensitoT Ha HECKONbKO BMAOB - aHOHWMHbIE U HE aHOHMMHbIe. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcsa NpoBoanTb onepauumn 6es
NOeHTUdUKaLMKN Nonb3oBaTenNs, a B HEaHOHUMHbIX MAEHTUMKALNS NoNb30oBaTerns
aBnseTca obsa3aTenbHOMN.



Tarke cnegyeT pasnuyaTb ANEKTPOHHbIE braTHbIe AeHbIN (paBHbI FOCY4APCTBEHHbIM
BarntoTam) 1 3NeKTPOHHbIE HednaTHbIE AeHbIM (HE PaBHbl FOCY4APCTBEHHbIM
BantTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. MpumBsKM K cHETY MOBUITBbHBIN TenedOoH. ITO camMbl ya0OHbIM 1 BbICTPLIA CNOcod
BOCCTaAHOBUTb JOCTYN K cyeTy. [NpuBA3aHHbIN TenedoH NOMOXeT, ecrniv 3abyaellb CBOK
nfaTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. icnonb3yn ogHopasoBsble naposniv. lNocne nepexoaa Ha yCUIEHHYHO aBTOPU3aLUUIO
Tebe yxe He BygeT yrpoxaTb ONacHOCTb KpaXkyn U nepexesaTta NnaTexHoro napons;

3. Bbibepu crnioxHbivi naponb. MpectynHukam 6ygeT He NPoCTO yragaTb CrOXHbIV
naporb. HagexHble naponu - aTo Napornu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKIIOYAlOT B cebs1 CTPOUHbIE 1 NPONUCHBbIE BYKBbI, LMMPLI 1 HECKONBKO CUMBOJIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLUb.
OneKTpoHHas noyTa

ONeKTPOHHAas NnoYTa - 3TO TEXHONOIMA U NpeaocTaBnseMble et YCryrn No Nepechbisike u
NOJSTYYEHMUIO 3NEKTPOHHBIX COOBLLIEHNI, KOTOpbIE pacnpedensitoTCa B KOMMNbIOTEPHON
ceTn. OBbI4HO 3MNEKTPOHHbIV MOYTOBBIN AWK BbIMAANT CrieAyoLwmm obpasom:
UMs_nonb3oBaTend@ums_aomeHa. Takke KpoMe nepefaymn NpocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepeaasatb ansibl.

OcHoBHble coBeTbl NO 6e3onacHon paboTe ¢ SNEKTPOHHOM MNOYTON:

1. Hapgo BbIGpaTb NpaBunbHbIV NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIGOP
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4lle JOBEepPSTb TEM, KOro 3Haellb U KTO
nepBbIv B PENTUHTE;

2. He ykasbiBay B NMMYHOM NoYTE NNYHYIO MHGopMaumo. Hanpumep, nyydwe BoibpaTtb
"My3blkanbHbIi_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyo aBTopm3aumio. To Korga noMmmo naposns Hy>KHO BBOAWTb
Kog, npucbinaemei no SMS;

4. Bbibepu CrnoxHbIn naposib. [Ans kaxgoro No4YToBOro silmka AOMmMKeH BbiTb CBOWM
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Maporsib;

5. Ecnun eCcTb BO3MOXXHOCTb Hanmcatb CaMOMY CBOW JINYHbIA BOMPOC, UCNOSMb3yWn 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBKO MOYTOBbLIX ALWMKOB. NepBblt ANs1 YACTHOW NEPENUCKU C
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO SMIEKTPOHHbIN agpec He Hago
NCcnosib3oBaTh Mpu perucTpaunmn Ha popymax u cantax;

7. He oTKkpbiBan hansibl U gpyrne BROXeHUs B NUCbMax, AaXke eCnuv OHU NpuLnm oT
TBOUX Apy3en. Jlyylle yTOYHN Y HUX, OTNPaBNANn N oHn Tebe aTn dannoi;

8. MNMocne okoHYaHusA paboTbl HA NOYTOBOM CEPBUCE NEPEeA 3aKpbITUEM BKINAAKM C
canTom He 3abyab HaxaTb Ha "Bbitn".

KnbepbynnuHr nnu BupTyanbHoe n3geBaTesnibCTBO



KnbepbynnuHr - npecnegoBaHne coobLleHnaMm, cogepxammMmm ockoponeHuns,
arpeccuto, 3anyrmBaHue; XynmraHcTBo; counanbHoe 60MKOTMPOBaHME C NMOMOLLbLO
pa3nUYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynMHrom:

1. He 6pocaricsa B 6on. Jlyywinm cnocob: nocoBeToBaTbCS Kak cebsi BECTU U, eCnn HET
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavane ycnokontbcd. Ecnum Tbl Ha4HeLWwb
oTBeYaTb OCKOPOIEHNAMM Ha OCKOPOBIEHNS, TO TOMbKO eLle Bornblue pasoxkellb
KOHQOINKT;

2. YnpaBnsi ceoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLIJ,eCTByI-OT Cnocobbl BbIACHUTL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BECTU XynuraHckui obpas BUpTyarnibHOM XU3HU. IHTepHET oMKcupyeT Bce
TBOM AENCTBUS U COXpaHSeT UX. Yaanutb nx dyaet kpaHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eamHnyHbIn Heratne. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEeHUS
nyywe urHopuposatb. OBbLIYHO arpeccus npekpawlaeTca Ha HayanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHNSIMU, B
coumarbHbIX CETAX €CTb BO3MOXHOCTb B/TOKMPOBKN OTNpaBKn cOOBLLEHNI C
onpeerneHHbIX agpecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBou AENCTBUS: BbICTYNNTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4eNCTBUA OLEeHMBAKTCA HEraTMBHO,
noaaepkaTb XepTBY, KOTOPOWN HY>KHA NCUXONOrnyeckas nomMoLLlb, COOBLLMTL B3POCTbIM
0 hbakTe arpeccmBHOro NOBEAEHNS B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cMapTOHbI U NaHwWeTbl coaepXkaT B cebe BnosHe B3pOoChbii
byHKUMOHAT, 1 Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHaPHLIMU KOMMbIOTEPaAMMU.
OpHako, CpeAcTB 3alUmMTbl ANs NOA0GHbLIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBIX MPUIOXEHWUN.

CoBpeMeHHble MOOUbHbIE Bpay3epbl yXKe NpakTUYECKN LOrHann HacTonbHbIE
aHanoru, ogHako pacwmpeHue pyHKunoHana sneYveT 3a cobor 60nbLuUyo CROXHOCTb U
MEHbLUYIO 3aLUULLIEHHOCTb.

[laneko He Bce npon3BoanTesin BbiMyCKaroT 0oOHOBMNEHUS, 3aKpblBawLWME KPUTNHECKNE
YA3BUMOCTU OJ1A CBOUX yCTDOVICTB.

OcHoBHble coBeTbl Ansa 6e3onacHoOCcTN MOBUBHOIO TenedoHa:

Huuero He siBnsieTcsa no-HacTosweMy 6ecnnatHbiM. Byab ocTopoxeH, Beab koraa Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbIThbl Kakue-To MnaTHbIe
ycnyru;

Adyman, npexae 4em otnpasButb SMS, ¢ooTo nnmn Bngeo. Tbl TOYHO 3HaELUb, [Ae OHU
OyayT B KOHEYHOM nUTOore?



Heobxoanmo oBHOBMATL OnepaLmoHHY CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yn aHTBMpPYCHbIE NporpamMMbl 4511 MOBUIbHBIX TENE(OHOB;

He 3arpyxait npunoXxxeHus oT HEM3BECTHOIO UCTOYHMKA, BEAb OHWU MOTYT COAEepXKaTb
BPEAOHOCHOE NporpaMmmHoe obecneveHue;

[Mocne Toro Kak Tbl BbInAELb C CanTa, rae BBOAWI JIMYHYI MHOpMauuio, 3anau B
HacTpownku bpaysepa n yganu cookies;

Mepvoamnyeckn NpoBepsin, Kakne NnaTHble YCryrn akTMBUPOBaHbl HAa TBOEM HOMEPE;

[aBan cson HoMep MOBUITbHOrO TenedoHa TONbKO NIASM, KOTOPbIX Thl 3HAELLb N KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKMHOYEH, KOr4a Thl UM He Nonb3yelbes. He 3abbiBan nHorga
NpoOBEPATb 3TO.

Online wvrpbl

CoBpeMeHHbIE OHMAaMH-UIPbI - 3TO KPACOYHbIE, 3aXBaTbIBAKOLLNE pa3BeyeHus,
00beuHALWME COTHN ThICAY YENOBEK N0 BCEMY MUPY. MIrpOKM nccnenyoT AaHHbIA UM
Mup, obLalTCa Apyr ¢ APYroMm, BbINOMHAKT 3a4aHuns, CpaXatoTCsi C MOHCTPaMU U
nony4atoT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNakT AMUCK, OnnayvnsatoT
aboHeMeHT nnun NnpnobpeTaroT Kakme-To Onunn.

Bce aTv cpeacTtBa nayT Ha NogAepKaHue 1 pasBuTHe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYIOTCSH CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCS HOBbIE NaTyy
(umcbpoBble 3annaTky A4ns NporpamMM), 3aKpbiBaOTCSl YSI3BUMOCTM CEpPBEPOB.

B nogo6HbIX Mrpax cTouMT onacaTbCsi He CTONbKO CBOMX COMEPHUKOB, CKOMBbKO KPaXu
TBOEro Maporisi, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aummn 60MbLLUNMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOErO MrpoBOIro akKkayHTta:

1. Ecnn gpyron urpok BegeT cebsa nnoxo nnu cosgaet tebe HeENpUATHOCTU, 3abnokupym
€ro B CN1cKke UrpoKos;

2. Moxxanyiicst agMUHUCTPaTOpPaMm Urpbl Ha NOX0e NoBeAeHNe 3TOro Urpoka,
)XenaTtenbHO NPUNOXNTb Kakne-To AoKasaTenbCcTBa B BUOE CKPUHOB;

3. He ykasbiBan nM4yHy0 MHopMaLmio B npodansie urpbl;
4. YBaxan gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble naTin n Moabl;

6. cnonb3yn cnoxHble 1 pasHble Naponu;

7. [laxke BO BpeMsi Urpbl HE CTOUT OTKIKOYaTb aHTUBMUPYC. Noka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

PULWINHT nnn Kpaxa INMNMYHbIX AaHHbIX

O6blYHOM Kpaxken OeHer 1 AOKYMEHTOB CErofHs y>Ke€ HUKOro He yaMBULLb, HO C
pa3BUTUEM NHTEPHET-TEXHOSOMMI 3MI0YMbILLUSIEHHUKN NEPEMECTUIINCE B UHTEPHET, U
NpoaosmKalT 3aHMMaTbes "nobumsiM" genom.



Tak nosiBuNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA Uy (PULLKHT, rNaBHas uesb
KOTOPOro COCTOUT B NOSTy4EHUM KOHMOUAEHUManNbHbIX AaHHbIX NOofnb3oBaTenen -
nornHoB 1 naponen. Ha aHrnunckom s3bike phishing untaetcs kak puwmnHr (ot fishing -
pblbHasi noens, password - naposnb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, Y4TO TBOS aHkeTa Obina
B3floMaHa, To Heob6xoaMMo 3abroKkMpoBaTh €€ U COOBLWMTL aAMUHUCTPaTOpaM pecypca
06 9TOM Kak MOXHO CKopee;

2. MCI'IOJ'Ib3yl7I 6e3onacHble Beb-canThl, B TOM Yucne, MHTEpPpHET-MarasmHoB "
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLIEHHUKM NONyYaT AOCTYN TOMBKO K OAHOMY TBOEMY NpOodusio B CETU, a HE KO
BCEM,;

4. Ecnu Te6s B3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOUX 3HAKOMbIX,
koTopble AoGaBneHbl Y Tebs B ApYy3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHun ByaeT paccbinaTbCsi CNam M CCbINIKM Ha (PULLNHIOBLIE CalTb;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTKkpbiBan chansibl U gpyrue BroXeHUs B NUCbMax, AaXke eCrnv OHU NpuLnm oT
TBOUX Apy3en. Jlydlle yTOYHW y HUX, OTNPaBnsAny N oHn Tebe atn dannsl.

Lindposas penyTtaums

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopmMaumsa B ceTu o Tebe.
KomMmnpomeTupytowasa nHdpopmMmauusi, pasMmeLLleHHas B UHTEPHETE, MOXET CEPbE3HbIM
obpasom 0TpasnTbCAa Ha TBOEW pearnbHoM Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMUK, KOTOPbIN dhopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHeETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (hMHAHCOBOE MONOXEHUE, OCODEHHOCTH
XapakTepa 1 pacckasbl 0 6rIM3KUX - BCE 3TO HaKanMBaeTCsl B CETHU.

MHorve noapoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNEeACTBUN. Thl Jaxe He CMOXelLlb AoragatbCcs
O TOM, YTO (poTorpadus, pasmeLLleHHas 5 neT Hasag, ctana NPUYNHON OTKasa MPUHATL
Tebsa Ha paborTy.

KommeHTapumn, pasmelyeHmne TBomx potorpadum n gpyrme 4emcTBus Moryt He
MCYE3HYTb axe nocrne Toro, Kak Tbl UX yaanuvib. Tbl HE 3HaeLlb, KTO COXpaHun aTy
MHJOpMaUuIo, nonara nNm oHa B NOMCKOBbLIE CUCTEMbI U COXpaHUNach Ny oHa, a
rmaBHOE: YTO NoAyMaloT O Tebe oKkpyKatoLwme Noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaumio MHOro neT ChycTsi CMOXET Nbon - kak u3 Aobpbix NOOyKaeHWN,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YyrogHo.

OcCHOBHbIe COBETHI MO 3aLnTe LUGPOBON penyTauun:

1. Moayman, npexae 4Yem 4YTo-TO NybrnmMkoBaTh U nepegasath y cebsi B 6nore unm B
coumanbHON CeTH;



2. B HacTpoukax npousis ycTaHOBU OrpaHUYeHns Ha NPOCMOTP TBOEro Nnpodounsa u ero
coAepXXMMoro, caernam ero Tonbko "ansa apysen';

3. He pa3meluan n He ykasbiBan MHGOpMaLmMIo, KOTopas MOXeT KOro-nmbo ockopbnatb
UM oobmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMNBbHUKM - aKTUBHbIE NOMb30BaTENN LMEMPOBOro NPOCTPaHCTBA.
OpHako ganeko He BCce 3HatOT, YTO NOSIb30BaHNWE MHOTMMU BO3MOXHOCTSIMU LIMCppOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyto COBCTBEHHOCTD.

TepMuH "nHTENNekTyanbHaa COBCTBEHHOCTL" OTHOCUTCS K pasfinyHbIM TBOPEHUSIM
4YeNoBEYECKOro yMma, HaumHas ¢ HOBbIX N306peTeHUI 1 3HaKoB, 0603HaYaoLLNX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIYru, U 3aKaH4MBas KHUramu, ootorpausamu,
KWHO(UIIbMaMun U My3blKalibHbIMU NMPOU3BEAEHNAMMU.

ABTOpCKMe npaBa - 9TO fnpaBa Ha MHTENNEKTyanbHyt COBCTBEHHOCTb Ha Npou3BeneHUs
HayKu, NuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbI/TBOPYECKNA TPYA aBTOpa He ByaeT HanpacHbIM, JacT eMy
crnpaBefsiMBble BO3MOXHOCTW 3apaboTaTth Ha pe3ynbTatax CBOero Tpyaa, nonyymtb
N3BECTHOCTb U Npu3HaHne. H1KTo 6e3 paspelleHns aBTopa He MOXEeT BOCNPOU3BOAUTb
ero npounsseaeHne, pacnpoCcTpaHsaTb, Ny6NMYHO AeMOHCTpMpOBaTh, NpoaaBaTh,
MMMOPTMPOBATh, NycKaTb B MPOKaT, NyBSIMYHO MCNOMHATbL, NOKa3bIBaTb/UCNONHATL B
adupe unu pasmeLllaTtb B MIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHOro obecneyeHms MoXXeT NPUBECTU K MHOTUM
puckam: oT NoTepu AaHHbIX K TBOMM akkayHTam 40 6NnoKMpOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBMEeHa HeneranbHasa nporpamMmma. He ctout Takke 3abbiBaTh, YTO CyLLECTBYHOT
nerasnbHble K BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HAWUTU B CETU.

O nopTtane

CeTeBUYOK.p - TBOM rMaBHbIA COBETYUK B CETU. 34€Chb Thbl MOXeLLUb Y3HaTb O

6e30MacHOCTM B CETU NOHATHBIM M AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUU
KPUTUYECKON cUTyaumm obpaTuUTbCS 3a COBETOM. A TakKe NPUHATb ydyacTue B

KOHKypCax 1 cTaTb caMbIiM LMUPPOBLIM rpaxxgaHnHOM!

MpunoxeHne N 3

NAMATKA oNns POOUTENENA OB UHOOPMALIMOHHOW BE3OMNACHOCTU OETEN

AL

OnpegeneHne TepMmuHa "MHGOpMaUnoHHass 6e3onacHoOCTb AeTeR" coaepXXuTcs B
®epepanbHom 3akoHe N 436-P3 "O 3awmTe geten oT UHopmauun, NPUYMHAIOLLEN
Bpe X 300POBbI0 U Pa3BUTUID", perynupyowmnmM OTHOLLEHNS, CBA3AHHbIE C 3aLLMTOMN
AeTen oT MHopMaLumm, NPUYNHSIOLWEN Bpea UX 300POBbIO U (M) pasBUTUIO.
CornacHo gaHHOMY 3aKoHY "MHopMaLnoHHas 6e3onacHoCcTb AeTen” - 3TO COCTOSAHNE
3aLMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIW C NMPUYUHEHNEM
MHopMauuen Bpeaa nx 3qOpoBbHo U (M) PU3NYECKOMY, MCUXUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-D3 nHgpopmaumnen, npudmMHsaIoLWENn Bpea
3[40POBbIO U (UNN) Pa3BUTUIO OeTEN, ABMSETCA:

1. HpopMaLMSA, 3anpeLLeHHas Ans pacnpocTpaHeHnsa cpeav aeTen;



2. Hhopmauusi, pacnpocTpaHeHNe KOTOPOW OrpaHNYeHo cpean geTen onpeaernieHHbIX
BO3paCTHbIX KaTeropum.

3. K nHpopmaumn, sanpeLleHHoOn anga pacrnpocTpaHeHns cpeay geten, OTHOCUTCS:

4. udopmMaums, nobyxaatoLlas AeTen K COBEPLUEHUIO AENCTBUNA, NPEACTaBASAOLLMX
Yrpo3y UX XU3HU 1 (UNnN) 340POBbIO, B T.4. NPUYNUHEHUIO Bpeaa CBOEMY 340POBbLIO,
caMoybuncTBy;

5. cnocoBHOCTb BbI3BaTb y AeTeN enaHue ynoTpebuTb HapKoTUYEeCKNe CpeacTaa,
NMCUXOTPOMHbIE N (MNK) oQypMaHMBatloLLMe BeLlecTBa, TabayHble n3genus,
anKorosibHyt0 1 CNUPTOCOAEPKaLLyo NPOAYKLMIO, MUBO U HAaNUTKW, U3roTaBNMBaeMble
Ha ero OCHOBE; NPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCs NPOCTUTYLIMEN,
BpoaSKHMYECTBOM UK NOMPOLLANHNYECTBOM;

6. o6ocHOBbIBatOLLAA UK onpaeabiBatoLwasi 4ONYCTUMOCTb HACUNUS U (Unn)
XXECTOKOCTU Nnb0 nobyxaatoLlas ocyLecTBNSATb HACUIbCTBEHHbIE AEWCTBUSA MO
OTHOLLEHMIO K JOASM U KUBOTHbIM;

7. oTpuuatoLLasa ceMenHble LLEHHOCTN 1 hopMmpyoLLasa HeyBaXkeHe K poauTensam u
(vnn) gpyrMm YneHam cembu;

8. onpaBabiBaoLLaa NPOTUBONPaBHOE NOBEAEHME;
9. cogepxallas HeueH3ypHYLo BpaHb;
10. cogepxalias MHpopmaumio NopHorpadonyecKoro xapakrepa.

K nHopmaumm, pacnpoctpaHeHne KOTOPOW orpaHUYeHo cpean neTen onpeaeneHHoro
BO3pacTa, OTHOCUTCA:

1. HpopMaLms, NpeacTaBnsiemMasi B BUae M3obpaxxeHus Unm onmncaHus XXecToKoCTH,
dr3nyeckoro u (UNn) NCUXMYECKOro HaCUNUS, NPECTYNNEHMS UM UHOTO
aHTMOOLLLEECTBEHHOIO AENCTBUS;

2. BbI3blBaloLLaga y AeTen CTpax, yKac unm naHuky, B T.4. npeacraBnsemMas B Buae
n3o06paxxeHns UnNn onucaHns B YHMXaloLLEen Yenosevyeckoe JOCTOMHCTBO popme
HeHacunbLCTBEHHOW CMepTH, 3aboneBaHnsi, CamoyobuncTBa, HECYaACTHOrO criyyas,
aBapuu nnu katactpodbl 1 (UK) UX NOCAEACTBUN;

3. npeacTasnseMas B BUAE U300paXkeHUsa nUim onmcaHus NosioBbIX OTHOLLEHUI MexXay
MY>KYMHOW U XKEHLLMHOW;

4. copgepxallasa bpaHHble CroBa 1 BblpaXeHUsl, He OTHOCSLLMECS K HELLEH3YPHOM
OpaHu.

C yyeTtom atoro Bam npegnaratotca npasuna padoTtbl B ceTn IHTepHeT ons
pPasriMyHbIX BO3PAaCTHbIX KaTeropum, cobnogeHmne KoTopbixX NO3BONUT o6ecnevnTb
MHOPMaLMNOHHYO 6e30NacHOCTb BalLUMX OETEN.

O6wwue npaBuna ans poantenen

1. HesaBucumo o1 Bo3pacTa pebeHka ncnonb3ynTte nporpammHoe obecrneyeHme,
nomMoratoLiee unbTpoBaTb U KOHTPONMPOBaTbL MHPOPMAaLMIO, HO HE NoslaranTech
NMOJSTHOCTbIO Ha Hero. Bawe BHUMaHMe K pebeHky - rmaBHbI MeToq 3aLmThl.



2. Ecnn Baw pebeHok MeeT akkayHT Ha O4HOM M3 coumarnbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO N3y4nTE, KaKyto
NHOPMaLMIO NOMELLLAIOT ero Y4aCTHUKM B CBOMX Npodmnax u 6norax, BKoYas
doTorpacun n BUAEO.

3. NpoBepbTe, C KaKUMU ApYrMMmn canTamum CBsiaH coumarnbHbli cepBuc Bawero
pebeHka. CTpaHnykn Bawero pebeHka moryT 6biTb 6€30nacHbIMU, HO MOTYT U
coaepXaTb CCbIfIKM Ha HexenaTterbHble 1 onacHble canTbl (HanpMMep, MOPHOCANT, UK
caunT, Ha KOTOPOM ApYr YNOMMHaeT HOMepP COTOBOro TenedoHa Balero pebeHka unum
Baw gomawHun agpec)

4. Moowpsante Bawmnx geten coobatbe 060 BCEM CTPaHHOM UK OTTankKMBaLEM U He
CNULLKOM OCTPO pearnpymTe, Korga oHu 310 genatoT (M3-3a onaceHust NoTepsiTb 4OCTYN
K IHTEepHETY OeTn He rOBOPSAT poauTensM o npobnemax, a Takke MOryT HavyaTb
ncnonb3oBaTtb VIHTEPHET BHE AOMa U LLKOSIbI).

5. bygbTe B Kypce ceTeBon Xxn3Hn Bawero pebeHka. HTepecynTech, KTO X ApYy3bsi B
MHTepHeT Tak Xe, Kak MHTepecyeTecb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 oo 8 net

B NHTepHeTe pebeHoK cTapaeTca NOCeTUTb Te UMK NHble CanTbl, 8 BO3MOXHO U YaTbl,
paspeLLeHne Ha noceLleHne KOTOpbIX OH He nony4un 6bl oT poautenen. MNMoatomy
poauTenam ocobeHHOo nonesHbl ByayT Te OTYeThl, KOTOpPble NPeoCTaBNATCS
nporpamMmmamMmm no orpaHnyeHunto ncnosib3oBaHna VIHTepHeTa, T.e. Poantensckum
KOHTPOJSIb UIK TO, YTO Bbl CMOXETE YBUAETb BO BpEMEHHbIX (hannax. B pesynbtaTe, y
pebeHka He DyaeT oLlyLeHWs, YTO 3a HUM BeAeTCA NOCTOAHHbIN KOHTPOSb, O4HAaKoO,
poauTenu ByayT no-npexHemy 3HaTb, Kakue canTbl nocewaeT ux pebeHok. [letn B
AaHHOM Bo3pacTe 0bnagatoT CUIbHbIM YyBCTBOM CEMbW, OHU JOBEPYMUBLI U HE
COMHeBatTcA B aBToputeTax. OHu NobsaT nrpatb B CETEBbIE UMPbI U NyTeLWeCcTBOBaTb
no HTepHeTy, NCMonb3ys aNEeKTPOHHYIO NOYTY, 3aXO4UTb HA CalTbl U YaTbl, He
pekoMeHA0BaHHbIE pOoaUTENSMU.

CoBeTbl N0 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. CospaiitTe cnMcok AoMallHUX npaBun noceleHns MiHTepHeTa npy y4actumn geten u
TpebyinTe ero BbINONTHEHWS.

2. Tpebynte oT Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM Hax0oXaeHus 3a
KomnbtoTepoM. MNokaxnte pebeHky, 4to Bbl HabnogaeTe 3a HAM He NOToMy 4YTO Bam
3TO X04eTcs, a noTomy 4YTo Bbl 6ecnokonTech 0 ero 6€3onacHoOCTM 1 BCcerga rotoBbl
€My NoMoub.

3. KomnbioTep ¢ nogknioveHmem Kk MIHTepHeTY JOIMKEH HAXOAUTbCS B 06LLENn KOMHaTe
nog NPMCMOTPOM poauUTENEN.

4, MCHOﬂb3yﬁTe cneunarnbHble OeTCKNE NMONCKOBbIE MALLNHbI.

5. cnonb3ynTe cpeactea 6NoKMpoOBaHUS HeXenaTerbHOro KOHTEHTa Kak 4OMOSIHEHne
K cTaHOapTHOMY PoauTenbCKOMY KOHTPOSHO.

6. Co3panTte ceMenHbIN SNEKTPOHHbIN ALWMK, YTOObI HE MO3BONUTL AETAM UMETb
cobCTBEHHbIE agpeca.

7. BrnokupyiTe gOCTyn K caTam ¢ 6ecnnatHbIMU NOYTOBLIMU ALLIMKAMU C MOMOLLbHO
COOTBETCTBYIOLLENO NMPOrpaMmMHOro obecneyeHus.



8. NpuyunTte aeten cosetoBatbecs ¢ Bamn nepen onybnmkoBaHMemM Kakomn-nnbo
MHOpMaUUKN cpeacTBaMm SNEKTPOHHOW NOYThbI, YAaTOB, PErMcTpaLmMOHHbIX (hopM 1
npodgounen.

9. Hayuute geten He 3arpyxaTb hansnbl, nporpaMmbl Uin My3biky 6€3 Ballero
cornacusi.

10. He paspeluanTte geTam Mcnonb3oBaTb CNy>0bl MTHOBEHHOrO 0OMeHa
COOOLLLEHNAMMN.

11. B "6enbin" cnncok cantoB, paspeLUeHHbIX A5 NoceLeHnsi, BHOCUTE TOSbKO CauThbl
C XopoLuen penyTtaumen.

12. He 3abbiBanTe 6ecepoBath C AeTbMM 00 UX Apy3bsix B IHTepHeTe, kak ecnu Obl
peyb LWa 0 ApY3bsX B pearnibHOM KU3HMW.

13. He genanite "taby" n3 BonpocoB NOfIOBOW XN3HWU, Tak Kak B IHTepHeTe AeTn MoryT
Nerko HaTKHYTbCSA Ha nopHorpaduo Uy canTel "Ans B3pocnbIX".

14. Mpuy4dnte Bawero pebeHka coobaTb Bam 0 MnobbIX yrpo3ax unmn Tpesorax,
cBsA3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CNOKOMHLIMU U HANOMHUTE OETAM, YTO OHU B
BGesonacHoCTW, ecrnv caMu pacckasanu Bam 0 CBOMX Tpesorax. lNoxeanute nx u
NOCOBETYNTE NOAOWTM eLLe pa3 B NOAOOHbIX Criyyasx.

Bospact geten ot 9 oo 12 net

B naHHOM Bo3pacTe geTu, Kak NpaBurio, y)Xe HacnbllaHbl O TOM, Kakasi HdopMauust
cywiectByeT B MIHTepHeTe. CoBEpPLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO YBUAETD,
NPOYeECTb, YcrbilwaTb. Mpy 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTenbHbIM
mMaTepuanamMm MOXXHO Jlerko 3abroknpoBaTth npu NomoLLum cpeacts Poantensckoro
KOHTpONS.

CoBeTbl No 6be3onacHocTu ansa geten ot 9 go 12 netr

1. CospaiitTe cnMcok AoMallHUX NpaBun noceleHnst IHTepHeT npu ydactum aeten u
TpebyiiTe ero BbINOMHEHMS.

2. Tpebynte oT Bawero pebeHka cobniogeHnsi HOpM HaxoXAEHNS 3a KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkom npu paboTe 3a KOMMLITEPOM, NOKAXUTE MY, YTO Bbl
B6ecnokouTechb 0 ero 6e30nacHOCTU 1 Bcerga rotoBbl OKadaTb €My MOMOLLb.

4. KomnbloTep ¢ NoaknovYeHnem B MHTEpHET OOMKEH HaxoamUTbCs B 06LLEeN KoMHaTe
no NPUCMOTPOM poauUTESNEN.

5. Ucnonb3ynte cpeacTBa GroKMpOBaHMS HEXeNaTenbHOro KOHTEHTa Kak AOoMOoNHeHne
K cTaHOapTHOMY PoauTenbcKoMy KOHTPOTIO.

6. He 3abbiBaiiTe NpvHUMaTh HENMocpeaCcTBEHHOE y4acTue B XU3HU peGeHka,
6ecenoBaTtb ¢ AeTbMM 06 Ux Apy3bsix B IHTepHeTe.

7. HactamBaiite, 4ToObl A€TU HMKOFAA He cornallanmnch Ha fMYHble BCTPEYN C
ApY3bsAMU N0 MIHTepHeTY.

8. lNo3BonanTe AeTam 3axoanTb TOMbKO Ha canTbl U3 "6enoro” cnmcka, KoTopbIi
co3ganTe BMECTe C HUMW.



9. MNMpunyyunte geTen HUKOr4a He BblgaBaTb JIMYHYO MHOPMaLMIO cpeacTBaMu
SNEKTPOHHOM MOYTbI, 4YaTOB, CUCTEM MIHOBEHHOIO 06MeHa coobLLeHsIMN,
pPEermcTpaunoHHbIX OPM, JIMYHBLIX NPOoUNen 1 Npu perncTpalmm Ha KOHKYpChl B
NHTepHeTe.

10. MNpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHnsa. Ob6bsacHuTe
MM, YTO OHU MOTYT CIly4arHO 3arpy3uTb BUPYCbl U1 OpYyroe HexernaTternbHoe
nporpammMHoe obecneveHue.

11. Co3pgante Bawemy pebeHKy orpaHM4YeHHY0 y4eTHYIO 3anuck Ansa paboTbl Ha
KOMMbloTepe.

12. Mpuyunte Bawero pebeHka coobaTb Bam 0 ftobbIX yrpo3ax unmn Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTam, 4To oHM B 6e30nacHOCTU, ecnmn camu
pacckasanu Bam O CBOMX TPEBOrax U onaceHusx.

13. PacckaxuTte getsm o nopHorpadpumn B IHTepHeTe.

14. HactanBanTe Ha ToM, YTObbI AE€TU NPEeaoCTaBnANM BaM LOCTYN K CBOEN
3NEeKTPOHHOM MoYTe, YTOOLI Bbl yOeaUMCh, YTO OHM He 0BLarTCa ¢ He3HakoMuaMu.

15. OGbACHUTE AETAM, YTO HEemMb3sA UCMONb30BaTh CETb ANS XyNUraHCcTBa,
pacnpoCcTpaHeHNs CrneTeH Unm yrpoa.

Bospact geten ot 13 go 17 nert

B aTOM BO3pacTe NogpOCTKM aKTUBHO UCMOSb3YHOT NOUCKOBbLIE MALUWHbI, MOMb3YTCH
3NEeKTPOHHOM NoYTOu, cnyx6amm MrHoBeHHoOro obmeHa coobLeHUsIMN, CKaunBaroT
MYy3bIKy U punbmbl. Manbynkam B 3ToM Bo3pacTe 6ornblie Mo HpaBy cMeTaTb BCe
OrpaHunyeHunsi, OHN XaxayT rpyboro toMopa, asapTHbIX Urp, KAPTUHOK "ansa B3pocnbIx”.
[eBoykn NpeanoynTaoT obLiaTbCcs B Yatax, Npu 3TOM OHK ropasao bonee
YYBCTBUTESbHbI K CEKCYarnbHbIM JOMoraTenbcTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTeNsM y)Ke BeCbMa CrOXXHO KOHTPONMpoBaTh CBOUX
aeTen, Tak Kak 06 VIHTepHeTe OHM yXKe 3HaKT 3HaYMTENbHO Hosblle CBOMX poauTenen.
Tem He MeHee, He oTnyckanTe aeTen B "cBoboaHOe nnaBaHue" no MHTepHeTy.
CTtapanTecb akTMBHO y4yacTBOBaTh B 00LleHn pebeHka B VIHTepHeTe.

BaxxHO no-npexHemy cTporo cobnogaTb npasuna MHTepHeT-6e30nacHOCTY -
cornawlueHne mexay poautensmm n geteMun. Kpome Toro, HE06Xo04MMO Kak MOXHO Yalle
npocmaTpuBaTb OTYETHI O AedATeNnbHOCTU AeTen B MIHTepHeTe. CneagyeT obpatntb
BHMMaHME Ha HeOBXOANMMOCTb COAEPXKaHUSA POAUTENBCKNX Naponen (naponen
aAMUHUCTPATOPOB) B CTPOroM cekpeTe 1 06paTnTb BHUMaHUE Ha CTPOroCTb 3TUX
naponeun.

CoBeTbl No 6e3onacHocTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe CNUCOK JOMAaLUHUX NpaBun nocelleHnss MIHTepHeTa npu y4yactum
noapoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BbinosiHeHns. ObrosopuTte ¢ pebeHKoM
CMUCOK 3anpeLLeHHbIX canToB ("4epHbI cnncok"), Yacel paboTtebl B VIHTEpHeTE,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTax).

2. KOMI'IbPOTep C NOoAKJIto4eHneM K cetn MHTepHeT AOIMKEH HaxoauTbecA B obLLen
KOMHaTe.



3. He 3abbiBanTe 6ecenoBath ¢ AeTbMu 06 nx Apy3bsax B IHTEpHETE, O TOM, YEM OHU
3aHATbl Takum obpasom, ByaTo pedb ngeT o Apy3bsax B peanbHON xusHu. Cnpawmsante
0 nasax, ¢ KOTOpbIMK AeTU 00LLaTCa NOCPEACTBOM Cry>KO MrHOBEHHOro obmeHa
coobueHnammu, 4Tobbl yoeanTbca, YTo 3TK NoaN UM 3HAKOMBbI.

4. Vcnonb3yinTe cpeactea GrOKMPOBaHUS HeXenaTenbHOro KOHTeHTa Kak JoMnofIHeEHNe
K cTaHOAapTHOMY PoanTenbcKoMy KOHTPOJIO.

5. Heobxogmmo 3HaTb, Kaknmmn YaTamu nonb3ytoTes Bawwn getu. MNoowpsnTte
MCNonb3oBaHMe MOAEPUPYEMbIX YaTOB M HacTamBanTe, YToObl 4eTK He obwanuce B
NpUBaTHOM peXnMme.

6. HactanBanTe Ha ToM, YTOObI AE€TU HMKOrA4a HE BCTPeYanuch fIMYHO C APY3bsSMU U3
cetn IHTepHerT.

7. NpuyynTte geTen He BblgaBaTb CBOK NMUYHYHO MHGOPMALMIO cpeacTBamMum
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO O6MeHa coobLLeHNaMH,
perncTpaunoHHbIX OPM, JIMYHLIX NPOdOUNEN U NpU perucTpaumm Ha KOHKYpPChbl B
NHTepHeTe.

8. MNpuyunTte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHms. O6bscHUTE
MM, YTO OHM MOTYT CIy4arHO 3arpy3nTb BUPYCbl U ApYroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobLiaTtb Bam 0 nobbIxX yrpo3ax unm Tpesorax,
cBsi3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe geTaMm, 4To OHM B 6e30nacHOCTU, ecnmn camu
pacckasanu Bam, O CBOMX yrpo3ax unm tpesorax. [loxsanure ux n nocoseTymnte
noaonTn eLle pa3 B NogobHbIX cryvasix.

10. PacckaxuTe getsim o nopHorpadgpum B MHTepHeTe. [omornte um 3amTnTbCsa oT
cnama. HayunTte nogpocTKoB He BblaaBaTth B IHTepHeTe CBOEro peasnbHOro
3NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTesibHble MMCbMa 1 UCMOoMb30BaTh
creumanbHble NOYTOBbIE PUSLTPbI.

11. Mpuyunte cebsa 3HAaKOMUTBLCSA C cCanTaMm, KOTOpPble NOCELLAaT NOAPOCTKM.

12. Hayunte geten yBaxaTb OPYrnX B UHTepHETe. Y6eauTech, YTO OHM 3HAIOT O TOM,
4YTO NpaBuUIia XOpoLUEro NOBeAEeHNS AENCTBYIOT BE3Ae - AaXe B BUPTyanbHOM MUpE.

13. O6bACHUTE OETAM, YTO HM B KOEM Crlydae Henb3sa ucnonb3osatb CeTb AN
XyIMraHcTBa, pacnpocTpaHeHUs CNieTeH Unun yrpo3 Apyrum niogsam.

14. ObcyanTte ¢ nogpocTkamu NpobnieMbl ceTeBbIX a3apTHbBIX UMP U UX BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 9TU UrPbl CONAcHO 3aKOHY.

[MoCTOAHHO KOHTpONUPYNTE Ucnonb3oBaHne NHTepHeTa Bawmm pebeHkom! 310 He
HapyLLUeHWe ero fIMYHOro NPOCTPaHCTBa, a Mepa NPefoCTOPOXHOCTU N NPOsIBIieHne
Bawen poantenbckon OTBETCTBEHHOCTU U 3a00ThI.



