NHOOPMAIIMOHHASA TAMSATKA
JJIA OBYYAIOHIUXCA IJ1 PASMELIEHUA
HA O®OPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJIOM MOJIOJCKW B HMHTEPHETE CTAaHOBHUTHCA OOJbIIE, a
IIKOJIbHUKW OJIHA M3 CaMbIX aKTHMBHBIX MOJb30Bareien PyHera. Mexay tewm,
IIOMUMO OrPOMHOTO KOJIMYECTBA BO3MOYKHOCTEHW, HWHTEPHET HECET U
npoOneMbl. JTa MmamsaTKa JO0HKHA MOMOYb Tebe O0e30MacHO HaXOJIUThCS B
CETH.

KomMmnbroTepHble BUPYCHI

KoMnproTepHbIil BUPYC - 3TO Pa3HOBUIAHOCTh KOMITBIOTEPHBIX ITPOTPaAMM,
OTJIMYUTEILHON  OCOOCHHOCTbIO  KOTOPOWM  SIBJIIETCSL  CIOCOOHOCTH K
pa3MHOXEHHUIO. B 1omojsHeHne K 3TOMY, BUPYChl MOTYT HOBPEIUTHh WIH
MOJTHOCTBIO  YHMUTOXKUTH Bc€ (ailyibl W JaHHbIE, I[OJKOHTPOJbHbBIC
M0JIb30BATENI0, OT UMEHU KOTOPOro OblIa 3amyllieHa 3apa)XKeHHas Nporpamma,
a TaKXKe TMOBPEAUTh WM JaXE YHUYTOXHUTH OMNEPALUOHHYID CUCTEMY CO
BcemH (paillaMu B 1ei0M. B OOJBIIMHCTBE CiIyyaeB pacHpOCTPaHAIOTCS
BUPYCHI YEPE3 UHTEPHET.

MeTo/1b1 3aUThI OT BPEIOHOCHBIX MTPOTPAMM:

1. HUcnonb3yihi COBpEMEHHBIC ONEPAIMOHHBIE CHUCTEMbI, HMEIOIINE
CEpBhE3HBIN YPOBEHD 3aAIUTHI OT BPEJOHOCHBIX MPOrpaMM;

2. IlocTossHHO ycTaHaBiMBad madyTH (UUQPPOBBIC 3aMIATKHA, KOTOPHIE
aBTOMATHUYECKH YCTAaHABJIMBAIOTCA C IEJNbI0 JIOPA0OTKH MPOrpaMMbl) U
Ipyrue OOHOBJICHHUSI CBOEH OmNepalMoHHON cuctembl. CKauyuBail UX TOJBKO C
opunmansHoro canra paspaborunka OC. Ecnum cymecTtByer pexuMm
aBTOMAaTHYECKOTO OOHOBJICHUSI, BKJIFOYH €I0;

3. Paboraii Ha CBOEM KOMIBIOTEPE MOJ IMpPaBaMU IOJb30BATEINS, a HE
aIMUHHUCTpaATOpa. ITO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpamMMm
WHCTAJUTMPOBATHCA HA TBOEM MEPCOHATIBEHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHbIE NPOTPAMMHBIE MPOIYKTHl H3BECTHBIX
MPOM3BOJIUTENEH, C aBTOMAaTHYECKUM OOHOBJICHUEM 0a3;

5. Orpannub pU3UYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIMII;

6. Mcnonp3yil BHEINIHWE HOCUTENW MH(MOpMAIMU, Takue Kak Qienka,
TUCK WK (ailll U3 UHTEPHETA, TOJIBKO W3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaili KOMOBIOTEpHBIE (DAilsibl, TOJYYEHHBIE U3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (¢ailsibl, KOTOphIE MpHUCIal TBOW 3HAKOMBIN. Jlyure
YTOYHH y HETrO, OTIPABJISUI JIU OH T€OE€ HX.

Cetn WI-FI

Wi-Fi - 370 He BuI mepeadyu JaHHBIX, HC TEXHOJIOTHS, a BCETO JIHUIIb



openna, wmapka. Eme B 1991 rTomy HuaepiaHacKas ~— KOMIIAHHS
3apeructpupoBaia Openng "WECA", uyrto o0003Ha4ano CJI0BOCOYETaHUE
"Wireless Fidelity", koTopblii nepeBoauTCs Kak "GecrpoBOAHas TOUHOCTH'.

Jlo Hamiero BpeMeHHU joluia Apyras aO0peBuaTypa, KOTOpas SIBISETCS
TaKoM ke TexHojorue. Ito adbOpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO
JaHO C HAaMEKOM Ha CTaHAapT BbIciied 3BykoBou TexHuku Hi-Fi, uto B
MIePEBOJIC 0O3HAYAET ""BBICOKASI TOUHOCTD .

Ja, OecniaTHbIA HHTEPHET-AOCTYH B Kade, OTelsiX M a’pornoprax
ABJSIETCSl OTJIMYHOW BO3MOXKHOCTBIO BbIXOoJa B HHTEpHET. Ho MHorme
AKCHEPThl CUYUTAIOT, uTO oOmenoctynubie Wi-Fi cetu He SBISIOTCS
0€30IacHBIMHU.

CoBeThlI 110 0€30MaCHOCTH PadOThI B 00IIEAOCTYMHBIX ceTsaXx Wi-fi:

1. He mepenapaii cBOO JUYHYIO HH(pOpPMAIMIO 4Yepe3 OOIICTOCTYITHBIC
Wi-Fi cern. PaboTas B HHX, jKCJIAaT€IbHO HE BBOJMTH MapOd JOCTYIIA,
JIOTWHBI ¥ KaKUEe-TO HOMeEpa.

2. Ucnonb3yit u OOHOBISIA aHTUBUPYCHBIE MPOTpaMMbl U OpaHaMayep.
TeM cambIM ThI 00€30TACHIIIb CE0ST OT 3aKaYKH BUPYCa Ha TBOE YCTPOMUCTBO.

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢yukmuio "OOmmil 1ocTyn K
daiinam u npuntepam'. JlaHHash GyHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO
HEKOTOPbIC MOJIb30BATEIM AKTUBUPYIOT €€ I yA00CTBa HMCIIOJIb30BaHUS B
pabote unu yueobe;

4. He ucnonw3yit nyomuunsii WI-FI nns mepemaun JWYHBIX JAHHBIX,
HaMpUMep JJISl BEIXOJ1a B COITMATIbHBIC CETH WJIU B DJIEKTPOHHYIO MOYUTY.

5. Hcnonp3yir TONBKO 3ammuieHHoe coenuHenue udepe3 HTTPS, a we
HTTP, 1.e. mpu Habope BeO-aapeca BBOAM KMEHHO https://.

6. B moOmipHOM Tenedone otkmoun Qyuakmuo "Tlonkmouenue k Wi-Fi
apTomarndecku'. He momyckail aBTOMaTu4eCcKOTro MOAKIIFOYEHUSI YCTPOUWCTBA
K ceTsiMm Wi-Fi 6e3 TBoero cormiacus.

CouumnanbHble ceTH

CoumanbHble CETU AaKTUBHO BXOMSIT B Hallly >XU3Hb, MHOTHE JIIOJIH
paboTaloT W KUBYT TaM IOCTOSHHO, a B Facebook yxke 3apeructpupoBan
MUWJUJIAAPJT YEJIOBEK, YTO SABIISIETCA OJHOW CEIbMOM BCEX XKUTEJEU IUIAHETHI.
MHorue nojap30BaTesii He TOHUMAIOT, YTO HHQPOpMaIlYs, pa3MeIlIeHHAs UMHU B
COIMAIBHBIX CETSAX, MOXKET ObITh HaMJeHa W MCIIOJIb30BaHA K€M YTrOJHO, B
TOM YHCJIE HEe 00s3aTeIbHO ¢ OJIaruMU HaMEPEHUSIMU.

OcHOBHEBIE COBETHI 110 0€30IMaCHOCTH B COIIUAIbHBIX CETIX:

1. Orpannys coucok Jpy3ed. Y TeOs B APYy3bsSX HE JOKHO OBITh
CIIyYalHbIX ¥ HE3HAKOMBIX JIFOIECH.

2. 3amumiail cBOIO YacTHYIO *u3Hb. He ykaspiBail mapoiu, TeneoHbI,
agpeca, JaTy TBOErO0 POXKIASCHUS M JAPYTYHO JIMYHYIO HHQOpPMAaIHIO.
3JI0YMBIIUICHHUKA MOTYT MCIIOJIb30BaTh Jake HHMOPMAIIUIO O TOM, KaK Thl U



TBOU POJUTENH INIAHUPYETE NPOBECTHU KAHUKYJIBI.

3. 3ammiail cBOO pemyTaluio - JEepKU €€ B YUCTOTE M 3ajaBail cebe
BOIIPOC: XOTeA OBl ThI, YTOOBI JpPyTrHe TMOJb30BATEIN BUJIEIU, YTO ThI
sarpyxkaemb? Ilogymaii, mpexjae 4demM 4To-TO OmyOJIMKOBaTh, HAmucaTh M
3arpy3uTh.

4. Ecnu ThI TOBOPUIIB C JIKOJIBMH, KOTOPBIX HE 3HACUIb, HE HCHOJIb3YU
CBO€ peaJlbHOE HUMSI W JAPYTryl0 JUYHYI0 UHPOpManuu: uMs, MECTO
KUTEIbCTBA, MECTO YU€ObI U IIpoUee.

5. U36erait pasmemienus pororpaduit B UnTepHeTte, rae Thl U300pakeH
Ha MECTHOCTH, 110 KOTOPOH MOKHO ONPEAECIUTh TBOE MECTOIOJIOKECHUE.

6. Ilpu perucrpamuu B COIMAJIBHONM CETH HEOOXOIUMO HCIIOJIb30BaTh
CJIOKHBIE TIApPOJIM, COCTOsAIIME U3 OYKB M IU(p U C KOJTUYECTBOM 3HAKOB HE
MeHee 8.

7. Hns couMasibHOM CE€THU, TMOYTHI M JAPYTUX CaWTOB HEOOXOIUMO
UCIIONb30BaTh pa3Hble mapoau. Torma eciau TeOS  B3JIOMAKT, TO
3JIOYMBIIUICHHUKHA TOJAy4aT JOCTYH TOJbKO K OJHOMY MECTY, a HE BO BCE

cpasy.

ANeKTPOHHbIe AeHbIn

DNEeKTPOHHBIE IEHbIU - ATO OYE€Hb YJAOOHBIA CHOCOO MIIATEKEH, OJHAKO
CYLIECTBYIOT MOILIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JCHBIH.

DJIEKTPOHHBIE JEHBI'W MOSBUIMCH COBCEM HEJABHO M UMEHHO M3-3a 3TOTO
BO MHOTHMX T'OCYJIapCTBax A0 CUX IOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (YHKIIMOHHPYIOT U O HUX YX€ MPOMUCAHO B 3aKOHE,
rJ€ UX Pa3deisiioT Ha HECKOJbKO BHJIOB - AaHOHUMHBIE M HE AHOHUMHBIE.
Pa3znuiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peIIacTCa IPOBOJIUTD
onmepauuu 0e3 UIACHTH(PUKALIMM T0JIb30BaTeNs, @& B HEAHOHUMHBIX
UACHTU(UKALINS TI0JIb30BATENS SBIAETCS 00A3aTEIBHOM.

Taxke cienyer pa3nuyaTh O3JIEKTPOHHbIE (UATHBIE JE€HBIH (PaBHBI
roCyJIapCTBEHHBIM BaJl0TaM) U 3JIEKTPOHHBbIE HE(PUATHBIC ICHBIH (HE PaBHbI
roCyJJapCTBEHHBIM BAJIIOTaM ).

OCHOBHBIE COBETHI 110 OE30MACHON PadOTE C INEKTPOHHBIMH ICHbIAMH:

1. IlpuBsikxu K cyeTy MOOWIBHBIM Tele@oH. DTO camblil yJOOHBIN H
OBICTPBIN CIIOCOO BOCCTAaHOBUTH JOCTYN K cyeTy. [lpuBsizaHHBIN TenedoH
MIOMOXET, €ClId 3a0yAellb CBOM IIaTEXKHbIM MapOJb WIW 3alJICIb HA CAWT C
HE3HAKOMOI'0 YCTPOUCTBA.

2. Wcnonb3yid oaHOpa3oBbie maposu. llocime mepexona Ha yCHUIICHHYIO
aBTOPU3ALIMIO T€OE yKe HE OYJIET yrpoKaTh OMACHOCTh KPaku WM IepexBaTa
MJIATEKHOTO MapoIsl.

3. Beibepu cioxHbIil napoiib. [IpecTynHukam OyaeT He IPOCTO yrajaarhb
CIIOKHBIW MapoJib. HagexxHble maposi - 3TO MapoJi, KOTOPBIE COAEPKAT HE
MEHee 8 3HAKOB M BKJIIOYAIOT B CEOSl CTPOUHBIC U TPOMUCHBIE OYKBBI, TU(PPHI



¥ HECKOJIbKO CHMBOJIOB, TaKWe KaK 3HaK Jojuiapa, GyHTa, BOCKIHMIIATSIHHBIN
3HaK ¥ T.11. Hammpumep, $tROng!.
4. He BBOJIM CBOM JIMYHBIC JIAHHBIC HA caliTaxX, KOTOPHIM HE JIOBEPSICIIIb.

AneKTPOHHasA noyrta

DJIEKTPOHHAS TMOYTA - 3TO TEXHOJIOTHUS U NMPEAOCTABISEMBIE €K YCIYTH
[0 TEPEChUIKE U TOJYYEHHUIO OJJICKTPOHHBIX COOOIICHHM, KOTOpbIC
pacupeaeasioTcsl B KOMINbIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN
AIIMK BBIMJISIAUT CIAEAYIONUM O00pa3oM: UM IOJIb30BaTENsI(@WUMS_TOMEHA.
Taxke KpoMe nepegayu MpoCTOro TEKCTa, UMEETCA BO3MOKHOCTD IEPEIABATH
(aiisbl.

OcHOBHBIE COBETHI IO 0€30MacHOM pabOTe C IEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh TNpaBWIBHBINA TMOYTOBBIM cepBUC. B WMHTEpHETE €CThb
OTPOMHBIN BBIOOP O€CIIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIII€ TOBEPSIThH
TE€M, KOT'0 3HA€CIllb U KTO IIEPBBIN B PEUTUHIE.

2. He ykas3biBail B JUYHOW MouTe JUYHYH uH(opmaiuioo. Hampumep,
Jydiiie BeIOpath "My3bikanbHbIN (haHaT@" unu "pok2013" Bmecto "Temal3".

3. Hcnonp3yi ABYXATANHYIO ABTOPU3ALMIO. JTO KOTJa MOMUMO IMAPOJIA
HY>KHO BBOJIUTH KOJI, IPUCHLIaeMbIi 110 SMS.

4. BoiOepu CIIOXKHBIA Tapoib. JJI KaXa0TO MOYTOBOTO SAIIHUKA JOJDKEH
OBITH CBOW HAJIC)KHBIN, YCTOWYMBBIN K B3JIOMY TapOJIb.

5. Ecii ecTb BO3MOXKHOCTh HAamucaTb CaMOMY CBOM JIMYHBIA BOIIPOC,
HCTIOJIb3YH 3Ty BO3MOKHOCTb.

6. Mcmonmb3ylli HECKOJIBKO IMOYTOBBIX SIIMKOB. [lepBbIM a1 4acTHOM
MEPENUCKU C aJipecaTaMu, KOTOPBIM Thl JOBEPSEIIb. DTO 3JIEKTPOHHBIA aJIpec
HE HaJI0 UCIIOJb30BaTh MPU PETUCTPAIIMU Ha (opyMax U calTax.

7. He oTkpsiBaii (paitiibl U Jpyrue BIOKEHUS B MUCbMaX, JaXKe €CIIU OHU
OPUIILUTK OT TBOMX Apy3ei. Jlydine yTouHM y HUX, OTIPABISIN JIM OHU TeOe
3T (Dailibl.

8. Ilocie okoH4YaHUs paOOTHl HA TOYTOBOM CEpPBUCE MEPE] 3aKPHITUEM
BKJIAJIKU C CAalTOM He 3a0yAb HaxaTh Ha "BoeiidTu".

KnbepOoynnuHr unm BuptyanbHoe nsgeBaTenbCTBO

KubepOynauur - TmpeciieloBaHUE COOOIICHUSIMHU,  COJEPKAITAMHU
OCKOpOJIEHUSI,  arpeccuro, 3allyruBaHHWe; XYJUTAHCTBO;  COIMAILHOE
OOMKOTHPOBAHKE C TIOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00PHOE C KHOEPOYIITUHTOM:

1. He 6pocatics B Ooii. JIydmuii crioco0: mOCOBETOBAThCS Kak ce0sl BECTH
M, €CJIM HET TOT0, K KOMY MOKHO OOpaTHThCS, TO BHAaYajIe yCIOKOUThCs. Ecnu
Thl HAYHEIIb OTBEYATh OCKOPOJICHUSAMH Ha OCKOpPOJIEHHS, TO TOJBKO eIle
OO0JIbIIIEe Pa30XOKEITh KOH(PIUKT.

2. Yrpansii cBoel KubeppenyTanuei.



3. AHOHUMHOCTH B ceTH MHUMas. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM.

4. He cTouT BeCTH XYJIUTAHCKUHA 00pa3 BUPTyalbHOH >KM3HH. VIHTEpHET
(buUKCHUpyeT BCE TBOU JIEUCTBUSI U COXpAHSET UX. Y AAIUTh UX OyJIeT KpailHe
3aTPyAHUTEIBHO.

5. Cobmtofiaii CBOIO BUPTYAJIbHYIO YECTh CMOJIONTY .

6. Urnopupyit eauHudHbIi HeratuB. OJHOPA30BbIE OCKOPOUTEIbHBIC
COOOIIIeHUsT JIyullle WUTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpallaeTcs Ha
HavyaJIbHOU CTaIHM.

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIICHUSIMH,
B COLIMAJIBHBIX CETAX €CTh BO3MOKHOCThH OJIOKMUPOBKHU OTIPABKHU COOOIIEHUH C
ONIPENECIICHHBIX aPECOB.

8. Ecnu Tbl cBuaeTenb kuOepOyJsumHra. TBoW NEUCTBUS: BBICTYHHUTH
MPOTHUB MPECIEA0BATENA, MMOKAa3aTh €My, YTO €ro JACHUCTBUS OLICHUBAIOTCA
HETAaTUBHO, MOAAEPKATH )KEPTBY, KOTOPOM HY>KHA IICUXOJIOTUYECKAS TIOMOIIIb,
COOOIINUTH B3POCIIBIM O (PaKTe arpecCUBHOIO MOBEJICHUS B CETH.

MoOunbHbIN TenecgoH

CoBpemeHHbIe CMapT(POHBI M TUIAHIIETHI COJAEPKAT B ceOE BIIOJIHE
B3pOCHbIA  (QPYHKIIMOHAJA, MW TENepb OHU MOTYT KOHKYpPUpPOBaTh CO
CTAallMOHAPHBIMU KOMIbIOTEpaMu. OJIHAKO, CPEACTB 3AIIMUTHI JJIs MOJO0OHBIX
YCTPOMCTB MOKA OYEHb Mayio. TeCTUpPOBAHME W TMOUCK YS3BUMOCTEM B HHX
MPOMCXOJIUT HE TaK WHTEHCUBHO, Kak mis IIK, To ke camoe kacaercs u
MOOMJIBHBIX TTPUIOKECHUM.

CoBpeMeHHbIE MOOWIBHBIE Opay3epbl YK€ TMPaKTUYECKH JOTHAIH
HACTOJIbHBIC AHAJIOTH, OJHAKO paciliMpeHue (QYHKIMOHAIA BJICYET 3a COOOM
OOJIBIIIYIO CJIOKHOCTh M MEHBIIYIO 3al[UIIEHHOCTb.

Jlaneko He BCce MPOU3BOJMUTENM BHITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE
KPUTHUYECKHUE YSI3BUMOCTH JJIsI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 151 0€30MACHOCTH MOOUIILHOTO TeNne(dOoHA:

Huuero He siBisieTCs mo-HAcTOsEMYy OecIiaTHBIM. byab ocCTOpokeH,
Bellb Korjga Tebe mpeiaratoT OECIJIATHBIA KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KAKUE-TO IJIATHBIC YCIYTH.

Hymaii, npexnae yem otnpaBuTh SMS, ¢oro wnm Bugeo. Thl TOYHO
3HaElIb, 1€ OHU OYIyT B KOHEYHOM HTOTre?

Heo0xoammMo 0OHOBIISTH ONEPALIMOHHYIO CUCTEMY TBOETO CMAapT(QOHA.

Wcnonb3yit aHTUBHPYCHBIE TPOTPAMMBI JIJIsI MOOMITBHBIX TEIe(OHOB.,

He 3arpy>xaii mpuiioxeHusi OT HEU3BECTHOTO UCTOYHHKA, BEJlb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ecTIeUEHHE.

[Tocne TOro Kak Tbl BBIMACIHIL C CAWTa, TAE€ BBOJIWI JIMYHYIO
nH(pOpMaIIo, 3211 B HACTPOUKHU Opay3epa U yJIau cookies.

[lepuoguuecku TpoOBEpsii, Kakue IUIATHBbIE YCIYyTM aKTUBUPOBAHBI Ha



TBOEM HOMEpeE.

JlaBaii cBOil HOMep MOOWIBHOTO TesedOHA TOJIBKO JIO/SIM, KOTOPBIX ThI
3HAeIllb U KOMY JIOBEpSCIIIb.

Bluetooth nomkeH ObITH BBIKJIIOYEH, KOTJa Thl UM HE moJib3yelibes. He
3a0bIBall MHOTJa TIPOBEPATH ITO.

Online urpbi

COBpEMEHHBIC OHJIAMH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINEC
pa3BiiedyeHUs], OOBEIUHAIONINE COTHU THICSY YeJIOBEK Mo BceMy Mupy. Urpoku
UCCICIYIOT JAHHBIM UM MHUpP, OOIIAIOTCS JPYyr C JAPYroM, BBINOJHSIOT
3a1aHUs1, CPAXKAKOTCA C MOHCTPAMH U ITOJYYarOT OMBIT. 32 YJIOBOJBCTBUE OHU
MJIaTAT: MOKYMAOT JUCK, OIJIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KaKue-
TO OIIIUHU.

Bce a3t cpencTBa uayT Ha MOAJEP)KAHUE U PA3BUTUE UTPHI, 4 TaKKE Ha
caMmy  0€30MacHOCTb:  COBEPIIECHCTBYIOTCS  CHUCTEMBI  aBTOpHU3AIUHU,
BBIITYCKAIOTCSL HOBbIe TMartuv (UMGpOBbIE 3aIlaTKU  JJIS  MPOrpaMM),
3aKpBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX Wrpax CTOWUT OMacaThCsl HE CTOJBKO CBOUX COIEPHUKOB,
CKOJIBKO Kpa)Xy TBOETO NapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3aLIUU
OOJIBIIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecimm pgpyroit wurpok BemeT ce0s IJI0X0 WIM CO3JaeT Tebhe
HETPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB.

2. Tloxanyucsa agMUHHCTPATOpPaM HWIPbl HA IUIOXOE€ MOBEIECHUE 3TOTO
UTPOKA, JKEJIATEIbHO MPUJIOKUTh KAKHE-TO JOKA3aTEIhCTBA B BUJIE CKPUHOB.

3. He yka3biBaii tuuHyto nH(popMaiuio B npodaiisie urpsol.

4. YBaxkau Ipyrux y4aCTHUKOB IO UTPE.

5. He ycranaBnuBaii HeopuiinaibHbIE TATYN U MO/IBI.

6. Mcnonp3yl CIIOKHBIE U Pa3HBIE MAPOJIH.

7. Jaxxe BO Bpems UIPbl HE CTOUT OTKIIIOYaTh AHTUBUpPYC. [Ioka ThI
UTrpacllib, TBOM KOMITBIOTEP MOTYT 3apa3uTh.

DULLKHI nnun KpaXxa JINYHbIX AaHHbIX

OObIYHOM Kpaxkel JeHer M JIOKYMEHTOB CErOJHS YK€ HHUKOro He
VAUBHIIb, HO C Pa3BUTHEM MHTEPHET-TEXHOJOTUN 3J0YMBIILICHHUKH
MEePEeMECTIIIMCh B HHTEPHET, U MPOJIOJKAIOT 3aHUMAThCS "TFOOMMBIM'" IEI0M.

Tak mosiBUiIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIIMHT,
IJIaBHAs 1[E€Jb KOTOPOTO COCTOUT B MOJYYCHUU KOH(UIACHIUAIBHBIX TAHHBIX
noyib30BaTeled - JOTMHOB W mapojeid. Ha aunrmuiickom si3bike phishing
yuTaeTcs Kak puiuHr (ot fishing - peiOHas n1oBs, password - maposs).

OCHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl 0J103peBaeliib, UTO TBOSI AaHKETA



Oblla B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMPOBaTh €€ M COOOIIUTH
aIMUHUCTpPATOpPaM pecypca 00 3TOM KaKk MOXKHO CKOpee.

2. HWcmonws3yit Oe3omacHbie BeO-CaliThl, B TOM 4YHCIIEC, WHTEPHET-
MarasuHOB M TIOMCKOBBIX CHUCTEM.

3. Wcnonp3yi CI0XKHBIE U pa3Hble Maposii. Takum oOpazom, eciau Tels
B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH MOJy4YaT JOCTYH TOJBKO K OJHOMY TBOEMY
po(uII0 B CETH, @ HE KO BCEM.

4. Ecnu TeOsi B3jOMald, TO HEOOXOAMMO MNPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JO0OABJICHBI Y TE€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMAIU
M, BO3MOXXHO, OT TBOEro MMEHHU OyJeT pacchuiaThCA CIlaM M CCBUIKHM Ha
(UIIUHTOBBIEC CANTHI.

5. YcranoBu HanexHbii aposib (PIN) Ha MOOUIBHBIN TenedOH.

6. OTKJIIOUM COXpaHEHHE 1apoJis B Opaysepe.

7. He oTkpsiBaii (aitibl U Jpyrue BIOKEHUS B MUCbMaX, AK€ €CJIU OHU
MPUIIUIA OT TBOMX JApy3eH. Jlydle yTouyHU y HHX, OTIPABISIN U OHU TeOe
9TU (hanIbL.

LUndpoBas penytauusa

[udposas pemyTranus - 3T0 HETaTUBHAS WM MO3WTUBHAS UH(POPMALIUS B
cetu o Tebe. Kommpomerupyrormias nHdopMaiius, pasMeilieHHas B UHTEPHETE,
MOXET CEpbE3HBIM O00pa3oM OTpPa3UTbCS Ha TBOEW pEaJbHOU KU3HHU.
"lIudposas pemyrauus" - 3TO TBOM HUMHIXK, KOTOPBIA (Qopmupyercs wus
uHpopmaiuu o Te0e B UHTEPHETE.

TBoe MecTO JKHTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOXKECHHE,
0COOEHHOCTH XapakTepa M paccKkasbl O OJM3KHX - BCE ITO HAKAILJIUBAETCS B
CETH.

MHorue mogpoCTKH JIETKOMBICIIEHHO OTHOCSITCS K MyOJIMKAIIMU JIMYHOM
uHopmaruu B IHTepHeTe, He MOHMMAasl BO3MOXKHBIX MOCIENCTBUN. Thl qaxe
HE CMOXENIb JI0rafaThcsi 0 TOM, 4yTo (portorpadusi, pa3mMelnieHHas 5 1€t Ha3al,
cTaja MPUYMHON OTKa3a NPUHATH TEOS Ha padoTy.

KommenTapuu, pasmenieHue TBoux ¢ororpaduii u Apyrue AeUCTBUS
MOTYT HE UCUYE3HYTh JaXe IMOCJEe TOro, KakK Thl UX yJaJdullb. Thl HE 3HACIIb,
KTO COXpaHWJI 3Ty MH(OpMAIUIO, MOMajia A OHA B MOUCKOBBIE CUCTEMBI U
COXpaHMWJIACh JIM OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKpY KaIOIIUe IO,
KOTOpbIE HAWAYT W yBUAAT 3T0. HailTu uHpOpManMi0O MHOTO JET CIYCTS
CMOXET JI000M - Kak M3 J0OpbIX NOOYXKJIEHWH, TaKk U C HaMEpPEHUEM
MPUYUHUTH BpEJ. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI I10 3aIUTE HUPPOBOI penyTallun:

1. ITogymaii, npexie yeM 4TO-TO MyOJUKOBaTh W MepeaaBaTth y ceOs B
0JIOTE WJIX B COLIMAJILHOU CETH.

2. B HacTpoiikax npoduisi yCTaHOBU OTPAaHUYEHUS Ha MPOCMOTP TBOETO
npoHIIs U €r0 COAEPKUMOT0, cAeal ero Toabko "mis apy3eit”.



3. He pa3Memaii u He yKka3biBall MH(pOpPMAIIUIO, KOTOpask MOXET KOro-
100 OCKOPOJIATH I OOMKATh.

ABTOpCKOE npaBo

CoBpeMEHHbIC TIKOJbHUKUA - aKTHUBHBIC TOJb30BaTENU HU(POBOTO
npoctpaHcTBa. OIHAKO AAJEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMU
BO3MOXXHOCTSIMM  IIU(pPOBOro Mupa TpeOyeT coOMoAcHUS TMpaB Ha
WHTEJUIEKTYalbHY0 COOCTBEHHOCTb.

Tepmun "uHTenIeKTyaabHas COOCTBEHHOCTBH'" OTHOCUTCA K Pa3IUYHBIM
TBOPECHUSIM YEJIOBEUECKOI0 yMa, HAuMHAasl C HOBBIX M300pPETCHUIN U 3HAKOB,
0003HaYaONIMX COOCTBEHHOCTh HAa NPOAYKTHI M YCIYTd, U 3aKaHYUBas
KHUTaMH, doTorpadusimu, KUHO(PUIbMaMHU U MY3bIKaJIbHBIMH
MIPOU3BEICHUSIMU.

ABTOpCKHE MpaBa - 3TO MPaBa HA UHTEIUICKTyaIbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJICHUSI HAyKH, JUTEpaTypbl M HCKycCTBAa. ABTOpPCKHE IIpaBa
BBICTYIIAIOT B KAUE€CTBE TAPAHTUU TOTO, YTO MHTEIIEKTYAJIbHBIN/TBOPUECKUI
TPyA aBTOpa HE OyJeT HampacHBIM, JACT €My CIpPaBEJIMBbIE BO3MOXKHOCTHU
3apaboTaTh Ha pe3yJibTaTax CBOErO TPyJad, NOJYYUTh H3BECTHOCTh U
npuzHaHue. Hukto 0e3 paspelnieHusi aBTopa HE MOXKET BOCIPOU3BOIUTH €O
MPOU3BEICHUE, PACIPOCTPAHATh, MYOJUYHO JIEMOHCTPUPOBATH, IPOJAaBaTh,
MMIIOPTUPOBAT, MyCKAaTh B poKar, myOJIUYHO UCIIOJIHSATb,
MOKa3bIBaTh/UCTIOJHATH B dpUpe Uin pasmeniatsh B IHTepHeTe.

Hcnonb3oBanue '"muparckoro" MporpaMMHOTO OOECIICUCHUS MOXKET
MIPUBECTM K MHOTMM PHCKaM: OT MOTEPHU JTaHHBIX K TBOMM aKKayHTam JO
OJIOKMPOBKHM TBOETO YCTPOMCTBA, I'JIe YCTAHOBJICHA HEJerajabHasl porpaMma.
He crout Takke 3a0bIBaTh, 4YTO CYIIECTBYIOT JIETAJIbHBIE U OECIUIaTHBIC
MPOTPAMMBI, KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CeTeBUYOK.pp - TBOHM TJIaBHBI COBETYHMK B CETHU. 3/1€Ch Thl MOKEIIb
Y3HAaTb O 6630HaCHOCTI/I B CCTHU IIOHATHBIM MW HOOCTYIIHBIM S3bIKOM, a IIPpHU
BO3HUKHOBEHHM KPUTHYECKOW CUTyallM OOpaTUTHCS 3a COBETOM. A TaKke
MPUHATH YYaCTUE B KOHKYPCAX U CTaTh CAMbIM IIU(PPOBBIM I'PAKIAHUHOM !



