MEJATOI'AM OB HH®OPMAIIMOHHOM BE3OITACHOCTH
Korma peub 3axonut 00 nHGOPMAIIMOHHON 0€30MaCHOCTH, OOBIYHO MbI HAUMHAEM JTyMaTh
0 KOMIIBIOTEpAx, CETSAX, MHTepHETe M Xakepax. Ho mns oOpaszoBarenbHON cpeabl mpobiema
CTOWT IIUPE: B OTPAXKICHUH ydallerocs oT uH(opMaImu, KoTopas MOKET HETaTUBHO TOBJIHATh
Ha ero (OpPMHUPOBAHUE M PA3BUTHE, TO €CTh O MPOMAraHe Pa3INIHON HAIPABICHHOCTH.
IHonsiTe MH(GOPMAUOHHOI 0€30MIACHOCTH

[Ton nHbOpMaOHHON 0€30MacHOCTHI0 MOHMMAETCSl 3AIIUIICHHOCTh MH()OPMAITMOHHON
CHUCTEMBl OT CJIy4allHOIO WM TPEAHAMEPEHHOI0 BMEUIATENbCTBA, HAHOCSIIEro yIepo
BJIaJICJIbLIAM WJIH T10JIb30BATEISAM HH(OPMAIIH.

Ha npakTyike Ba)KHEHIINMH SBIISIOTCS TPU aclekTa MH(GopMannoHHON 0€301acHOCTH:
e JIOCTYITHOCTH (BO3MOKHOCTB 32 pa3yMHOE BpEMsI OIY4UTh TPEOYyeMyro
UH(POPMALIMOHHYIO YCIIYTY);
e IIEJIOCTHOCTH (AKTYaJIBHOCTh U HEIIPOTHBOPEUNUBOCTH HH(OPMAIIHH, €€
3alIUIIEHHOCTH OT Pa3pyIIeHHUs] U HECAHKIIMOHUPOBAHHOT'O U3MEHEHN );
e  KOH(UACHIMATBHOCTH (3AIIUTA OT HECAHKIIMOHUPOBAHHOTO IIPOYTEHHS).

Hapymienust 1ocTynmHOCTH, ETOCTHOCTH U KOH(PHUICHIINATBHOCTH HHPOPMALIUU MOTYT
OBITh BBI3BaHBI Pa3IMYHBIMU OITACHBIMU BO3I[€ﬁCTBI/I$[MPI Ha I/IH(i)OpMaIlI/IOHHI)IC KOMITIBIOTCPHBIC
CUCTEMBI.

OcHoBHbIE yrpo3bl HHGPOPMALMOHHOI 6€30I1aCHOCTH

CoBpemeHHass HHQPOpPMAIMOHHAS CUCTEMa MPEACTaBIACT €000 CIOXKHYIO CHUCTEMY,
COCTOSIIIYIO U3 OOJBIIOrO YMCia KOMIIOHEHTOB Pa3IMYHON CTETEHW aBTOHOMHOCTH, KOTOpBIE
CBsI3aHbl MEX]ly cOO0M U OOMEHHUBAIOTCS AAHHBIMH. [IpakTHYECKH Ka)blii KOMIIOHEHT MOXET
MOABEPTrHYTbCS ~ BHEIIHEMY  BO3JECWCTBUIO  WJIM  BBIUTH U3 cTpos.  KoOMIOHEHThI
AaBTOMATU3UPOBAHHOW MH(OPMALIMOHHON CUCTEMbI MOXHO Pa30UTh Ha CIEIYIOIINE IPYIIIbL:

Annapamnule cpedcmea. ITO KOMIBIOTEPbI M HMX COCTaBHbIE 4YacTH (MPOLIECCOPHI,
MOHMTOPBI, TEPMHUHAIIbI, NEepUPEPUIHbIE YCTPONCTBA — IPUHTEPHI, KOHTPOJUIEPHI, Kadeiwu,
JIUHUH CBSI3U U T.1.);

Ilpozpammnoe obecneuenue. 10 IPUOOPETEHHBIE NMPOTPAMMBI, UCXOAHBIE, OOBEKTHEIE,
3arpy304HbIE MOJYJIH; OIEPAllMOHHBIE CHCTEMbl UM CHUCTEMHBIE MPOTrpaMMbl (KOMIUISTOPBI,
KOMITOHOBIIUKY U JIp.), YTUIIUTBI, IUarHOCTUYECKHE TPOTPaMMBI U T.11.;

/lannvle, XpaHuMble BPEMEHHO M TOCTOSHHO, HA JAMCKax, (UIdIIKax, NeYaTHbIE, apXUBBHI,
CUCTEMHBIE JKYpHaJIbl U T.1I.;

Ilepconan. Ilonp3oBareny, CHCTEMHBIE aAMUHUCTPATOPBI, IPOIPAMMUCTBI U JIP.

OnacHble BO3JEHCTBUS HA KOMIBIOTEPHYID HH(OPMALMOHHYIO CHCTEMY MOXHO
MOAPA3IEeINTh Ha Ciy4yallHble M IpeAHaMEpPEeHHbIC. AHaIM3 ONbITa ITPOCKTUPOBAHUS,
U3TOTOBJIEHUST W OSKCIUTyaTallMd MH(QOPMALMOHHBIX CHCTEM IOKa3bIBaeT, 4YTO HH(OpMaIus
IIOABEPraeTCsl Pa3INYHbIM CIIy4allHbIM BO3JEHCTBHAM Ha BCEX JTalax LMKJIA )KU3HU CHCTEMBI.
[TpryrHaMu ciyyaifHbIX BO3AEHCTBHUM MPU IKCIUTyaTallMM MOTYT OBITh:

. aBapuiHbBIE CHUTYyallUd W3-3a CTUXUUHBIX OC€JACTBUH M OTKIIOYCHUI
AIIEKTPONUTAHUS;

. OTKa3bl U cOOU anmapaTyphl;

. OLIMOKH B IPOrpaMMHOM 00€CIIEUeHHH;

. omnOKU B paboTe MepcoHaa;

. IIOMEXH B JIMHUAX CBSI3M M3-3a BO3/IEHCTBUI BHEIIHEN CPEJIBI.

IIpennamepeHHbIE BO3JIEUCTBUS — OTO LEJCHAINIPABICHHbIE JIEHCTBU Hapymwurens. B
KAueCTBE HAPYIIMTEN] MOTYT BBICTYNATh CIY)KallMi, IOCETUTENIb, KOHKYPEHT, HAE€MHUK.
JleiicTBus HApYIIUTENSI MOTYT OBITh OOYCIIOBIEHBI Pa3HBIMU MOTHBAMHU:

e HEJOBOJBCTBOM CIYXKaIIEro CBOEH Kapbepoil;

e  B3STKOI;

e JIFOOOIBITCTBOM;



e KOHKYPEHTHOH 00phOOii;
e CTPEMJICHHEM CaMOYTBEPAMUTHCS JIFOOO0M IIEHOH.

MO’KHO COCTaBUTh TUIIOTETUYECKYIO MOJIENb MOTCHIIMAILHOTO HAPYIITUTEIS:
e  KBaJTM(UKAIWS HAPYIIUTEIS HA YPOBHE Pa3pab0TIMKa JAHHOW CUCTEMBI,
e  HAPYIIUTEIIEM MOXET OBITh KaK MOCTOPOHHEE JIUI0, TAK U 3aKOHHBIN MOJIE30BATENb
CHCTEMBI;
e  HAPYIIUTEIO U3BECTHA MH(OPMAIIUS O MPUHITUIAX PAOOTHI CHCTEMBI;
e HAPYIIUTENb BHIOMpaAET HauboJee ciradboe 3BEHO B 3allHTE.

Haubonee pacnpocTpaHeHHBIM M MHOTOOOpPA3HBIM BHAOM KOMIBIOTEPHBIX HapyIICHHUH
SIBJISICTCS HECAHKIIMOHUPOBAHHBIN NOCTyI. HecaHKIIMOHUPOBAaHHBIN JOCTYI HCIIONB3YET JH00YI0
OLIMOKY B CHUCTEME 3alLIUTHl M BO3MOXKEH IIPU HEPALMOHAIBHOM BBIOOpE CPENICTB 3aLIUTHI, UX
HEKOPPEKTHOM YCTAaHOBKE U HACTPOUKE.

[IpoBenem kimaccuuKanuio KaHAJIOB HECAHKIIMOHWPOBAHHOTO JOCTYIA, MO KOTOPBHIM
MO’KHO OCYIIECTBUTH XHIIEHUE, H3MEHEHHE MM YHUYTOXKECHNUE HH(POPMAIIHH:
Yepes uenosexa:
e  XHUIIEHHE HOCHTENEH HHPOPMAIIH;
e YreHue MH(OpPMAIMH C SKpaHa WK KJIaBUATYPHI;
e uTeHHE MH(OPMALUH U3 PACIICYATKH.
Yepes npozpammy:
e TIepexBaT mapoJei;
e nemudpoBKa 3ammdpoBaHHON HHPOPMAITUH;
e KONUPOBaHWE MH(POPMAIMH C HOCUTEIIS.
Yepes annapamypy:
e TIOAKIIOYEHHE CIIEIUAIBLHO pa3paOb0TaHHBIX allapaTHBIX CPEACTB, 00ECTICYHMBAIOIINX
JOCTYT K MHPOPMALINH;
e TIEpexBaT NOOOYHBIX AIEKTPOMATHUTHBIX M3IyYEHUH OT anmapaTypsbl, TUHUN CBSI3H,
ceTey IEKTPOIUTAHUS U T. 1.

Oco00 crenyer 0OCTaHOBUTBCS HA yrpo3aX, KOTOPbIM MOTYT ITO/IBEPraThCsl KOMIIBIOTEPHBIE
cetd. OCHOBHasi 0COOEHHOCTB J1I000M KOMIIBIOTEPHOW CETH COCTOUT B TOM, YTO €€ KOMIIOHEHTbI
pacnpenieneHsl B mpocTpaHcTBe. CBs3b MEXY Yy3JIaMH CETH OCYIIECTBIISIETCS (PU3MUECKU C
MIOMOIIIBIO CETEBBIX JMHUN M NMPOrpaMMHO C MOMOULIbI0 MeXaHu3Ma coobmeHui. IIpu sTom
YIPaBJIAIONIIE COOOIIEHUS U JaHHBIE, IIEPECHUIAEMBbIE MEXY Y3JIaMU CETH, IEPEAAI0TCSA B BUJIE
nakeToB oOMeHa. KoMnbroTepHbIe CeTH XapaKTepHBI T€M, YTO MPOTHB HUX MPEANPHUHUMAIOT TaK
Ha3bIBacMble yJaJeHHbIE aTaku. Hapymmurenab MOXKET HaXOOUTHCS 3a THICSYM KUIIOMETPOB OT
aTaKkyeMoro oOBbeKTa, IPHU ATOM HAIMAJCHUIO MOXET IMOJBEPraTbCcs HE TOJIBKO KOHKPETHBIN
KOMIIBIOTEP, HO U HH(pOpMaLKs, epeJatoiasics o CETEBbIM KaHajaM CBSI3U.

Obecneuenne uHGOPMAITUOHHON 0€30MMACHOCTH

®dopmupoBaHue pexuMa HHGOPMAIMOHHOM Oe3omacHOCTH — mpolieMa KOMIUIEKCHAs.
Mepsl 0 €€ peIeHnIo MOXKHO MOAPA3AEIIUTh Ha IISITh YPOBHEN:
1. 3akonooamenvHwiii . ITO 3aKOHBI, HOPMAaTUBHBIE AKTHI, CTAHIAPTHI U T.II.

HopMmaTtuBHo-npaBoBas 6a3a onpeaensronas mopsaaokK 3aifiuTel HHPOPMAIIH:
2. Mopansno-ymuueckuii. BceBO3MOXXHBIE HOPMBI TIOBE/ICHHU S, HECOOIIOIEHNE KOTOPBIX BEIET
K MMaJICHUIO TIPECTIKAa KOHKPETHOTO Y€JI0BEKa WJIH IIEJION OpraHu3aIliH.
3. AOmunucmpamuenutii. JIeficTBus o0IIeT0 XapakTepa, MpeAnpUHIMaeMble PYKOBOACTBOM
opraHuszanuu. TakuMu JOKYMEHTaMH MOTYT ObITh:
e MpHUKAa3 pyKOBOJUTEIS O HAa3HAYECHUH OTBETCTBEHHOTO 3a 00ECIICUCHHE
nH(pOpMaIMOHHOW 0€30MaCHOCTH;
e JIOJDKHOCTHBIE 00sI3aHHOCTH OTBETCTBEHHOTO 3a oOecreueHue HHPOPMAITHOHHOM
0€30I1aCHOCTH;



e MEpPEYCHb 3aIIMIIAEMbIX HHPOPMALMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e  UHCTPYKIHIO, ONIPEEIIAIONIYI0 NOPSIA0K IPEAOCTaBIeHHs HH(OPMAIIMA CTOPOHHUM
OpraHM3alMsaM [0 UX 3alpocaM, a TAKXKE 110 paBaM J0CTyIa K HEl COTPYHUKOB
OpraHu3aluHm.

4. @u3uueckuii. MexaHN4eCKHeE, JIEKTPO- U IEKTPOHHO-MEXAHUYECKUE MPENSATCTBUS Ha
BO3MOYHBIX ITyTSAX POHUKHOBEHUS IIOTEHIIMATIbHBIX HAPYLIUTEICH.

5. Annapamno-npozpammmuuaiit (3NEKTPOHHBIE YCTPONUCTBA U CIIELIMATIbHBIE IPOIPAMMBI 3alLIUTHI
uHpopmanun).

[TpuHsATHIE MEPHI TIO CO3IAHHIO 0€30MMacHO HHPOPMALMOHHOM CUCTEMBI B IIKOJIE:
e (OOecneuyeHa 3alIUTa KOMIIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3ICUCTBUI (KOMIIBIOTEPHBIE BUPYCHI, IOTHYECKHE OOMOBI, aTaKH XaKepOB H T. 1I.)
e YCTaHOBJICH CTPOTHUI KOHTPOJIb 3a DJICKTPOHHOM MOUYTOM, 00ECIIEYECH MOCTOSHHBII
KOHTPOJIb 32 BXOJSIIEH U UCXOASAIEN KOPPECIIOHICHIIUEN.
e YCTaHOBJIEHBI COOTBETCTBYIOLIME NapoiIu Ha nepcoHanbHble [1K.
o Hcnonp3oBaHbl KOHTEHT-QUIBTPHI, A QUIBTPALIMH CAHTOB MO UX COACPKUMOMY.

EnuHas COBOKYIHOCTh BCEX ATHUX MeEp, HANpaBJICHHBIX Ha MPOTHUBOACHCTBHUE Yrpo3am
0€30MacHOCTH C IIENIbI0 CBEJCHUS K MHHMMYMY BO3MOXXHOCTH yliepOa, oOpaszyloT CHCTEMY
3aIUTEL

CrneuuanucTbl, HUMEIONIME OTHOIIEHHWE K CHCTEME 3alllUThl JOJDKHBI TOJHOCTBHIO
NpeACTaBIsATh ce0¢ NUPUHIUNBI e¢ (YHKIMOHHUPOBAHUS M B Cllydac BO3HHUKHOBEHUS
3aTPyJHUTEIBHBIX CHTyallMii aJeKBAaTHO HAa HHUX pearupoBarh. [loJ 3amuTol JOJDKHA
HaxOJIUTHCS BCS CUCTEMa 00pabOTKH MH(MOpMAITUH.

Jluma, 3aHnMaromuecs: odecrieyeHneM HH()OPMAIIMOHHON O€30MacHOCTH, JTOJKHBI HECTH
JUYHYIO OTBETCTBEHHOCTb.

Hanexxnas cucreMa 3allMThl JOJLKHA OBITH IOJTHOCTBIO MMPOTCCTHUPOBAHA U COIJIaCOBAHA.
38.H_II/ITa CTaHOBHUTCA 0OoJiee 3(1)(1)€KTI/IBHOI>'I u FI/I6KOI>1, €CJIn OHa AOIIYCKACT M3MCHCHHUEC CBOUX
napamMeTpoB CO CTOPOHBI AAMHUHUCTPATOPA.

B 3akiroueHue cBoero Jokiaga XoTenoch Obl JaTh HEKOTOPbIE PEKOMEHJIALUH IO
opraHuzanuu paboTbl B HH(GOPMAIMOHHOM MPOCTPAHCTBE, 4TOOBI yOepeub ceds U CBOMX
OJIN3KUX OT UHTEPHET-IIPECTYITHUKOB.

PexomMenganuu mo Opraumsanuu paﬁoTI)I B I/[Hq)OpMaIII/lOHHOM MMPOCTPAHCTBE

1. Ilepen HauamoM paboTBl HEOOXOAMMO 4YETKO C(HOPMYIMPOBATH 1L€db M BOMPOC MOHUCKA
UHpOpMaLIUH.

2. XKenarensHO BBIPa0OTaTh ONTHMAIBHBIA aITOPUTM TOMCKa mH(popMaruu B cetn HMHTEpHET,
YTO 3HAYUTEIIFHO COKPATHT BPEMS U CHJIBI, 3aTPaueHHBIC HA TTOUCK.

3. 3apaHee YCTaHOBUTb BpEMEHHbI JIUMHUT (2-3 wyaca) paGoTbl B HHGOPMALMOHHOM
IPOCTpaHCTBE (IPOCMOTp Tejenepeaayuu, urenue, IurepHer).

4. Bo Bpems paboThl HEOOXOJUMO JAenaTh mnepepblB Ha 5-10 MUHYT 171 CHATHA (PU3HUECKOTO
HaINpsOKEHUS U 3pUTENIbHON Harpy3KH.

5. HeoOxonumo 3HaTh 3-4 ympakHEHUs ISl CHATHS 3pUTEIBHOTO HaNpshKeHUs] U GU3NYECKON
YCTaJIOCTH.

6. PaboTath B XOpOIIO MPOBETPEHHOM IMOMEIICHUH, NMPH ONTHMAJIbHOM OCBEIICHHUH W B
ynoOHO#H To3e.

7. He cTOWT NErKOMBICIEHHO OOpamiaThCsi CO CIaM-MUChbMaMU M 3aXOJUTh Ha HeOe30IacHbIe
BeO-calThl. /1)1 MHTEPHET-NIPECTYITHUKOB Bbl CTAHOBUTECH JIETKOM 100bIYEH.

8. HpI/I peructpaiin B COHOHUAJIBHBIX CCTAX, HC yKaSBIBaﬁTC CBOU IMCPCOHAJIBHBIC JAaHHBIC,
Harmpumep: aapecC Ui ACHb POXKACHU.



9. He ucnonb3yiTe B JIOTUHE WJIH MapoJie EPCOHAIbHBIC TaHHBIE.

10. Bce 3TO mo3BOJSIET MHTEPHET-NIPECTYITHUKAM MOJYYUTh JAHHBIE JOCTYNAa K aKKayHTaMm
AIIEKTPOHHOM IMOYTHI, a Takke MHuIHMposars nomamnue [1IK ans Bximoyenus ux B OOT-CETh
WM JUTSI TOXUILEHHUS] 0aHKOBCKHUX JAHHBIX POJUTENEH.

11. Co3znaiite coOCTBeHHBIH NpoduiIb Ha KOMIBIOTEpE, YTOOBI 00€30macuTh WHPOPMALHUIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a0bIBaiiTe, 4TO (haKkThl, O KOTOPHIX BBl y3HaeTe B MIHTepHETEe, HY)KHO OYEHBb XOPOIIO
MIPOBEPUTH, €CIM BBIOYJETE HCIOIb30BaTh MX B CBOeil nomaimHelr pabote. LlenecooOpazno
CPaBHHTHh TPU HCTOYHHKA WH(POPMAIUU, MPEXKIE YeM PEIINTh, KAKUM HCTOYHHKAM MOKHO
JIOBEPSTH.

13. O nocroBepHOCTH MH(OPMAIIMH, TTOMEIIEHHON Ha CaliTe MOKHO CYIUTh [0 CAMOMY CauTy,
y3HaB 00 aBTOpax caira.

14. Pazmemnias nadopmanuio o cede, CBOMX OJM3KHUX W 3HAKOMBIX Ha CTPAHMIAX COIMAIBHBIX
ceTel, CIPOCUTE MPEABAPUTEIILHO pa3pelIeHHe Y TeX, 0 KOM OyJeT 3Ta MH(pOpMaIIHs.

15. He crniexgyer pa3meniath Ha CTpaHulax BeO-caiiToB cBou ¢ororpaduu u ¢ororpaduu cBOUX
OJIN3KHUX U 3HAKOMBIX, 3a KOTOPBIC BaM IIOTOM MOIKET OBITH CTBIAHO.

16. CobnrofaiiTe nmpaBuia 3TUKK Mpu oOuieHnH B MHTEpHETE: Tpy0OCTh MPOBOLUPYET APYTUX
Ha TaKoE ke IMOBEJCHHE.

17. Ucnonb3yst B cBoelt paboTe MaTepuan, B3SAThIH W3 MH()OPMAIMOHHOTO MCTOYHHKA (KHUTA,
nepuoIvecKas neuaThb, IHTepHeT), cienyer yka3aTh 3TOT UICTOYHUK UHPOPMAIIUU WITH CIIENIATh
Ha HETO CCBHUIKY, €CJIM MaTepHrall OblT BaMH niepepadoTaH.



