YrBepxnaro

BOY OOUI Ne 16

Mopgenb yrpo3 u HapymmuTens Ge30macHocTH NepCOHAIbHBIX JaHHBIX,
00pabaTpiBaeMbIX B HH(POPMALHOHHBIX CHCTEMAX MePCOHAJIBbHBIX JaHHBIX
MBOY OOIII Ne16 um.B.B. CajibHUKOBA.

1. Ilepe4enn 0003HAYEHMIi M COKPALLEHHI

1.1. APM - aBTOMaTH3HPOBaHHOE paboyee MeCTO;

1.2. UP - unpopmannonHslii pecypc;

1.3. UCII/JIn - uHpopManHOHHAS CHCTEMA MepCOHATbLHbBIX JAAHHBIX;

1.4. K3 - kouTpotnpyemas 30Ha;

1.5. II1H - mepcoHa/IbHbBIE JAAHHbIE;

1.6. I1O - nporpammHoe oGecneyeHne;

1.7. IITC - nporpaMMHO-TeXHHYECKHE CPeCTBA;

1.8. IISMMUH - no6o4HbIe 3,1eKTPOMATHHTHBIE H3JyYEeHHS U HABOJKH;

1.9. C3H - cpeacrBa 3amuThl HHGOPMALHH;

1.10. CK3H - cpencrBa kpunTorpaduuecKkoii 3auuThbi HHpopMaLum;

1.11. ®CB - ®engepaibHas ciay:x6a 6e30MaCHOCTH;

1.12. ®CO - ®enepaibHas ciayk6a oXpaHbI;

1.13. ®CTIOK - depepanbHas cayxba mo TeXHHYECKOMY H 3JKCINEepPTHOMY
KOHTPOJIIO.

2. OOmmue noJoKeHust

Hacrosimast mozmens yrpos 6e30macHOCTH MEpCOHANbHBIX NAHHBIX (fganee -
Moznenb) COAEPKMT — CHCTEMATHU3HPOBAHHBIM IepeueHb Yrpo3  Oe30macHOCTH
NIEPCOHAJIBHBIX NaHHBIX IpH uX obpabdotke B MCII[Ix MBOY OOIL Ne 16 um.B.B.
CanprukoBa (mamee - OpraHmsainusi). YKasaHHbE YIPO3bl MOTYT HCXOIUTH OT
MCTOYHUKOB, MMECIOUINX AHTPONOICHHbBIH, TEXHOTE€HHBIA M CTUXUMHBIA XapakTep H
BO3/leHCTBYIOIMX Ha ys3Bumoctd MCII[IH, xapakreprwbie n1s pasHoi WCIT/IH,
peanusyst TeEM caMbIM YIpo3bl HHOOPMAILHOHHOM 0€3011acHOCTH.

B Mogenn naercs o6o6mennoe ommcanue MCII[H, cocTtas, KaTeropuu u
npexnonaraeMeli 00beM oOpabareiBaeMelx I1[IH ¢ mocnemyromeil kinaccudukanueit
HNCTIn.

Mogenb ONMCHIBaET IMOTEHLUANTBHOTO HapyiuTtens Oe3zomacHocTd I[1JIH u
TIOAXO/BI TI0 ONPEJEICHUIO aKTYyaTbHOCTH YIPO3 C Y4€TOM BO3MOXHOCTEN HapyIIUTEIs
1 ocobeHHocTel koHkpeTHOM MCIT/IH.

Hacrosimas - Mopens paspaboTana B COOTBETCTBUM C  TpeOGOBaHHSMH
DeziepalbHOrO 3aKOHOATENLCTBA U (hefepallbHbIX OPraHoB MO 3alIUTe IePCOHATBHBIX
JAHHBIX.



3. XapakTepHCTHKa 00beKTa HHPOPMATH3ALKH

B Opranuzanuu cymectByroT cnemyromue Tarsl CTTIa:

1. UCI11t Benenus OyXranTepcKoro ydeTa, ynpasieHHs IIEPCOHAJIOM, pacyeTa
3apaboTHOM Mm1aTel OpraHu3aIyy.

2. UCITJu nepenaun mHObOpMalmu, B ToM 4ncie I1J[H, B LeISX HCIONHEHHS
DenepanbHBIX 3aKOHOB.

B kadecTBe 06beKTa MHOPMATH3ALNH IPEANIPUSTHS BHICTYIIAIOT:

1. ABTOHOMHbIE aBTOMAaTH3UPOBaHHBIe paboure MecTa (APM).

2. JIokalbHbIe BEIYHCIUTEIbHBIE CETH.

B 3aBHCHMOCTH OT XapaKTepUCTHK U OCOOEHHOCTEH OTIENBHBIX 00BEKTOB YaCTh
BBIMHCTUTEIBHBIX CPEACTB NaHHBIX MPEANPUATHH MOAKIIOYEHA K CETAM CBSI3U OOLLEro
TOJIb30BaHHs U (MIIH) CETAM MEXLYHapOIHOr0 HHPOPMAILIMOHHOTO 06MeHa.

BBOZ mepcoHaNbHBIX JaHHEIX OCYILIECTBISETCS KaK ¢ OYMaKHBIX HOCHTeIei
(HarmpuMmep, JOKYMEHTOB, YIOCTOBEPSIOUIMX JHYHOCTH CyOBeKTa IIIH), Tak u c
AJIEKTPOHHBIX HOCHUTENeH HHGOpMALUK.

UCIIlz  mpepmonaraloT Kak —pacnpeneneHHyio (Ha APM), Tak w
UCHTPATIM30BaHHYI0 (HA BbIAENEHHBIX (AHIOBBIX CcepBepax CceTH) oOpaGOTKy w
xpanenue [1/[H.

IlepconaibHble nanHble cy6bextos [1/IH MoryT BeiBoauTECs 113 CIJIH ¢ tenbio
Iepeaain MEPCOHANBHBIX TaHHBIX COTPYAHUKOB OpraHu3alyy, Kak B 3JIEKTPOHHOM, TaK
U B OyMa)XHOM BHUJIE.

Kontpomupyemoii 3ono#t (K3) MCII[IH sBAAOTCS 30aHUS W OTHAEIbHbIE
noMelleHns. B mpenenax KOHTponupyeMoil 30HBI HaxomsTcss pabodme Mecra
TIONIb30BATEIe M MeCTa XPaHEHMs! apXWMBHBIX KOIHMH [aHHBIX, CEpBEPHl CHCTEMBI,
CETEBOE U TENEKOMMYHHKalMOHHOe oOopynosanue MCII/IH. Bue xonTponupyemoii
30HBI HAXOAATCS JIMHUY Mepelaud JaHHBIX U TEIeKOMMYHHUKAMOHHOE 000pY 10BaHHE,
HCIIOJIB3yeMOe I HHPOPMALlMOHHOTO OOMEHa I10 CETAM CBS3U OOIIETo IONIb30BaAHUS U
(MnK) ceTAM MEXIYyHApOIHOTO HH(GOPMALMOHHOTO OOMEHa.

4. CocraB, KaTeropHu 4 00beM NePCOHATbHbIX AaAHHbIX, ONpPe/le/eHHe YPOBHs
3aIIMIIEHHOCTH MePCOHAIbHBIX TaHHBIX

Ha ocHOoBe xapakrepucTuk u ocobeHHOCTeH wucnonabsyemblx WCIIIH u
0OpabaThiBaeMbIX B HHUX II€PCOHATBHBIX JAHHBIX, MOXHO KOHCTaTHPOBATh, UTO
NepcoHallbHbIe JaHHble CyObekroB IIJIH, oOpaGareiBatorcss B Opra#usanuu
MH(QOPMALIMOHHOK cHCTeMOH, oOpabaThiBaroliell OOILIENOCTYIHbIE NePCOHANbHbIE
JNaHHBIC, a TaKKe CHCTEMOMH, 0OpabaThIBalOLIed WHBIE KaTEerOpuH MEPCOHAILHBIX
naHHbIX. CrHeuuanbHble KaTerOpUM IEPCOHATBHBIX JAHHBIX H OHOMETPUYECKHE
nepconanbHble JaHHble B UCIT[IH Opranuzaiiiu He 00padaThIBArOTCS.

st UCITQn Opranu3alnuy akTyaibHBI yIpO3bl 2 THIIA - YIPO3bl, CBS3aHHBIE C
HaJU4YWeM  HEIOKYMEHTHUPOBAHHBIX  (HEIEKJIApUPOBAaHHBIX) BO3MOXKHOCTEH B
NPUKJIAJHOM TIPOrPaMMHOM OOECHEeYeHHUH, HCHONb3yeMOM B HH()OPMALMOHHOM
cucreme. CornacHo nommyHKTy «6» myHkTa 11 «TpeGoBanuii K 3a11uTe nepcoHaabHbIX
JAaHHBIX MPU UX 00paboTKe B MH(MOPMAIMOHHBIX CHCTEMAX IEePCOHANBHBIX JAaHHBIX)»
ans UCT1/In Opranmsanuu TpeOyercss oOecrieunTh 3 -Hif ypOBEeHb 3alIUIIEHHOCTH
NePCOHANBHBIX JaHHBIX IIPU UX 00paboTke B HHMOPMAILIMOHHON cHCTEME.



5. C1oco0bI HApYIIEHHS XapaKTePHCTHK 6e30MacHOCTH NepcoHANbHBIX
AAHHBIX

Vcxons W3 nepevHs MepCOHANbHBIX IaHHBIX, obpabateiBaembix B MCI1/IH,
CYIIECTBYIOT CIIEAYIOIIHE CIIOCOObI HAPYIIEHHs XapaKTepPHCTUK Ge3omnacHoctr [1)1x:

* XHIICHMC TICPCOHANBHBIX JAHHBIX COTPYIHHKAMH OpraHU3aldd i
MCITIOJIb30BAHUS B KOPBICTHBIX LIEJISIX;

* nepefava (QUHAHCOBOM, aAPECHOH, IOPUAMYECKOH U MpoUeii UHPOPMAIHH O
cyosekre [1]]H TpeThum mumam;

* HECaHKLIMOHWPOBAaHHOE IyOJMYHOE pasriallieHHe IMePCOHATBHBIX IaHHBIX,
CTaBIIUX U3BECTHBIMU COTPYIHUKAMOPIaHU3ALNY;

* HECaHKIMOHUPOBAHHOE MONYYCHHE IIE€PCOHANBHBIX JAHHBIX TPETHUMH
JTULaMH;

* YHHYTOXEHHE (HUHAHCOBOI, alpeCHOH,  IOPMIMYECKOH U  mpoueit
uHpopMannu o cyobekre I1/1H;

* MoIU(UKanus (GpHUHAHCOBOM, aJpECHOM,  IOPUIUYECKOH U [IpoYen
uH(opMarmu o cyosexre [1)1H;

* OJIOKMpOBaHUE (HHAHCOBOM, aZipeCHOW,  IOPUIMYECKOH W  mpouei

uHpopManuu o cyonsexte [T/1H;

* BBOJ HEKOPPEKTHOW (MHAHCOBOM, aJpecHOW, MOPHANYECKON u poyen
uH(opManuu o cyobexre IT]/1H;

* Tepenada HEKOPPEKTHOW (UHAHCOBOHM, aIpecHOW, FOpUAMYECKON M Ipoueil
uHpopmanuu o cyosekre I1/1H;

* HUCKaXCHUE apXWBHOU MH(OpMaIHHU 10 cyonekTy I1]/IH.

* YHHUYTOXXEHHE apXWBHOM MHMOpMaIuu 1o cyorexty I1J{H.

6. Yrposnl 0e30macHOCTH NepPCOHATbHBIX AaHHBIX, IPH HX 06paboTKe B
HH(POPMAIHOHHBIX CHCTEMAX MePCOHAIbHBIX JaHHbBIX

Ilox yrposamu 6Ge30macHOCTH IMEPCOHAIBHBIX TaHHBIX TP MX 00paboTKe B
UCITlH  noHMMaeTcs COBOKYIHOCTb YCIOBHH M (AaKTOPOB,  CO3IAIOLINX
TIOTEHIMANBHYIO WM PEAIbHO CYIIECTBYIOIIYIO OMNACHOCTh, CBA3aHHYIO C yTEYKOH
HHGOpMauKM M (WIM) HECAaHKUMOHHPOBAHHBIMU M (WIH) HempelHaMepeHHBIMH
BO3/IeHCTBUsIMHU Ha Hee. Takum 0Opa3om, yrpossl 6e3onacHocTu [1/IH npu nx o6paboTke
B MCIT/IH MoryT OBITh CBA3aHBI KaK C HelpeJHAMEPEHHBIMU JeHCTBUSIMHU MepCoHala
WCIIIH, Tak ¥ cO CrnenuagbHO OCYLIECTBISIEMBIMU HENPABOMEPHBIMU AEHCTBHIMU
OTAEJbHBIX OpraHM3alMid W TpaX[aH, a TaKKe HWHBIMH HCTOYHHKAMH YIpO3.
HemnpaBoMepHble NEHCTBUS MOTYT UCXOMUTH TaKXKE M OT COTPYIHUKOB MPEANPUATHS B
cllydae, KOrjla OHHM pacCMaTpHBAlOTCS B KadecTBEe [OTEHIHANBHOIO HAapYIIHTENs
6e3omacHocTH [1/]H.

B nmensix (OPMHUPOBAHUS CUCTEMAaTU3UPOBAHHOIO MEPEYHS YIPO3
6esonacHocty /11 npu ux o6padotke B UCIT/IH 1 pa3paboTke Ha UX OCHOBE YaCTHBIX
(AeTaM3UPOBAaHHbIX) MOZIEIeH MPHUMEHNTEIBHO K KOHKpeTHOMY Buxy MUCII/IH, yrpo3sl
OesonacHocTH mnepcoHanbHbIM JaHHBIM B WCII/IH MOXHO Ki1accH(pUIMPOBATh B
COOTBETCTBHH CO CIEAYIOMUMH MTPU3HAKAMH:

* 10 BUJaM BO3MOXKHBIX HICTOUHUKOB yTPO3;

¢ 1o Ty MCII/IH, Ha KOTOpbIe HalpaBiieHa pealu3alus yrpos;

* 110 BUJY HapyIIaeMoro cBOKWcTBa MH(OPMALUH (BUIY HECAHKIIMOHUPOBAHHLIX



ACHCTBHH, OCYIIECTBIIAEMBIX ¢ [1/]H);

* TI0 CII0c00aM peau3aliu yrpos;

* TI0 HCIOJIb3YEeMOU YSI3BUMOCTH;

* 110 00BEKTY BO3JEHCTBHUS.

Aot UCIIIH cymecTBYIOT ClIeAyOLIKe KIacChl YTpo3 Ge30MacHOCTH [11n:

ITo BHIaM BO3MOXHBIX HCTOYHHUKOB YIpo3 6e30MacHOCTH [IEPCOHATBHBIX
JaHHBIX:

- YIPO3BL, CBSI3aHHBIE C TIPEJHAMEPEHHBIMH HJIHM HEIpeIHaMepeHHbIMHE
ASHCTBUSMHU JIUL, MMEIOLIMMH J0CTynl K HP WCII[H, Bxiarouast mojb3oBaTesei,
peanusyromue yrpo3sl HenocpeacTsenHo B UCIT/Ix;

- YTPO3BL, CBS3aHHBIE C IIpeIHAMEPEHHBIMHM HJIM HeNpeiHaMepeHHBIMHU
ASHCTBHUSIMH JIML, He UMEOLIUX gocTyna K CIT/TH, pealu3yIoIHe YIPpO3bl U3 BHELIHUX
CeTeH CBA3M OOIIEro MONTb30BAHMS U (HIIH) CeTel MeKIyHapOIHOrO UH()OPMAITHOHHOTO
oOMeHa;

- YTPO3bl, BOSHUKHOBEHHE KOTOPBIX HAIPAMYIO 3aBUCHUT OT CBOMCTB TEXHHKH,
ucnojs3zyemoi B UCITdH;

- YTPO3BI, CBSI3aHHbBIE CO CTUXUWHBIMU MPUPOAHBIMH SIBICHUSMH.

Kpome 5Toro, yrposbl MoryT BO3HHKaTh B pe3ynbTaTe BHEADEHHUS arnmnapaTHBIX
3aKJIaZI0K U BPEIOHOCHBIX IIPOTPaMM.

Io tury UCI1/IH, Ha KOTOpBIE HapaBieHa yrposa.

Ilo crpykrype WCII[IH, Ha KOTOpble HampaBieHa yrpo3a, HeoOXOIUMO
paccMaTpUBaTh CIELyIOLINE KIacChl yIPo3:

- Yrpo3sl 0e30macHOCTH JaHHBIX, ObpabartbiBaemMbix B WCIIJIH Ha 6aze
aBTOMATHU3HPOBAHHBIX Pa0OYUX MECT;

- Yrpo3bl 0e30MacHOCTH JaHHBIX, oOpaGareiBaemeix B MCIIJIH Ha 6aze
JIOKaJIbHBIX UHPOPMAIIUOHHBIX CUCTEM.

o cmocobam peanuzaiuu yrpos.

Ilo criocobam peanusanuy yrpos BBLIEISIOT CIIEMYOLIME KIACCH! yIPO3:

- YIpO3bl, CBS3aHHBIC C HECAHKIIMOHMPOBAHHBIM A0CTyroM K I1/{d (B ToM uucie
YT'pO3bl BHEIPEHHS BPEAOHOCHBIX MMPOIPAMM);

- yrposel yreukd IIJIH mo TexHMYecKMM KaHallaM yTeykKd HHQPOPMAIUH
(TKYN);

- Yrpos3bl crienuainbpHeIX BoznerictBui Ha VICIT/IH.

[lo Bumy Hapymaemoro cpoiictBa HHGpOpMalKK (HECAHKLIMOHHPOBAHHBIX
JACUCTBHUH, OCYILECTBISEMBIX C IEPCOHATBHBIMHE JaHHLIMH ).

[To BUAy  HECAaHKUMOHMPOBAHHBIX  JEHCTBUH,  OCYIIECTBIAEMBIX  C
NIepCOHAJIbHBIMU IaHHBIMH, MOYKHO BBIJIEJIUTh CIEAYIOIIUH KIacC yrpos:

- YIpO3bl, TpPHUBOJSIIHE K HApyLWIEHUIO KOH(UICHIHAIbHOCTH [1J[H
(KONMMUPOBAHUIO MJIM HECAHKLIHOHUPOBAaHHOMY PACIPOCTPAHEHHIO), MPH pealH3aliii
KOTOPBIX HE OCYILIECTBISIETCS HEMOCPENCTBEHHOIO BO3AEHCTBHUsI Ha COJIEpIKaHUE
uH(pOopMaIuHy;

- YIpO3bl, NPUBOISAIIHME K HECAHKIMOHHPOBAHHOMY BO3JEHCTBUIO Ha
colepkxaHue MH(QOPMaLUK, B pe3yJbTare KOTOPOTrO MPOUCXOAUT M3MEHEHHE NaHHBIX
WU UX YHUUYTOXXEHHE;

- YIpo3bl, NPUBOASINIKME  KHECAHKIIMOHUPOBAHHOMY BO3IEMCTBHIO Ha
NPOTpaMMHBIE HWIIM TNIporpamMMHo-ammapatHele snemeHTsl MCII/IH, B pe3syibrare



KOTOPOTO OCYIIECTBIACTCS OJIOKMPOBaHHE NAHHEIX.

Io rcronssyemMolt yA3BHMOCTH BBLIENSIOTCS CIIEAYIOLIME KITACCHI yrpo3:

- YIPO3BI, pealu3yeMble C  HCIOJNB30BaHHUEM YS3BUMOCTH CHCTEMHOIO
nporpamMMHoro obecnedenus (I10);

- YTPO3bI, peaju3yeMble C HCHOIB30BaHUEM YSA3BUMOCTH MpuKiagHoro [10:;

- Yrpo3bl, BO3HHKAIOILIHAE B pe3ynbTaTe UCIIONb30BaHUS YI3BUMOCTH,
BbI3BaHHOU HajimuueM B ICI1/In anmapatHoif 3aknamku;

- YTPO3bI, pEAIU3yEMBIE C UCIOIB30BAHUEM YSI3BUMOCTEH IIPOTOKOJIOB CETEBOTO
B3aMMOJIEHCTBHS U KAaHAJIOB Tepeadn JaHHbIX,

- Yrpo3bl, BO3HHUKAWOIIHE B pe3yJIbTaTe HCIIOIBb30BaHUS YSI3BUMOCTH,
BBI3BAHHOH HENOCTATKAMH OpPTaHW3allMM TEXHWYECKOH 3allUThl HH(GOPMALMU OT
HECaHKLIMOHUPOBAHHOTO JOCTYIIA;

- YTPO3bI, peaM3yeMble ¢ HCIOJIB30BaHUEM YS3BHMOCTEMN, 00YCIOBIUBAIOIINX
HaJIM4Ue TeXHUYECKUX KaHAJIOB YTeUKH HH(DOPMAIIHH;

- YTPO3BI, pealli3yeMble C HCIOJIB30BAHUEM YSI3BUMOCTEN CPENCTB 3AllUThI
UH(pOpMaITUH.

IIo 00BeKTy BO3NEHCTBHS BELICISIOTCS ClIeayFONIME KIacChl yTPos3:

- yrpossl 6e3onacHoctu [1]/]H, 06pabarsiBaeMbIx Ha APM;

- yrpossl OesomacHoctd [1]lH, oGpaGaThiBaeMbIX B BbIAENEHHBIX CpeCTBax
00paboTKK (IpUHTEepaX, IIOTTEpax, IpaONOCTPOUTEISIX, BEIHECEHHBIX MOHHUTOpAX,
BHJICOIIPOEKTOPAX, CPeACTBAX 3BYKOBOCIPOU3BENEHHS U T.I1.); YIPO3bl O€30MaCHOCTH
IT/IH, nepenaBaeMbIX O CETAM CBSI3HU;

- YrpO3Bbl IPUKJIAJHBIM [IPOrpaMMaM, ¢ IIOMOLIBIO KOTOPBIX 00pabaThIBatOTCs
I11H;

- yrpossl cucteMHomy 10, obecneunBaromemy ¢yukmnonuposanue MCITIH.

7. XapaKTepHCTHKA HCTOYHHKOB YIrpo3 (6€30MacHOCTH MepCOHATbHBIX

aannbix B UCII/IH

B otnowennn WCITH MoryT cymecTBoBaTh TpH TUIA MCTOYHHUKOB YIpoO3
6e3onacHoctu I1/1H:

1. AHTponoreHHble HCTOYHUKH yrpo3 OezonacHocTy [1]1H.

2. TexHOreHHBIE UCTOUYHUKH yrpo3 Ge3onacHocty [1/1H.

3. CruxuiiHble HCTOYHUKH Yrpo3 Oe3onacHocTy [1]1H.

AHTPOIIOTe€HHbIe HCTOYHUKH yrpo3 Ge3omnacHocty [1]1H.

B kadecTBe aHTponOreHHOro ucto4Huka yrpo3 mis WCIIIH HeoO6Xomumo
paccMarpuBath CyOBeKTa (JIMYHOCTb), HMEIOIIET0 CAHKIMOHUPOBAHHBIN WM
HECaHKIIMOHUPOBAaHHBIA [JTOCTYyNIl K paboTe co mTaTHBIMH cpeactBamu MCIIIH,
ACUCTBUSL KOTOPOTO MOIYT NPHBECTH K HApYyIIEHHIO 0e30MacHOCTH IE€PCOHAIBHBIX
J@HHBIX. AHTPOINOI€HHbIE HCTOYHUKH YTpo3 o oTHOIIeHUIO K ICTTIH MOryT GBITH Kak
BHEIIIHUMHU, TaK U BHYTPECHHUMU

Cpeny BHEIIHMX aHTPOIOTEHHBIX HCTOYHHKOB MOJKHO BBIIEIUTh CTyJaifHble U
IIpeIHAMEPEHHbIE UCTOYHUKH.

Ciyvaiinble (HempeAHaMepeHHbIE) HCTOYHHMKH MOTYT HCIIONB30BAaTh TaKue
YA3BUMOCTH, KaK OIIMOKM, coBepllueHHble mpu mpoektupoBanuu WCIIJlH u ee
5JIEMEHTOB, OIIMOKK B IPOrPaMMHOM OO€CTIeUeHHH; Pa3IMYHOrO poja cOOU U OTKA3H,
nospexaeHus, mnpossisgeMmble B MCIIJIH. K TakuM HCTOYHHKAM MOXHO OTHECTH



TICpCOHAI NOCTABIIMKOB PA3IUIHOTO POJA YCIIYT, IEPCOHAN HAI30PHbIX OpraHM3aLHil |
aBapUHBIX CIy:k6 ¥ T.1. JlelicTBUs (Yrpo3sl), HCXOISIIAE OT JAHHBIX HUCTOYHHKOB,
COBCPIIAIOTCSA 110 HE3HAHUIO, HEBHUMATEIBHOCTH MIIM XAJATHOCTH, M3 JFOOOIMBITCTBA,
HO 0€3 3710r0 yMBICIA.

IIpeHaMepeHHBIE WCTOYHHKM MPOSIBISIOTCS B KOPBICTHBIX YCTPEMIICHHSX
HapywmuTenedl. OCHOBHas LieJb TaKMX MCTOYHUKOB - YMBIUUIEHHAS Je30pTaHHU3aIiis
paboTsl, BbIBOA cucTeM OpraHM3allél U3 CTPOS, UCKa)keHHe MH(OPMALHMHK 3a CYUeT
npoHukHoBeHus: B ICIT/IH myTeM HeCaHKIIMOHHPOBAHHOIO JAOCTYIIA.

BHyTpeHHUMH HCTOYHHMKAMH, KaK MPABHJIO, SBJIAIOTCS CIICLHATHCTEI B 06NaCTH
IPOrpaMMHOIO 00€CIeYeHUs ¥ TEXHUIECKUX CPEJICTB, B TOM YHCIe CPEICTB 3allThl
MH(QOPMALUH, UMEIONIHE BO3MOXKHOCTD HCIONB30BAHMS IITATHOTO OGOPYLOBAHUS U
IporpaMMHO-TexHH4YeCKux cpenctB MCII/In. K TakuM HCTOYHMKAM MOYKHO OTHECTH
OCHOBHOW I€PCOHAJI, NPEICTaBUTeNed CIIy:KO Oe30IacHOCTH, BCIIOMOTATEIBLHBIH U
TEXHUYECKUH [TepCOHAT.

Jl1s BHYTPEHHHUX HCTOYHUKOB YIrpo3 0c000€ MECTO 3aHMMAIOT YIPO3bI B BHJE
OIIMOOYHBIX NEHCTBUA U (MIH) HapyIIeHUH TpeGOBaHHi JKCIUTyaTalMOHHON M MHOM
AOKyMEHTaluu coTpyaHukamu Opranusanuu, umeroumwx gocryn k MP UCIIIa. K
0JJOOHBIM Yyrpo3am, B YaCTHOCTH, OTHOCSITCSI:

- HENPeNyMBIIUICHHOC  WCKaXEHHWE  WIM  yJaleHHe  MPOrpaMMHBIX
KOMIIOHEHTOB,

- BHEJIPCHHUE W HUCIIOJL30BaHUE HEYYTEHHBIX MPOTPaMM;

- UITHOPUPOBaHHWE OPraHW3allMOHHBIX OTPAaHUYEHUH (YCTAaHOBJEHHBIX IIPaBUI)
npu pabore ¢ pecypcamu MCII/IH, BKIrOYas CpeicTBa 3allMThl HH(pOpMaruu. B
YaCTHOCTH:

- HapyllleHHe MpaBUI XpPaHEHHs HWHOOPMALUK OrPaHUYEHHOrO JIOCTYIIA,
UCTIONB3YyEeMON IMPX OKCIUTyaTallUM CpEeACTB 3alluThl HH(POpManuu (KIFOYEBOI,
apOJIBHOM ¥ 8y TEHTU(ULUPYIOIIel HH)OPMALIHH );

- MPEIOCTABJICHHE TIOCTOPOHHHMM JIMIAM BO3MOXKHOCTH JIOCTyIa K CpeICTBaM
3allMTBl MHQOPMAallMK, a TaKkXe K TeXHHYECKHM M IPOrpaMMHBIM CPEJCTBaM,
CIIOCOOHBIM TMOBIHUATh Ha BBHINOJIHEHHE TPEABABIAEMBIX K CPEICTBAM 3allUThl
uH(pOpMaIui TpeOOBaHMIA;

- HaCTpO¥Ka M KOH(QUIypUPOBaHUE CPEACTB 3alIUThl HHGOPMAIIUH, a TaKKe
TEXHUYECKHX U IPOrPaMMHBIX CpEICTB, CIOCOOHBIX TMOBIUSATH Ha BBINOJHEHHE
IPEeIbIBISEMBIX K CpEACTBAM 3allUThl WH(OpMauuu TpeOOBaHWM, B HapyIIeHHE
HOPMAaTUBHBIX U TEXHUUYECKUX IOKYMEHTOB;

- HecooOlleHne o (akTax yTpaTbl, KOMIPOMETALUU KJIFOUEBOH, MapoibHOM U
ayTeHTUUUUpyomed wuHQopManmuu, a Takxke JIOOOHW [pyrod HHGOpMaIuu
OTPaHUYEHHOIO JIOCTYIIA.

Haunbonbliryro onacHOCTh MPeACTaBISAIOT MTpeTHaAMEPEHHBIE YIPO3bl, HCXOSIIHE
KaK OT BHEIIHUX, TaK U OT BHYTPEHHUX aHTPOIOTeHHBIX HCTOYHHUKOB.

HeobxoauMo paccMaTpuBaTh CIEAYIOIINE KJIACCHI TAKHX YIPO3:

- YIPO3bl, CBfA3aHHBIE C MpPEAHAMEPEHHBIMH JEHCTBUSMH JIMI], HUMEIOIIMMH
noctyn Kk HMCII[Jn, Bxmrouas noas3zoBatenedt WCII[IH u HHBIX COTPYIHHKOB
MPEeANpUITHS, pealusyoUMU yrpo3sl HenocpenctBeHHo B MCIITIH (BHyTpenHMI
HapYILIUTENb);

- YIPO3bl, CBS3aHHBIE C MPEJHAMEPEHHBIMU IEHCTBUSMH JIUL, HE MMEIOLIHUMHU



pocryna x MCIIIH W peanu3yrollUMH yrpo3bl M3 BHEIIHHX CeTeill CBS3H oOwero
TMONIB30BAHUA WM CeTeH MEXAYHapOAHOro HH(MOPMALHOHHOrO oOMeHa (BHELIHHL
HapyLIUTENb);

- YTPO3BbI, CBA3aHHBIC C NMPEAHAMEPEHHBIMHU NEUCTBHUSIMH JIUL, HE UMEIOIIHMMHU
noctyna k UCII/IH u peanusyrourimu yrpossl no TKYH.

TexHorennsle ncTouHUKY yrpo3 6ezonacHocTy [11H.

TexHOTeHHbIE MCTOYHUKH YIpO3 HANpsAMYIO 3aBHCST OT CBONCTB TEXHMKH.
JlaHHbIE HCTOYHHMKH TaK)Ke MOTYT OBITh Kak BHEIIHUMH, TaK U BHYTPEHHUMH.

K BHEIIHUM MCTOYHHKAM OTHOCATCS MH(pacTpyKTypHble dnmementsr MCIT/x:
CpecTBa CBSI3H (TeleOHHbIE JMHWH, JIMHHH Iepelayd JaHHBIX M T.I. ), CETH
MHXEHEPHBIX KOMMYHUKaLMH (BonocHab ke e, KaHaIN3allksl, OTOIIEHHE | TIp. ).

K BHYTpEHHUM HCTOYHHKAM OTHOCATCS HEKAUeCTBEHHBIE TEXHHUYECKHE U
NpOrpaMMHbIe  CpeficTBa O00pabOTKM HH(OPMALMH, BCIIOMOTaTedbHbIE CpPEACTBa
(OXpaHbl, CHTHATU3ALKH, TeNe(pOHIN), IPyTHe TeXHUYECKHe CPEe/ICTBa, [IPUMEHSIEMBIE B
WCIITH, a Taxxe Bpe/JOHOCHOE IPOrpaMMHOe 00ecTieueH e | arnapaTHble 3aK/Ia/IKH.

AnmnapartHas 3aKijajaKa.

ArnmapartHble 3aKJIadKd MOTYT OBbIThb KOHCTPYKTMBHO BCTPOCHHBIMH U
aBTOHOMHBIMH. ATIIIApATHBIE 3aK/IaJKH MOI'YT PEATi30BaTh YTPO3bI:

- cbopa u Hakornenus [1/11, o6pabarsiBaembix 1 xpaHuMbIx B ICIT/IH;

- (opmuposanus TKYMU.

B cuily oTMeueHHBIX CBOMCTB ammapaTHbIX 3aKIafok 3pQeKTHBHAS 3allHTa OT
HUX MOXeT OBITh obecrieveHa TOIBKO 3a CYET TIIATENBHOTO ydeTa MX CIelu(bHKH H
COOTBETCTBYIOIIEH OpPraHU3alMK TEXHUUECKOW 3alllUThl HH(GOPMALIMU Ha BCEX CTaIUsIX
*knzHeHHoro uukia UCIT/IH.

Hocurens Bpe10HOCHOH MPOrpaMME.

B kauecTBe HOocuTens BpenoHocHOH mporpammel B UCTIJIH MOKeT BBICTYTATh
anTapaTHBIM 3JIEMEHT CPEJCTB BEIYUCIUTENbHOM TeXHUKHU 13 coctaBa MCIT/Ix unu I10,
BBITTOJTHSIOIIEE POJIb IPOrPaMMHOI0 KOHTeHHepa.

Ecnu BpenoHocHas mporpaMma He acCOLUMPYETCs ¢ KaKoW-1ubo IpHKIamHOM
IporpamMMoi 13 coctasa cucteMHoro uinu ooiero [10 MCIT/IH, B kauecTBe ee HOCUTENS
BBICTYTAIOT:

- BHEIIHWH MAaIIWHHBIA (OTUY)XIaeMbIli) HOCUTEIb, T.€. IHUCKETA, ONTHYECKUH
IUCK, JIA3€pHBIA TUCK, (DIISII-IaMSITh, BHEIIIHUH KECTKHM THUCK U T.I1.;

- BCTPOEHHBIE HOCHTEIM HHGMOpMauuu (KECTKHE JOHUCKH, MHKPOCXEMBI
OMEPaTUBHOM IIAMSTH, IPOLIECCOP, MHUKPOCXEMbl CHUCTEMHOM ILIAThI, MHKPOCXEMBI
YCTPOMCTB, BCTPaUBAEMBIX B CUCTEMHBIN OJIOK yCTPOWCTBA - BHICOAANTEPa, CETEBOM
IUIaThl, yCTPOMCTB BBOJIA/BBIBOAA H T. .)

- MHKPOCXEMBI BHELIHUX YCTPONCTB (MOHUTOPA, KJIaBUATYPhI, IPUHTEPA,
IJIOTTEpa, CKaHepa ! T.11.).

B ToMm ciryuae, ecniu BpeTOHOCHas TpOrpaMMa MOKET OBITh TPOACCOLMUPOBAHA C
crucTeMHBIM unu obmmM I10, ¢ daiinamu pa3TUUHON CTPYKTYPBI WIH ¢ COOOIIEHUSIMH,
repelaBaeMbIMU 110 CETH, TO €€ HOCUTEJIEM SBIISIFOTCS :

- nakeTsl nepenasaembix 1o cetd MCII/H coobmennii;

- (halisbl (MCTIOMHSIEMBIE, TEKCTOBBIE, IpapUUYeCKUe U T.1.).

IIpy BO3HMKHOBEHHWHU YIpo3 W3 JNaHHOW TPYIIbl MOSABISETCS MOTEHIHAIbHAS
BO3MOXXHOCTb HapyllIEHUs KOH(PUACHIUATBHOCTH, IEJOCTHOCTH, MOCTYITHOCTH U



APYTUX XapaKTepUCTUK Oe3omacHocTH T1]IH.

CruxuiiHbIe HCTOYHUKH yrpo3 GeszonacHocTty I1]1H.

CruxuiiHble WMCTOYHHKH YIPO3 OTJIHYAETCS OONBIIMM pa3sHOOOpasHeM u
HENPEACKa3yeMOCThI0 M SBISIOTCS, KaK MPaBWIO, BHEIIHHMH II0 OTHOLIEHHIO K
Opranusanuy. Ilox HUMH, TIpekIe BCEro, pacCMaTpHBAIOTCS Pa3UdHblE [IPHPOIHBIE
KaTaKJIM3Mbl: TIOXKaphl, 3€MJIETPSICEHUS], yparaHbl, HAaBOAHEHHS. BO3HUKHOBEHHE ATUX
MCTOYHHKOB TPYJHO CIIPOTHO3UPOBATh M MM TSIKENO NPOTHUBOAEHCTBOBATh, HO IPU
HaCTYIUICHWH TOJOOHBIX COOBITHI HapylIaeTcsl ITaTHOE (HYHKIHOHMPOBAHHE CaMOl
WCIT[IH u ee cpencTs 3alIUTHI, YTO MOTEHILHAIBHO MOXET MPHUBECTH K HAPYIIEHHIO
KOH(QHUIECHIMAIBHOCTH, LEJOCTHOCTH, MJOCTYIIHOCTH H JPYIMX XapaKTepPHUCTHK
6e3zonacuoctu [1/1H.

3ammura OT yrpo3, HCXOASAIIMX OT TeXHOT@HHBIX M CTUXHUUHBIX HCTOYHHUKOB YIPO3
OesomacHoctu  II/IH, periaMeHTHpyeTCs HHCTPYKUMSMH, pa3spabOTaHHBIMU U
YTBEPXKICHHBIMH OIIEPATOPOM C y4eTOM OcoOeHHOCTeH akcrutyatanuu MCIT/IH.

8. Monesb HapymHTesi 6€30NaCHOCTH MEPCOHAIbHBIX JAHHBIX

AHanu3 BO3MOKHOCTEH, KOTOPBIMH MOYKET 00J1a/1aTh HAapyIIUTelb, IPOBOANTCS B
paMKax MOJIeNId HapyIIUTEJIs.

IIpu paspaboTke Moaenu HapyImuTes 3aQUKCHPOBAHBI CJIEYIOLIME [TOJIOKEHHUS:

- 6esonacHocts [I/lH B UCII[AH obecrieunBaeTcss CpeACTBAMH  3aAILUTHI
uadopmanun MCII[H, a Taxke HCNOAb3YyeMBIMA B HHUX HH()OPMALUOHHBIMH
TEXHOJIOTUSAMHM, TEXHUYECKUMU U IIPOIrPAMMHBIMHU CpPEACTBAMH, YIOBIECTBOPSIOIIUMHU
TpeOOBaHUAM IO 3allUTe HH(POPMAlWH, YCTAaHABIHBAEMBIM B COOTBETCTBHH C
3aKOHoIaTenbCTBOM Pocculickoit @enepaiuu;

- cpenctia 3amuThl HHGopmaruu (C3U) mratHo GyHKIMOHUPYIOT COBMECTHO C
TEXHUYECKUMU U MNPOTPaMMHBIMU CpEICTBAMH, KOTOPBIE CIIOCOOHBI IOBIUSTH Ha
BBIIIOJIHEHUE NIpeabsaBisieMblx K C3U TpeboBaHuii;

- C3U e moryT obecnieunTs 3anuTy [1/IH OT AeHCTBUI, BBITIOJHSIEMBIX B paMKaX
IpelOoCTaBIeHHbIX CyObeKTy neicTBuii momHomouui (Hampumep, C3M He Moxer
obecrieynth 3aUTy [1JIH OT pacKpeITHs NUIIaMH, KOTOPHIM TPEIOCTaBICHO MPpaBo Ha
JIOCTYI K 3TUM JaHHBIM).

8.1. Onucanue HapyLIUTEEH.

C TOYKM 3peHUs HaJIWYMS TMpaBa IMOCTOSHHOIO WJIM pa3oBOTrO JOCTyINa B
KoHTposupyeMyto 30HY (K3) o6wexkToB pasmemenus MCII/IH Bce dusnyeckue nuna
MOTYT OBITh OTHECEHBI K CIIEIYIOLUM IBYM KaTeTOpHUsIM:

- kareropus | - nuila, He UMerOIIMe IpaBa JOCTYIa B KOHTPOJIUPYEMYIO 30HY
NCIIdH;

- kareropus Il - nuna, uMeromyMe MpaBoO AOCTYyINlAa B KOHTPOJIHUPYEMYIO 30HY
NUCTIAH.

Bce noteHnmanbHble HAPYIIUTENH MOAPa3AeISIFOTCS Ha:

- BHEIIHUX HapylIuTeJeH, OCYIIeCTBISIOIMIMX AaTaku H3-3a [PeJesioB
koHTposipyeMoit 3086l UCIT/1H;

- BHYTPEHHHMX HapyILIUTEJEeH, OCYILIECTBIISIIOIINX aTaKd, HAXOJiCh B Ipenesax
KoHTponupyeMoit 3056l MCTI/IH.

B kayecTBe BHELIHEr0o HAapPyLIUTENs] KpOME JIML KaTeropuu [ IOJDKHBI
paccMaTpHuBaThCs Takxke nuua kareropuu 11, Haxoxsmuecs 3a npeneinamu K3.



B ornomennn WMCII[IH B KauecTBe BHEILIHEr0 HAPYLIUTESIMH M3 YMCIA ML
Kareropuu [ MOryT BRICTYIIATh:

- ObIBIIME cOTpyaHUKH OpraHu3aiyy;

- TNOCTOPOHHHME JIMIIA, IBITAIOIIHUECS MOJYYUTh NOCTYN K I1/[H B MHUIIMaTHUBHOM
[IOPSIAKE;

- MPEACTAaBUTEIHN IIPECTYIIHBIX OpraHU3aITHiA.

Brelmnui HapyIuTeNnb MOXXET OCYIIECTBIISITE:

- mepexBaT 00pabaTeiBaeMbIX TexHUYeckumu cpenctBamu UCIT/Iu I1/1H 3a cuer
ux yreuku mo TKYH ¢ ucnonp3oBaHMeM NOPTaTHBHBIX, BO3UMBIX, HOCUMBIX, a TaKKe
aBTOHOMHBIX aBTOMaTHYECKUX CPEJCTB Pa3BeJKU CEPUIHOM pa3paboTKy;

- JIeCTPYKTUBHBIE  BO3JEWCTBHA  4epe3  JJIEeMEHThl  HH(POPMALUOHHOH
unpactpyktypel MCII/IH, KOTOpble B MpOLECCE CBOEro JKM3HEHHOrO IIMKIA
(MOziepHHU3aIKs, CONPOBOXK/CHNE, PEMOHT, YTUIH3ALMs) OKA3bIBAIOTCS 3a IpefeslaMy
K3;

- HECaHKIHOHUPOBAaHHBIM JNOCTYN K MHPOPMAIUU C HCIOJIL30BAHUEM
CHeLHANbHBIX MPOrPAaMMHBIX BO3JEHCTBHMM IOCPEICTBOM IIPOTPaMMbl BHPYCOB,
BPEJOHOCHBIX IIPOrpaMM, aJITOPUTMHUYECKUX WA TPOTrPaMMHBIX 3aKJIa0K;

- mepexBaT HH(OpMaLUH, TepeaBaeMoii 1Mo CEeTAM CBA3H OOIIEro MOJb30BaAHHS
WK KaHajaM CBSI3H, HE 3aIIMILEHHBIM OT HecaHKUHoHupoBaHHOro noctyma (HCJ)
UH(QOpPMaIMY OPraHU3alMOHHO- TEXHUYECKUMHU MEPAMU;

- araku Ha MCIIIH myTem peanuzanuu yrpo3 yAajJeHHOTO JOCTYIIA.

BryTrpennuit HapymmrTens (Jumna kateropuw 1) mompasaensercs Ha BOCEMb
TPYNII B 3aBUCHMOCTH OT Croco0a M IMOJTHOMOYUH JOCTyNma K HH(MOPMalHOHHBIM
pecypcam (MP) UCTT/1H.

1. K mepBoi#l rpymnmne OTHOCSTCS COTPYIHHKU MPEANPHUSITHH, HE SIBIISIOILIMECS
3aperUCTPUPOBAaHHBIMM ITOJIB30BaTelIssMU M He ponyuweHHele k WP MCII[nH, HO
UMeEIolIMe CaHKIMOHWpOoBaHHBIM noctyn B K3. K 3Tol karteropuu Hapymurtenei
OTHOCSATCS COTPYAHHKHU: DHEPT€TUKHU, CAHTEXHUKH, YOOPIIMILIBI, COTPYAHUKHA OXPaHbI U
Apyrue Juua, ofecrneduBarollvie HOpMalbHOe (YHKIMOHHPOBaHHE OOBEKTa
UH(pOpMaTU3aLUH.

JInno naHHOW rpyMIbl MOXKET:

- pacrosnaratb MMEHAMH M BECTH BBISIBICHHE IMaposiedl 3aperucTpUpOBaHHBIX
noab3oBatenei MCIT/IH;

- HM3MEHITh KOHQUIypallHI0 TeXHUYeCKHX cpeactB obpabotku [1/[H, BHOCHTH
nporpammHo-annaparaele  3aknagkd B IITC HMCII[IH u obecneuwBaTh cbhbeM
UH(pOpMaIMH, UCTIONB3Ys HETIOCPEICTBEHHOE MOKIIIOUeHHE K TeXHUYECKIM CpelICTBaM
00paboTKu UHGOPMALIUH.

2. Ko BTOpO# rpynmne oTHOCSTCS 3aperucTpupoBaHHble nosibs3zosarenu MCIT/IH,
ocyluecTBistomue orpaaudeHHslii goctyn k P UCIIH ¢ paboyero mecra. K 3Toit
KaTErOpUU OTHOCATCS COTPYIHUKH MPENNpUATHH, HMEIoLIHMe I[paBo JOCTyma K
nokanbHeIM P MCIT/IH 1715 BEIIOJIHEHUS CBOUX JOKHOCTHBIX O0SI3aHHOCTEH.

JIuno naHHOW rpynIb:

- 00yazaeT BceMH BO3MOKHOCTSIMH JIUII TIEPBOM KaTerOpHH;

- 3HAaeT, 110 MeHbIIe Mepe, OHO JIeTallbHOe UM IOCTYTIa,

- obmamaer BceMH HEOOXONMUMBIMHU aTpuOyTamMu (Hampumep, I[apoJieM),
obecneuuBaromum noctym k P UCTT]Ix;



- pacnonaraet I1/[H, K KOTOPBIM HMeeT AOCTYII.

3. K Tperbeli rpynme OTHOCATCS 3aperdCTPUPOBAHHBIE IOJIH30BATEIH
noacucteM MCII/IH, ocymecTBustonue ynaneHHbIi 1ocTyn K I1J]H Mo TOKaJIbHOM ceTr
Opranuzaium.

JIuo naHHOM IpyIIIIEL:

- 001agaeT BceMH BO3MOKHOCTSIMH JIMLL BTOPOM KaTeropuy;

- pacrnonaraet uHpopmanueit o rornosiorun cetd MCIT/IH u coctase
TexHuyeckux cpeactB UCII/IH;

- HMEET BO3MOKHOCTB IIPSIMOTro0 ((pHU3MUECKOro) 10CTyIIa K OTAEbHBIM
texHuyeckuM cpeacteam (TC) UCTT .

4. K 4eTBeprodl Trpymnmne OTHOCSTCS 3aperdMCTPHPOBAHHBIE I10JIB30BATENH
WCIIIH ¢ momHOMOYMSAMHM aAMHHUCTpaTopa Ge30MacHOCTH cermMeHTa ((pparMeHTa)
NCTI/IH.

JIno naHHOW TPYIIIIBL:

- oOsamaer nonHoH MHMOPMAIMEHl O CUCTEMHOM U MPUKIATHOM [TPOrPaMMHOM
obecrniedyeHnH, ucnonszyemoM B cermente MCIT/IH;

- obnajgaer mMoaHOM MHOpPMaLKEH O TEXHUYECKHX CPECTBAX U KOH(QUIYpalun
cermenTa MCI1/IH;

- KMMeeT JOCTYIl K CpeACTBaM 3alllUThl MHGOOPMALMKM U MPOTOKOJUPOBAHUS, a
TaK)Ke K OTAEJIBHBIM 3JIEMEHTaM, UCToJib3yeMbIM B cermeHnTe MICIT/]H;

- HMMeeT JOCTYI KO BCeM TeXHUYeCKUM cpeactBaM cermenta MCI1/IH;

- obOnamaeT npaBaMH KOH(GUIYpPUPOBaHUS W aIMHHUCTPATHBHON HACTPONKH
HEKOTOPOro IOJIMHOKECTBa TeXHUYeCcKuX cpenctB cermenta VICIT/IH.

5. K mArofi rpynme OTHOCSTCA 3aperucTPUPOBAHHBIE IOJIB30BATENH C
[IOJTHOMOYHUSIMU CUCTEMHOTI'0 aIMHUHUCTPATOPa, BHIMOIHSIOLIET0 KOHPUTYPUPOBaHHE U
yOpaBlI€HHE NPOrpaMMHBIM  ofOecrieueHMeM ©W  00OpymOBaHHEM,  BKIFOYas
o0opynoBaHHe, OTBevarollee 3a Oe30MacHOCTh 3alllMIaeMoro OOBeKTa: CpeacTBa
MOHUTOPHHIA, PE3EPBHOIO KOMMUPOBAHHUS, AHTUBUPYCHOTO KOHTPOJIS, 3alUThl OT
HECaHKIMOHUPOBAHHOTO AOCTYIIA.

JIM1o naHHOW rPyIIIIbI;

- obnagaet nmojaHOU UHGOpMaIel O CHCTEMHOM, CIEeHaJbHOM U MPUKIIaTHOM
[TO, ucnonszyemom B UCII/1H;

- obnanaer nmonHoit ungopmauueit o TC u koudurypaunu UCIT/IH

- umeet goctyn ko Bcem TC MCIT/IH u naHHBIM;

- o0yagaeT mpaBaMu KOH(DUTYpUPOBaHUS U aIMUHUCTpaTUBHOM HacTpoiiku TC
NCTI/H.

6. K mmecToli rpyme oTHOCSTCS 3aperucTpupoBaHHble nojs3oBarenu MCII/IH ¢
TIOJITHOMOYMSIME  aAMUHUCTpaTopa Oe3omacHocTd OpraHu3alyy, OTBEYAOLIEro 3a
cobJirofieHue MpaBUl pa3rpaHUYEHUs] JOCTYIa, 3a MeHEpalUIo KJIIOUYEBBIX 3JIEMEHTOB,
CMEeHy Tapojiel, KpunTorpaduyecKkyro 3aluTy HHQOpMaUuu. AJIMHHUCTPATOP
0e30MMacHOCTH OCYIIECTBJISIET ayJuT TeX e CpeACTB 3alluThl OOBEKTa, 4YTO U
CUCTEMHBIA aIMUHHUCTPATOP.

JIno naHHOMU IpyIIbL:

- obnagaet noxHou uHbopmanuein 06 MCII/1H;

- MMeeT AOCTYI K CpelCcTBaM 3allldThl MHPOPMALMU U MPOTOKOJUPOBAHUS U K
yacTu KatodeBbix saeMmenToB VCITIH;



- HE MMEET NpaB JOCTYIa K KOH()UIYPHPOBAHHUIO TEXHUYECKHX CPEJICTB CETH 3a
UCKIIFOYEHHEM KOHTPOJIBHBIX (MHCTIEKIIHOHHBIX ).

7. K cenpmoil rpynme OTHOCATCS JIHI@ M3 YHCIA POrPaMMHUCTOB -
pa3paboTYMKOB CTOPOHHEH OpraHU3allMH, SBIAIOIIMXCA MocTaBmmKamu [10 u Jwia,
o0ecreYrBaroIIKe ero COPOBOXKACHHE Ha 00beKTe pasMemenus MCITIH.

JIMno naHHOW rpyMIb:

- obmanaer wmHMOpManMel 00 anropuTMax W Iporpammax  o6pabOTKH
uHpopmanuu B UCI1/#x;

- obnamaer BO3MOXHOCTAMH BHECEHHs OIIMOOK, HEIeKJIapHMPOBAHHBIX
BO3MOXXHOCTEH, MPOrPAMMHBIX 3aKJIaJI0K, BpeIOHOCHBIX mporpamm B [10 UCII/IH Ha
CTaJInX €ro pa3paboTKH, BHEAPEHUS U COTIPOBOKIECHHUS;

- MOXeT pacronaraTh Jio0siMu Gpparmentamu uadopmaiwn o TC 06paboTku u
3amuTel nHGopMmaruu B VICIT/IH.

8. K BoceMo# rpynne oTHOcsATCs nepconant, obcnyxusarommii TC UCIIIH, a
TaKKe JIHla, 00eCcIeunBaroIIue MOCTaBKy, conpoBoxaenue 1 pemonT TC UCIT/IH.

JInno naHHOW rpyIIIbL:

- o0agaer BO3MOXKHOCTSMHU BHeceHus 3akiaanok B TC MCII/Ia Ha cTamum ux
pa3paOOTKH, BHEAPEHHUS U COMPOBOXKICHUS;

- MOXKET pacrnojaratb (parMeHTamMu uHpopMmauuud o tomnojorun MCII/IH,
aBTOMAaTU3UPOBAaHHBEIX  pabdo4Mx  MecTaX, cepBepaXx ¢  KOMMYHHKALMOHHOM
obopynoBanuy, a taxoke 0 TC 3amuTe! uHGopMaryu B UCTT/IH.

8.2. IlpeanonoxeHus o BOBMOXHOCTSX HAPYILIHTEIS.

st momy4denus uexonuelx gaHHbIX o MCII/IH HapymuTens (kak I kaTeropuw,
tak ¥ Il Kareropuu) MoXKeT OCyILEeCTBISATh NepexBar 3aluppoOBaHHON HHMOPMALIMU U
WHBIX JaHHBIX, IIEPEJaBaeMbIX 10 KaHAJIaM CBSI3U CETSIM OOIIEero Mojib30BaHus U (MJIH)
CETSIM MEXIyHApOIHOr0 MH(MOPMAIIMOHHOTO OOMEHa, a TaK)Ke IO JOKAIBHBIM CETIM
HUCII/H.

JIro00¥1 BHYTpEHHUH HAPYLIUTENbh MOXKET UMETh (GU3UUECKH TOCTYIT K JTHHUAM
CBSA3HU, CUCTEMAaM 3JIEKTPOINUTAHUS U 3a3EeMJICHUS.

IIpennonaraercs, 4T0 BO3MOXHOCTHA BHYTPEHHET0 HAPYIIUTEJIS CYIIeCTBEHHBIM
o0pa3oM 3aBHUCST OT NEUCTBYIOIIMX B Mpeiesiax KOHTPOIHPYEMOM 30HBI OOBEKTOB
pasmetenus VICII/IH orpaHu4MUTENbHBIX (DAKTOPOB, W3 KOTOPHIX OCHOBHBIMH SIBJISTFOTCSI
pEeKUMHBIE MEPOTIPUSATHS U OPTaHU3AIMOHHO-TEXHUYECKHE
Mephbl, HallpaBJIeHHbIC Ha:

- IpPEeAOoTBpAllEHUE U NTPECEYEHNE HECAHKIIMOHUPOBAHHBIX JEHCTBUMH;

- moadOp U pacCTaHOBKY KaJpOB;

- IOMycK GU3WYECKUX JIMIl B KOHTPOJIMPYEMYIO 30HY W K CpeIcCTBa
BBIYMCIIUTENIbHOW TEXHUKH;

- KOHTpOJIb 3a MOPSAKOM IIPOBeIeHUs] paboT.

B cuny 3TOr0 BHyTpeHHMIM HapylLIWTeNlb HE MMEET BO3MOXKHOCTHU MOTYYEHUS
cnenuanbiblx 3HaHUM 0 HMCII/IH B 00Beme, HEOOXOIUMOM il pelleHHs BOIPOCOB
CO3JIaHHs U IIPEOJOJIEHHs cpencTB 3amuThl [1/[H, 1 UCKITtoUaeTcst ero BO3MOKHOCTb IO
CO3JAaHUI0 W IPUMEHEHHUIO CHELHAIBbHBIX [POrPaMMHO-TEXHUYECKUX CPEJICTB
peanu3aluy IeleHalpaBIeHHbIX BO3IEUCTBUM NaHHOTO HAPYLIUTENS Ha MOJIeKalllue
3alUTe OOBEKTHl MU OH MOJKET OCYIIECTBISATH IOMBITKH HECAaHKIIMOHUPOBAHHOTO
nocrymna K MP ¢ ucnonp3oBaHMEM TOMBKO IITATHBIX TPOTPaMMHO-TEXHHUUYECKUX CPEJICTB



NCII/IH 06e3 HapyLIEeHUSs UX LEJIOCTHOCTH.

BO3MOKHOCTh CroBOpa BHYTPEHHMX HapyLIUTeleld Mexay cobGoi, crosopa
BHYTPEHHETO HapYyIIMTEIs C IEPCOHAJIOM OpraHU3alUi-pa3pabOTUMKOB [OACUCTEM
HUCIIH, a Takke croBopa BHYTPEHHEIO W BHEIIHETO HapylIWTeleHd NOJKHA ObITH
UCKJIFOYCHA MPUMEHEHUEM OPraHM3AlMOHHO-TEXHUUECKUX U KapPOBO-PEKUMHBIX Mep,
NEUCTBYIOIIMX Ha 00bekTax pazmeriennss MUCIT/IH.

8.3. IlpeanonoxxeHus 06 UMEIOILINXCS y HAPYIIUTENs CpeCTBaX aTax.

IIpenmnonaraercs, 4To HapyIIUTENIb UMEET BCE HEOOXOAUMBIE MIJIsl TPOBEICHHS
aTak 110 TOCTYIHBIM €My KaHajlaM aTakK CpeJiCTRBa.

Buemnuii Hapymmrens (auua karteropuu I, a takke nuua kareropuu Il mpu
HaXO0XKJIeHuH 3a npenenamu K3) MmoxkeT ucnonp30BaTh ciielyrolre CpeIcTBa JOCTyIIa K
3alUIaeMON HH(OPMaLIUU:

- JIOCTYIIHbIE B CBOOOAHON MpoAa)ke ammapaTHbIe CPEICTBAa W MPOrPaMMHOE
obecriedeHue, B TOM YUCIIe IPOTpaMMHbIE U anapaTHble KOMIIOHEHTBI KPUIITOCPEICTB;

- CIeLMAIbHO pa3pabOoTaHHble TEXHWYECKHE CpPENCcTBa W MPOrpaMMHOE
obecrieyeHue;

- CpeacTBa IepexBaTa U aHayin3a HH(G)OPMAIIHOHHBIX IOTOKOB B KaHAJIaX CBS3H,

- CIeLHUalbHble TEXHUYECKUE cpeacTBa nepexnaTta HHbopmaiuu no TKYHU;

- mratHble cpenctBa MCII/IH (ToabKO B cilydyae ux pacrooKeHHs 3a peIeslaMu
K3).

BHyTpeHHMil HapywmuTenb s JOCTyNa K 3alquuiaeMod uH(OpMalny,
cogepxated [1/1H, MmoxeT ucnosib3oBaTh TosibkoO wwTaTHele cpeactBa MCITAnH. Ipu
3TOM €ro BO3MOXXHOCTHA II0 MCIIOJIb30BAaHUIO IITAaTHBIX CPEACTB 3aBHUCAT OT
peanuzoBaHHbIX B MCIT/IH opraHn3aliiOHHO-TEXHUYECKUX U PEXKUMHBIX MED.

8.4. OnucaHue KaHaJIOB aTak.

Bo3MOXHBIMHM KaHaJIaMH aTaK, KOTOPbIE MOYKET UCI0JIb30BAaTh HAPYIIUTENb IS
noctyna K 3amuiaemon nahopmaruu B UCIT/H, sBisroTcs:

- KaHaJbl HEMOCPEICTBEHHOrO0 JOCTyNa K OOBEKTy (BH3yalbHO-ONTHYECKUH,
aKyCTUUYEeCKUH, GU3NUECKUN );

- DJJIEKTPOHHBIC HOCUTEIM WH(OpPMAIMK, B TOM YHCIIE ChbEMHBIE, CIAHHBIE B
PEMOHT | BBIIIEIINE U3 YIIOTPEOIeHUS;

- OyMaXHbIe HOCUTENU UH(OPMAaLUK;

- IITaTHBIE MporpamMmmHo-annapatHele cpencrtsa MCITIH;

- KabeNbHBIE CUCTEMBl U KOMMYTAIlHOHHOE 00O0pYI0BaHUE, PACIIONIOKEHHBIE B
npeneliax KOHTponupyemoit 30HBI W He 3aummmeHHele oT HCJl k wuHpopmanuu
OpraHU3alMOHHO-TEXHUYECKUMH MEPAMH;

- HesauumieHHole kaHaibl cBs3Hu; TKYN.

8.5. Tun wmapymmTens npu ucnonb3oBannd B VICII[IH xpuntorpaduyecknx
CPEACTB 3allIUThl UH()OPMALIUH.

[Tpu ob6mene undpopmauuent mexnay MCII[H ¥ BHEIIHMMHU 1O OTHOLIEHHIO K
IpeaNPUATHI0O HHOOPMAITHOHHBIMU CHCTEMAaMH HEOOXOAUMO HCIIOJIB30BAHUE CPEJICTB
KpunTorpaduyeckoit 3amutsl nHGopmanuu (CK3M).

VYpoBeHb KpunTorpapuiyeckoin 3aIUThI NEPCOHAIBHBIX JAHHBIX,
obecrieunBaemort CK3W, ompenensieTcs MyTeM OTHECEHUsI HapYLUUTENs, NEHCTBUAM
KOTOporo JojokHO mpotuBocTosATh CK3M, K KOHKpeTHOMY THIly, U Oasupyercs Ha
MOJX0/aX, OMHCAHHBIX B «MeTOINYEeCKUMH PEKOMEHIAlMUSIMU [0 OOECIIEYEHHIO C



TNIOMOIIBIO KPHUNITOCPEACTB O€30I1aCHOCTH NIEPCOHATBHBIX TaHHBIX IIPH HX 00paboTKe B
MH(QOPMAIMOHHBIX CHUCTEMax IIePCOHANBHBIX JAHHBIX C HCIIOJb30BAHUEM CPECTB
aBTOMAaTU3aLUK».

Tun nmapymmrens u kinacc CK3U momxeH ompenensiTbess B COOTBETCTBHU C

Tabnuiei 8.1.
Tabmnuiia 8.1 - CoorBeTcTBHE THUIIOB HapymuTens U kinacca CK3U

I' pymnimia BHyTpeHHero HapymuTess  |[[un HapyluTess Knacc CK3U1
['pynma 1 H2 KC2
I pynna 2 H3 KC3
[ pynma 3 H3 KC3
I pynna 4 H3 KC3
[ pynna 5 H3 KC3
[ pynima 6 H3 KC3
[ pynna 7 HS5 KB2
[ pynna 8 H4 KBI

Bremnuii Hapymutenas otHocuTces k Tumy HI1. Ilpu stom, ecnmu oH oGiamaeT
BO3MOXXHOCTSIMM [0 CO3JaHHIO CIIOCOOOB W TMOATNOTOBKH aTaK, aHaJOTHYHBIMA
COOTBETCTBYIOIIMM BO3MOXKHOCTSIM BHYTpeHHero Hapymuteias tuna Hi (3a
UCKIIFOYEHUEM BO3MOKHOCTEW, MpPEeNOoCTaBIsieMbIX NMpPeObIBAHWUEM B MOMEHT aTakd B
KOHTPOJIUPYEMOH 30HE), TO 3TOT HAPYIIUTEIh Takke OyaeT o0003HauaThbCs Kak
HapymuTens tuna Hi.

9. AKTyaJibHbI€ YIPO3bl 0€30MaCHOCTH MEPCOHANIBHBIX JAHHBIX B
HH(OPMAIMOHHBIX CHCTEMAX MEePCOHAJbHBIX AaHHBIX

JIJis BBISIBIIEHUSI U3 BCEro IepeuHst yrpo3 Oe3omacHocTH [I/IH akTyanbHBIX 1JId
MCII/IH oulieHMBarOTCs ABa MOKA3aTENs:

- ypoBeHb ucxonHou 3amuiieHHoctd MCII/H;

- 4acToTa (BEpOSITHOCTh) peaju3allid pacCMaTpUBAEMOMN YIPO3bI.

9.1. VYpoBeHb MCXOMHOW 3alUIIEHHOCTH HH(OPMALMOHHONW CHCTEMBI
MEPCOHAIBHBIX JaHHBIX.

ITon ypoBHeM ucxonHo# 3amumeHnHoctd MCIT/IH noHnMaeTrcss 00600LEeHHbIH
[oKa3arellb, 3aBHCSIIMM OT TEXHUYECKUX U DIKCIUIyaTalMOHHBIX XapaKTePUCTHK
WCIIn. TlepeueHp MaHHBIX XapaKTEPHCTHK M TMokasaTenu 3auuimenHoctd MCIIIH,
3aBHCAINME OT HHX, MOKa3zaHbl B Tabmuue 9.1. llokasarenu, OTHOCSIIMECS K
OpraHu3aiuy BblIEIEeHbl )KUPHBIM KyPCUBBIM.

Ilns ompenenenuss wucxomnou 3ammmieHHoctd MCIIJIH gomxHO  OBITH
pacCYUTaHO IPOIEHTHOE COOTHOIIEHHE KaKJOT0 YPOBHS 3allMILNEHHOCTH KO BCEM
xapakTtepuctukam, uMmeromuM Mecto aius MCIT/n.



Tabauna 9.1 - [Mokazatenu ucxoaHoM 3ammienaoctr MCIT{u

YpoBennb

3AIHINEHHOCTH

TexHuueckne u IKCIUIYATAIHOHHDbIC XapPaKTePHCTHKH

UCIIan

Boicokunii
Cpennuii
Huskuii

[lo TeppuTOpPHAIBLHOMY pa3MelleHHIO

pacupenenenHas MCII/IH, koTopasi 0xBaThIBaeT HECKOJIBKO
oOJlacTel, KpaeB, OKPYT'OB WM FOCYJapCTBO B IIEJIOM

ropozackas UCITJIx, oxBaTsiBaroiast He 60Jiee 0qHOTO
HAaCEJICHHOI0 IyHKTa (ropoja, IoceJKa)

KopriopatusHas pacnpenenensas MCII/IH, oxBaTeiBaroias
MHOTHE IIOAPA3AEIIEHUs OJHOW OpraHu3aluu

nokanbHas (kammnycHast) UCI1/IH, pa3BepHyTas B mpeaenax
HECKOJBKHX OJIU3KO PacroJIOKeHHBIX 3JJaHu

nokanbHast MCII/IH, pa3BepHyTas B npeeaax OJJHOrO 31aHHus]

I[lo HAMMYHIO COeJHHEHHSI C CETAMH 00111ero nNoJib30BaHHA

WCII1H, nMeroliass MHOTOTOYEYHBIN BBIXOJ B CETh OOIIEr0
MM0JIb30BaHUS

MCI1IH, uMeroinas OJHOTOYEYHBIN BBIXOJ B CETh OOIIETO
[M0JIL30BaHUS

UCII/IH, dusuyecku oTAelIeHHas: OT CETH 00IIero
[T0JI30BAHUS

[To BcTpOEHHBIM (J1erajJibHbIM) ONePAlHsAM ¢ 3aHCAMH 0a3
11/ 1

YTCHHUC, ITIOUCK

3allliCh, YOAAJICHHUE, COPTUPOBKA

MOI[I/I(bHKaHI/ISI, nepeaada




ITo pasrpaHHYeHHIO 10CTYNA K MEePCOHAIBHBIM AaHHBIM
MCIIH, K KOTOpOH UMEET NOCTYII ONpeesICHHbIN NepedeHb
COTPYIHUKOB OpraHU3aLINU, ABJISIOLIEHCS BIaAeIblEM
MCI1/H, tn6o cyosekT [1]1H

MCII/IH, kK KOTOPOW UMEIOT NOCTYII BCE COTPYIHUKH
opraHu3aluu, spisitoeics Buanensiem MCITJIH
MCIIIH ¢ OTKPBITBIM AOCTYIIOM

[Io Hanu4uio coequHeHuii ¢ Apyrumu 6azamu I/In unbIX
NCI/In

WNurterpuposannas UCII/IH (opraau3anys UCIOIb3yeT
Heckousibko 0a3 [1/1a UCII/IH, mpu 3TOM opraHnu3anus He
SIBJISIETCSI BJIaJISIbLIEM BeeX UCmoJib3yembix 0a3 I1/1H)

MCIIIH, B koTOpO# ucnonb3yeTcs oaHa 6a3a [1/1H,
MpUHaAJIexallas oprann3aunu - Biaajenslyy nanHod MCIJIH
I1o ypoBHI0 000011eHus (00e31uunBanus) I1/1n

VCII/IH, B KOTOpOW NpeaocTaBiIsieMble IT0JIb30BATENIO
NTaHHbIE SIBJISIFOTCS 00€3IMUYEeHHBIMU (Ha YPOBHE
OpraHu3alliy, OTPaciu, 00JacTH, peruoHa u T.J.)

HCI1JIH, B KOTOpO#l naHHbIe 00€3TUYUBAOTCS TOJIBKO MPH
nepenaye B Apyrue opraHu3alry U He 00e3/IMYeHbl IIPU
MpEeIOCTABIEHUH [10JIb30BATENI0 B OPraHU3aLIUU

MCII/IH, B KOTOpO# MpeaocTaBIsieMbIe MOJIb30BaTEIIO
TTaHHBIE HE SBJISIOTCS 00€37TMUeHHBIMHU (T.€. IPUCYTCTBYET
WHGpOpMAITHSs, TO3BOJIAIONIAS UIEHTU(ULIUPOBATh CyOBEKTa

[1)1H)

ITo 06bemy ITIH, KOTOpbIe MPEAOCTABISIOTCS CTOPOHHHM
nosb3oBareasaM UCII/IxH 6e3 npeaBapuTte/ibHONH 00pad0TKH
MCII/In, npenocrapisitoiiasi Bcro 0a3y naHHbIX ¢ [1/1H
MCI1/IH, mpegoctasistomas yactsb [1/1x
MCI1]IH, He TpeaocTaB/sIFOIIMe HUKaKol HH(OpMaLUy
KoauyecTBo pemennii |1 2 4
O61Iee KOJIMYECTBO peleHuii |7
[punumaetcs, uto MICIT/IH uMeeT BEICOKHMHI YPOBEHD HCXOIHOW 3alUIICHHOCTH, €CIIH
He MeHee 70% xapakrepuctuk WCII/IH COOTBETCTBYIOT YpPOBHIO «BBICOKHI», a
OCTaJIbHbIE YPOBHIO «CPEIHUIY.
B ciayugae, eciu He meHee 70% xapaktepuctuk MICIIIH OTHOCHTCS K YPOBHIO
«HEe HIDKE CPEeIHEr0», a OCTAIBbHbBIE K YPOBHIO «HU3KHI», TO HCXOIHAs 3AIUIIIEHHOCTh
NCTIdn Oyner cpenHero ypoBHs.
Bo Bcex ocranpHbix ciaydasx MCITIH Oynetr uMeTs HU3KUH YPOBEHD
3aQIUILEHHOCTH.
Hcxos U3 KpuTepreB OlleHKH, fenaeM BbiBo, uTo MCITIa Opranusanuu
UMeeT HU3KUM YPOBEHb 3allMUIIEHHOCTH.




9.2. OmnpeieieHye aKTyallbHBIX YIpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX.
Jlyist OLlEHKH yPOBHS MCXOAHOM 3alIUIIEHHOCTH BBOAUTCS KO3DPUIIMEHT UCXOTHOM
3aIUIIEHHOCTH Y 1, KOTOPBIA MOXET MPUHUMATh 3HAUEHHS:

0 - 17151 BBICOKOM CTENEHW UCXOMHOM 3al[UIEHHOCTH;

5 - s cpelHel CTeNeHH UCXOIHOM 3allHIIEeHHOCTH;

10 - g1t HU3KOM CTENEHU UCXOAHOMN 3alUIIIEHHOCTH.

Crenyromum mnapaMeTpoM, HEOOXOOMMBIM [UIs OMNpENeNICHHUS] aKTyalbHOCTH
yrpo3 6e3zonacnoctu I1/1H, sBnseTcs 4actora (UM BEPOSITHOCTh) pealu3aluy yrPO3kl,
Mo KOTOPOW IIOHUMAeTCs OIPENENIEHHbI OSKCIePTHBIM IIyTEM IIOKA3aTellb,
XapaKTEePU3YIOIIUN BEPOATHOCTD Peallu3allii KOHKPETHOU yrpo3sl 6e3omacHocT 111
nias UCII[H B peanbHBIX YCIOBHUSIX ee (YHKIHOHHPOBaHHs. BBoauTcs deThIpe
3HA4YEHHMs 3TOT0 I0Ka3aTessd, 0003Ha4aeMoro Kak Y2:

MAaJIOBEPOSATHO - OTCYTCTBYIOT OOBEKTUBHBIE MPEIOCEUIKH JIJIsl OCYIIECTBICHHS
YIpo3bl (HallpuMep, yrpo3a XUIIeH!s HOCUTeNeH HHGOPMALIUHY JTUIIAMHU, HE IMEIOLIUMHU
JIeTajIbHOIO JOCTYIIa B IOMELIEHHE, IIe TOCIeIHHE XPaHATCS );

HHU3Kasi BEPOSTHOCTH - OOBEKTHBHBIE MPEANOCBUIKH Ui pealu3allid yTPO3bI
CYLIECTBYIOT, HO MPUHATBIE MEPBI CYIIECTBEHHO 3aTPyAHSIOT €€ peaTH3all{io
(HanpuMep, UCIIOJIL30BaHbI COOTBETCTBYIOLIME CPECTBA 3alMThl HH(MOPMALIHH );

CpeZIHss BEPOSATHOCTD - 00BEKTUBHBIE NPEATIOCHUIKH ISl Pear3aliy yrpO3bl
CYILIECTBYIOT, HO IIPUHATBIE Mepbl oOecniedeHus Oe3omacHoCcTH [1/1H HEJOCTATOYHEL;

BBLICOKasi BEPOSITHOCTD - 0OBbEKTUBHBIE MPENNOCHUTKY /ISl peali3allii YIPO3bl
CYLLECTBYIOT U MepBbI 10 olOecrieueHuto 0e3omacHocTy [1/1H He MPUHSATEI.

JlaHHBIN NIOKa3aTeb MIPUHUMAET ClIeAYIOIIe 3HaUYCHHUS:

0 - 1t MaJIOBEPOSITHON YTPO3BI;

2 - U151 HU3KOM BEPOSTHOCTU YI'PO3BI;

5 - U1t cpeiHeN BEpOSITHOCTH YTIPO3bl;

10 - 1 BBICOKOH BEPOSITHOCTH YTPO3BI.

Hcnone3ys 3Ha4eHUs: MPUBEJICHHBIX Bbille mokaszarenei Y1 u Y2, BRIUUCIIETCS
KO3 (GULUEHT peann3yeMOCTH YIrpo3bl Y, OmpenessieMbli COOTHOIIeHHeM Y =
(Y1+Y2)/20.

B 3aBucuMoOCTH OT CBOETO 3HAUeHUS 3TOT KO3 HULUEHT NpUHUMaeT 3HaueHust: 0

<Y <0,3 - peanuzyemMocTb yrpo3bl IPU3HAETCS HU3KOM;

0,3 <Y <0,6 - peanuzyemMoCTb yrpO3bl IPUIHAETCS CPEIHENH;

0,6 <Y <0,8 - pean3yeMOCTb yIpO3bl IPU3HAETCS BBICOKOW;

Y > 0,8 - peanuzyeMOCTh YIpO3bl PU3HAETCS OUEHb BBICOKOM.

Jlanee nmaetcs orleHka omacHOCTH Kaxaou yrpossl 11 pns WMCITAH. lanHas
OTIeHKa HOCHUT SKCIIEPTHBIN XapaKTep U MOy4daeTcs IMyTeM OIpoca 3KCIEPTOB B 00J1aCTH
6e3onacHocTH HH(GOpMaLK. [laHHAs OlLleHKa UMeeT TPU 3HAUCHHUSL:

HU3Kasl OMAaCHOCTb - €CJId peajin3alusl yrpo3bl MOXKET IPUBECTH K
He3HAYUTEIbHBIM HEraTUBHBIM TOCJIENCTBUSAM AJis cyObekToB [1]1H;

CpeaHsis OINIACHOCTBL - €CJIKM peajiu3alus YIpO3bl MOXKET ITPUBECTHU K
HCTATUBHBIM ITOCJICACTBUAM IJI CY6T)€KTOB HI[H,
BBICOKas  OIIaCHOCTD - €CJIM peajin3aluss YIpO3bl MOXKET IPHUBECTU K

3HAUUTEJIbHBIM HETaTUBHBIM MOCIIENCTBUAM It cyObekToB [1]1H.
[locne mpocyera Bcex Mokazarened MPOU3BOAUTCS OLIEHKA AaKTyaJbHOCTH
Kaxaou yrpossl OesomacHoctd II/[H mpu ux obpabotke B MCII[IH wucxonms u3



MaTpulibl, IpUBEJEHHas B TabuLe 9.2:

Tabauna 9.2 - MaTtpuna pacuera akTyaJIbHOCTH yrpo3 6e3omacHoctu [1JIH

Peansyemoctnb Iloka3aTesib OACHOCTH YIPo3bl
YIrpo3bl Huskas Cpennsis Boicokasi
Huzkas HEaKTyaJlbHas HEeakTyaJlbHas aKTyaJlbHasl
Cpennsis HEaKTyaJlbHasl aKTyaljibHas aKTyaJibHas
Bricokas AKTyaJbHas aKTyaJibHas aKTyajibHas
OueHb BBICOKas aKTyaJbHas aKTyaJibHas aKTyaJjibHas

Ha ocHOBaHUM IIOJOKEHMH MOJENH Yrpo3, MOMENH HapylIWTess, NAHHBIX 00
ucxonnoi samumennoctd UCITIH (Y1), koadpdunuente peanusyemocts yrpossl (Y),
BEPOSATHOCTH ee peanu3anuu (Y2), a TakKe dKCIEePTHOH OLEHKH OMaCHOCTH yrPO3bl,

OIIPENEIACTCs aKTyaIbHOCTD KaXK10W yrpo3sl 6e3onacHocty [1/IH, 06pabaTriBaeMbIX B
NCIIOH. (Tabmuma 9.3)
Tabnuua 9.3 - AktyansHOCTh yrpo3 6ezonacHoctu [1/1H

SRROIE | Raadign Ouenka |OueHka
Ne HOCTE | WWICHT | cHoc [akTyats
. Yrpo3sa 6e3onacnoctu I1/1H peanuza | peanusye . oeTH
H MocTH Yyrpo3bl |[yIpO3bl
YIPO3bI | YTPO3BI
' |Pasrnamenue, nepenaua unu yTpara 5 0,75  |cpennsis  akTyanb
aTpuOyTOB pa3rpaHUYECHHS OCTYIA K Has
MCITIu
2 HapyueHue npaBui XpaHEeHHUS 5 0,75 |HuM3Kas  |aKTyausb
aTprOyTOB pa3rpaHUYeHHs TOCTYTA K Has
NCIIdn
3 |HecoobueHnue o GakTax yTparsl, 10 1,0 [BbIcOKas AKTYAITD
KOMIIPOMETalllU aTpruOyTOB
aszrpannyenus pocryna K UCI1JIxn -
4 BHeapeHue areHTOB B YUCIIO 0 0,5 |BpICOKast |aKTyaJsb
epcoHaja CUCTEMBI Has
5 |HecaHKIMOHHPOBAHHBIH 3aMyCK 2 0,6  |BbICOKas |aKTyalb
TEXHOJIOTUYECKUX MPOrpamw, Hasi
CIIOCOOHBIX MPY HEKOMIIETEHTHOM
MCTI0JIb30BaHUH BBI3BIBATH MTOTEPIO
paboTOCIOCOOHOCTH CUCTEMbI KU
OCYIIECTBIISIFOIINX HE0OpaTUMBIE
W3MEHEHHUSI B CUCTEME
(popmaTupoBaHHe WUITH
PECTPYKTYpPH3AIHIO HOCHTEIeH
uHGOpMAaINH, YIAJIeHUE TaHHBIX U




T.I1.) ] ) ]
BBoz ommu00YHBIX JAHHBIX HU3Kas  |aKTyallb
6 10 1,0
Hasl

7 JleticTBHS COTPYAHUKOB, 5 U753 BbICOKas @aKTyajlb
[IPUBOASIINE K YACTUUHOMY HJIH Hasl
IIOJIHOMY OTKa3y CUCTEMBI WU
HapyILIEHUIO pab0TOCTIOCOOHOCTH
AIllIapaTHBIX WU IPOTPaMMHBIX
CpPEICTB

8 HFHOpHpOBaHHC 10 1 CpeOHAss |aKTyallb
OpraHU3allMOHHBIX OTPaHUYCHUM Hast
(yCTaHOBIIEHHBIX TIPABUIT) TIPH

abore ¢ [1]]

9 | ®usmueckoe pa3pylleHre WU BbIBOJ 0 0,5 BBICOKAsd  dKTyaJllb
U3 CTPOS BCEX WM OTICITbHBIX Hasl
HanOOoJIee BaXKHBIX KOMITOHEHTOB
NCI1/Tn

10 0 0,5 |Hu3Kas  |HeakTy
3aKyNKW HECOBEPIIIEHHBIX, anbHas
YCTapeBLINX WA HEMePCIIEKTUBHBIX
cpencTB UH(OpMaTH3AIUU U
UH(POPMAITMOHHBIX TEXHOJIOTHIA;

11 XwullleHne HocuTenei nudopmarum, ) 0,6 LS aKTyaslb
copepxarux [1]1 Has
To e, BHEIIHUN HapyILIUTENb BBICOKAsl [aKTyallb

12 2 0,6

Hasl

13 |HesakonHOe momydenue maponei u 3 0,75  |cpemmsis  |aKTyaub
[PYTUX PEKBU3UTOB pa3rpaHUYeHUs Has
noctyna Kk MCI1]In

14 To xe, BHELIHUIN HApYLIUTEIb ) 0.6 CpelHsisl |aKTyaslb

’ Hasl

15 |HecanknuonuposanHas S 0,75 |BbIcOKas [@aKTyajb
MoIU(pUKaLKs TPOrPaMMHOTO Has
obecrieueHust
To ke, BHEIIHUI HAPYLIUTEb BBICOKAsl |[AKTyaJlb

16 2 0,6

Hasl

17 Tlepexsat I1]], nepenaBaeMbIX IO 0 0,5  |BbICOKas |aKTyalb
KaHaJIaM CBSI3U Has

18 To e, BHEIIHUH HapyLLIUTENb 0 0,5 BBICOKAsl |aKTyallb

Has

19 HecankuuonuposanHoe 5 0,75 |cpemHsis  |aKTyalb
KOIIUPOBAaHUE HOCUTETIEN Hasi
uHpopmarm ¢ [1]]

20 [To ke, BHEIIHUH HAPYIIUTEIb 2 0,6  [cpenmHsisi  |aKTyasb




|

Has

21

0 0,5 HHU3Kas  |[HEaKTy
YreHue octaTouHON HHGOPMALUH U3 abHAs
OIIEpaTUBHOM MaMsITH U C BHEIIHUX
3aIIOMHUHAIOIIUX YCTPOWCTB
2 To xe, BHEIIHUN HAPYIIHUTEb 0 0,5 HHU3Kash  [HEeaKTy
albHas
23 HenpennamepeHHOe 3apakeHue 5 0,75 |am3kas  |akTyaub
KOMIIBIOTEepa BUPYCAMHU Has
24 [pennamepeHHOE 3apaskeHne 10 1,0 |Hmskas  |akTyanb
KOMIIBIOTEpa BUPYCAMHU Has
25 BMemratenscTBo B IpoLecc 5 0,75  |BbICOKast jaKTyanb
dbyskunonuposanus UCIT/IH , ceTeit Has
OOLIEro MoJb30BaHUS C LETBIO
HECaHKLIHOHUPOBAHHOM
MOIUGMUKAIIUN JaHHBIX
To ke, BHELIHHI HAPYIITUTET BBICOKAsl [aKTyallb
26 2 0,6
Hasl
27 |HecankuuonupopanHoe BHeaperue u| 10 1,0 |cpennss |akTtyans
HCII0JIb30BaHHE HEeYyUTEHHBIX Hasi
[IPOrPaMM, He SBJISIOLIHUXCS
HEOOXOAUMBIMHY TSI BBITIOJTHEHHS
COTPYIHUKAaMH CBOUX CITYKEOHBIX
oOsi3aHHOCTEH
23 To e, BHEITHUN HAPYIIHTENb g 0,75 |cpenHsst |aKTyab
Hasl
29 |HeymblimieHHOe MOBpEsXIEHHS ) 0 mmem [T
BHEILIHUX KaOeJTbHBIX CUCTEM CBSI3U anpHas
30 |BosHuKHOBeHHE MOKApPOB B 2 0,6  [BbICOKas |aKTyasb
HEINOCPEACTBEHHOU OJIM30CTH K Has
MOMEILEHHUSIM, B KOTOPBIX
obpabarsiBatores [1/] u apxusam I1]]
pe3ysibTaTe HeUCIpaBHOU
3JIEKTPOIPOBOJKH, HEUCTIPABHBIX
TEXHUYECKUX CPEICTB, HAPYIIICHHS
COTPYIHUKAMH MTPABUJI
IPOTHUBOMOKAPHON G€30TTaCHOCTH.
31 |Paspyiuenue 3naHuM, OTAENBHBIX 0 0,5  [BBICOKAs |aKTyalb
OMeIIeHU N Hasl
32 |BosgeiictBue aTMOChEpHOTO S 0,75  |Hu3Kas  aKTyalb
DIIEKTPUYECTBA Hasl
33 |Bo3HHMKHOBeHHe CTHXHIHBIX 04aros ) 0.6 [HSKAT  |HEAKTY
;
M0KapoB albHas
34 |ABapuu B cucTeMax 5 0,75 |Hu3Kas  |aKTyalb




]3neKTp0HI/ITaHI/IH las ]
35 Hapyenne temneparyproro 0,75 |cpennss jakTyamp |
PEXHUMa B [IOMEIIEHUSIX C Hasl
KPUTHYECKUM 000pYyT0BaHHEM
PE3yIbTaTe HEUCIIPABHOCTH CUCTEM
KOHJIULIMOHUPOBAHUS
36 0,75 [cpemusis |akTyainb
ABapHU B CHCTEMax OTOILUIEHUS U Hast
BOJIOCHAOKEHUS B
HEITOCPEACTBEHHOM OJIM30CTH K
MTOMEIIIEHUSM, B KOTOPBIX
obpabarsiBatorest I1/1 u apxusam [1]]




