Yr1Bepxknaro

5OY OOILL Ne 16
.B. CanpHuKOBa
JI. MaxHOBCKUHA

IMosiokeHHe MYyHHIMNAJILHOrO GI0I:KETHOTO 00111€00pa30BaTeILHOIO
yupesIeHusi OCHOBHOH 0011e00pa3oBaTe/IbHOH LIKOJIbI Ne 16 um. B.B.
CaapaukoBa 1. Jleosizkuii OcTpoB MyHHIHNAJbHOIO 00pa3oBaHHsA
bproxoBenkHii paiioH 00 aHTHBHPYCHOM KOHTpOJ1€

1. O6mue MoJ0KEHHUS

] ol Hacrosimee IlonoxeHue paszpaboraHo Bo ucnonHenue Konnenmnu
nrpopManuonHoit Gesomacsocty MBOY OOII Nel6 wnm. B.B. CanbHukOBa B
cooTBeTcTBun ¢ ODemepanpHbM 3akoHoM Ne 149-03 or 27.07.2006 . «O06
MHpOPMALUK, THPOPMALIMOHHBIX TEXHOIOTHAX U O 3aIlUTe urdopmarmmny», ['OCT
P HCO/M3K 17799-2005 «[IpakTryeckue  MNpaBuia  YIpPaBJICHUS
MHMOPMAIIMOHHOM (e30I1aCHOCTBIO» W APYTMMM HOPMATMBHBIMH  IPaBOBbIMH
aKTAMH M yCTAHABIMBAeT IOPSANOK IPOBEICHUS AHTHBUPYCHOTO KOHTPOJA B
MBOY OOIII Ne 16 um. B.B. Canpaukosa (nanee Opranusanus).

1.2. Tpe6oBanus HacTosAwIEro [1010XKEHUS ABIAIOTCS HEOTHEMJIEMOH
4ACTBIO KOMILTEKCa Mep 6e30TacHOCTH ¥ 3alUThl HHpopmaluy B Opranu3ayy.

1.3. TpeGoBanus HacTosmero [1onoxeHns paCclpoCTpaHsOTCA Ha BCEX
paGOTHUKOB, UCIIONB3YIOMIMX B paboTe CPeACTBa BBIYHMCIIUTEJIbHOW TEXHUKHU
(BKJTIOUas paboTy B JIOKATBHON BBIYUCIIMTEIBHON CETH OpraHu3aiym) U JOKHbI
IPUMEHSTHCS IS BCEX CPEICTB BBIYMCIUTEIBHON TEXHUKH, JKCILTYaTUPyEMOU B
Opranuzanuu.

1.4. Oprau3anroHHOe obecreueHne MEpOpUATHI aHTHBUPY CHOTO
KOHTPOJIS ¥ KOHTPOJIb Ha IeHCTBUSMH TOJIb30BaTeNeH BO3IAraeTes Ha
OTBETCTBEHHOE JIMIIO 110 3aliTe HHGOPMALIHH.

2. OCHOBHBIE TEPMHHBI, COKpALlleHUsI U ONpe/e/IeHus

AC - aBromarusupoBanHas cucTema OpraHusanuud -  CHCTEMa,
obecreurBatolias  XpaHeHue, O0OpabOTKy, TpeoOpa3oBaHME M  Ieperady
uHpopmarmy OpraHuszalldi ¢ HCIOJIL30BaHHEM KOMIIBIOTEPHOU U JIpyrou
TEeXHUKHU.

KomnblTepHbIii BUPYC IPOrpaMMa, CocoOHast co3/1aBaTh CBOU KONHU
(He 00s3aTeIbHO MOJHOCTHIO COBIA/IAIOIIKE C OpWTHHAJIOM) ¥ BHEPSITH UX B
pas4Hble OOBEKTHI WK PECYPCHI KOMIIBFOTEPHBIX CHCTEM, cerell U Tak nanee 0e3
BeIOMa MOJTb30BaTe s, [IpH 3TOM KOMUM COXPAHSIOT ClIOCOOHOCTD AalbHEHIIEr0
pacrpoCTpaHEeHHUS.

3apaskeHHasi IPOrpaMMa - 5TO TIPOrpaMMa, COAEPIKallas BHEAPCHHYIO B
Hee TIpOorpaMMy-BUPYC.



3. OpraHusauus cCHCTeMbl aHTHBHPYCHOI'O KOHTPOJIsI

3.1. llenpto MepOmpUSTHA IO AHTUBUPYCHOMY KOHTPOJIO SIBJISACTCS
npenoTBpaiierue noreps nHdopmanuu B AC Opranusanum.

3.2. 3amayaMy aHTUBUPYCHOM 3aIUTEI SBJISFOTCS:

OmpeenieHre cocTaBa U perjaMeHTa 3amycka aHTUBUPYCHBIX
JMAarHOCTUYECKUX CPEICTB, perilaMeHTa X PEBU3HUH U OOHOBIIEHHUS,

* mpoBejieHre MPOMMIAKTHYECKAX PabOT ¢ NMPUMEHEHHEeM aHTHBUPYCHBIX
JUarHOCTUYECKUX CPELCTB;

HeIpepbIBHOE obecrieueHue 3aUThl HHOOPMaLUU OT JAeHCTBHUS
BpeIOHOCHBIX MIPOTpaMM Ha Beex dTanax skcmryatanuid AC OpraHusaum.

3.3. Jlinst TpOBeACHUS MEPONPHUATHM II0 IPEIOTBPAIICHHUIO BHPYCHOIO
3apaxkeHus npukazomM 1m0 OpraHu3alliy Ha3Ha4YaeTcs OTBETCTBCHHBIM 3a
AHTUBHUPYCHBIA KOHTPOJb. OTBETCTBEHHBIN 33 aHTHBHPYCHBIH KOHTPOJb B CBOCH
paboTe pyKOBOJCTBYIOTCs HacToslmM IlomoxeHrem, HOPMATUBHBIMU aKTaMH IO
3amuTe HHGOPMAalMK, U APYTUMH JOKYMEHTaMHU.

3.4. K wucnonp3oBannto B OpraHusaluy  JOIMYCKAarOTCS  TOJBKO
JWIIEH3UOHHbIE AHTHUBUPYCHBIE CpPEICTBA, LEHTPAJHW30BaHHO  3aKYIJICHHBIC
OTHETOM HH(OPMAIMOHHBIX TEXHOJOTHH y pa3pabOTYMKOB (MOCTABILMKOB)
yKa3aHHBIX CPEJICTB.

3.5. YcTaHOBKa CpEACTB AQHTHBHUPYCHOM 3allMThl W HACTpOHMKa HX
IapaMeTPOB B COOTBETCTBUM C PYKOBOJCTBAMH II0 MPUMEHEHMIO KOHKPETHBIX
aHTUBMPYCHBIX CpEICTB Ha KoMmIpioTepax B OpraHusaluid OCYHIECTBIIACTCS
SIIEKTPOHUKOM.

3.6. OGHOBIEHNEe AHTHBUPYCHBIX 0a3 MOJDKHO MPOHM3BOJMTHECA He pexe 1
pasa B CYTKM aBTOMATHYECKH, COTJIACHO BO3MOXHOCTAM MPOrPaMMHOrO
obecrevenns. B ciIydae c60sS aBTOMATHUeCKOro OOHOBIEHHs OOHOBIeHHe 0a3
IPOM3BOUTCS BPYUHYIO C TOH K€ MEPHOAUTHOCTBIO.

3.7. O0s3aTeNbHOMY BXOJHOMY AaHTUBMPYCHOMY KOHTPOJIO IMOIJICKHUT
mobas uHdoOpMaius (TekcroBble (ailapl MoObIX (OpMaTOB, (aiibl JaHHBIX,
FCTIONHsIeMBbIe (haiiibl), oydaeMas U nepejiaBaemas 1o TeJIeKOMMYHUKAllHOHHBIM
KaHalaM CBSI3M, a Takke MHGMOPMALUs Ha ChEMHBIX HOCHUTEISX U MOOWIBHBIX
YCTPONCTBAX.

3.8. Maiinpl pe3epBHBIX KOIHWMH, I[IOMEIIaeMble B 3JIEKTPOHHBIH apXHB,
JOJKHBI B 00S3aTeILHOM TOPS/AKE I[POXOAUTH AHTUBUPYCHBIH ~KOHTPOJb.
[TeprioauyecKre MPOBEPKH 3IEKTPOHHBIX apXUBOB JOJDKHBI POBOMUTECS HE PEKE
OHOTO pa3a B MeCHIl.

3.9. MeponpusiTisi IO aHTHBHPYCHOW 3alllUTe Ha KOMIIBIOTEpax B
Opranu3aiuy BKIIOYAIoT B ce0s:

 npoGHuIaKTUKa BUPYCHOTO 3apaKCHHUS;

* QHallU3 CUTYyaLUl;

* IpUMeHEHHe CPEeJICTB aHTHBUPYCHOH 3alllUThI;

* TIpOBEJIeHHE pacciIeJOBaHUN MHIMICHTOB CBA3aHHbIX C BUPYCaMH.

4. IpoduiaKkTHKAa BHPYCHOTO 3apasKeHHUsl
4.1. B uensx HCKIIOYEHHUs IOSIBJICHUSA W PacIpOCTpaHEHUs BHUPYCOB Ha



paGounx cranumsix AC OpraHusaly  JOJDKHBL PEryIAPHO  MPOBOLMTECAH
npodunakTaueckue Meponpustus. K 0CHOBHBIM NpoQUIaKTHIEeCKUM padboTaM |
MEPOIPHUSITUSIM OTHOCSTCS:

o e)enHeBHAas aBTOMAarHuecKkas [IpOBEpKa HalW4us  BUPYCOB IO
pacluCaHuIo;

* peryisipHasi (He pe)ke OJHOIO pasa B KBapTaj) BBIOOpOUYHAsl MPOBEPKa
pabounx CTaHLUH M CepBepOB Ha HAlM4YMe BHPYCOB, JAXKE IPH OTCYTCTBHUH
BHEIIHUX IIPOSBJICHUN BUPYCOB;

* IpoBepKa HaNM4Msi BUPYCOB Ha DPabOUMX CTaHLMAX, BEPHYBIIMXCH C
PEeMOHTA (B TOM 4KC/e TAPAHTHHHOT0) B CTOPOHHUX OPTraHU3ALMAX;

« Cco3JaHde pe3epBHOW KOIMH IIPOrpaMMHOrO MPOJYKTa cpasy Ke MOCe
IpHOOPETEHUS,

* YCTAHOBKA 3aIUTBl OT 3allCH HAa CHEMHBIC HOCHTEIIH nH(GOpPMaLIUH, TIe
5TO BO3MOXKHO;

e TIIaTeNbHAS MPOBEPKA BCEX MOCTYMAMOLIMX M KYIUIEHHBIX MPOrpamM H
0a3 JaHHBIX;

* OrpaHHYEeHHe AOCTYIa K KOMIIBIOTEPY MOCTOPOHHMX JIUI.

4.2. CosaHne pe3epBHON KOIMH MPOTPaAMMHOIO NPOIYKTa BBIIOJHACTCS
OT/EIOM HH(POPMAIIMOHHBIX TEXHOJIOTHH, OCTAJILHbIC npoduIaKTHIecKre paboThl
¥ MEpOINPHSATHS BBIIOIHAIOTCS OTBETCTBEHHBIM 34 AHTUBUPYCHBI KOHTPOJb B
OpraHu3alu.

43.Tlpu oOHapyXKeHMH BHUPYCOB Ha KOMIIBIOTEDE, paboraroiiemM B
JIOKATBLHOM CeTH, TPOBEPKE MOIEKAT BCE KOMIIBIOTEPhI, BKIFOUCHHDIC B 3Ty CETh
¥ paboTarolye ¢ OOIMMY JaHHBIMU U IIPOrpaMMHBIM obecrie4eHUEM.

5. AHa/IM3 CUTyalHi

5.1. Tlpt coOOIIeHHH aHTUBMPYCHBIX INIPOrpamMMbl O TOJO3PEHHUH HA
HaJu4re BUPYCOB Ha paboyed CTaHIMH, HeoOXOIMMO MTPUOCTAHOBHTH PaboTy U
HEeMeJIEeHHO M3BECTHTH 00 3TOM OTBETCTBEHHOTO 34 AHTUBUPYCHBIA KOHTPOJIb
OpraHu3aliy, HadalbHWKa OTAENa MO 3aIlhTe uadopmaru OpraHusanuy, a
TaK)Ke APYTUX TOJb30BaTeNel W MoApa3feNeHus, UCIOIB3YIOWHIe STH daiinbl B
paboTe, eciiy 3apaKeHHbIe (ArITbl ABIISIOTCS COBMECTHO UCIIOJIE3YEMBIMH.

5.2. AHanu3 CUTyalldd HAJMYUS BUPYCOB BBINOIHAETCS OTBETCTBEHHBIM 33
AHTUBUPYCHBIA KOHTpoNnb B OpraHu3alyy. [pu aHaninu3e MOTYT IOIOIHHUTENIBHO
JCIIOIE30BaThcsl CIELHANbHOE MPOTpaMMHOE OOecreyeHue  [UIs oOHapyKEHHUS
BUPYCOB.

53. B xome aHanu3a CHTyalluu oOs3aTelbHO TpedyeTcs ONpeienuTh
HCTOYHHUK 3apakeHus. ECIM HCTOYHUKOM 3apaKeHUs ABJIACTCA ChEMHBIA HOCUTEIIb
nmubo apyras pabodas cTaHuus OpraHu3alud, TO HEO0OXOIMMO MPOBEPUTH Ha
HanuuWe BHUPYCOB pabodylo CTAHLMIO - HMCTOYHHUK 3apaKCHHUA. B cuyu4ae
3apakeHMs dvepe3 II00anbHYl0 ceTh VIHTepHET WM MO SJIEKTPOHHON I10YTe
cIemyeT HeMeUIEHHO 3a0JIOKHpOBaTh PECYpC WM alpec 3JIEKTPOHHOM MOYTHI -
UCTOYHHK 3aparKeHHMsI.

5.4. B ciydae OOHapy)XeHHs BHPYCHOTO 3apXEHHS pacCle/oBaHHue
[OMYIIEHHBIX HAPYIIEHHH MPOU3BOAUTCA OTHEIOM IO 3alIUTE uHbopMaLuKl Ha



ocHoBaHuM Pernmamenra pearupoBaHMs Ha HWHUUACHTH HMHGOPMAIMOHHOM
0e30MacHOCTH, YTBepkAeHHOro B OpraHu3aIiii.
6. IlpumeHeHHe cpeACTB AaHTHBHPYCHOH 3aLLHTHI

6.1. YHUUYTOXKEHHE  BUPYCOB BBITIOJTHSAETCS OTBETCTBEHHBIM 3a
AHTUBUPYCHBIA KOHTPOJIb B OpraHuzaiumu.

6.2. [locie yHUYTOXEHHUSI BHPYCOB M BOCCTAHOBJICHUS 3apaKEHHbBIX
nporpamMMm u (aiiyioB ¢ JaHHBIMH HEOOXOIHMMO €lle pa3 BBIINOJHUTH MPOBEPKY
HaJIMYUSI BUPYCOB, UCTIOJIb3Ysl aHTUBUPYCHBIE TPOrPaMMBI.

6.3. B cioyuae oOHapyKeHHs, He OAJIAIOLIETr0cs JIEYEHUIO TPUMEHSIEMbIMU
AHTUBHPYCHBIMM CpPEICTBAMM, OTBETCTBEHHBIM 3a AHTUBUPYCHBIM KOHTPOJIb
JOJDKeH HaIpaBUTh 3apaK€HHbIM BUpycoM (aill B opraHuzaiuio, ¢ KOTOpOH
3aKJIIOYEH JI0rOBOP HA aHTUBUPYCHYIO MOAIEPKKY.

7. OTBeTCTBEHHOCTH

7.1.  OTBETCTBEHHOCTH 33 BBIIIOJHEHUE MEPONPUATUN IO aHTUBUPYCHOMN
3aIUTe uHbOpMaluu Ha cpeacTBax BBIYUCIIUTENIEHOU TEXHUKH,
AKCIUTYaTUPYEMbIX COTPYAHUKAMHU B COOTBETCTBUU C TPEOOBAHUSMH HACTOSILIETO
[TonosxeHusi, Bo3naraeTcsi Ha OTBETCTBEHHOI'O 3@ aHTUBUPYCHBIN KOHTPOJIb.

7.2.  OTBETCTBEHHOCTbH 32 BBIMOJIHEHUE MEPOINPHUATHN 10 aHTUBHUPYCHOU
3amuTe HHGOPMAIIMU Ha CPEJCTBAX BBIYHUCIUTEIFHON TEXHUKHU Ha paboyeM MecTe
B COOTBETCTBUU C TpeOoBaHUsMHU HacTosuero IlojoxxkeHus, Bo3jnaraercs Ha
I0JTH30BaTelIsl CPEJICTB BEIYMCIUTEIbHON TEXHUKH.

7.3. OTBETCTBEHHOCTh 3a TPOBEICHHE MPO(YUIAKTHUECKUX MEPOIPUATHN
mo obecnedyeHnto aHTUBHpYcHOW 3ammthl B AC OpraHusanuu, a TaKxke
YHUYTOKEHHE BBISIBICHHBIX BHPYCOB BO3JIara€Tcsi Ha OTBETCTBEHHOrO 3a
AHTUBUPYCHBINA KOHTPOJIb OpraHu3alyi.

7.4. TleproauyecKii KOHTPOJIb 33 COCTOSSHUEM aHTHBHPYCHOHM 3alllUTHI B
AC Opranmszanyy, a TakXe 3a COONIOACHHEM YCTAaHOBJIEHHOIO IOpsaKa
AHTHBHPYCHOT'O KOHTPOJIS ¥ BBITIOJHEHUEM TpeboBaHui HacTosmero IlonoxeHus
corpyaHukamMu OpraHu3allid OCYINECTBJISAETCS OTBETCTBEHHBIM [0  3aIIUTE
UH(pOpMaLUH.

7.5. Cotpymuuku OpraHusanvy, HapylIUBIIAE TpeOOBaHUSA HACTOSIIETO
JOKYMEHTA, MPUBJIEKAIOTCSI K OTBETCTBEHHOCTU B COOTBETCTBHH C JIEUCTBYIOLINM
3aKoHOaTeLcTBOM Poccuiickolt @enepanuu.



