IMAMSITKA IEJAT'OIT'AM Ob HH®OPMAIIMOHHOM BE3OITACHOCTH
Korga peus 3axoauT 06 nHPOpMaIIMOHHOW 0€30MacHOCTH, OOBIYHO Mbl HAUMHAEM
JyMaTh 0 KOMIIbIOTEpAX, CETSIX, MHTEPHETE U Xakepax. Ho /i oOpa3oBarenbHOi cpesbl
npo0sieMa CTOUT MIUpPE: B OTPAXKIACHUH yJallerocst OT HHGOpMaIUU, KOTOpas MOXKET
HEraTUBHO MOBJIMITH HA €ro (JOPMUPOBAHUE U PA3BUTHUE, TO €CTh O MIPOIAraH/e
Pa3JINYHON HAIIPABICHHOCTH.

IlonsiTHe MH(POPMALMOHHON 0€301IACHOCTH

[Ton nndopmanroHHO# 0€30MacCHOCTHI0 TOHUMAETCS 3aIUIEHHOCTh HH(POPMAIIMOHHON
CUCTEMBI OT CIy4allHOTO WJIM MIPEAHAMEPEHHOTO BMEIIATENbCTBA, HAHOCSILErO yIepo
BJIa/I€NIbLIaM WJIM M10JIb30BATENSAM UH(POpMALUK.

Ha npakTuke BaXHEHIIMMHU SBJISIFOTCS TPU acnieKkTa HH(OPMAIIMOHHON 06€301acHOCTH:
JOCTYITHOCTD (BO3MOKHOCTD 332 pa3yMHOE€ BpeMs MOIYYUTh TPEOYEeMyIo
MH(OPMALIMOHHYIO YCIIYTY);

[EJIOCTHOCTh (AKTYaIbHOCTh U HEMPOTUBOPEUNBOCTH HH(POPMAIINH, €€ 3aIUIIIEHHOCTh OT
pa3pylieHUs] 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHU);

KOH(pUACHIINATBHOCTH (3alIUTa OT HECAHKIIMOHUPOBAHHOTO MPOYTECHUS ).

Hapymenust 1ocTynmHOCTH, LIETOCTHOCTH M KOHPUACHIIMATIbHOCTH HHPOPMAIIUU MOTYT
OBITH BBI3BAHbI PA3IMYHBIMU OMACHBIMU BO3/IEHCTBUAMHU HA UH(OPMAIIMOHHBIE
KOMITbIOTEPHBIE CUCTEMBI.

OcHoBHBIE YIpo3bl HH(POPMAIIHOHHOH 0€30I1aCHOCTH

CoBpemeHHast H”HGOpPMaIMOHHAs CUCTEMa MPEJCTABISIET COOON CIOKHYIO CHCTEMY,
COCTOSIIYIO U3 OOJBIIOTO YHCIIa KOMIOHEHTOB Pa3jIMYHON CTETIeHH aBTOHOMHOCTH,
KOTOPBIE CBSI3aHBI MEXKy CO00i 1 OOMEHHMBAIOTCS JaHHBIMH. [IpakTUYeCKH KaxKabIi
KOMITOHEHT MOXKET MOABEPTHYTHCS BHEIIHEMY BO3JICHCTBUIO WU BBIMTU U3 CTPOSL.
KoMmmnoHeHThl aBTOMAaTH3UPOBAHHON MHGOPMAIIMOHHOW CHUCTEMBI MOYXKHO pa30uTh Ha
CJIEIyIOL1E TPYIIIbIL:

Annapammusle cpedcmea. IToO KOMIBIOTEPHI U X COCTABHBIC YaCTH (IIPOLIECCOPHI,
MOHHTOPBI, TEPMUHAIIBI, TEPUPEPHUITHBIE YCTPOMCTBA — MPUHTEPHI, KOHTPOJUIEPHI,
Kabenu, TUHUM CBSA3H U T.1.);

Ilpozpammnoe obecneuenue. 3To NpUOOPETEHHBIE MPOTPAMMBI, UCXOAHBIC, OOBEKTHEIE,
3arpy304Hble MOAYJIHM; ONIEPAlMOHHbIE CUCTEMBI U CUCTEMHBIE TPOTPAMMBI
(KOMIUISATOPBI, KOMIIOHOBIIUKH U JIp.), YTUIUTHI, TUarHOCTUYECKHUE MPOTPAMMBI U T.1.;
/lannsie, XxpaHuMble BpPEMEHHO U IIOCTOSIHHO, Ha IMCKaX, (DII3IIKax, MeyaTHbIe, apXUBBI,
CUCTEMHbIE KYpHAJbI U T.[I.;

Ilepconan. 1lonp3oBarenu, CHCTEMHBIE aIMUHUCTPATOPBI, IPOIPAMMHUCTHI U JIp.
OnacHble BO3/ICHCTBHS Ha KOMIIBIOTEPHYIO HH(POPMALIMOHHYIO CUCTEMY MOKHO
MO/PAa3/ACIIUTh HA CIIy4ailHble U PEeJHAMEPEHHbIE. AHAJIU3 OIbITa IPOESKTUPOBAHUS,
M3TOTOBJICHUS M SKCIUTyaTallii MHPOPMAIIMOHHBIX CHCTEM MTOKa3bIBAET, YTO
uHGOpMAIIUS TOABEPTaeTCs PA3IMUHBIM CITy4aliHBIM BO3JCHCTBHSIM Ha BCEX dTamax
LIUKJIA )KU3HU CUCTEMBI. [IpyunHamMu ciiy4allHbIX BO3AEHCTBUM IPU DKCIUTYyaTallu MOTYT
OBITh:

aBapuiiHbIC CUTYAIMH U3-32 CTUXUUHBIX OCICTBUI U OTKIIIOUCHHUH JIEKTPOIIUTAHUS;
OTKa3bl U cOOM anmapaTypsl;

OImMOKHU B TPOTPAMMHOM OOECIICUCHUH;

omunoOKu B paboTe nepcoHaa;

IIOMEXH B JINHUAX CBSI3U U3-3a BO3JACHCTBUN BHEIIHEW CPEJIBL.



IIpenqnamepeHHbIE BO3AEUCTBUS — 3TO LIEJICHAIIPABICHHbIE ACMCTBU HapyuTes. B
KayeCTBE HapYLIUTEI MOTYT BBICTYNIaTh CIIy KalllUi, IOCETUTENb, KOHKYPEHT, HAEMHUK.
JleificTBUS HApyIIUTENS MOTYT ObITh OOYCIIOBJIEHBI Pa3HBIMU MOTHBAMU:
HEZIOBOJIBCTBOM CIIYXKAIIErO CBOEU KapbePOU;

B3STKOM;

JTH000IBITCTBOM;

KOHKYPEHTHOH O0pBhOOI;

CTPEMJIEHUEM CaMOYTBEPAMUTHCS 1000 1IeHO.

MO’KHO COCTaBUTh TMIIOTETUYECKYIO MOJIEb IOTEHINAIBbHOTO HAPYIIUTES:
KBaJIM(DUKAIMS HAPYIIUTENS HA YPOBHE pa3pabOTUnKa JaHHOW CUCTEMBI;
HapyLIUTEIEM MOKET OBbITh KaK IIOCTOPOHHEE JINLIO, TAK M 3aKOHHBIN MOJIb30BATEIb
CUCTEMBI;

HapYyLIUTEI0 U3BECTHA HHPOPMALUS O IPUHIMIIAX paObOThl CUCTEMBI;

HapyLIUTENb BEIOMpaeT Haubosee ciadoe 3BEHO B 3alllUTe.

Haubosee pacnpocTpaHeHHBIM M MHOTOOOPa3HBIM BHI0M KOMITBIOTEPHBIX HapyLIeHUN
SBJIIETCSA HECAaHKIIMOHUPOBAHHBIN HOCTYI. HecaHKIIMOHNPOBaHHBIN JOCTYI UCIIONIb3YET
T00y10 OUIMOKY B CHCTEME 3aIUThI U BO3MOXKEH MPU HEPALIMOHAIBHOM BBHIOOPE CPEICTB
3aIllUThI, UX HEKOPPEKTHOM YCTaHOBKE U HACTPOMKE.

[TpoBeaem knaccu@UKaIMIO KaHATIOB HECAHKLIMOHUPOBAHHOTO JIOCTYIIA, IO KOTOPHIM
MO>KHO OCYIIECTBUTH XUIICHNUE, U3MEHEHNE WIIM YHUUYTOKEHUE UH(POPMAIUH:

Yepes uenoseka:

XMIEHUE HOCUTENNeH nH(pOopMaIy;

YyTeHUe MH(OPMALINU C SKpaHa WU KJIaBUATYypHI;

YTeHHE UH(POPMALIUU U3 PACIICUATKH.

Yepes npozpammy:

IepexBarT napoJiei;

nemm@poBka 3ammu@poBaHHON HHPOPMAIIUK;

KONMPOBAaHUE MH(DOPMAIIUU C HOCUTEIS.

Yepes annapamypy:

HNOJKJIIOYEHNE CIeNHaIbHO Pa3pab0TaHHBIX allllapaTHBIX CPEACTB, 00ECIeUNBAOLIIX
J0CTyN K MH(pOpMaIINH;

nepexBar NOOOYHBIX 3JIEKTPOMATHUTHBIX U3YyYEHUH OT anmnaparypsbl, JMHUNA CBSI3H,
CeTEU JIEKTPONUTAHUSA U T.[I.

Oco00 cieayeT 0CTaHOBUTHCA Ha Yrpo3ax, KOTOPBIM MOT'YT MOBEPraThCs
KOMIbIOTepHBIE ceTu. OCHOBHAsi 0COOEHHOCTB JIFOOON KOMIIBIOTEPHOU CETH COCTOUT B
TOM, YTO €€ KOMIIOHEHTBI PACIIPEAEIIEHbI B MPOCTpaHCcTBE. CBA3b MEKY y3J1aMH CETH
OCYyILECTBIsIETCS (PU3UUYECKH C MTOMOIIBIO CETEBBIX JIMHUN U MPOTPAMMHO C TOMOIIIBIO
MexaHu3Mma coobmenuid. [Ipu sTom ympasisitonie cooOLeHus U TaHHbIE,
nepecbuIaeMble MEXKY y3JIaMH CETH, IIepealoTCs B BUJIE TAKeTOB 0OMeHa.
KoMnbproTepHble ceTH XapaKTepHbI TEM, YTO IPOTUB HUX NPEAIPUHUMAIOT TaK
Ha3bIBa€Mble yJaJIeHHbIE aTaku. HapymunTenas MOXKET HAaXOAUTHCS 32 THICAYU
KUJIOMETPOB OT aTaKyeMOro 00bEeKTa, MPU ATOM HaMaJeHUIO MOKET MOIBEpraThCs He
TOJIKO KOHKPETHBI KOMITBIOTEP, HO M HH(OPMAITHS, TePEIAI0IIasiCs 10 CETEBBIM
KaHajaM CBS3H.

ObecneueHue NHPOPMALMOHHOI 0e30MaCHOCTH

dopmupoBaHre pekuMa HHPOPMAIIMOHHON 0€30MacHOCTH — Mpo0IeMa KOMIUIEKCHAS.
Mepsl 110 €€ PEeIIeHNI0 MOXKHO MOAPA3IEIUTh Ha MISITh YPOBHEM:

1. 3akonooamenwvhutii . IT0 3aKOHBI, HOPMATUBHBIE AKThI, CTAHAAPTHI U T.II.



HopmaTtuBHO-TipaBoBas 6a3a onpezesnstonas mopsIoK 3aMThl HHHOPMAIUH:
2. Mopansno-ymuueckuit. BceBo3MOXHbIE HOPMBI ITOBEJICHUS, HECOOIIOCHUE KOTOPBIX
BEJIET K Ma/ICHUIO MPECTUkKa KOHKPETHOTO YEJIOBEKA UJIH LIEJI0N OpraHu3aluy.
3. AOmunucmpamuensiii. JlevictBus o0IIeTo Xapakrepa, IpeIIpruHIMacMbIe
PYKOBOJICTBOM OpraHu3anuu. TakumMu 10KyMEHTaMU MOTYT OBITh:
MpUKa3 PYKOBOJUTENSI O Ha3HAYEHUH OTBETCTBEHHOTO 3a o0ecrieueHue
nH(pOpMaMOHHON OE30MaCHOCTH;
JOJKHOCTHBIE 00513aHHOCTH OTBETCTBEHHOT'O 3a oOecreueHrne NHHOPMAaIMOHHOM
0€30I1aCHOCTH;
NepeyeHb 3alUIIaeMbIX THPOPMALIMOHHBIX PECYPCOB U 0a3 JaHHBIX;
MHCTPYKLHIO, OIPEIEISIONIYIO MOPSAAO0K NPEJOCTaBIECHUs HH(OPMALIIK CTOPOHHUM
OpraHu3aIusIM 0 UX 3alpocaM, a TaKXkKe M0 MpaBaM J0CTYIa K He COTPYAHUKOB
OpraHu3aluu.
4. @usuyeckuil. MexaHNUECKHE, FIEKTPO- U JIEKTPOHHO-MEXAHUUECKHE MPENSTCTBUS
Ha BO3MOXKHBIX ITYTSX MPOHUKHOBEHUS OTCHIIMATBLHBIX HAPYIITUTEICH.
5. Annapammno-npozpammnutii (3IEKTPOHHBIE YCTPOICTBA U CIICLIUATBLHBIE IPOTPAMMBI
3aIKUThl UHPOPMAIUH).
[TpunsTHIE MEPBHI IO CO3/IaHUIO Oe30nacHON MH(OPMAIIMOHHOMN CUCTEMBI B IIKOJIE:
OOGecneueHa 3aiuTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX BO3/ICHCTBUN
(KOMITBIOTEPHBIE BUPYCHI, IOTUYECKUE OOMOBI, aTaKh XaKepOB U T. J1.)
YcTaHoBIIEH CTPOTUA KOHTPOJIH 32 AJIEKTPOHHOM MOUYTOM, 00ecreueH MOCTOSHHBIN
KOHTPOJIb 32 BXOJISIICH U UCXOIAIIEH KOPPECTIOH ICHITUEH.
Y cTaHOBIJIEHBI COOTBETCTBYIOIIME Mapoiii Ha nepcoHanbHblie [1K.
Hcnonb30BaHbl KOHTEHT-QMIBTPBL, A (GUIBTPALIMH CAWTOB IO UX COAEPKUMOMY.
Ennnast cCOBOKyITHOCTh BCEX 3THX MEp, HAIIPaBJICHHBIX Ha MPOTUBOJEHCTBUE yrpo3am
0€30MacHOCTH C LEJIbI0 CBEICHHUS] K MUHUMYMY BO3MOXHOCTH yiiep6a, o0pa3yroT
CUCTEMY 3allUTHI.
CrienuaiucTbl, IMEIOUINE OTHOIIEHUE K CUCTEME 3alUThI JOJIKHBI TOJIHOCTHIO
IPEJCTABIATH ce0e MPUHIUIBI €€ (PYHKIIMOHUPOBAHUS U B CITyyae BOSHUKHOBEHUS
3aTPYAHUTENBHBIX CUTyallMi aJICKBaTHO HA HUX pearupoBath. 1o 3ammTon 10mKxHa
HaXOJIUThCS BCA cucTemMa o0paboTku nH(MOpMaIIUH.
Jluna, 3anumaroniecs: odecrnedeHneM HHPOPMAIMOHHON 0€30MMaCHOCTH, TOJIKHBI HECTU
JUYHYIO OTBETCTBEHHOCTb.
Hanexxnas cucrema 3auThl JODKHA OBITH MOJTHOCTBIO MPOTECTUPOBAHA U COTJIACOBAHA.
3ammrTa cTaHOBUTCS OoJiee YPEeKTUBHOM U THOKOM, €ClTi OHA JI0MYCKaeT U3MEHEHHUE
CBOMX [TapaMETPOB CO CTOPOHBI aIMUHUCTPATOPA.
B 3aknroueHne cBoero JoKia1a X0TeNoCh Obl JaTh HEKOTOPbIE PEKOMEHIALIUHU 10
opraHuzaiuu padboTsl B MHPOPMAIIMOHHOM MPOCTPAHCTBE, YTOOBI yOepeub ceOst M CBOMX
OJIM3KUX OT UHTEPHET-IPECTYMTHUKOB.

PexomMeHnaanmuu no opraHu3anum padéorsl B HH(POPMAIIMOHHOM NMPOCTPAHCTBE
1. Ilepen Hayanom paboTHl HEOOXOAUMO YETKO C(hOpPMYIHPOBATH IIEJIb U BOIIPOC TIOUCKA
UH(pOpPMALIUH.
2. XKenatenbHO BBIPa0OTATh ONTUMANBHBIN aJTOPUTM MOMCKA HHPOPMAIIMH B CETH
WHTEpHET, 4TO 3HAYUTEIBHO COKPATUT BPEMS U CHIIbI, 3aTPay€HHbIE HA TIOMCK.
3. 3apaHee ycTaHOBUTbH BpEMEHHBIN JTUMUT (2-3 yaca) paboThl B UHPOPMAITMOHHOM
NpOCTpaHCTBE (IPOCMOTP Teenepenadyn, yreHue, MHTepHeT).
4. Bo BpeMs pabOThl HEOOXOAUMO JAeNIaTh NepephiB Ha 5-10 MUHYT JUIsl CHATHS
($U3NIECKOT0 HANPSIKEHHS U 3PUTEIHLHON HATrPYy3KH.



5. HeoOxonuMo 3HaTh 3-4 yrpaXHEHUsI 1711 CHATUS 3pUTENILHOIO HAIIPSDKEHUS U
(U3NYECKON YCTaIOCTH.

6. PaGoTtath B XOpOII0 NPOBETPEHHOM OMEILIEHNH, TPH ONTUMAIBHOM OCBEIIEHUU U B
ya100HO# 103€.

7. He cToUT IETKOMBICIIEHHO 00paIaThCcsi CO CaM-MUCbMaMU U 3aX0IUTh Ha
HeOe3onacHble BeO-cailThl. [[i1s1 HHTEpHET-NPECTYITHUKOB Bbl CTAHOBUTECH JIETKON
JOOBIYEH.

8. Ilpu perucrpanuu B COUMAIbHBIX CETIX, HE YKa3bIBAUTE CBOM IIEPCOHAJIBHBIE IaHHBIE,
HaIpHuMep: aJpec WIK JIE€Hb POXKACHMUSL.

9. He ncnionp3yiite B JIOTMHE WIX [1APOJIE IEPCOHAIIBHBIE JAHHBIE.

10. Bce 570 n03BOISAET MHTEPHET-IIPECTYITHUKAM MOJYYHUTh JAHHBIE JOCTYIA K
aKKayHTaM 3JIEKTPOHHOM MOUTHI, a Takke MHpuuuposate goMamHue [1K ans Bkimoyenus
uX B O0T-CETh WIN AJIs NOXUILEHUS] 0AHKOBCKUX JIAHHBIX POJIUTEINEH.

11. Co3naiite coOCTBEHHBIN MPOodUIIb Ha KOMIBIOTEPE, YTOOBI 00E30MaCUTh
UH(POPMALIHIO, XPAHALIYIOCS Ha HEM.

12. He 3a0mbIBaiiTe, yTo (haKThl, 0 KOTOPHIX BBl y3HaeTe B VIHTepHeTe, HYy>KHO OUY€Hb
XOpOILO MPOBEPUTH, €CIIN BBIOYI€TE UCIIOJIB30BaTh UX B CBOEH IOMaIIHel padoTe.
[lenecooOpa3HO CPaBHUTH TPU UCTOYHUKA HH(OPMALIMH, TIPEXK]IE YEM PEILIUTh, KAKUM
VCTOYHUKAM MOXHO JJOBEPSITH.

13. O gocroBepHOCTH MH(POPMALIUY, TOMEIIEHHOM Ha caiiTe MOKHO CyIUTh 110 CAMOMY
caiiTy, y3HaB 00 aBTOpax caira.

14. Pa3zmemas nHpopmanuio o cede, CBouX OJIM3KUX U 3HAKOMBIX Ha CTPaHHUIIAX
COLIMANIBHBIX CETEH, CIPOCUTE MPEBAPUTEIBHO pa3pelieHue y TeX, 0 KoM OyzeT 3ta
uH(popMaLHsL.

15. He cnenyer pazMeniaTh Ha cTpaHuIax BeO-caiiToB cBou (hoTorpaduu u Gororpaduun
CBOMX OJIM3KUX U 3HAKOMBIX, 3@ KOTOPHIE BaM MTOTOM MOKET OBITh CTBIIHO.

16. CobmronaiiTe mpaBuiia YTUKY ipu 001eHnu B UHTepHeTe: rpy00CTh MPOBOLIUPYET
JIPYTUX Ha TaKOe K€ MOBEACHHE.

17. Ucnionw3ys B cBOel paboTe MaTtepual, B3sThIA U3 HH()OPMAIIMOHHOTO UCTOYHUKA
(kHUTa, neproauYecKas nevarb, IHTEpHET), clielyeT yKa3aTh 3TOT HCTOUHHK
MH(OpPMALIMY WJIH ClIeTIaTh Ha HETO CCHUIKY, €CJIM MaTepua Oblll BaMU IepepadoTaH.



