IMpunoxxenue N 1 x nucemy

MUHHCTEPCTBO OBPA3OBAHUS U HAYKU POCCHUMCKON
®OEJEPAITNN JEIIAPTAMEHT I'OCYJAPCTBEHHOM HOJIUTUKU
B COEPE OBIEI'O OBPA30BAHUS

ot 14 mas 2018 r. N 08-1184 O HATIPABJIEHUY UHOOPMALIUU

MAMSITKA §
JUISI OBYYAIOINUXCST OB HHOOPMAIIMOHHOM BE3OITACHOCTH
JNETEM

HEJIb3A

1. BceM noapsin cooOiiath CBOK YacTHYIO MH(POpMAIUIO (HACTOAIIUE WM,
damunuto, TenedoH, aapec, HOMEp IIKOJbI, a Takke (GoTorpaguu CBOU, CBOCH
CEMBbHU U JIpy3€i);

2. OTKpbIBaTh BIOXKEHHBIE (DAMJIbI AJIIEKTPOHHOM IMOYTHI, KOTJa HE 3HAaellb
OTHPABUTEIS;

3. I'pyOuth, npuauparbcsi, OKa3blBaTh JABJICHUE - BECTU Ce€0s HEBEXKIMBO U
arpecCcuBHO;

4. He pacrniopspkaiicsi JeHbraMu TBOEM ceMbU 0€3 pa3pelieHusi CTapiiux -
BCET/la CIpaliMBail poAUTENEH;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMHU B PEAIBHOM JKU3HU - IIOCOBETYHCS
CO B3pOCJIBIM, KOTOPOMY JI0BEPSCIIb.

OCTOPOKHO

1. He Bce mumyt npasay. Yuraemis o cedbe HenpaBay B MHTepHeTe - cooOmu
00 3TOM CBOMM POJUTENISAM WM ONEKyHaM;

2. IlpurnamarmT NepenuchiBaThCs, UrpaTb, OOMEHUBATHCS - MPOBEPH, HET JIU
IIOJIBOXA;

3. Hezakonnoe konupoBanue (aiinoB B IHTepHETE - BOPOBCTBO;

4. Bcernma pacckaspiBail B3pOCIBIM O TMpoOJieMax B CETH - OHM BCerja
IIOMOT'YT;

5. Ucnonb3yit HACTpOMKH O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSIThH
CBOM aKKAYHTHI B COLICETSX U IPYTUX MOPTAIAX.

MOXHO

1. YBaxaii qpyrux noJjib30BaTemew;

2. Ilonw3yenibest THTEpHET-UCTOYHUKOM - Jieail CChUIKY Ha HEro;

3. OTKpBIBai TOJBKO T€ CCHUIKU, B KOTOPBIX YBEPEH,;

4. OOmarbcsi 3a TOMOIIBIO B3pPOCIABIM - POJUTENH, ONEKYHbl U
aIMUHUCTpAIIMS CAUTOB BCEr/ia MOMOTYT;

5. [Ipoiinu obyuenue Ha caiite "CeTeBUYOK" M MOTyYd MacmopT MuGpoBOro
rpakaanuHal



[Tpunoxxenue N 2 Ilpunoxkenne N 1 k nucsmy

MUHUCTEPCTBO OBPA30BAHMS U HAYKY POCCUNICKOI
OEJIEPALIMM JEIIAPTAMEHT I'OCYJJAPCTBEHHOM ITOJIUTUKU
B COEPE OBIIETI'O OBPA30OBAHN S

ot 14 mas 2018 r. N 08-1184 O HAITPABJIEHY NTHOOPMALINN

MH®OPMALIMOHHAS IAMATKA
JUISI OBYYATOIIMXCS 1JI51 PASMEIIEHUS
HA OPHUIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJIOM MOJIOJCKH B HHTEPHETEC CTAHOBHUTHCSA OOJbIIe, a
IIKOJILHUKW OJHW W3 CaMbIX aKTHBHBIX IOJb30Bareiici PyHera. Mexny Tem,
MIOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, WHTEPHET HECET W TPOOJIEMEI.
OTa maMAaTKa J0JKHA IIOMOYb TeOe 0€30IacHO HAXOAUTHCS B CETH.

KomnbrorepHbie BUPYChI

KOMIIBIOTEpHBIN BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTENILHOW OCOOEHHOCTBIO KOTOPOU SIBISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHIO.
B nomnonnenue k 3ToMy, BUPYChl MOT'YT IIOBPEAUTDH WUIIU IOJTHOCTBIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MOAKOHTPOJIbHBIE MOJB30BATENI0, OT UMEHH KOTOPOro Oblia
3amylleHa 3apa)K€HHas IporpaMMa, a TAK)Ke MOBPEAWUTh WIHM AK€ YHHUYTOXKHUTH
OIEPaIIMOHHYIO CUCTEMY CO BceMH (paiimamu B 1ieoM. B OonbLIMHCTBE ciiydaeB
PacIpOCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

Meroap! 3a1UThI OT BPEIOHOCHBIX IPOrPAMM:

1. Mcnionb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMbI, UMEIOIIINE CEPHE3HBIN
YPOBEHB 3aIIUTBI OT BPEAOHOCHBIX ITPOrPaMM;

2. IlocrosnHo ycraHaBiuBaii mnautu (IUGPOBBIE 3aIIATKH, KOTOpPbIE
ABTOMATUYECKU YCTAHABJIMBAIOTCS C LEIbI0 JOpPaOOTKM MPOrpamMMbl) U APYyrue
OOHOBJIEHUSI CBOEW omnepanMoHHOW cuctembl. CKauMBail WX TOJIBKO C
opurmanbHoro  caiita  paszpadborunka OC. Ecnu  cyliectByer — pexum
aBTOMAaTUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Paboraili Ha CcBOEM KOMIIBIOTEpE MO MpaBaMu IIOJIb30BATENsl, a HE
aJIMMHUCTPATOpa. OJTO HE IMO3BOJUT OONBIIMHCTBY BPEAOHOCHBIX MPOTrpamMm
VHCTAJUIMPOBATHCSA Ha TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnons3yldi aHTHMBHUPYCHBIE NIPOrPaMMHBIE TNPOAYKTHI  M3BECTHBIX
IPOU3BOJIUTENEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3HUECKUN JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHENIHME HOCUTENIM MHQOpPMALUM, TaKUE Kak (Quiellika, AUCK
win (ailil U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oOTKpbIBall KOMIIBIOTEPHBIE (Dailsibl, MOJyYEHHBbIE U3 HEHAAECKHBIX
UCTOYHHKOB. J[axke Te (ailyipl, KOTOpBIE MPUCHIa TBOM 3HAKOMBIH. Jlydie yTouHu
y HEro, OTIIPABJISII JIU OH Te€0E HX.

Ceru WI-FI
Wi-Fi - 5170 He BHI mepeaaun TaHHBIX, HE TEXHOJOTHS, a BCETrO JIUIIb OpeHI,



mapka. Eme B 1991 roay HuuepnaHjckas KOMIIAHMS 3aperucTpupoBaia OpeHI
"WECA", uto o6o3nauano cnoBocoueranue "Wireless Fidelity", koropsiii
NepeBOAUTCSA Kak "OecrpoBOHAS TOYHOCTH'".

Jlo Hamero BpeMeHHu Jouuia apyras ad0peBuaTypa, KOTopas SBJIsSE€TCS TaKou
e TexHojoruen. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JTaHO C
HAMEKOM Ha CTaHAapT BbIcHied 3BykoBoil TexHuku Hi-Fi, uto B mnepeBoje
O3HA4aeT "BBICOKAs TOUHOCTH".

Ja, OecruiaTHBIA MHTEPHET-NOCTYN B Kade, OTeNsX U a’dporoprax sBIsSETCA
OTJIMYHOM BO3MOKHOCTBIO BbIXOJa B MHTEpHET. HO MHOrMe 3KCHepThl CUMUTAIOT,
g0 obmenoctymapie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CoBeThblI 110 6€30MacHOCTH PaObOTHI B 00IIEAOCTYTHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoIO JIMuHYIO HHPOpMamuio depe3 odmenoctynasie Wi-Fi
cetu. Pabortast B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJIU JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit u OOHOBJISIH aHTHUBUPYCHBIE MPOTpaMMbl B Opanamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0sl OT 3aKaYKU BUPYyCa Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonb3oBannu Wi-Fi otkimoun ¢ynkiuio "OOmuit 10cTym K daitnam
u npunTepam". JlaHHas GyHKUMS 3aKpbiTa MO YMOJYAHHUIO, OJTHAKO HEKOTOphIE
N0JIb30BATENIM aKTUBUPYIOT €€ JIsl y100CTBa UCHOIb30BaHMs B paboTe Win yueoe;

4. He wucnonp3yit nyomwmusaeidi WI-FI mns mepegaum JuUYHBIX JTaHHBIX,
HanpUMep ISl BBIXO/A B COLMATIbHBIE CETH UM B AJIEKTPOHHYIO MOUTY;

5. Ucnomnb3yit Tonbko 3amuiienHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.¢. IPH Habope BeO-aapeca BBOAM uMeHHO "https://™;

6. B moOunpHOM Tenedone orkmoun Qynknuio "lloaxmouenne k Wi-Fi
apToMarnuecku'. He momyckail aBTOMaTHYe€CKOro MOJKIIOYEHUSI YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

CouuajbHble ceTH

ConuanbHble CETH AKTUBHO BXOJIAT B HAIY JKM3Hb, MHOTHE JIIOJIU Pa0OTAIOT U
KUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBad MuuIHapi YeJIOBEK,
YTO SIBJIICTCSI OJHOM CeAbMOM BCeX KUTEIeH IUIaHeThl. MHOTHE IOIb30BATEIIN HE
MOHUMAIOT, YTO MHGOpPMAIHs, Pa3MEIICHHAS UMH B COITHAIBHBIX CETSAX, MOXKET
ObITh HaWJEHA W HCMOJb30BaHA KEM YIr'OJIHO, B TOM YHCIE€ HE 00s3aTEIbHO C
0JIaruMu HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUAIBHBIX CETSX:

1. Orpannyb cnucok Apy3en. Y Te0si B APY3bsiX HE JOJKHO OBITh CIIyHailHbIX
1 HE3HAKOMBIX JIFOCH;

2. 3amumiai CBOI YacTHYIO Ku3Hb. He yka3wiBait mapoinu, TenedoHsl, aapeca,
JaTy TBOETO POXIACHUA U APYryI0 JUYHYIO HHGOpPMAlLUIO. 3T0yMBIINIJICHHUKU
MOTYT HCIIOJIb30BaTh Jake HWH(OpMAIHMI0 O TOM, KaK Thl M TBOU POIUTEIU
IJIAHUPYETE NPOBECTU KAHUKYJIBI;

3. 3amminaii CBOIO permyTaIuio - JICPKH €€ B YUCTOTE U 3a7aBail cebe BOIPOcC:
XoTeNn OBl Thl, YTOOBI JAPYruUe TOJb30BATEINW BHUJEIH, YTO Thl 3arpykaerib?
[Togymaii, mpexe 4eMm 4To-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Eciiv Thl TOBOPHILIb C JIFOJIbMHU, KOTOPBIX HE 3HAEllb, HE UCIOIb3YH CBOE



peajgbHOe UMS U IPYTYIO JIUYHYI0 WH(OpPMAILMK: UMS, MECTO JKUTEJIbCTBA, MECTO
y4eOBbl U Ipoyee;

5. N36eraii pasmenienus dororpaduii B UHTEpHETE, IIe ThI M300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO OMPEAEIIUTH TBOE MECTOIOIIOKEHHUE;

6. Ilpu peructparim B CONHAIBHONW CETH HEOOXOIWMO UCIOJIb30BATh
CJIO’KHBI€ MapOJIU, COCTOSIIME U3 OYKB U IIU(Dp U ¢ KOJIMUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlnsg  comuanbHOM CETH, TOYTHl M JAPYIMX CaWTOB HEOOXOJIMMO
UCIIOJIB30BaTh pa3Hbie nmapoyiv. Toraa eciu Te0s B3JIOMAIOT, TO 3J0YMbBIIIJIECHHUKHU
NOJIy4aT JOCTYI TOJIbKO K OJJHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IEHbI'H

DNeKTpOHHbIE JAEHBI'M - 3TO OUYEHb YAOOHBIM CrMOCO0 MyaTexei, OaHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TH JICHBIH.

DNEeKTPOHHBIC JACHBIH MOSBHINCH COBCEM HEAAaBHO M MMEHHO M3-3a 3TOT'O BO
MHOTHX TOCYIapCTBaxX JI0 CHX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM GYHKIIMOHUPYIOT M O HUX YK€ MPOTHCAHO B 3aKOHE, TJIC UX
pa3leNsaoT Ha HECKOJIBKO BUAOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3Huna B ToM,
YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiaercsi MPOBOAUTH omeparuu 0e3
UACHTU(UKAIIMK TTOJIb30BaTElsA, @ B HCAHOHUMHBIX UICHTU(UKAIIUS [T0IH30BATENS
ABJISIETCS 00S3aTENbHOM.

Taxxe cruemyer pasnmuyaTh DJIIEKTPOHHBIE (QUATHBIE JEHBIH  (PaBHBI
rOCYy/IapCTBEHHBIM BaJIOTaM) M JJIGKTPOHHbIE HedUaTHbIE JACHBIU (HE PaBHBI
rOCyJIlapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI O O€30MacHOM padoTe ¢ INEKTPOHHBIMHU JICHIAMU:

1. ITpuBsiKM K cYeTy MOOMIIbHBIN Tene@oH. ITO caMblil yIOOHBIM U OBICTPBIN
croco® BOCCTaHOBUTH JOCTYyN K cyery. llpuBs3aHHBIA TenepoH MOMOXKET, €CIH
3a0yJenb CBOW IUTATeXHBIA Mapoiib WU 3aiJiellb Ha CaWT C HE3HaKOMOTO
YCTPOWCTBA;

2. Ucnonwp3yil opHopa3oBble mnaponu. Ilocie mnepexola Ha YCHICHHYIO
aBTOpH3aIio TeOe yke He OyaeT yrpokaThb OMACHOCTh KpaXX WM TiepexBaTa
TUTATEKHOTO TIAPOJIs;

3. Boibepu cinoxublii maponb. llpectynmHukam OyneT He MpOCTO yrajaTh
CJIO’KHBIN Mapoiib. HajexxHpie maposiy - 3T0 mapoJiv, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B ce€0S CTPOYHBIE W TMPOMUCHBIE OYKBBI, LU(PHI U
HECKOJIbKO CMMBOJIOB, TaKME KaK 3HAK JoJjiapa, PyHTa, BOCKIUIATEIbHBINA 3HAK U
t.11. Harmpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPbIM HE JOBEPSCILb.

JJIeKTPOHHASA MOYTA

DNEeKTpOHHAsI TOYTa - 3TO TEXHOJOTHS M MPEAOCTABISIEMbIE €10 YCIYTH IO
MEPECHUIKE U MOJYYEHUIO JIEKTPOHHBIX COOOIICHHM, KOTOPHIE PACIIPEACIISIOTCS B
KOMIIBIOTEpHON ceTh. OOBIYHO 3JEKTPOHHBIA TMOYTOBBIA SIIIUK  BBITJISIUAT
CIEYIOMUM 00pa3oM: UMsI_TOJIb30BaTeNs(@uUMs_jaoMeHa. Takke Kpome mepeaadn
IIPOCTOr0 TEKCTa, UMEETCSI BOZMOXKHOCTh MepeaaBaTh (Daitibl.



OcHOBHBIE COBETHI IO O€30MaCHOM padoTe ¢ ITEKTPOHHOM MOUTOM:

1. Hamo BbIOpaTh TpaBWIBHBIA TIOYTOBBIM CEpBUC. B uWHTEpHETE €CTh
OTPOMHBIN BBIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYYILIE JOBEPSITH TEM,
KOI'0 3Haellb U KTO IEPBBIM B PEUTHHTE;

2. He yka3piBaii B TUYHON Mo4YTe NTUYHYIO MHbOopmaruio. Hampumep, myudrine
BbIOpaTh "My3bIKanbHbIA _(haHaT@" umm "pok2013" Bmecto "temal3";

3. Hcnonb3yid ABYX3TAMHYH aBTOPHU3ALMIO. DTO KOrJa MOMHMO MapoJist
HY>KHO BBOAUTH KO/, TPUChLUIaeMblii 0 SMS;

4. BoiOepu Cl0XHBINA MapoJib. {15 KaK10ro MOYTOBOrO SIIIUKA JOJKEH OBITh
CBOM HAJEXKHBIW, YCTOWYUBBIN K B3JIOMY [apoJib;

5. Ecim ecTb BO3MOXHOCTh HAmMcaTh CaMOMY CBOW JIMYHBIM BOIIPOC,
VCIIOJIb3YH 3TY BO3MOXKHOCTb;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX SIIMKOB. IlepBbIii 11 yacTHOM
NEPENUCKU C aJipecaTamMu, KOTOPbIM Thl JOBEpsIEllb. DTO JIEKTPOHHBIA aJpec He
HAJI0 UCIIOJIb30BaTh NIPH PErucTpaluu Ha opyMax u caitax;

7. He oTkpeiBail (pailibl U Apyrue BIOXKEHUS B MUChbMaxX, AK€ €CIU OHU
OPUIUIA OT TBOUX Jipy3eld. Jlyunie yTouHW y HHMX, OTHIPABIISUIM JIU OHH TEOE 3TU
dbaiisr;

8. ITlocne oxoH4yaHWsi pabOTHI Ha TOYTOBOM CEPBUCE MEpEe] 3aKpPhITHEM
BKJIQJIKU C CAUTOM HE 3a0y/ib Ha)KaTh Ha "BeriTu".

Kuo0epOysimHT MM BUPTYaJbHOE M3/1€BATEIHLCTBO

KubepOymumuHar - mpecieioBaHHE€  COOOMICHUSIMH,  COJEpPKallMU
OCKOpOJIeHuM, arpeccuto, 3ayrUBAaHMUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C MTOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 1O OOpHOE ¢ KUOEPOYIIIUHIOM:

1. He 6pocatics B 6oit. Jlyummii crmoco0: mOCOBETOBATHCS KaK ce0sl BECTH H,
€CJIM HET TOro, K KOMy MOXXHO OOpaTUThCS, TO BHa4ajleé YCIOKOUThCS. Ecnu Tl
HAYHEeIllb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOpPOJEHHS, TO TOJIBKO elle OoJblIe
Pa30oAOKeIb KOH(IIUKT;

2. Ynpapnsi cBoeit kubeppenyTranuei;

3. AHoHUMHOCTH B ceTd MHHUMas. CyllIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 AHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJIUTaHCKWW oOpa3 BHUPTYyaJIbHOM >XH3HU. MHTEpHET
bukcupyeT Bce TBOM JEHCTBUS W COXpPAHSET UX. YJAIUTh WX OyneT KpaifHe
3aTPYIHUTEINBHO;

5. Cobmronaii CBOXO BUPTYaIbHYIO YECTh CMOJIONY;

6. Wrhopupyil enuHuuHblii HeratuB. OJHOpPa3OBbIe OCKOPOUTENTbHBIE
COOOIIeHUs] Jyyllle WrHopupoBatb. OOBIYHO arpeccusi MpeKpaulaercss Ha
HaYyaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpamMmax oOMeHa MIHOBEHHBIMU COOOIIICHUSIMH, B
COLIMAIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKHM OTIPABKH COOOILIEHUH C
OIpEIETICHHBIX aJPECOB;

8. Ecnu ThI cBuaerens kubepOyiuHra. TBou NeMCTBUS: BBICTYIIUTh MPOTUB
npeciieoBaTells, I0Ka3aTh €My, 4YTO €ro JEWCTBHS OLIEHHWBAKOTCS HEraTUBHO,



MOJIJIEPXKATh KEPTBY, KOTOPOM HYyXKHA TICUXOJOTMYECKasi IMOMOIb, COOOIIUTh
B3POCJIBIM O (paKTe arpeCCUBHOTO MOBE/ICHUS B CETH.

MoouabHbIi TeaedoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COJIEPKAT B ce€Oe BIOJIHE B3POCIHBIN
GyHKIIMOHAJI, W Tenepb OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMIibloTepamu. OJIHAKO, CPEACTB 3AIIUTHI JJIsI MOJOOHBIX YCTPOMCTB MOKAa OYEHb
mano. TecTupoBaHME M TOUCK VYSI3BUMOCTEM B HHX MPOUCXOJUT HE Tak
MHTEeHCHUBHO, Kak st [1K, To ke camoe kacaeTcsi U MOOMJIBHBIX MPUITOAKEHU.

CoBpemeHHbIe MOOMITBHBIE Opay3ephl YKe MPaAaKTUYECKH JIOTHAN HACTOJIbHBIE
aHaJOTHU, OJIHAKO paclIMpeHre (QyHKIMOHANa BJedeT 3a €000 OOoNBIIYyIO
CJ0KHOCTb Y MEHBIIYIO 3alIUIIICHHOCTb.

Jlaneko He BcCe MPOM3BOIUTENM BBIMYCKAIOT OOHOBIICHMS, 3aKPbIBAIOIIHE
KPUTUUYECKHUE YSI3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

Huuero He siBisieTcst mo-HacToseMy OecIiaTHbIM. Bynb OCTOpOKeH, Bedb
Korna Tede mpeyIararoT OeCIUTaTHRI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUJIATHBIE YCIYTH;

Hymait, npexae yem ornpaBuTh SMS, ¢hoTo i Buaeo. Tl TOUHO 3HAEIIb,
r7ie OHU OYJyT B KOHEYHOM UTOTre?

Heo6xoa1umMo 0OHOBIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcrionb3yit aHTUBUPYCHBIE POTPAMMBI JJISI MOOWIIBHBIX Telle(DOHOB;

He 3arpyxaii npuioxeHus OT HEM3BECTHOI'O HCTOYHHKA, BEIb OHU MOTYT
COJIep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

[Tocie Toro kak Thl BBIWIEIIL C CalTa, T/l BBOAWI JIMUYHYIO WH(OPMAIHIO,
3aiiin B HACTPOIkK Opay3epa u yaanu cookies;

[lepuoanuecku mpoBepsid, Kakue IUIaTHbIE YCIYTM aKTUBUPOBAHBI HAa TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJIBHOrO TeiepoHa TOJNBKO JIOJAM, KOTOPBIX ThbI
3Haellb U KOMY JOBEpPSIEIIb;

Bluetooth momxeHn ObITH BBIKJIIFOYEH, KOTJa Thl MM HE Mojb3yemibcs. He
3a0bIBaii MHOT/IA TIPOBEPSTH ITO.

Online urpsol

CoBpeMEHHbIE  OHJIAWH-UTPBI - 3TO  KPacoO4YHbIC, 3aXBaThIBAIOIINE
pa3BiedeHusi, 0ObEIUHSIONINE COTHU THICSY YEIOBEK MO BceMy mupy. Urpoku
UCCIEAYIOT JTaHHBIA UM MHp, OOLIAIOTCS JIPYr C APYrOM, BBHIMIOJNHSIOT 3aJIaHMUS,
CpPaKalTCsl C MOHCTpaMHM M TIONYYarOT ONBIT. 3a YAOBOJLCTBUE OHM IUIATST:
MOKYMNAIT JAUCK, OTUIAYMBAIOT AOOHEMEHT WM NPUOOPETAIOT KaKHUE-TO OIIIUH.

Bce atu cpenctBa uayT Ha nojjepKaHuE U pa3BUTHE UTPHI, a TAK)KE HA CaMmy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPHU3AIlMU, BBITYCKAIOTCS HOBBIC
naTuu (u@POoBBIE 3aTUTATKH JJIS POTPaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBAaHA CHCTEMA aBTOPHU3ALMH OOJBIIMHCTBA
urp.



OcCHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOT0 aKKAyHTA:

1. Eciiu npyroit urpok BefeT cels II0X0 WK co3/1aeT Te0e HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxkanyiics aiMUHHACTPATOPaM UIPHI Ha IUIOXOE MTOBEIEHHUE ITOr0 UIPOKA,
KEJIATEJIbHO NPUIIOKUTh KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3bIBaii TuuHy0 HHGOpMaLMIO B ITpodaiiiie urpsl;

4. YBaxail Ipyrux y4aCTHHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuIiinaabHbIe TATYH U MOJIBI;

6. Mcnosp3yil CIIOKHBIE U pa3HbIE MTApPOJIH;

7. J1axxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI Urpaemisp,
TBOM KOMIIBIOTEP MOT'YT 3aPaA3UTh.

@UIIUHT UM KPaKa JUYHBIX JAHHBIX

OOBIYHOM Kpaskel ACHET U TIOKYMEHTOB CErOAHs YKE€ HUKOTO HE YAHBHIIIb, HO
C Ppa3BUTUEM MHTEPHET-TEXHOJOTHUH 3JOYMBIIUICHHUKH II€PEMECTHIIUCH B
UHTEPHET, U MPOJ0JIKAIOT 3aHUMAThCA "MIOOUMBIM" JeJIOM.

Tak mnosBuiIach HOBasg yrpos3a: HHTEPHET-MOIIEHHUYECTBA WM (DUILMHT,
rJIaBHas 1eJdb KOTOPOrO COCTOMT B TOJYyYEHUHM KOH(PUACHIMAIbHBIX JAaHHBIX
N0JIb30BaTeNIel - JIOTMHOB W napoiieid. Ha anrnmiickom si3bike phishing uuraercs
kak ¢umuHr (ot fishing - peiOHas nois, password - mapos).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl 1opo3peBaellb, YTO TBOSI aHKETA
OblTa  B3JIOMaHa, TO HeoOXoAMMO  3a0JIOKUpOBaTh €€ U COOOIIMTH
aAMUHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnionp3yii 6e3omacHbIe BeO-CAalThI, B TOM YHCIIC, HHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonp3yit cnoxkHple W pa3Hble mapoiu. Takum oOpazoM, ecium TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TOJydYaT JOCTYI TOJBKO K OJIHOMY TBOEMY
npoQUIIIO B CETH, a HE KO BCEM;

4. Eciu Tebs B3nOMald, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIEe JOOABJIEHBI Y T€OS B IPY3bsiX, O TOM, 4YTO T€Os B3JIOMaJH H,
BO3MO’KHO, OT TBOETO MMEHH OYyJIET pacchuIaThCs CllaM U CCHUIKM Ha (PUIIMHTOBbIC
CaAWTHhI;

5. YcranoBu HagexHsii napoinb (PIN) Ha MoOunbHbIN TenedoH;

6. OTKIIIOUYM COXpaHEHHe Mapodsi B Opaysepe;

7. He oTkpeiBail (ailibl U Apyrue BIOXKEHUS B MUCbMax, AK€ €CIU OHU
OPUIUIM OT TBOMX Apy3eil. Jlydille yrouHu y HUX, OTIPABISUIM JU OHU TeOE ITH
baisl.

IHu¢poBas penyranus

[MudpoBas pemyTaius - 5T0 HETATUBHAS WX MO3UTHBHAS MHPOPMAIUS B CETH
o tebe. Kommpomerupyromas nHpopManus, pa3MeIleHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3uThcsl Ha TBOEH peanbHOM xku3HU. "Lludposas
pemyTarus" - 3TO TBOM UMUK, KOTOPBI popmupyercs u3 uHpopmanuu o Tedbe B
UHTEpHETE.



TBOe MecTO >XHUTENIbCTBA, yueObl, TBO€ (PUHAHCOBOE IMOJIOKEHUE, OCOOECHHOCTH
XapakTepa U paccKasbl 0 OJU3KHX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorve mNOAPOCTKH JIETKOMBICIIEHHO OTHOCATCA K IYOJIMKAlUu  JIMYHOMN
uHpopmauuu B VHTepHeTe, He MOHMMAas BO3MOXHBIX mociencTBuil. Thl gaxke He
CMOXeEIIb J0rafaThCsi O TOM, 4To (ororpadus, pasmelnieHHass 5 JeT Ha3al, cTana
NPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KomMmenTapuu, pasmenienue TBoux ¢ororpaduili u JIpyrue ASUCTBUS MOTYT He
MCYE3HYTh JAX€ I0CJI€ TOro, KaK Thl UX YAAJUIIb. Tbl HE 3HA€Ilb, KTO COXPAHWI 3Ty
UH(pOpMaINIO, MoMalla I OHa B IOUCKOBBIE CUCTEMbI M COXPaHWJIACh JIU OHA, a TJIaBHOE:!
YTO MOAYMArOT O TeOe OKpyXKaroulue JII0JM, KOTOpble HallayT W yBUAAT 3T0. Haiitn
UH(POPMALIMIO MHOT'O JIET CIIYCTS CMOXKET JIF0O0H - Kak U3 J00pBIX MOOYKICHUM, Tak U C
HaMEpEeHUEM MPUYUHUTH BPEJl. ITO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE [UPPOBON penyTaluu:

1. Ilogymaii, mpexzae 4em 4To-To MyOJIMKOBAThH U MepeaaBath y ce0s B Oiore win B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npoduis ycTaHOBH OIpaHUYEHUs HAa IPOCMOTP TBOETO NPOPMIIsi U
€ro COJIEP’)KUMOT0, C/ieJlail ero TOJbKO "1y Apy3ei';

3. He pasmemaili u He yka3piBail HH(pOpMAIMIO, KOTOpas MOXET KOro-inbo
OCKOpOJIATH U OOMXKATh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE HIKOJBHUKU - aKTUBHBIE MOJIb30BATENM LHU(POBOrO MPOCTPAHCTBA.
OpHako J1aneKo He BCe 3HAIOT, YTO IMOJIb30BAaHME MHOTMMH BO3MOXHOCTAMH LU(POBOrO
MUpa TpedyeT cOOI0ICHHS TPaB Ha MHTEIUIEKTYaIbHYIO0 COOCTBEHHOCTD.

TepMuH "UHTEIIEKTyalIbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K pa3jIMYHBIM TBOPEHUSIM
YeIOBEUECKOT0 yMa, HadMHas C HOBBIX HM300pEeTeHHWH W 3HAKOB, O0O3HAYAIOIIMX
COOCTBEHHOCTb Ha MPOJYKTHl W YCIYI'M, M 3aKaHUMBasg KHUTraMmHu, Qotorpadusmu,
KAHO(PHIbEMaMHU M MY3BbIKQJIbHBIMH TTPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJbHYI0O COOCTBEHHOCTh Ha
MPOM3BECHNUS HAYKW, JTUTEPATyphl W HMCKYCCTBA. ABTOPCKME IpaBa BBICTYMAIOT B
KayecTBe TrapaHTHUH TOTO, YTO MHTEJUIEKTYaJbHBIM/TBOPYECKUIN TPyl aBTOpa HE OyIer
HalpacHbIM, JaCT €My CIPaBEUIMBBIE BO3MOKHOCTH 3apal0TaTh Ha pPe3yjbTaTax CBOETO
TpyZAa, NOJIYyYUTh U3BECTHOCTh U NpHu3HaHuE. HukTo Oe3 pasperieHus: aBTopa HE MOKET
BOCIIPOU3BOJUTh €ro IMPOU3BENEHHUE, PacIpOCTPaHATh, MYOIUYHO JEMOHCTPUPOBATH,
npoAaBaTh, HMIIOPTUPOBAaTh, IyCKaTh B  MPOKaT, MNYyOJIMYHO  WCHOJHSITH,
HOKa3bIBaTh/UCIIONHATH B 3(hupe niK pa3Meriats B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro" MmporpaMMHOro OO€CleYeHUs] MOXKET MPUBECTH K
MHOTMM pHCKaM: OT IOTEpH JaHHBIX K TBOMM aKKayHTaMm J0 OJIOKHPOBKH TBOETO
YCTpOICTBa, I/Ie yCTaHOBJIEHA HeJerajipHas nporpaMMa. He ctouT Takke 3a0bIBaTh, 4TO
CYIIECTBYIOT JIerajibHbIe U O€CIUIaTHBIE TPOrPaMMbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJe

CeteBUYOK.p - TBOM TJIABHBIM COBETUMK B CETH. 371€Chb Thl MOXKEIb Y3HAaTh O
0€30MacHOCTH B CETH TMOHSATHBIM U JIOCTYNHBIM SI3bIKOM, a TpPU BO3HUKHOBEHHUHU
KPUTHYECKON CUTYalIMH OOPAaTUTHCS 32 COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKYpCax
Y CTaTh CaMbIM HU(PPOBBIM IPakIaHUHOM !



