[Ipunoxenne Ne 5 k nucemy
MHHOOpa3oBaHus PocTroBckoil obsactu
oT Ne

NHOOPMAILIMOHHA A ITAMATKA
JUS OBYUAIOIINXCA JJIS PASMEILEHN A
HA OOUIIMAJIbHBIX MHTEPHET-PECYPCAX

C KaxabpIM TOJOM MOJIOACKM B HHTEPHETE CTAHOBUThHCA Oouiblle, a
IIKOJBHUKM OJIHM W3 CaMbIX AKTHMBHBIX Nosib3oBarene Pynera. Mexnmy tem,
MIOMHMO OT'POMHOT'0 KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOoOIeMbl. JTa
namsiTKa JOJDKHA MOMOYb Te0e 6€30MacHO HaXOUThCS B CETH.

KomnerorepHsie BUpyCHI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IMPOrpamM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJSIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylIeHa 3apa)K€HHas Iporpamma, a TakXKe MOBPEINUTh WU JaKE YHUUYTOKUTH
OIEPaIIOHHYI0 CUCTEMY CO BceMH (paiiilaMu B LI€JOM. B OONbIIMHCTBE CilydaeB
pPacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX IIPOrPAMM:

1. Mcrionb3yil COBPEMEHHBIE ONIEPALIMOHHBIE CHCTEMBI, UIMEIOLIUE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX POTPaMM;

2. IloctossHHO ycTaHaBnuBaik mautud (UudpoBBIE 3aIlIaTKH, KOTOPHIE
ABTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJIEHUS CBOEH ONepalMoOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(UIIMATBLHOTO
caiita pazpabotunka OC. Eciu cyiecTByeT pexxuM aBTOMaTHUYE€CKOT0 OOHOBJICHUS,
BKJIIOYH €T0;

3. PaboTaii Ha cBOoeM KOMIBIOTEpE TOJ[ MpaBaMH IOJIb30BaTENs, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTrPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Ucnionb3ylh  aHTUBHMPYCHbIE TPOTPAMMHBIE  TNPOIYKThl ~ M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBJICHHEM 0a3;

5. Orpanunup HpU3HUECKUN JOCTYH K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonp3yil BHELIHUE HOCUTENM MH(OpMaLMM, Takue Kak (iemika, IucK
WK (ailn U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

/. He oTkpbIBall KOMIIbIOTEpHBIC (ailyibl, MOJyYEHHbICE M3 HEHAIEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailnibl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlyunie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He BUJ mepenaun JaHHbBIX, HE TEXHOJIOTHS, @ BCETO JIMIIbL OPCHI,
mapka. Eme B 1991 romy HumepmaHickas KOMIAHUS 3aperucTpupoBana OpeH.
«WECA», uto o6o3Hauaso cioBocoderanue «Wireless Fidelity», koTtopsbrit
NEPEBOUTCS KaK «O0eCIPOBOIHAS TOUHOCTDY.



Jlo Hailero BpeMeHH Jioluia apyras abbpeBuarypa, KotTopas sBJIsSIeTCsl TaKON
xe TexHosorued. Jto abbpeBuarypa «Wi-Fi». Takoe HazBanue ObLIO JaHO C
HaMEKOM Ha CTaHJIapT BhICIIeH 3ByKOoBo TexHUKU Hi-Fi, uro B mepeBoe o3Havaer
«BBICOKAsI TOYHOCTBY.

Jla, GecruiaTHBIA MHTEPHET-AOCTYI B Kade, OTEeNIAX U adpoIopTax sBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B HHTEpHET. HO MHOTHME 3KCIIEPTHI CUUTAIOT, YUTO
obmenoctynasie Wi-Fi cetn He SBISIOTCS 0€30IMacCHBIMH.

CoBeThl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JIMUHYIO HHPOpPMAIHIO Yepe3 olmienoctymabie Wi-Fi
cetu. PaboTast B HUX, KeJlaTelbHO HE BBOAUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Vcnonp3yit u OOHOBIIAM aHTUBUPYCHBIE MporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MAacHIlb ce0s1 OT 3aKaYKH BUPyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBannu Wi-Fi otkinroun ¢pyHkumo «O0muii 1ocTyn K (aitiam
U npuHTepam». JlaHHasg (yHKUMSA 3aKpbiTa MO YMOJYaHHUIO, OJHAKO HEKOTOPbIE
MOJIb30BATENHM AKTUBUPYIOT €€ /7Sl y100CTBa MCII0JIb30BaHUs B paboTe min y4eoe;

4. He wucnonws3yit nyOmuunsid WI-FI nns mepemauud JUYHBIX JTaHHBIX,
HaIpUMep, JUIsl BBIXO/IA B COLUUAIBHBIE CETHU WU B DJIIEKTPOHHYIO MOYTY;

5. Mcnonb3y# TONIBKO 3amuiieHHoe coequnenue uepe3 HTTPS, a e HTTP,
T.€. Ipu Habope BeO-aipeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmroun (ynkiuio "Tloakmouenue k Wi-Fi
aproMarnuecku'. He momyckail aBTOMaTMYECKOTO MOJKIIOYEHUSI YCTPOMCTBAa K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounaiibHbIe CETH

ConuanbpHble CETH aKTUBHO BXOJIST B HAIIly KU3Hb, MHOTHE JIIOJU PaboTaroT
U KUBYT TaM TMOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MIUJITHAP]T YETOBEK,
qTO SIBJISIETCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO MUH(pOpMALMs, pa3MElIeHHass UMU B COLIMAJIBHBIX CETSIX, MOMKET
ObITh HalJleHa W MCIOJIb30BaHA KEM YIrOJHO, B TOM YHCJIE HE 0053aTEIbHO C
OJIaruMU HaMEPEHUSIMHU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTU B COLIMAIBHBIX CETSIX:

1. Orpanuub cnucok apy3eil. Y Te0s B Apy3bax HE JOHKHO OBITh CTy4YalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuinai CBOIO YAaCcTHYIO >kM3Hb. He ykaspiBall mapoinu, TenedoHbI,
anpeca, JaTy TBOETO pPOXICHUS U JAPYIyl0 JIMYHYIO  HMH(POpPMAIHUIO.
3110yMBIIIIICHHUKHA MOTYT UCIIOJIb30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POAUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammuinai CBOIO peryTaIuio - IepKH €€ B YHCTOTE U 3aaBaii cebe BOompoc:
XoTen Obl Thl, YTOOBI JPYTHE TMOJH30BATEIN BHJEIH, UYTO ThI 3arpy’kaeiib?
[Togymaii, mpexJie 4emM 4To-TO OMyOJUKOBATh, HANIMCATDh U 3arPy3UTh;

4. Eciii ThI TOBOPHULIB C JIFOAbMH, KOTOPBIX HE 3HAClIb, HE UCIIOJB3YH CBOE
peanabHOE UMS U JIPYTYIO JIMYHYIO0 MH(OpMALUU: UMs, MECTO >KMTEJIbCTBA, MECTO
y4eObl ¥ poYee;

5. U36erait pasmemienust pororpaduii B HTepHETE, IIe Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAECIUTh TBOE MECTOIOJIOKEHHE;



6. Ilpu peructpauum B COLUMAJIBHON CETH HEOOXOAMMO HCIIOJIb30BaTh
CJIO’KHBIE TTAPOJIH, COCTOALINE U3 OyKB U IU(P U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE
8,

7. Jlns  colMambHOM CETH, TMOYTHl M JAPYTUX CalTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble maposu. Toraa eciu Teds B3JIOMAaIOT, TO 3JI0YMBIIIIJICHHUKU
IIOJTy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIEKTPOHHBIE JICHbI U

DNEKTPOHHBIE JE€HBIU - 3TO OYEHb YJOOHBIM CHOCOO IJIATEXKEW, OJHAKO
CYILECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JECHBIH.

DIEKTPOHHBIE IEHBI'U MOSIBUIIMCH COBCEM HEJABHO M UMEHHO U3-3a HTOTO BO
MHOTHX I'OCyAapCTBax J0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe OHM QYHKIIMOHUPYIOT M O HUX YK€ IIPOIKCAHO B 3aKOHE, IJI€ UX
pa3ensaoT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE M HE aHOHUMHBIE. PazHuna B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOAUTH omepaunun 0e3
UJEHTU(UKALIMY TT0JIb30BATENS], @ B HEAHOHUMHBIX MACHTU(UKAIUS [T0Ib30BaATENSA
ABIIAETCS 0053aTEIBLHOM.

Taxxke crnenyer pas3iuyaTh dSJIEKTPOHHbIE (UaTHbIE JAEHBIH (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJICKTPOHHBbIE He(dUATHBIC ACHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AJIEKTPOHHBIMU JIEHbIaMU:

1. [IpuBsxu K cyeTy MOOMIIbHBIN TeseOH. ITO camblil yI00HBIN U OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYyH K cuery. llpuBsizaHHBIN TeneoH MOMOXKET, €CiH
3a0ynenib CBOM IUIaTEXHBIM Mapojib WM 3aiJellb Ha CalT ¢ HE3HAaKOMOTo
YCTPOMCTBA;

2. Ucnonw3yil onHopaszoBble maponu. Ilocnme mepexona Ha yCHIEHHYIO
aBTOpHU3allMI0 TeOe yxke He OyJeT yrpokaThb ONAacHOCTh KpaXXH WIM IepexBara
IIJIATEXKHOTO MAPOJIS;

3. Beibepu cnoxsbiii mapons. [Ipectymaukam OyneT He MpPOCTO yraaath
CJIOKHBIM MapoJib. HagexHple mapoyiy - 3T0 Mapoiu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOUAIOT B ¢€0s1 CTPOYHBIC U MPOMUCHBIE OYKBBI, TU(PPHI U HECKOJBKO
CUMBOJIOB, TaKME€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAaK M T.IL
Hampumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTaX, KOTOPBIM HE IOBEPSCIIb.

DJIEKTpOHHAs oYTa

DNEeKTpOHHAs IMOYTa - 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTH 10
NEPECHUIKE U MOIYYESHUIO JIEKTPOHHBIX COOOIIEHUN, KOTOPbIE paclpeaensoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO DIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CIIEYIOIKUM 00pa3oM: UMsI_T0JIb30BaTEIsI(@UMs_JIoMeHa. Takke KpoMe repeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailibl.

OCHOBHBIE COBETHI 110 OE30MACHON padOTe C AIEKTPOHHOMN MOYTOM:

1. Hago BbIOpaTh NpaBWIIBHBIA MOYTOBBIM cepBHC. B uWHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle IOBEPSAThH TEM,
KOTI'0 3HaCIlb U KTO MEPBBIN B PEUTUHTE;

2. He yka3biBail B TMYHON MOYTE JUUHYI0 HHPopmaluio. Hanpumep, myure
BBIOpATh «My3bIKaIbHBIN _(panaT@» uim «pok2013» BmecTo «temal3»;



3. Ucnonb3yit ABYXATanmHyK aBTOpHU3allMI0. DTO KOrja MOMHUMO MapoJis
HY>KHO BBOJUTH KOJ, MPUChUIaeMbIid 10 SMS;

4. Be10bepu CI0XKHBIN NTapoib. [[J1s1 Kaxa0ro HOYTOBOIO SIIIMKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY HapOJb;

5. Ecnm ecTp BO3MOYKHOCTH HamucaTh CaMOMYy CBOM JIMYHBIA BOIIPOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

6. Mcronb3yil HECKOJBKO TIOYTOBBIX SMUKOB. I[lepBbIii 11 dacTHOM
MEPEINCKU C aipecaramMu, KOTOPBIM Thl JOBEPSECHIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIB30BATh MPU PETUCTPAIIMU Ha OopyMaxX U CalTax;

/. He oTkpsiBail ¢ailipl U Ipyrue BIOXKEHHS B MUCHbMAaxX, JaXKe €ClIM OHU
IOPUIILIA OT TBOUX Apy3el. Jlydile yTouHu y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baiisr;

8. [locne oxkoHuaHus pabOTHl Ha IOYTOBOM CEpPBHUCE MEpe]] 3aKPbITUEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BBIATI.

KubepOymuHr niin BUPTYaJIbHOE U3/E€BATEIbCTBO

KubepOyumuHar -  mpecienoBaHuE  COOOIICHUSIMU,  COAEpKaIIuMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIJITMHIOM:

1. He Opocaiics B 60i. Jlyumuii cnoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€clIi HEeT TOro, K KOMy MOYKHO OOpaTHTbCs, TO BHadajleé YCHOKOUTbCA. Ecimu Thl
HAYHEIIb OTBEYaThb OCKOPOJEHMSIMHM Ha OCKOPOJIEHUS, TO TOJBKO elle Ooublie
pa3oXxoKeb KOH(PIIUKT;

2. Yupapisii cBoet kubeppemyTaiuei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyllecTBYIOT CIOCOObI BBIICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BECTHM XYJUTaHCKUMW 00pa3 BUPTyaJlbHOM Xu3HHU. MHTEepHeT
(GuKcUpyeT Bce TBOM JEHUCTBHS M COXpPAHSET UX. YAAIUThb UX OyleT KpaiiHe
3aTpyAHUTEIIBHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHuuHblid  HeraTuB. (OIHOpPA30BBIE OCKOPOUTEIBbHBIC
COOOIIEHHMS JTyulle UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKpaniaeTcs Ha Ha4albHON
CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMU, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKM OTIPABKH COOOILIEHUH C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu 11 cBUeTens kubepOymHra. TBou JeiCTBUS: BBICTYIIUTh IPOTUB
npeciieloBaTeNs, MOKa3aTb €My, YTO €ro JEWCTBUS OLICHMBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIb, COOOIUTH
B3pOCJBIM O (PaKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJHE B3POCIIbIT
(GyHKLIMOHAJ, W Temepb OHM MOTYT KOHKYpPHUpPOBaTh CO CTAallMOHAPHBIMU
KoMIibtoTepamMu. OHAKO, CPEACTB 3AIIUTHI 1JIs1 MOJOOHBIX YCTPOMCTB MOKA OYEHB



Masio. TecTUpOBaHUE U MTOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpemeHHble MOOWJIBHBIE Opay3epbl yKe€ MPaKTUYECKH JIOTHAIU
HACTOJIbHBIE aHAJOTH, OJHAKO pacHMpeHue (yHKIMOHaMa BIeYeT 3a coOoH
OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTD.

Jlameko He BCe MPOM3BOAMTENH BBIMYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIINE
KPUTUYECKUE YSA3BUMOCTH JIJISl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI JIs1 0€30MACHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecriiaTHbIM. Bylib ocTOpoXkeH, Be/b
Korjia Tebe mpeasiaratoT OecIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI Kakue-
TO IUJIATHBIE YCITYTH;

Hywmaii, mpexe uem oTnpaBuTh SMS, ¢oto umm Bugeo. Tl TOUHO 3HAEIID,
r7ie OHU OyJyT B KOHEUHOM UTOTrE?

Heo6xo1umo 0OHOBISATE ONEPAIMOHHYIO CUCTEMY TBOEr0o cMapTQoHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii mpuiioXeHus OT HEU3BECTHOIO MCTOYHUKA, BEJlb OHU MOTYT
CoJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUECHHUE;

[locne Toro kak Thl BBIMAECIIb C CalTa, I7I€ BBOAWJ JHMYHYIO HHPOPMALHUIO,
3aiiin B HACTPOIKK Opay3epa U yaanu cookies;

[lepuonnuecku MpoBepsiii, KAKUE MIIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBail cBOM HOMEp MOOUJIBHOTO Tene(OoHa TONBKO JHOASM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEpSCIIb;

Bluetooth nomkeH ObITh BBIKIIOYEH, KOTrJa Thl UM HE MoJb3yemibes. He
3a0bIBail UHOT1a IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAMH-UTPBI - 3TO KpPACOYHbIEC, 3aXBaTbIBAIOIIUE
pa3BiieueHus, OOBEAUHSIONIME COTHHU ThICSY YEJNOBEK MO BceMmy mupy. Wrpoku
UCCJENYIOT JaHHBIA UM MHp, OOIIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3aJaHus,
CPaKaIOTCS C MOHCTPAMHM W TIOJY4YalOT OMNBIT. 3a YAOBOJBCTBUE OHM IUJIATST:
MOKYNaIOT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce a1y cpeacTBa MAYT Ha NOAJEPKAHUE U PA3BUTHE UIPBI, & TAK)KE HA CaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo6HBIX urpax CTOUT 0nacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)ki TBOET0 NapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3aLUK OOJIBIIMHCTBA
Urp.

OcCHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnmu npyroit urpok BeaeT ceds TIOXO WM CO3/aeT Tebe HEeMPUsSTHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Ioxkanyiica aIMUHUCTPATOPaM UIPhI HA IIOXOE MOBEIEHUE 3TOTO UTPOKa,
KeaTelIbHO MPUIOKUTh KaKhe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxa3biBaii TuuHy0 HHGOpMaLKIO B Ipodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIManbHble MaTYU U MO/JIbI;



6. Mcrionb3yil clloKHBIE U pa3HbIE MAPOJIH;

7. 1axe BO BpeMsl UTPBI HE CTOUT OTKJIK0YaTh aHTUBUPYC. [I0oKka ThI Urpaems,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIIHT WM Kpayka TUIHBIX TaHHBIX

OOBIYHOI Kpa)kell JeHEer U JOKYMEHTOB CETrO/IHs YK€ HUKOIO HE YJIMBHIIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IEPEMECTUIIUCH B
UHTEPHET, U MPOIOJKAIOT 3aHUMATHCS «TFOOUMBIMY JIETIOM.

Tak mosiBuiIach HOBas yrpos3a: UHTEPHET-MOIICHHUYECTBA WM (DUILIUHT,
rJIaBHas 1€Jdb KOTOPOrO COCTOMT B TMOJMYYEHUH KOH(PUACHIMAIbHBIX JaHHBIX
M0JIb30BATEJNIEH - TOTMHOB U maposieid. Ha anrnuiickom si3bike phishing yntaercs kak
¢bumumHr (ot fishing - peiOHast 10BIIA, password - apoJib).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciid Thl 1moj03peBaelib, 4YTO TBOS aHKETa
ObLJ1a B3JI0MaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATh €€ U COOOIIUTh AMUHUCTPATOPAM
pecypca 00 3TOM KaK MOXHO CKOpEE;

2. Ucnonw3yii 6e30macHbie BeO-CaiiThl, B TOM YKCII€, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonp3y#t clOXHBIE M pa3Hble Mapoiu. Takum oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYyYaT JOCTYI TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4.Ecnu TeOst B3IOMaNIM, TO HEOOXOAMMO MpPEAYIpPENUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J0OABJIEHbl y T€OsI B APYy3bsiX, O TOM, YTO T€Os B3JIIOMAIH H,
BO3MO>KHO, OT TBOETO UMEHH OYAET pacchliaThCsl CllaM M CChUIKM Ha (PUIIMHIOBbIE
CalThI;

5. YcranoBu HaaexHbid naposs (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

/. He oTkpbiBail ¢ailiibl U Jpyrue BIOXKEHHS B MUCHbMAaX, JaXKe €CIIU OHU
IOPUILIM OT TBOUX Apy3el. Jlydille yTouHH y HUX, OTIPABISUIM JIM OHH TeOe ITH
(baibl.

[udporas penyTarus

[udposas penyTanus - 3T0 HEraTUBHAS WU MO3UTHUBHAS MH(DOPMALUS B CETH
o Tebe. Komnpomerupyromasi uadopMmaiusi, pa3MeIlieHHass B UHTEPHETE, MOMKET
CepbEe3HbIM 00pa30M OTpa3UThC Ha TBOEW peanbHOM xu3HU. «lludposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBINA hopMupyeTcss u3 nuHpopMaiuu o Tede B
WUHTEPHETE.

TBoe MecTo IKUTENbCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TMOJOXKEHHUE,
O0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MnOoAPOCTKH JIETKOMBICICHHO OTHOCATCA K MyOJMKAIMU JTUYHOMN
uHdopmaruu B VIHTEpHETE, HE TOHMMAsI BO3MOXKHBIX TMOCHencTBuil. Thl qaxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3al, cTaja
MPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pazmenienue TBoux GoTtorpaguii U Jpyrue IelCTBUS MOTYT
HE UCYE3HYTh JIaXKe MOCIe TOr0, KaK Thl X yJaNHIlb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty UH(OpMaIHIO, IToNaia JIM OHa B IOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0€ OKPY’KAIOIIME JIFOAH, KOTOPble HAUIYT U yBUIAT



310. HailTu uHOpMalo MHOTO JIET CIyCTS CMOJKET JIF0OOM - Kak M3 J00pbIX
noOy>KJIeHUH, TaK ¥ C HAMEPEHUEM IPUYUHHUTH Bpel. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE IUGPOBOH peryTalUu:

1. ITogymaii, mpexae yeM 4yTo-TO IMyOJMKOBATh U EpeaaBaTh y ceds B OJiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoQuis YCTaHOBH OTpPaHHUYEHUS Ha MPOCMOTP TBOETO
npoduIs U €ro COAEP>KUMOT0, CIeNail €ro TOJIBKO «JIJIs IPY3€eily;

3. He pasmemaii u He yka3plBail HH(pOpMaLHIO, KOTOpas MOXET KOro-iudo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IpaBo

CoBpeMEHHbBIE UIKOJBHUKM - aKTUBHBIE IIOJIb30BaTeId  LU(PPOBOTO
npoctpancTBa. OOHAKO JaleKo HE BCE 3HAKOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMM ~ LIMPpoBOro  mupa TpeOyer  coOmofeHuss MpaB  Ha
WHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTb.

TepMUH «UHTEINIEKTyadbHasi COOCTBEHHOCTb» OTHOCHUTCS K pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOI'O YMa, HAuyMHAasi C HOBBIX HM300pETEHH U 3HAKOB,
0003HayarImuUXx cCOOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
doTorpapusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE MpaBa - 3TO NpaBa HA MHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATypPbl U UCKyCCTBA. ABTOPCKUE NpaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEUIEKTYyallbHBIN/TBOPUYECKUI TPyJl aBTOpa HE
OydeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ynbTarax CBOEro TpyAa, HMOJYyYUTh W3BECTHOCTh WU mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpoCTpaHsiTh, MyOJIMYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHPOBATH,
nycKaThb B HpPOKaT, MyOJIMYHO HCIOJNHSTH, MOKA3bIBATH/UCHOIHATh B 3UpE WU
pasmemats B HTEpHETE.

Hcnonb3oBaHne «IMHUPATCKOr0» MPOrPAMMHOTO  OOECHEYEHHS] MOXKET
IPUBECTH K MHOTMM pHUCKaMm: OT MOTEpH JAHHBIX K TBOMM aKKayHTaM J0
OJIOKMPOBKU TBOETO YCTPOICTBA, IJie YCTAaHOBJICHA HeJlerajbHas nporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHbIe M O€CIIaTHBIE MPOrPAMMBI,
KOTOPbIE MOKHO HATH B CETH.

O noprane

CereBrU4OK.p( - TBOI IN1aBHBIN COBETUHK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30MacCHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM S3BIKOM, a MPU BO3HUKHOBEHHUH
KPUTHUYECKON CUTyallud OOpaTUTHCSA 3a COBETOM. A TaKKe NPUHATh y4dacTHE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



