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JEMTAPTAMEHT I'OCYJIAPCTBEHHOM IMOJINTUKHA B COEPE
OBLIEI'O OBPA30OBAHMUSA

IINCBMO
ot 14 mast 2018 r. N 08-1184

O HAITPABJIEHUN NTHOOPMAIINN

JemapraMeHT ToCyIapCTBEHHOW MONUTHKU B cdepe obiiero odpasoBannss MuHoOpHaykn Poccuu
HampaBJseT Uil cBeleHus paspaboraHHble BpemenHoi xomuccueir CoBera Denepanuu MO pa3BUTHIO
WHPOPMAITMOHHOTO OOIIECTBA METOJMYECKHE PEKOMEHJAIMU O pasMElICHHH Ha HHOOPMAIIMOHHBIX
CTeHax, OQUIHaIHHBIX HHTEPHET-CaliTaxX M Apyrux HHPOPMAIMOHHBIX pecypcax 001eo0pa3oBaTeIbHBIX
OpraHuzalliii M OpPraHoB, OCYNICCTBIISIIOIIMX yIpaBieHHe B cdepe oOpa3oBaHus, HHPOPMALUU O
0e30macHOM MOBEJCHUH H MCIIONB30BaHNU ceTH "MHTepHeT" .

Hupektop [enapramenra
A.E.IIETPOB

IIpunoxenue

METOINYECKHUE PEKOMEHJAIIMN
O PASMEIIEHNN HA THOPOPMAIIMOHHBIX CTEHJAX, OPHUIINAJIBHBIX
UHTEPHET-CAMTAX U IPYTUX UHOOPMAIIMOHHBIX PECYPCAX
OBIIEOBPA30OBATEJIBHBIX OPTAHU3AILIUN U OPTAHOB, OCYIIECTBJISIOIAX
YHIPABJIEHUE B COEPE OBPA3OBAHUSA, UTHO®OPMALIMU O BE3OITACHOM
HOBEJAEHUU U UCITOJIb3OBAHUU CETHU "UHTEPHET"

Okcniepramu W wieHamMu BpemenHoit komuccun Coera @Penepanuu 1O Pa3BUTHIO
WHQOPMAIMOHHOTO O0IIecTBa B pPaMKax BBITIOJHEHHUS PEKOMEHJAAIMHA MapjIaMEHTCKHX CIyIIaHUi
"AKTyaJIbHbIC BOIIPOCHI OOECIeUeHUs] 0O€30MacHOCTH W pa3BUTUS JeTe B HHGOPMAIMOHHOM
npoctpancTBe”, kotopble npouum B Coere ®epepaunu 17 amnpens 2017 r., Obuin pa3paboTaHBI
METOJIUYECKHEe PEKOMEHIAIMN O Pa3MeIleHnU Ha HH(POPMAIIMOHHBIX CTeH/IaX, O()UITHAITBHBIX HHTEPHET-
caliTax W Apyrux WH(POPMAIMOHHBIX pecypcax o0meo0pa3oBaTebHbIX OpraHW3allMii U OpPraHoOB,
OCYHIECTBISIONINX yIpaBieHue B cdepe oOpa3zoBaHus, WHPOPMAIMM O OE30MACHOM IIOBEJACHUU U
UCTIONb30BaHNH ceTH "MHTepHeT" (nasiee - METOIM4YeCKre PEKOMEHIAIINN ).

MeTOI[I/I‘IeCKI/Ie peKOMeHJIaHI/II/I HaHpaBHeHBI Ha KAa4CCTBCHHOC ITIOBBIIILICHUC ypOBHSI
WHPOPMAIMOHHON NEATEbHOCTH 00I111e00pa30BaTENbHBIX OPraHU3aluil ¥ OPraHOB, OCYINECTBISIOIINX
ynpasieHue B cdepe oOpa3oBaHMs, B YaCTH WHPOPMHUPOBAHUS YUAIIUXCS, UX POAMTENCH (3aKOHHBIX
MPEJICTaBUTENCH) M MEAaroru4eckux paOOTHUKOB 00 OCHOBHBIX acleKTax HHGPOPMAIMOHHON
0€30MacHOCTH.

Metoandeckne PEKOMEHIAMK TO3BOJAT 0O0IIEe00pa3oBaTEIbHBIM OpPraHU3alMsIM KM OpraHam,
OCYILIECTBISIIOIIMM  yIIpaBleHne B cdepe oOpa3zoBaHUs, aKTyallM3UPOBATh YK€ HCIONB3yeMble U
pasMeleHHbIe HHPOPMALMOHHBIE MaTepHalbl, TaK U MOATOTOBUTH UX B CIy4ae UX OTCYTCTBHUS C YUETOM
JYYIIMX MPaKTHK U PEKOMEHAALUH.

B paMkax METOAMYECKUX PEKOMEHAALMM paCCMaTPUBAOTCA CIEAYIOINE HHCTPYMEHTHI:
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1. nHMOPMAITMOHHBIC CTCH/TBI,
2. opunmansHbIe HHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoii HHPOpMaIHHK (IIKOJIBHEBIE Ta3eThl, IeJarOTHIECKUE N3aHus U APYyTHe).
HNHpopManiuoHHBIE CTEH/IbI

Ha madopManmoHHBIX CTEHAAaX B 00IIe00pa30BaTeIbHBIX OpraHU3alNIX, PACIIOIOKEHHBIX B (poiie
VUpeXJICHUI W B KaOWHETaX, OCHANICHHBIX MEPCOHAILHBIMU YCTPOMCTBAMM sl BBIXOJa B CETh
"UnTepHeT", pEeKOMEHYETCS Pa3MECTHTh NH()OPMAITUOHHBIC ITAMSTKH, COJICPIKAIINE OCHOBHBIE COBETHI 11O
o0ecrneveHnIo0 HHPOPMAIIMOHHON 0E€30MACHOCTH YYaIlUXCS.

B mpunoxennn N 1 K METOOMYECKMM PEKOMEHIAITUSAM IIPEACTaBIICH oOpasell MaMsATKH IS
pa3MenieHrs Ha HH()OPMAaIMOHHBIX CTCHIAX.

CpencTBa MaccoBoii HH(pOpMAITUT

B cpeactBax maccoBoii mH(MOpManuu, OPUEHTHPOBAHHBIX HAa OOYYAIOMIMXCS, PEKOMEHIyeTCs B
Te4eHHEe Y4YeOHOro rofa peryJsipHO IyOinKkoBaTh HH(OPMALMOHHBIE MaTepHaibl, IOCBALICHHBIC
OTJeNBHBIM acTeKTaM HHPOPMAIIOHHOH 0€30MacCHOCTH, a TAK)KE Pa3IMUHbIC TAMITKH OOILETO XapaKkTepa.

B cpeactBax maccoBoit mH(oOpMaIMK, OpUEHTUPOBAHHBIX Ha MEIarorHYecKyr0 OOIIECTBEHHOCTH,
PEKOMEHIyeTCsl B TEUEHHE KaJCHIAPHOIo rofia PeryyisipHo MyOInKoBaTh HMH(OPMALMOHHBIE MaTepHAIH,
MOCBSIIIICEHHBIE OTACTBHBIM aclieKTaM MH(POPMALMOHHON 0€30MacHOCTH KaK HECOBEPUICHHOJECTHUX, TaK U
0011e00pa3oBaTeIbHBIX OpPraHU3alui, a TAKXKe pazIiuHbIe MaMITKH, 0030pbl HOPMATHBHO-TIPABOBOTO
peryaupoBaHusl JaHHOW cdepbl U MH(YOPMAIMIO O aKTyaJbHBIX MEPOIPHUATHIX U COOBITHAX B JaHHOH

cepe.

B xome npoBenenuss EnmuHoro ypoka mo Oe3omacHocTH B cetd "HMHTepHeT" peKoMeHIyeTcs
00ecCIevnTh BBITYCK TEMATHIECKOTO BBIITyCKa CPECTBA MACCOBOI MHGOPMAITIH JINOO CEPUH Ty OTHKAIIHIA,
Cpelli KOTOPBIX PacCMOTPETh OPraHU30BaHHBIE MEPONPUATHS Ul OOYYarOIIUXCs, WX POJIUTENeH
(3aKOHHBIX MPEICTABUTEIICH ) U TIEIarOrMUeCKOM 0OIIECTBEHHOCTH.

O¢punnansubie UHTEpHET-pecypehl

OO0meo0pa3oBaTeNbHBIM OpPTraHU3AIUAM PEKOMEHIyeTCs Ha CBOMX OQUIMANBHBIX HTEepHET-
pecypcax obecrneynTh (YHKIIMOHUPOBAHHWE CAMOCTOSTEIBHOTO W CICHUATH3UPOBAHHOIO pasjielia
"UndopmarmonHas 0e30macHOCTh", B paMKax KOTOPOrO IMPEAyCMOTPETh pa3MEIICHHUE CIeayrolien
UHQOPMAIIH:

N Paznen/monpasnen dopmar mpencTaBiIeHUs

MaTepuaioB

CopneprkaHue MaTepruanoB

1. |JloxanbHBIE

HOPMATHUBHBIC aKTHI B
chepe obecrieueHus

Komuu noxkymMeHTOB B
thopmate *PDF

Pa3meniaroTcst KOuu JTOKYMEHTOB, T.€.
CKaHWPOBAHHBIH BapUaHT JJOKyMEHTa,
COOTBETCTBYIOIINH TpeOOBaHUSIM K

UHPOPMALUOHHON rapaMeTpam CKaHupoBaHus. Pazmemarorcs

0e30macHOCTH JIOKYMEHTBI, pErJIaMEHTHPYIOIINE

00yJaronmxcs OpPTraHM3AIHIO U PA0OTy C IEPCOHATLHBIMU
JTAHHBIMU, TIJIAHBI MEPOTIPUSITHN TIO
o0ecriedeHnto MHPOPMALMOHHON
6e3omacHOCTH O0YYAIOIINXCS U JPYTHE.

2. |HopmarusHhoe Konun 1oxymMeHTOB B [IyGnukyroTcst akTyallbHbIE CBEJICHHUS O
peryinupoBaHue ¢dhopmate *PDF (dbenepanbHBIX U PErHOHAIBHBIX 3aKOHAX,

MMHUCbMax OpPraHoB BJIACTHU U JPYTUe




HOPMAaTUBHO-TIPaBOBBIC JOKYMEHTEI,
periiaMeHTHPYIONUE 00CCIICUCHHE
nHPOPMAITMOHHONW OE30ITaCHOCTH
HECOBEPIICHHOICTHUX. JlomyckaeTcst
BMECTO KOIUU pa3MeniaTh TUIEPCCHUIKU
Ha COOTBETCTBYIOIIHNE JOKYMEHTHI Ha
caiiTax OpraHoB IOCyIapCTBEHHOM BIACTH.

3. |Ilemarornyeckum TekcT Ha cTpaHulIe Pa3menarorcst METOIMUECKUE
paboTHHKaM caiita PEKOMEHIAIINH 1 YKa3bIBAeTCA
Komnuu 1oKyMeHTOB B rH(OPMAITUS O MEPONPUSATHUSX, IPOSKTaX
dhopmate *PDF U TIporpamMMax, HallpaBJICHHBIX Ha

MTOBBIIIIEHHE WHPOPMAITTOHHON
TPAaMOTHOCTH MEIaroTHYeCKUX

PabOTHUKOB.
4. | Obyuaromumcst TekcT Ha cTpaHuLe PasmemaeTcs nnpopManonHas naMsTKa
caiTa (npunoxenue N 2) 1 yKa3pIBaeTcs

nH(opManusI 0 MEPONPHUATHSX, IPOEKTaX
U IIporpaMMax, HalpaBJeHHBIX Ha
MIOBBIIIICHUE UH(POPMAIIMOHHON
TPaMOTHOCTH OOYJarOIINXCA.

5. | Pomurensam (3akoHHBIM | TEKCT Ha CTpaHUIIE PasmemaeTcs nHpopMaImoHHas maMsTka
MPEICTAaBUTEIISIM) caiita (mpumoxkerwe N 3).
00yJaronmxcs

6. |Merckue O6e3omacHbie | TekcT Ha cTpaHUIlE Pasmemaercs nadopmarus o
CalThI caiita PEKOMEHTyEMBIX K UCIIOJIb30BAHUIO B

y4eOHOM TpoIiecce Oe30MacHbIX calTax,
OaHHEPHI OE€30TIACHBIX IETCKUX CaNTOB.

Opranam, OCYLIECTBISIOUIMM YyIpaBieHHe B cdepe oOpa3oBaHUs, PEKOMEHIYETCS Ha CBOHX
opurmaneHelx  MHTEpHET-pecypcax  oOecrneyuTh  (QYHKIIMOHUPOBAHHWE  CaMOCTOSITEIBHOIO U
CHenMaIM3upoBaHHOro paszaena "MudopmanmonHas 6€30macHOCTE", B paMKax KOTOPOTO MPEayCMOTPETh
pa3MeleHne CiIeayronel HHpopMaIuu:



IIpunoxenue N 1

MAMSITKA
JIJISI OBYUYAIOIUXCSI OF UHOOPMALIMOHHOI BE3ONACHOCTHU JETEN

HEJIb351

1. Bcem noapsn cooOImaTh CBOK YacTHYH MH(pOpMAIHIO (HAcTOSIUEe UMs, (haMuinio, TenedoH,
ajipec, HoMep IIKOJbI, a Takxke (poTorpadun CBOH, CBOCH CEMBH U APYy3ei);

2. OTKpBIBaTI) BJIOXKCHHBIC (1)211\/'IJ'H)I 3ﬂeKTp0HHOI>'I IMMOYThI, KOraa HC 3HACIIb OTIIPABUTECIIA,
3. Fp}/6I/ITL, OpUuanpaThbCs, OKa3bIBaTh AABJICHUC - BECTHU ce0s HEBEXKIIUBO U arp€CCUBHO,

4. He pacnopspkaiicss DeHbraMu TBOSH CeMbH Oe€3 pa3pelieHMs] CTapIInX - BCETIa CHpaltuBai
poauTenei;

5. He Bctpeuwaiics ¢ MHTEpHET-3HAKOMBIMH B pPEajbHOM JKU3HU - MOCOBETYHCS CO B3POCIHBIM,
KOTOpPOMY JTOBEpSEIIb.

OCTOPOXHO

1. He Bce mumyT mpapny. Yuraems o cebe HempaBay B MHTepHeTe - cooOumm 00 3TOM CBOMM
POOMTENSAM WU OIEKYHaM;

2. [lpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - IPOBEPb, HET JIU IOABOXA;
3. HezakonHoe konupoBanue (aiino B UHTepHETE - BOPOBCTBO;
4. Bcerna paccka3biBail B3pOCIBIM O ITPOOJIEMaX B CETH - OHU BCET/a TIOMOTYT;

5. HMcnonb3yli HaCTpOWKH 0E30MaCHOCTH W MPHUBATHOCTH, YTOOBI HE MOTEPSITH CBOM aKKayHTHI B
COLICEeTSIX U APYT'HX MOpTaiax.

MOKHO
1. VBaxail Apyrux MoJib30BaTeleH;
2. [Nonp3yemmbes MHTEpHET-UCTOYHUKOM - JIeJail CCHITKY Ha HETO;
3. OTKpBIBail TOJIBKO TE CCHUIKH, B KOTOPHIX YBEPEH;

4. O0mwaTbcs 3a MOMOIIBIO B3POCIBIM - POAUTENH, ONEKYHBl M aJIMHUHHCTPALMs CAaWTOB BCETIa
IIOMOT'YT;

5. Ilpoiinu oOyuenue Ha caiite "CeTeBUYOK" U MOIYyYH MAcHOPT HUPPOBOTo rpaxkaaHuHa!



IIpunoxenue N 2

UHO®OPMALIMOHHASI IAMSITKA
JIUISI OBYUYAIOIUXCSI J1JIs1 PASMEIEHUS
HA O®UIUAJIBHBIX HTHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOACKHU B MHTCPHETE CTAHOBUTHCS OOJIBIIE, a NMIKOJHLHUKU OJHU M3 CaMBIX
aKTHBHBIX MoJb30Bareneil PyHera. Mexny TeM, NOMHUMO OrPOMHOTO KOJIMYECTBA BO3MOKHOCTEM,
WHTEPHET HECET U MPOoOJIeMBl. JTa IaMATKa JOJKHA TIOMOYh TeOe 0e30TacHO HaXOIUTHCS B CETH.

KomnbrorepHsie BHPYChI

KomnberoTepHslii BHpyC - 3TO pa3HOBHJIHOCTh KOMIBIOTEPHBIX MpOrpamM, OTJIMYUTEIHHOU
0CcOOEHHOCTBIO KOTOPOIH1 SIBISIETCS] CIIOCOOHOCTH K pa3MHOXKEHUI0. B JonoaHeHre K 3TOMY, BUPYCHI MOTYT
HOBPEIUTh WIM MOJHOCTBIO YHHUYTOXHUTH BCEe (Daiibl M AAaHHBIE, NTOJKOHTPOJIBHBIEC IOJIb30BATENIO0, OT
MMEHU KOTOpPOro Obula 3aIylleHa 3apakeHHas MPOrpaMma, a TakKe MOBPEOUTh WIN AaXe YHUUTOXUTb
OTIEPaLMOHHYI0 CUCTEMYy cO BceMH (aiiiaMu B LenoM. B OONBIIMHCTBE ClydaeB PaclpOCTPAaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeTo/IB1 3aITUTHI OT BPEJJOHOCHBIX TPOTPaMM:

1. Ucnons3yii coBpeMEeHHbIE ONEepallHOHHBIE CUCTEMBI, UMEIOIINE CEphE3HbI YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX IIPOrPAMM;

2. TlocrossHHO ycTaHaBnuBaik madTH (UM(QPOBBIE 3alUIATKH, KOTOpPbIE ABTOMATHYECKH
YCTAQHABIMBAIOTCA C LENbI0 AOPAa0OTKH IMPOrpaMMbl) M Apyrue OOHOBJICHUS CBOCH ONepalmOHHON
cuctembl. CkauMBaif UX TOJNBKO ¢ OQUIMAIbHOTO caifita paspaborumka OC. Ecnmu cymiecTByeTr pexum
aBTOMATHYECKOI0 OOHOBJICHHS, BKIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE MO MpaBaMH MOJIb30BATElNs, a HE aJAMHUHUCTPATOpa. JTO HE
HO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX TPOrPaMM HMHCTAJUIMPOBATHECS HAa TBOEM IEPCOHAIBEHOM
KOMITBIOTEDE;

4. UHcnonp3yil aHTHUBUpPYCHBIE TPOTPaMMHBIE MPOAYKTHI H3BECTHBIX IPOU3BOJUTENEH, C
ABTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuyb GU3NYECKUI JOCTYI K KOMIBIOTEPY [T HOCTOPOHHUX JIHII;

6. Hcronp3yii BHELIHIE HOCUTENN HH(OpMaIMHY, TaKue Kak (piemka, JUCK uin Gaiia u3 HHTEpHeTa,
TOJIBKO U3 TIPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpwiBali KOMIBIOTEpHBIC (Daiiiibl, MONyUYEeHHbIE M3 HEHAJC)KHBIX HCTOYHHUKOB. Jlaxe Te
(aiinbl, KOTOpBIE IPHUCIA TBOWH 3HAKOMBIN. JIydiie yToUHM y HEro, OTIPaBIIsI JIM OH Te0e HX.

Cern WI-FI

Wi-Fi - 310 He Buj mepefayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JHUIIb Opera, mapka. Eme B 1991
rojy HUJepJaHicKas KoMmnanus 3apeructpuposaia Opens "WECA", uyto 0003Ha4ano clioBOCOUYETaHUE
"Wireless Fidelity", koTopsiii mepeBoauTcst Kak "OecrpoBOAHAs TOYHOCTS'".

Jlo Hamero BpeMeHH Jloluia Apyras abopeBuarypa, KOTopas ABJSIETCS TAKOH K€ TEXHOJIIOTHEeH. ITo
ab6pesuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH 3BYKOBOU TEXHHUKH
Hi-Fi, uTo B nepeBosie 03HayaeT "BHICOKAs TOYHOCTH'.

Ha, OecrnaTHBII WHTEPHET-IOCTYN B Kade, OTemsIX H a’pomlopTax SBIAETCS OTIMYHON
BO3MOXHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 9KCIIepThl CUUTAIOT, UTO 001enocTynHbie Wi-Fi cetr He
ABJISIFOTCSA O€30IaCHBIMHU.

CoBeTblI 110 6€30MaCHOCTH PabOThI B 00IEJOCTYHBIX ceTsix Wi-fi:



1. He nepenaBaii cBoto auuHyto nHpopmanuio yepes3 obmenoctynusie Wi-Fi cetu. PaboTast B HuX,
’KeJIaTeIIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI M KAKUE-TO HOMEPa;

2. Victionb3yii 1 OOHOBIISIH aHTUBUPYCHBIE POrpaMMBI U Opanamayep. Tem caMbIM Thl 00€30TaCcHIIb
ce0s OT 3aKauKy BUPYyca HAa TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanmu Wi-Fi otxmoun ¢yakmuio "OOmmii moctyn K daitnam u mnpuHTEepam’.
Jannas QyHKOUS 3aKpbiTa MO yMOJYaHHUIO, OJAHAKO HEKOTOPbIE IOJb30BATENM AKTHBHPYIOT €€ s
ymo6cTBa NCTIONB30BaHMs B paboTe mim yueoe;

4. He ucnonp3yit nyommunsii WI-FI s mepenaun nu4HBIX JaHHBIX, HapuUMep Ui BHIXOHA B
COIMAJIbHBIC CETH WU B JIEKTPOHHYIO TIOUTY;

5. Ucmonp3y#t Tompko 3ammiieHHoe coennnenue depes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
ajzpeca BBOIU UMEHHO "https://";

6. B moOunsHOM Tenedone otkmoun ¢yHkuuio "llomkmrouenne k Wi-Fi aBTomarnyecku". He
JIOITyCKal aBTOMaTHYECKOTO TOAKIIOUEHHS YCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero coriacus.

ConuajbHbIe ceTH

CouuasbHble CETH AKTHBHO BXOMAT B Hally >KW3Hb, MHOTHE JIIOAM PAaOOTAIOT U JKUBYT TaMm
HOCTOSIHHO, a B Facebook ysxe 3apernctpupoBaH MIJIIMApA YEIOBEK, YTO SBISETCS OIHOM cebMON BeexX
KUTeNel IIaHeTbl. MHOTHE MOJB30BaTeNId HE MOHMMAKOT, YTO HH(MOpPMAlUs, pa3MeIleHHAas UMH B
COIIMATIbHBIX CETSX, MOXKET OBITh HalIeHa M MCIOJIb30BaHA KEM YrOJHO, B TOM YHCIIE HE 00sS3aTeNIbHO ¢
OJaruMu HaMEpPEHUSIMHU.

OcHOBHBIE COBETHI 110 OE30MACHOCTH B COLUAIBHBIX CETAX:
1. Orpannyb ciucok Jpy3eil. Y Te0s B APY3bsX HE JOJDKHO OBITh CITyYaiHBIX M HE3HAKOMBIX JIIOJICH;

2. 3amumail cBOl 4YacTHYIO >KM3Hb. He ykaspiBail mapoinu, TeneoHbI, aapeca, AAaTy TBOETO
POXIEHUS U APYTYIO TMYHYIO HH(POPMALHUIO. 3M0YMBIIIEHHIKH MOTYT UCIIOJIB30BaTh JaKe HH(POPMALIUIO
0 TOM, KaK TbI ¥ TBOM POJIUTEIH IIJIAHUPYETE IIPOBECTH KaHUKYIIBI,

3. 3amuiiaii CBOIO pPeryTalHrIo - IEPKU €€ B YHCTOTE U 33/1aBail cebe BOIPOC: XOTel OBl ThI, YTOOBI
JIpyTHe TOJBh30BAaTeIN BHJENHU, 4TO ThI 3arpyxaems? [lomgymaii, mpexae 4eM d9TO-TO OIyOJIUKOBATh,
HaICaTh U 3arPy3UTh;

4. Ecnyt THI TOBOPHIIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE PEAIBHOE UMS U JPYTYIO
JTUYHYIO MH(OpMAIMK: UM, MECTO )KUTEIILCTBA, MECTO Y4eOBI U MpOYee;

5. U30Geraii pa3mernenus dororpaduii B IHTepHETE, TIC TH M300payKEeH HA MECTHOCTH, 110 KOTOPOH
MOJKHO OTPEJIENINTh TBOE MECTOTIOIOKECHHE;

6. IIpu peructpamuu B COMAIbHON CeTH HEOOXOIMMO UCTIOIb30BATh CIOXKHBIE TAPOIIH, COCTOSAIINE
n3 OykB 1 IUdP U ¢ KOTMUECTBOM 3HAKOB HE MeHee §;

7. I[J'ISI COHHaJIBHOﬁ CCTH, IIOYTBI U APYTHUX canToB H606XO,Z[I/IMO HCIIOJIB30BATh PAa3HbIC IMAPOJIU.
TOFJIa ecliv TeOs B3JIOMAKOT, TO 3JIOYMBIIIJIICHHUKH ITOJTy4YaT AOCTYIl TOJIBKO K OJJHOMY MECTY, 4 HE BO BCC

cpasy.
DJIeKTPOHHBIE JeHbI' N

BHCKTPOHHBIC JCHBI'M - 5TO OYCHb y,[[O6HBIﬁ cIroco0 nnaTexceﬁ, OHAKO CYHICCTBYIOT MOIIICHHUKH,
KOTOPBIC XOTAT IMMOJTYUYUTH OTU JCHBI'U.

:‘)HeKTI_‘)OHHBIe JCHBI'K IMMOABUJINCH COBCEM HEAABHO M UMCHHO M3-3a 3TOI'0 BO MHOTHX I'OCyJapCTBax
[0 CUX MOp HC MPOIMMCAaHO PO HHUX B 3aKOHAX.



B Poccunm xe oHm (byHKI_[I/IOHI/IpyIOT U O HUX YXKC MPONHCAHO B 3daKOHC, I/IC UX pasACIAOT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMHBIE. PazHuiia B TOM, YTO aHOHUMHBIC - 3TO TC€, B KOTOPhIX
pa3peuia€Tcd IMpPOBOJUTL  OIICpaAIllUA 0e3 I/IHGHTI/I(bI/IKaHI/II/I IIOJIB30BAaTCIII, 4@ B HCAHOHUMHBIX
I/IHCHTI/I(bI/IKaLII/IH [T0JIL30BATENS SIBIIETCS 00SI3aTEILHOM.

Taxoxe ciemyer pa3nudaTh JIEKTPOHHBIE (pHaTHBIE NEHBIH (PAaBHBI TOCYAAPCTBEHHBIM BaIIOTaM) U
3JICKTPOHHBIC He(pHaTHBIC ACHBIU (HE PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM ).

OCHOBHBIE COBETHI IO OE€30MACHON PabOTE € TIEKTPOHHBIMH JEHBIAMH:

1. [TpuBsbxu K c4eTy MOOHMIIBHBIHN TeeOoH. DTO caMblil YAOOHBIH M OBICTPHII CITOCOO BOCCTAHOBUTH
JOCTyN K cuetry. [IpuBsi3anHbIii TeneoH MOMOXKET, eciu 320y IelIb CBOM MIIATEKHBIHA MapoJIb WIH 3aiIe1b
Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnone3yit ogHOpazosele maponu. [locne mepexona Ha YCHIICHHYIO aBTOPH3AIHIO TeOe yKe He
OyzeT yrpoxarb ONaCHOCTb KPaXKH WM TiepexBaTa MIATe:KHOTO MapOoJIs;

3. Bribepu cnoxubi mapons. llpecTymHukam OymeT He MPOCTO yraiaTh CIOXKHBINA ITapoib.
HanesxHbie mapomu - 3To Mapoin, KOTOPBIE COIEpKaT He MeHee 8 3HAKOB U BKJIIOYAIOT B Ce0sl CTPOUHBIC U
MPONHCHBIE OYKBBI, IU(PHI H HECKOJIBFKO CHMBOJIOB, TAKME KaK 3HAK JoJuiapa, (yHTa, BOCKIHIATEIbHBIH
3Hak u T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMUHBIE JaHHBIE HA caiiTax, KOTOPBHIM HE TOBEPSEIIb.
DJIeKTPOHHAsI MOYTA

OneKTpoHHas MOYTa - 3TO TEXHOJIOTHS U IIPEJOCTABISIEMbIE €10 YCIYTH IO MEPEChUTKE U MOTyUYEHUIO
AIIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PacIpeAemsioTcs B KOMIbIOTEpHOW ceTH. OOBIYHO 3JeKTPOHHBIN
MOYTOBBIN SIIMK BBIMJBIIAT CICAYIOIUAM 00pa3oM: MM IOJb30BaTEIA(@UMs JTIOMEeHA. Takke Kpome
nepeaayn MpocTOro TEKCTa, UMEETCs BO3MOXKHOCTD TepejaBaTh (aiiibl.

OCHOBHBIE COBETHI IO OE30IACHON PaboTe C IMEKTPOHHOH MOYTOH:

1. Hajo BbIOpaTh npaBUiIbHBIN OYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIHN BEIOOP OECIUIaTHBIX
MTOYTOBBIX CEPBUCOB, OJHAKO Jy4ILE JOBEPSITH TEM, KOIO 3HACIIb U KTO MEPBBIN B PEUTHHTE;

2. He yka3plBali B JMYHOW TMoO4YTe JNUYHYR HHPOpMmanmioo. Hampumep, mydrie BbIOpaTh
"My3bIKaIbHBINH _(haHaT@" nim "pok2013" BmecTo "Temal3";

3. Hcnonp3yld ABYXATAllHYIO aBTOPU3ALMIO. JTO KOTAAa MOMHUMO MapoJisi HY)KHO BBOAUTH KOJ,
npucbuIaeMblid Mo SMS;

4. Bribepu CHOXHBIM maposib. [[s1 KaXmaoro MOYTOBOTO SIIHMKA JTOJDKEH OBITH CBOW HAJEKHBIMN,
YCTOMUYMBBIN K B3JIIOMY [1apOJib;

5. Ecau ecTh BO3MOYKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. Vcnonp3yil HECKOJBKO IMOYTOBBIX SIIMKOB. IIepBBId N1l YaCTHOW MEpPENUCKH C aApecaTaMu,
KOTOPBIM ThI JIOBEPSCIIb. ITO NEKTPOHHBIHN aJIpec HE HaJI0 MCIIOJIb30BaTh IPU PErUCTpaIiy Ha (opyMax
U caiTax;

7. He oTkpsiBaii (paiinbl 1 ApyTUE BIOXKEHUS B IMChMaX, AaXKe €CIIM OHH MPHIIUTA OT TBOUX Jpy3eil.
Jlydiiie yTOUHHU Y HUX, OTIIPABIISIN JIK OHU TeOe 3TH (aiisibl;

8. [Toce oxoHUaHuUst paOOTHI Ha MOYTOBOM CEPBUCE TEPE 3aKPhITHEM BKJIAJKH C CAalTOM HE 3a0y/1b
HakaTh Ha "BemTH".



Ku6epOyaauHr uin BUPTYaIbHOE H3/1€eBATEILCTBO

KubepOymnuar - mpecnenoBaHue COOOIICHHAMH, COJACPKAIIMMHU OCKOPOJICHUS, arpeccHro,
3alyruBaHue; XYJIUTAaHCTBO; COLMATFHOE OOMKOTHPOBAHKE C TOMOIIBIO PA3THYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITHHTOM:

1. He Gpocaiics B 6oii. JIyumuii crioco0: MOCOBETOBATLCS KaK ce0sl BECTH U, €CJIH HET TOT0, K KOMY
MOXKHO OOpaTUThCSA, TO BHAYaje YCHOKOHTHCSA. EciaM ThI HayHeNmlb OTBEYATh OCKOPOJICHHSMHU Ha
OCKOPOJICHUS, TO TOJBKO eIe OOJIbIIe Pa30KIKEITh KOH(IIHKT;

2. YmpaBisiii cBoei knubeppemnyTanueii;

3. AHOHUMHOCTh B CETH MHHMas. CYI]_ICCTBY}OT CITOCOOBI BBIICHUTH, KTO CTOMT 34 aHOHHMMHBIM
AKKayHTOM;

4. He crouT BecTH XyJIMTAHCKHIA 00pa3 BUPTYyaIbHOH *u3HU. MHTepHET (hUKCHUPYET BCE TBOU
JEHCTBYSI M COXPAHSET UX. Y JAIATH UX OyAET KpaifHe 3aTpyqHUTEIHHO;

5. Cobmroiait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Wrnopupydi enuHu4HBIH HeratwB. OIHOPa30BblE OCKOPOWTENbHBIE COOOIICHHUS JTydIle
urHopupoBath. OOBIYHO arpeccusi MpeKpaiaeTcs Ha HauanbHOW CTaIHH;

7. ban arpeccopa. B nporpamMMax oOMeHa MIHOBEHHBIMHU COOOIICHUSIMU, B COLIUAIBHBIX CETSIX €CTh
BO3MOKHOCTH OJIOKHPOBKH OTIIPABKH COOOIIEHHIA C OMIPE/IEIIEHHBIX aIpECOB;

8. Ecium ThI cBuzmerens kuOepOyismHra. TBoM ACWCTBHSA: BBICTYIMHUTH NPOTUB TPECIEAOBATEINS,
MOKa3aTb €My, YTO €ro JEHUCTBHSA OLICHHBAIOTCA HETraTUBHO, MOJAEPXKATh XEPTBY, KOTOPOU HY>KHa
TICUXOJIOTHYECKAs! IIOMOIIb, COOOMIUTE B3POCIBIM O (DaKTe arpeCCHBHOTO TIOBEJICHUS B CETH.

MoouabHblii Tesedon

CoBpemeHHbIe cMapT(HOHBI ¥ TUIAHIIETHI COJIEPIKaT B ce0e BIOJTHE B3POCIbIi (QYHKIIMOHAN, H TEeTieph
OHHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMU KOMITbIOTepamMu. OJJHAKO, CPEICTB 3alIUTHI ISl TOAOOHBIX
YCTPOMCTB IOKa OYE€Hb MaJI0. TEeCTUPOBaHHE U MIOMCK YSI3BUMOCTEN B HUX POUCXOANT HE TAK HHTEHCUBHO,
kak 1 11K, To sxe camoe kacaercsi 1 MOOMIIBHBIX TIPHIIOKEHHH.

CoBpeMeHHbIE MOOWIBHBIE Opay3ephl YK€ MPaKTHYECKH JIOTHAIM HACTOJBbHBIE aHAJOTH, OJHAKO
paciuipenre QyHKIMOHaa BIeYeT 3a CO00H OOJIBIIYIO CI0KHOCTh M MEHBLIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENH BBITYCKAIOT OOHOBIIEHHSI, 3aKPhIBAIOIINE KPUTHUECKHE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JUIA 0e30IMacHOCTH MOOUIIEHOTO Te.]'[e(l)OHai

Hwudero He siBjsieTcs mo-HacTOAIIEMY OeCIUIaTHBIM. ByJib 0CTOpOJKEH, Be/ib KOT/ia Te0e MpejijiararT
OecIuTaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCITYTH;

Hymaii, npexne yeM ornpaButb SMS, ¢oto mnm Bumeo. Tl TOYHO 3HAeEllb, TNl OHU OYIyT B
KOHEYHOM HTOTe?

Heo6xon1umo 0OHOBIISATE ONEPalMOHHYIO0 CUCTEMY TBOETO cMapT(OHa;
Hcnonb3yit aHTHBUPYCHBIE TPOTPAMMBI JJ1s1 MOOMJIBHBIX Tele(hOHOB;

He 3arpyaii npunoxeHust OT HEM3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT CO/IE€PKaTh BPEIOHOCHOE
MporpaMMHOE O0ecTIeueHHE;



[Tocne Toro kak THI BBIAIEIIb C caliTa, TA€ BBOIWI JUYHYI0 MH()OpMAIMIO, 32l B HACTPOWKU
Opaysepa u yaanu cookies;

[Tepuonnuecku npoBepsiii, KaKue TUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
Jagaii cBoit HOMep MOOHMIIBPHOTO TeJe()OHA TOIBKO JIFOISM, KOTOPBIX THI 3HAEIIH M KOMY JIOBEPSICIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAa Thl UM HE MOJb3yenibes. He 3a0bIBail nHOTIA TPOBEPSITH
3TO.

Online urpst

CoBpeMeHHbBIC OHJIAMH-UTPHI - 3TO KPacOUYHBIC, 3aXBaTHIBAIONINEC PAa3BIICUCHUS, OO0BHEIHHSIIONINC
COTHH THICSIY YEJIOBEK 10 BceMy Mupy. Urpoku uccienyoT NaHHBIA UM MEp, OOIIAOTCS APYT C IPYTOM,
BBITIOJIHAIOT 3aJaHUsl, CPAXKAIOTCSI C MOHCTpaMU U IOMYy4YalOT OMBIT. 3a YAOBOJLCTBUE OHH IIATAT:
MOKYTIAIOT AWCK, OTUIAYMBAIOT A0OHEMEHT WJIH TPHOOPETAIOT KAKHUE-TO OTIIIHH.

Bce ati cpenctBa mayT Ha moja/iep)KaHWE M PAa3BUTHE WIPHI, a TAKXKE HAa caMy O€30MacHOCTH:
COBEPIICHCTBYIOTCSI CHUCTEMBI aBTOPU3AllMH, BBINYCKAIOTCS HOBbICe TNaTud (IU(POBBIC 3aIlUIaTKH IS
MPOTpaMM ), 3aKPHIBAOTCS ySI3BUMOCTH CEPBEPOB.

B nonoOHBIX Urpax CTOUT OIacaThCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPa)kKH TBOETO MapoJIs,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3alMU OOJBIINHCTBA UTP.

OCHOBHBIE COBETHI IO 0E30IMACHOCTH TBOCTO HUT'POBOI'0 aKKayHTa:

1. Ecniu apyroi#t urpok Befet ceds MmI0Xo WK CO3/1aeT Tebe HENPUATHOCTH, 3a0JIOKUPYH €To B CIIUCKE
UTPOKOB;

2. Tloxamyiics agMHUHUCTpAaTOpaM HUIPbl HA IUIOXO€ IOBEJACHUE 3TOT0 WIPOKa, >KEIATEIbHO
MIPUJIOKUTH KaKUe-TO JIOKa3aTeIbCTBA B BU/I€ CKPHUHOB;

3. He yka3pIBaii mnuHyto nHGOpPMAIHIO B Mpodaiisie urpsl;
4. YBaxail Jpyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(huIinanbHbIE TATYA U MOIBL;

6. Micnionb3yii cI0XKHBIE U pa3HbIe TApOIIH;

7. Jlaxxe BO BpeMsI UTPBI HE CTOUT OTKJIFOUaTh aHTUBHpPYC. [I0Ka ThI Urpaellib, TBOH KOMIIBIOTEP MOT'YT
3apa3uTh.

DOUIIHHT WA Kpaka JUYHBbIX JaHHbIX

OOBIYHON KpaXKel JIeHer W JIOKYMEHTOB CErOJ(HS YK€ HUKOrO HE YAMBHIIbL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3J0YMBIIICHHUKH TEPEMECTUINCh B WHTEPHET, W MPOJOJIKAIOT 3aHMUMATHCS
" TFOOUMBIM" JIETTOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHHYECTBA WIIM (DUIIMHT, TJaBHAs 1Ie7h KOTOPOTOo
COCTOMT B IOJIyYCHHH KOH(PUICHI[HAIbHBIX JaHHBIX ITOJIb30BATENICH - IOTHHOB U HapoJieii. Ha anriuickoM
s3bike phishing unraercs kak ¢pumuHr (ot fishing - peiOHas noBms, password - maposnb).

OcHOBHBIE COBETHI IO 60pHOE C PUITHHTOM:

1. Crenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaciiib, YTO TBOS aHKETa Oblda B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca 00 ITOM KaK MOKHO CKOpee;

2. Ucnionw3yit 6e30macHbIe BeO-CalThI, B TOM YHCIIEC, HHTEPHET-MAara3nHOB U TIOUCKOBBIX CHUCTEM;



3. Hcnonp3yli cHOXHBIE M pa3Hble Napoid. TakuMm oOpa3oMm, eciau TeOs B3JIOMAaiOT, TO
37I0YMBIIIIEHHUKH TIOJIy9aT JOCTYII TOJIBKO K OJJHOMY TBOEMY PO IO B CETH, a HE KO BCEM;

4. Eciu TeOst B3IOMaJH, TO HEOOXO0UMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC T00aBICHBI
y T€0sI B IPY3bSAX, O TOM, YTO TeOS B3JIOMAIH U, BO3MOXKHO, OT TBOEr0 UMEHH Oy/IeT pacChlIaThCs ClIaM U
CCBIIKY Ha (DUITMHTOBBIE CANTHI,

5. Ycranosu HagexHsli napons (PIN) Ha MoOMIBHBIH TenedoH;
6. OTKJTIOUM COXpaHEHHUe MapoJs B Opaysepe;

7. He oTkpbIBail (ailiibl U Ipyrue BIOKEHHUS B MUCbMaX, Aa)Ke €CJIM OHU MPHUIILINA OT TBOUX JPY3eH.
Jly4iie yTouHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (ailibl.

Iudposas penyranus

HudpoBas pemyramuss - 3TO HETaTWBHAsS WM TO3WTHBHas WHdopMmamms B ceTd o Tebe.
Komnpomerupyromas nHpopMaus, pa3MelieHHas B HHTEpPHETE, MOXKET CEPhe3HBIM 00pa3oM OTPa3UThCS
Ha TBOCH peanbHOU xu3Hu. "lludposas pemyramusa" - 3TO TBOW MMHUIDK, KOTOPBIH (OpMUpPYETCS U3
nHpOpMaIK o Tede B HHTEPHETE.

TBoe MecTo KUTENbCTBA, Y4eOBI, TBOE€ (DHMHAHCOBOE TOJOXKEHHE, OCOOCHHOCTH XapakTepa W
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue moApOCTKA JIETKOMBICIIEHHO OTHOCSTCS K ITyONIuKaIiy JndHoi nHpopmaryn B HTEpHETE,
HE TOHMMAasi BO3MOXKHBIX TMOcHencTBUi. ThI Jake HE CMOXeIb I0rafaTbcs O TOM, 4To (ororpadus,
pasMelleHHas 5 IeT Ha3a/l, cTana NPUIMHON OTKa3a MPHHATH TeOst Ha paboTy.

KommenTapun, pasmemenne tBoux (ororpaduii u apyrue OeHCTBUS MOTYT HE MCUE3HYTH AaXe
IIOCJIE TOI'0, KaK Thbl MX yAaJIUIIb. Te1 HE 3Hacllb, KTO COXpPaHUIT 3Ty I/IH(bOpMa]_[I/I}O, nornaja Ju OHa B
MIOMCKOBBIC CHCTEMBl M COXPAaHHJIACh JM OHA, a IJIABHOE: YTO MOJYMAlOT O TeOe OKpY:)KaIoIUe JIIOIH,
KOTOpBIC HAWAYT U YBUAAT 5T0. HaliTh mHpOpMAanHi0O MHOTO JIET CITYCTSI CMOXET JIF000H - Kak U3 JOOPBIX
NoOYXIEHHH, TaK U ¢ HAMEPEHUEM MTPUIUHUTH BPell. DTO MOKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI MO 3aIIUTE HUPPOBON pEMyTallH:

1. INogymaii, npexae 4eM 4To-TO MyOIMKOBaTh U IepenaBaTh y ceOsi B Oore wiM B COLMAIBHON
ceTH;

2. B mHactpoiikax npoQuias YCTaHOBM OrpAaHWYEHHsS HA MPOCMOTP TBOETrO MPOQHIS H €ro
COJIEpP’)KUMOT0, CAeNail ero ToabKo "1 Apy3eit";

3. He pa3memaii u He ykaspiBali WUH(pOpPMAIMIO, KOTOpas MOMXKET KOro-aud0 OCKOPOJISATh WU
00MKaTh.

ABTOpCKOe MPaBo

CoBpeMeHHBIE IIKOJIBHUKH - aKTUBHBIE MOJIb30BAaTENN U(POoBOro mpocrpancTBa. OnHAKO JajeKo
HE BCE 3HAIOT, YTO TOJIb30BaHHE MHOTHMMH BO3MOXKHOCTSIMH ITU(PPOBOTO MHpa TPeOYyeT COOIOICHHS IIPaB
Ha MHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTYaNbHas COOCTBEHHOCT" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHHUSM YEIOBEUYECKOTO
yMa, HaYMHAs C HOBBIX M300PETEHNH 1 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha TIPOJYKTHI U YCIIyTH, U
3aKaH4YMBas KHUTaMH, (GoTorpadusiMu, KHHOPHUIBMAMU U MY3bIKQJIbHBIMHU POU3BEACHUSIMH.

ABTOpCKI/IC IpaBa - 3TO IIpaBa HAa HWHTCJUICKTYAJIbHYIO COOCTBEHHOCTh Ha OpOU3BCACHUSA HAYKHU,
JIATEpAaTypel W HUCKYCCTBA. ABTOpCKI/Ie ImpaBa BBICTYIIAKOT B Kad4€CTBC TIapaHTUHM TOr'o, 4YTO
I/IHTGJ’IJ’IeKTyaJ'ILHBIfI/TBOp‘IeCKHfI TPpy4d aBTOpa HE 6y,Z[CT HalpaCHbIM, JOaCT €MY CIHPaBCIJINBBIC
BO3MOKHOCTHU 33pa60TaTL Ha pe3yJibTaTax CBOCIo Tpyaa, HOJYyYUTh U3BCCTHOCTh U IPU3HAHUC. Huxkto 6e3



paspelieHus aBTopa HE MOXKET BOCIHPOHM3BOJWUTH €r0 TPOH3BEJCHHE, PACIPOCTPAHSThH, ITyOIHIHO
JIEMOHCTPHUPOBATh, TMpOJaBaTh, HWMIIOPTHPOBATh, IIyCKaThb B TPOKaT, MyOMMYHO WCIIOIHAT,
MOKA3bIBaTh/MCIIOJIHATE B 3(pupe wiu pa3meniate B UHTepHETE.

Hcnons3oBanue "anaTcxoro" IporpaMMHOIO o0ecrieueHns MOKET IMPUBECTU K MHOTYM PHUCKaM: OT
IMOTECPU JAaHHBIX K TBOMM aKKayHTaM 10 6J'IOI(I/IpOBI(I/I TBOCTO YCTpOﬁCTBa, A€ yCTaHOBJICHA HEJICTaJIbHasd
mnmporpaMma. He cTout Takxe 3a6I)IBaTI), YTO CYHICCTBYIOT JICTAJIbHBIC U OecIIaTHEIE OporpaMmbl, KOTOPBIC
MO>KHO HAWTH B CETH.

O nopraiue
CereBU4OK.pd - TBOH IITaBHBIN COBETYHK B CETH. 371€Ch Thl MOXKEIIb Y3HATH O 0€30IaCHOCTH B CETH

IOHATHBIM U JOCTYITHBIM S3bIKOM, a ITPY BOSHUKHOBCHUH KpHTH‘ICCKOfI CUTyallun O6paTI/ITLC$[ 3a COBCTOM.
A Taxoke IMPUHATH YUaCTHUC B KOHKYpPCax U CTaTb CaMbIM LII/I(l)pOBBIM Fpa)KI[aHI/IHOM!



IIpunoxenne N 3
HAMSTKA 1] POAUTEJENA Ob HH®OPMAIIMOHHOM BE3ONNACHOCTHU JETEM

Ompenenenne TepMuHA "HHGOPMAMOHHAS O€30MaCHOCTL aeTel’" comepkutcs B DemepaibHOM
3akone N 436-®d3 "O szammre aeredl oT MHGOPMAIIUKY, IPUUUHSIONICH BPEI UX 3M0POBbI0 M Pa3BUTHIO",
PETYJIMPYIONIUM OTHOIICHHMS, CBS3aHHBIC C 3aIUTON AeTed OT MH(OpPMAIUU, NMPUUUHSIONICH Bpea HX
310poBkI0 U (1K) pazsutnio. CorilacHO JaHHOMY 3aKOHY "WH(MOpMAaIMOHHAs 0€30MacHOCTh AeTel" - 3TO
COCTOSIHUE 3aIUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBSI3AHHBIN ¢ MPUYHHEHUEM HH(OpMAaIHen
Bpe/ia uX 3I0POBBIO U (WIH) PU3NIECKOMY, ICUXUIECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbhoro 3akona N 436-03 undopmanueii, npuuuHAIONIEH Bpea 370POBBIO U (HITH)
Pa3BUTHUIO JETEH, ABIAETCS:

1. nadopMaIus, 3anpeieHHas s paclpOCTPaHCHUS CPEIU JISTEH;

2. mH(pOpMaIHA, PACTIPOCTPAHEHNE KOTOPOU OTPAaHIYEHO CPEIH JIETeH OIpeIeIeHHBIX BO3PACTHBIX
KaTEropuu.

3. K undopmaruu, 3anpenieHHON i paciipoCTpaHSHHs CPEIIU JeTeH, OTHOCUTCS:

4. nadopmanus, moOy)aammas AeTeld K COBEPIICHUIO NEHCTBHUM, MPEACTABISIIOIINAX YIpO3y WX
JKU3HH U (WJIK) 3I0POBBIO, B T.4. IPUYUHEHUIO BpEAa CBOEMY 310POBBIO, CAMOYOHUICTBY;

5. c1IOCOOHOCTH BBI3BATH y JETEH JKeJIaHUE YIIOTPEOUTh HAPKOTUIECKUE CPEACTBA, ICUXOTPOITHBIE U
(uMM) oXypMaHMBAIOIIUE BELIECTBA, TabauHble U3AENUS, QJIKOTONBHYI0 U CIHUPTOCOAEPXKALIYIO
MPOAYKIIMIO, TMBO M HAIMTKH, U3TOTABIMBAeMble Ha €ro OCHOBE; MPUHATH ydacTHe B a3apTHBIX UIpax,
3aHUMATHCS IPOCTUTYLHEH, OpPOIHKHUYECTBOM HJIH MOMPOIIAHHIYECTBOM;

6. 00OCHOBBIBAIOIIAS WJIM OMPABJBIBAIONIAS JOMYCTUMOCTh HACWIHMA M (MJIM) XKECTOKOCTH JIUOO
o0y KIak0IIast OCYIIECTBIISATh HACUIBCTBEHHBIC JACHCTBUS 110 OTHOIIICHUIO K JIFOJISIM U )KUBOTHBIM;

7. OTpHLAIOIIAsl CEMEWHBIE IEHHOCTH U (POPMUPYIOIIasi HEYBaXKEHUE K POAUTEINSAM U (WIK) APYTUM
YJIeHaM CEMbH;

8. onpapipIBarOIAs MPOTHBOMPABHOE MOBE/ICHHE;
9. cozeprkalias HeleH3ypHYIO OpaHb;
10. conepxamiast ”HPOPMAIHMIO MTOPHOTPAPHUUECKOTO XapaKTepa.

K undopmanuu, pacnpoctpaHeHne KOTOPOH OrpaHUYEHO CPeau JAETe ONpeAesIieHHOro BO3pacTa,
OTHOCHTCH:

1. mapopManmst, IpeacTaBIsieMas B BUJE H300paKSHHS WIIH OTHCAHUS KECTOKOCTH, (PU3NIECKOTO U
(WIM) ICUXMYECKOTO HACHIIHS, IPECTYIICHHUS WM HHOTO aHTHOOIIECTBEHHOIO JCHCTBHUS;

2. BBI3BIBAOIIAS Y IETEH CTpax, y>Kac WK MaHUKY, B T.4. peACTaBiIsgeMas B BUJE N300paXKeHUS HITH
OIMCAaHMS B YHIKAIOLIEH 4eIO0BEUYECKOe TOCTOMHCTBO (popMe HEHACHIIbCTBEHHOH cMepTH, 3a00JeBaHus,

camMoyOHiicTBa, HECUACTHOTO CITy4asi, aBapUH WM KaTacTpodsl U (MIIN) UX TOCIIEACTBU;

3. mpeicTaBisieMasi B BUJEC U300paXKCHHSI UM OMUCAHMS MOJIOBBIX OTHOIICHHH MEXKYy MY)KUYUHOU U
JKCHIITUHOM;

4. coneprkarasi OpaHHbIC CJIOBA U BRIPKEHUS, HE OTHOCSIIMECS K HEllEeH3yPHOI OpaHH.

C yuaerom sToro Bam npenararorcs mpaBuiia padoTsl B ceTd MHTEpHET 1151 pa3inyHbIX BO3PACTHBIX
KaTeropuii, co0M0eHNe KOTOPBIX MO3BOJIUT 00ecTIednTh HHYOPMAIIOHHYIO 0€3011aCHOCTD BAIlINX JETEH.
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OO0mue nmpaBuJia st poauTesieit

1. He3aBucuMo OT Bo3pacta peOcHKA HCIONB3YHTE MPOTPaMMHOE OOECICUCHHE, MOMOTAOIIEe
(GUIBTPOBATH U KOHTPOJIMPOBATH HH(DOPMAIIMIO, HO HE TI0JIaraiTeCch MOJHOCTRIO Ha Hero. Baiie BHUMaHue
K peOeHKY - TTIaBHBIA METOJ] 3aIUTHI.

2. Ecnm Bam pe0GeHOK mMeeT aKKayHT Ha OJHOM M3 commanbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakteru u T.m.), BHMMaTeIbHO H3y4YHTE, KaKyl0 HH(POPMALHUIO MOMEIIAIOT €ro
YYaCTHUKH B CBOMX NMpoduisax u 6morax, BKIodast GoTorpadvu U BUIIEO.

3. TlpoBepbTe, ¢ KakuMMHU JPYIHMMH CaiiTaMHd CBS3aH COLMANbHBIA cepBuc Barmiero peOeHka.
Crpannuku Bamero peOeHka MOryT OBITH 0O€30MaCHBIMH, HO MOTYT W COJAEPXAaTh CCBUIKH Ha
HEXeJaTeNbHbIC U OIACHBIC CAlTHI (HAapuMep, OPHOCANT, UITH CAiiT, Ha KOTOPOM JPYT YIIOMHHAET HOMEP
coroBoro Tenedona Bamero pedenka nnu Bam gomaninuii agpec)

4. Ioompsiite Bamux nereit coodmarb 060 BceM CTPAaHHOM MM OTTAJIKUBAIOIIEM U HE CIHIIKOM
OCTPO pearupyirte, Korga OHM 3TO JENalT (M3-3a ONACEHUs MOTEepsiTh AOCTYH K MHTepHeTy neTu He
TOBOPSAT POJUTENSAM O pobieMax, a Takke MOTYT HauaTh UCIOIb30BaTh IHTEpHET BHE oMa U ILIKOJIBI).

5. Byabte B Kypce ceteBoli sku3Hu Bamero pebenka. MHTepecyiiTech, KTo UX Apy3bst B UHTEpHET Tak
JKe, KaK MTHTEPECYETECh PEATTbHBIMU APY3bsIMHU.

Bo3zpact ot 7 1o 8 ser

B NnuTepHeTe peGeHOK cTapaeTcsi HOCETUTh T€ WM WHBIE CAWTHI, 2 BO3MOXKHO H YaThl, pa3pelieHue
Ha IT0CeIleHNe KOTOPBIX OH He MOTy4un Okl oT poaureneil. [loatoMy poautensiM 0coO€HHO MOJIE3HbI Oy Iy T
T€ OTYETHI, KOTOPBIE MIPEIOCTABISAIOTCS MPOrpaMMaMH 110 OTPaHUYEHUIO UCTIONb30BaHus MHTEpHETa, T.€.
Poautensckuii KOHTPOJIb MIIM TO, YTO BBl CMOXKETE YBUIETh BO BpeMeHHBIX (haiimax. B pesymbrarte, y
pebeHka He Oy/eT OUIYIIEHHS, YTO 32 HUM BeJIeTCs IMOCTOSHHBIA KOHTPOIIb, OHAKO, POAUTENHN OyIyT MO-
NpeXHEMY 3HaTh, KaKWe CaiThl mocemaer ux peOeHoK. JleTu B TaHHOM Bo3pacTe 00JaJaroT CHIIBHBIM
YYBCTBOM CEMbH, OHU JOBEPUMBHI K HE COMHEBAIOTCS B aBTOpUTeTaX. OHU 00T UrPaTh B CETEBBIE UIPHI
U MyTeulecTBOBaTh Mo VHTepHETy, UCIONb3YS AJIEKTPOHHYIO MOYTY, 3aXOJUTh HAa CaWThl U 4aTbl, HE
PEKOMEHIOBaHHbIE POIUTENIMHU.

CogeTsl 110 Oe30macHoCTH B cetu MHTepHeT yis nerew 7 - 8 jiet

1. Co3paiiTe ciMcok JOMaITHUX MTPaBWII NocemeHus MHTepHeTa py ydacTiu ieTeld u TpedyiiTe ero
BBITIOJTHEHHSI.

2. TpeOyiite ot Bamrero pebenka coOMOAeHNSI BpEMEHHBIX HOPM HAaXOXJIECHHS 32 KOMIIBIOTEPOM.
[Toxaxxute pedeHKy, yTo Bbl HabmromaeTe 3a HUM HEe MOTOMY 4TO Bam 310 Xouercs, a motomy uTo BbI
0eCIIOKOUTECH O ero Oe30MacCHOCTH 1 BCETJa TOTOBBI €My ITIOMOYb.

3. KoMmmeroTep ¢ moaximoueHueM K HWHTEpHETY MOJDKEH HAaXOMWUTHCS B OOIIEH KOMHATE TOJ
MPUCMOTPOM POJTUTEIEH.

4, HCHOHBSyﬁTC CICIUaJIbHBIC JETCKHUEC ITIOMCKOBBIC MAllIMHBI.

5. Hcmonb3yiiTe cpeacrtBa OJIOKHPOBAaHUS HEXKEIATEIbHONO KOHTEHTa KakK JIONOJHEHHE K
CTaHJapTHOMY PoIuTENnbCKOMY KOHTPOJIIO.

6. CozmaiiTe CEeMEWHBIN AIEKTPOHHBIN SITUK, YTOOBI HE IMO3BOJUTH IETSIM HMETh COOCTBEHHEIE
ajJpeca.

7. BHOKprﬁTe AO0CTYyIl K caiiTaM ¢ OeCIUIATHBIMM TOYTOBBEIMHU SAIMUKaMu  C  ITOMOIIIBIO
COOTBETCTBYIOIICTO IIPOIrpaMMHOT0 obecrieueHus.

8. Ilpuyunte nerell coBeroBartbcs ¢ Bamum mepen omyOnmkoBaHHMeM Kakoi-mubOo uH(popManun
CpeJICTBaMH AJIEKTPOHHOM MOYTHI, YaTOB, PETHCTPAIMOHHBIX (OPM U PO HIIEH.



9. Hayuute nereii He 3arpyath (paiiiisl, mporpaMMbl HITU MY3bIKY 0€3 BaIlIero COTJIACHS.
10. He pa3pemaiite AeTSM UCTIOIB30BATh CITYKObI MTHOBEHHOTO 0OMEHA COOOIECHUSIMH.

11. B "OGenprii" ciucok calToOB, pa3pelIeHHBIX IS MOCEIIEHHs], BHOCHTE TOJBKO CAalThI ¢ XOpOIIen
penyTanue.

12. He 3a0bIBaiiTe OeceoBaTh ¢ ASThbMH 00 MX Apy3bsix B MHTepHETe, Kak eciu Obl peyb IIa O
JIPY3bsX B PCAIbHOM KU3HU.

. nenaiire "T U3 BOII B TIOJIOBOM JKM3HM, TaK Kak B VIHTepHETe AETH MOTYT JIETK
13. He genaiite "Taly" M3 BOIPOCOB IOJIOBO 3 ak kak B MHTepHere ne 0 €rKo
HATKHYTHCSI Ha TOPHOTPadUIo WK calThl "AJs B3pOCIBIX".

14. Ilpuyuute Bamrero peGeHka cooOmaTh BaM O JIIOOBIX YIpo3ax HIN TPEBOTaX, CBA3AHHBIX C
Uuteprerom. OctaBaliTech CIOKOWHBIMHA W HAIIOMHHUTE JIETSM, YTO OHH B O€30MACHOCTH, €CIIU CaMu
paccka3aiy BaM 0 CBOMX TpeBorax. [loxBanuTte ux v MOCOBETYIHTE MOJIOWTH €IIle pa3 B MOJOOHBIX CITydasiX.

Bo3pacr aereii ot 9 10 12 et

B nanHoM Bo3pacTe eTH, Kak MPaBUIIO, YK€ HACIBIIIAHEI O TOM, Kakas HHQOpMalus CYIIECTBYET B
Hnrtepnere. CoBepIIEHHO HOPMAIbHO, YTO OHHM XOTST 3TO YBUAETH, IIPOYECTh, ycablmaTh. [Ipu 3Tom
HY>KHO TIOMHHTB, YTO JIOCTYII K HEXKENaTeIbHBIM MaTepraiaM MOXKHO JIETKO 3a0JIOKHPOBATh MPH ITOMOIIN
cpencTs Poaurenbckoro KOHTpOIIs.

CoBeTsl 110 0€30I1aCHOCTH JUIA AeTeii oT 9 mo 12 et

1. Co3pmaiiTe CIIMCOK JOMAITHUX TpaBUII NocenieHus HTepHeT Npu y4acTHH JeTed 1 TpeOyHTe ero
BBITIOJTHEHHSI.

2. TpeOyiite ot Barero pedbeHka COONIOICHUS HOPM HAX0XKICHHUS 32 KOMITBIOTEPOM.

3. HaGmronatite 3a peOeHKOM MpHU paboTe 32 KOMITBIOTEPOM, IOKKUTE €My, YTO Bbl OecriokouTech
0 ero 6e30MacHOCTH U BCETa TOTOBBI 0Ka3aTh MY IMIOMOIIIb.

4. KowmrmbioTep ¢ TOAKIIOYCHHEM B HHTEpHET IO/DKEH HaXOIUThCS B OOIIEH KOMHATE IOJ
MPUCMOTPOM POAUTEIEH.

5. Hcnone3yiite cpeacTBa OJOKMPOBaHMS HEKENATEIbHOIO KOHTEHTA Kak JIONOJIHEHHE K
cTaHnapTHOMY PonuTenbckoMy KOHTPOJTIO.

6. He 3a0bIBaiiTe mpuHUMATh HEMOCPEACTBEHHOE YYacTHE B JKU3HU peOeHKa, OeceoBaTh C I€TbMHU
00 ux 1py3esax B UnTepHeTe.

7. Hacraupaiite, 4TOOBl AE€TH HUKOTAA HE COMIALIAINCH HA JIMYHBIE BCTPEUYM C IPY3bSIMH IO
WurepHerTy.

8. Ilo3BossiiTe NeTsIM 3aX0IUTh TOJIBKO Ha CaThl U3 "Oenoro" criucka, KOTOPBIN CO3/IaiiTe BMECTE C
HHUMH.

9. [lpuyunTe JeTell HUKOTAa HE BBIABATh JINYHYI0 HHPOPMAIHIO CPEACTBAMH AJIEKTPOHHOM MOYTHL,
4aToB, CHCTEM MTHOBEHHOTI'O 0OMEHa COOOIICHUSIMH, PETHCTPAITMOHHBIX (JOPM, THYHBIX MPOHIeH 1 pu

perucTpanuy Ha KOHKypcel B UHTEpHETE.

10. [Ipuyunte AeTeit He 3arpyxkaTh IporpaMmsl 0e3 Barmero paspemenus. OOBSICHUTE UM, YTO OHU
MOTYT CIIYYaifHO 3arpy3UTh BUPYCHI WIH JPYTrOe HeXENaTeIbHOE MPOrpaMMHOE 00ecTieueHuE.

11. Co3zpnaiite Bamemy peOeHKY OrpaHUUSHHYIO YUETHYIO 3alUCh U padOThl HA KOMITBIOTEpE.

12. Ilpuyuute Bamero peGeHka cooOmaTh BaM O JIFOOBIX YIpo3ax WM TPEBOTaX, CBSA3aHHBIX C



I/IHTepHCTOM. HamomauTte JCTsAM, YTO OHH B 6630HaCHOCTI/I, €CJIM CaMH paCCKasaJii BaM O CBOMX TPEBOrax
" OITIaCCHHUAX.

13. Pacckaxxute aetsam o nopHorpaduu B lHTEpHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI I€TH MPEAOCTABIUTA BaM JOCTYII K CBOEH DIIEKTPOHHOW TOUTE,
YTOOBI BB YOCIUIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. O6BsicHUTE AETAM, YTO HEIB35 HCIIOIB30BATh CETh AJIs XYJIMTaHCTBA, PACTIPOCTPAHEHUS CIUIETCH
WIN YTPO3.

Bo3spacr aereii ot 13 10 17 et

B 3TOM BO3pacTe moJApOCTKY aKTHBHO UCTIONB3YIOT MTOMCKOBBIE MAITUHBI, IOTB3YIOTCSI DIIEKTPOHHOM
MOYTOM, CIYKOaMH MTHOBEHHOTO OOMEHA COOOIICHUSMH, CKAYMBAOT MY3bIKY H (DWIBMBI. ManbunkaMm B
3TOM BO3pacTe OOJIBIIIE TI0 HPaBy CMETATh BCE OPAaHHYCHUS, OHU JKKIYT rpyOOro 1oMopa, a3apTHBIX HUTP,
KapTHHOK "1 B3poCibiX". JIeBOUKH MpEaIounTaloT o0IMaThCs B YaTaX, MPHU dTOM OHH ropasfo Ooiee
YYBCTBUTEIIbHBI K CEKCYAJIBHBIM JIOMOTaTenbcTBaM B IHTepHETE.

3auacTyro B JAaHHOM BO3pacTe POAUTEISIM YXK€E BECbMa CI0KHO KOHTPOJIUPOBATh CBOUX JAETEH, Tak
kak 00 lHTepHETE OHU YK€ 3HAIOT 3HAYUTEIHFHO OOJIBIIE CBOMX poanuTenell. TeM He MeHee, He OTIyCKanTe
nereli B "cBoboqHoe TaBanue” mo MuTepHery. CrapaiiTech akTUBHO y4acTBOBATh B OOLICHUHU peOeHKa B
WHrepHerTe.

Baxno mo-npexxaemy crporo co0monats npasuia VHTepHET-0€30acCHOCTH - COIJIAICHUE MEXIY
poauTeiiiMU U IACTbHMHU. KpOMC TOTO, HGO6XOILI/IMO KaKk MOXHO 4Yale IMIpoCMaTpuBaTbh OTUYCTBI O
nesrenbHOcTH Aetedl B MHTepHere. Cnenyer oOpaTWTh BHUMaHHE Ha HEOOXOOUMOCTH COAEPKAHMS
POOMTENBCKUX Mapojiel (maposiell aAMUHHCTPATOPOB) B CTPOIOM CEKpeTe W OOpaTHTh BHUMAaHHE HA
CTPOrOCTh 3TUX MAPOJIEH.

CoeTsl IO O€30MacHOCTH B 3TOM Bo3pacte oT 13 g0 17 met

1. Co3naiiTe cnHCOK JOMAIIHUX TMpaBWI TOcelleHus VHTepHeTa NMpH y4acTUH MOJPOCTKOB U
TpeOyiiTe Oe3ycloBHOrO ero BelmoiaHeHHa. OOrosopure ¢ peOEHKOM CIHCOK 3alpelleHHbIX CAaHTOB
("uepHsIii crincok"), yackl paboThl B MIHTEpHETE, pyKOBOACTBO O 00IIeHHI0 B MIHTEepHETE (B TOM YHCIIE B
yaTax).

2. KoMrmproTep ¢ NOJIKIFOYeHUEM K ceTh VIHTepHET IO/DKEeH HaXOAUThCS B O0IIEH KOMHATE.

3. He 3a0nbIBaiiTe OeceoBarh ¢ 1eThMU 00 UX JIpy3bsix B IHTEpHETE, O TOM, YeM OHH 3aHSATHI TAKHM
o0Opa3om, OyATO peyb UAET O JIPY3biX B peanbHOH xu3HH. ChpammBaiTe O JIOASX, ¢ KOTOPHIMH JIETH
00IIar0TCs TTOCPEICTBOM CITY’KO MTHOBEHHOTO OOMEHa COOOIICHUSMH, YTOOBI YOSAUTHCS, YTO 3TH IFOTU
M 3HAKOMBIL.

4. Ucnone3yiite cpencrtBa OJOKHPOBAaHHS HEXKENATENFHOTO KOHTEHTa KakK JIOTIONIHEHHE K
cTaHnapTHOMY PonuTenbckoMy KOHTPOITIO.

5. HeobOxomuMo 3HaTh, KaKMMHU 4YaTaMH MONB3yIOoTcsS Bamm neru. [loompsiiite ncrons3oBaHue
MOJCPUPYEMBIX YaTOB M HACTAWBAKNTE, YTOOBI IETH HE OOIIAINCH B TPUBATHOM PEXKUME.

6. HacrauBaiite Ha TOM, 94TOOBI 1€TH HUKOTJa HE BCTPEYAIUCH JIMUHO C APY3bsIMH U3 ceTH MIHTepHeT.
7. llpuyunTte Aetel He BHIIABATH CBOIO JIMYHYIO MH(OPMAIUIO CPEACTBAMH 3JIEKTPOHHON MOYTHI,
4aToB, CUCTEM MTHOBEHHOI'O 0OMEHa COOOIICHUSIMH, PErHCTPAMOHHBIX (OPM, THYHBIX poduiIe 1 npu

perucTpanny Ha KOHKypcel B UHTEpHETE.

8. [Ipuyunte nereii He 3arpyaTh mporpammsl 0e3 Baiero paspernerus. OObsSCHUTE UM, YTO OHH
MOTYT CIIYYaiiHO 3arpy3UTh BUPYCHI WM JPYTrOe HEXKENIaTeIbHOE MPOrpaMMHOe 00ecTieueHueE.



9. Ilpuyunte Bamero pebcHka cOOOIIATh BaM O JHOOBIX Yrpo3ax WIH TPEBOTaX, CBSI3aHHBIX C
WuTteprerom. HamomHMTE 1ETSAM, 9TO OHM B O€30MIaCHOCTH, €CITM CAMH PaccKa3aid BaM, O CBOMX yTpo3ax
wim TpeBorax. [loXBauTe UX U MOCOBETYUTE MOJAONTH elle pa3 B MOJOOHBIX CIydasX.

10. Pacckaxwure aetsam o nopHorpaduu B Uatepuere. [lomorure um 3ammTuThes ot cnama. Hayuure
NOJPOCTKOB HE BbAaBaTh B HTepHETE CBOETro peaJbHOIO IEKTPOHHOIO ajpeca, HE OTBEYaTh Ha
HE)KeNaTeNbHbIE MMChbMa U UCII0Ib30BaTh CIIENHANbHBIC TIOUYTOBBIC (DUIBTPHIL.

11. Tlpuyunte ceOs 3HAKOMUTHLCS C CaliTaMH, KOTOPBIE TIOCEIIAIOT MOIPOCTKH.

12. Hayuwnre nmeTeil yBaxarh Ipyrux B HHTEpHETE. Y O€AUTECH, 9TO OHU 3HAIOT O TOM, YTO TIpaBHiIa
XOpOILETO MOBEACHNS JEMCTBYIOT BE3/I€ - 1aXkKe B BUPTYaIbHOM MHMpE.

13. OObsicHUTE AETAM, YTO HH B KOEM cCIlyyae HeJlb3s HCIONb30BaTh CeTh IS XYyJIUTaHCTBA,
pacrpocTpaHeHusl CIUIETEH WK YTPO3 APYTHM JIFOISIM.

14. ObGcyauTte ¢ TOAPOCTKAMHM MPOOJEMBI CETEBBIX a3apTHBIX WUTP M WX BO3MOXKHBIH PHCK.
Hanomnwure, 4TO 1€TH HE MOTYT UIPaTh B 3TH UTPHI COITIACHO 3aKOHY.

[NocTossHHO KOHTpONIMpY#iTE Hcnodb3oBanue HTepHeTa Bammm pebenkoM! D10 He HapylIeHHE €T0
JUYHOTO TPOCTPAHCTBA, a Mepa MPeJOCTOPOKHOCTH U MposBIeHHE Bamel poauTenbekoit
OTBETCTBEHHOCTH M 3a00THI.




