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NHOPOPMAIIMOHHAS [TAMSTKA
AJIS1 ObYHYAIOIUXCH U1 PASMEILIEHUSA
HA OOULUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'0JIOM MOJIOAEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJb-
HUKH OJHM M3 caMbIX aKTUBHBIX IOJib30Baresnedl Pynera. Mexay Tem, MOMHMO
OTPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEH, MHTEpHET HeceT U MpodieMbl. JTa aMsT-
Ka JI0JKHA [TOMOYb Tebe 6e3011acHO HaXOAUThCS B CETH.

KoMneroTepHble BUPYCHI

KoMIbroTepHBIl BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IPOTrpam,
OTJIMYUTEILHOH OCOOEHHOCTBIO KOTOPOH SABJISIETCS CIIOCOOHOCTD K pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYCBHI MOTYT MOBPEIUTH MU MOJHOCTHIO YHHUTOXHUTH
Bce (paiiiibl ¥ JaHHBIE, IIOJKOHTPOJIbHbIE M10JIb30BATENI0, OT UMEHH KOTOPOro Obliia
3alylleHa 3apaKeHHasl [porpamMma, a Tak)Ke MOBPEAUTb WU JaXe YHUYTOKUTH
ONEPaLlMOHHYIO CUCTEMY €O BceMH (aiinamu B 1ienom. B GonblIMHCTBE ciydyaeB
pacnpoCTpaHsAIOTCS BUPYCHI Yepe3 UHTepPHET.

MeTo/1bl 3alUTEl OT BPEJOHOCHBIX ITPOrpamMM:

1. Wcnons3yii coBpeMeHHbIe OlepallMOHHble CUCTEeMbl, UMEIOIIUe Cephe3-
HBIN YPOBEHb 3alIUThI OT BPEIOHOCHBIX MTPOTPaMM;

2. IlocrossHHO ycTaHaBiIMBaK mauytu (UUQpOBBIE 3aIUIaTKU, KOTOPBIE aBTO-
MATUYECKHU YCTAHABIMUBAIOTCS C [ENIbI0 A0PadOTKU MPOrpaMMbl) U Ipyrue oOHOB-
JIeHUsI CBOe#l omnepalroHHOM cucrteMbl. CKauuMBail MX TOJBKO C O(HUIMAIBHOTIO
caiita paspaborunka OC. Eciu cyliecTByeT pexuMm aBTOMATH4ecKoro oOHOBIIe-
HUS1, BKJTIOUH €ro;

3. Pabotait Ha cBOEM KOMIIBIOTEpE IO/ IIpaBaMHM M0Jb30BaTeNls, a HE aJAMu-
HUCTPATOpa. DTO HE MO3BOJIUT OOJILIIMHCTBY BPEJIOHOCHBIX IPOrpaMM MHCTAJUIHU-
pOBAaTbCs HA TBOEM [1€PCOHAIBHOM KOMITBIOTEPE;

4. McnoJyib3yii aHTUBUPYCHbBIE IIPOIPAMMHBIE IIPOAYKThEI M3BECTHBIX IIPOM3-
BOJUTENEH, C aBTOMaTHYECKUM OOHOBIEHHEM 0a3;

5. Orpanuub GU3NIECKUHN TOCTYN K KOMITBIOTEPY I TOCTOPOHHUX JIHLL;

6. Mcnone3yii BHeIIHHE HOCUTEIU WH(POpPMAIMHU, TaKue Kak (Jenka, JTUcK
wiu (paiin u3 UHTEpPHETa, TOJIbKO U3 MPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBali KOMIbIOTEpHBIE (haiiiibl, [TOTY4YEHHbIE U3 HEHAICKHBIX HC-
TOYHUKOB. [laxke Te (pailiibl, KOTOpbIE NIPUCIIAIl TBOW 3HAKOMBIN. JIyuine yTo4Hu y
HEro, OTIIPaBIIsLI JIM OH Tehe uX.

Ceru WI-FI

Wi-Fi - 970 He BUJ nepeaayu JaHHBIX, HE TEXHOJOTHUS, a BCEro JMILb OpeHa,
mapka. Eme B 1991 rony HuaepnaHackas KOMIIaHHUS 3aperucTpupoBana OpeH.
«WECA», yto obo3nauaino cioBocouetanue « Wireless Fidelity», kotopsriit nepe-
BOJUTCS KaK «OecnpoBOHasi TOUHOCTbY.

Jlo Hamero BpeMeHH Jouuia apyras abopeBuartypa, KOTopas sBIsSeTCsl TaKOH



’Ke TexHojiorned. Jro abOpesBuatypa «Wi-Fi». Takoe Ha3sBaHue OBIO JAHO C
HaMeKOM Ha CTaHAapT Bhlcluei 3ByKoBod TexHuMKH Hi-Fi, 4To B nepeBoae o3gaua-
€T «BBICOKAS TOYHOCTEY.

Ha, OecriaTHbIif HHTEPHET-AOCTYI B Ka(e, OTEIIX H a3ponopTax ABMACTCS
OTIAMYHOM BO3MOXHOCTBIO BBIXOJA B MHTEPHET. Ho MHOrme 3Kkcneprsl CUMTAIOT,
uTo obwenoctynHsle Wi-Fi ceTu He ABIIOTCS G€30IaCHBIMH.

CoBeTsl 0 6€30NacHOCTH paboTh! B 06IICAOCTYIIHBIX ceTax Wi-fi:

1. He nepenasali cBOK JIMYHYIO HHGOpPMALMIO yepe3 o0uenocTynHele Wi-Fi
ceTH. PaGoTas B HHX, KeIaTe/IbHO HC BBOJAUTH [IAPOJIH HOCTYNA, JIOTMHBI U KaKue-
TO HOMEpAa,;

2. Mcnonp3yl 1 oOHOBILAH aHTUBHUPYCHbIE NPOrpaMMBl U OpanaMayep. Tem
caMBIM Tbl 0D€30TacHIIb ceds OT 3aKaUKy BUPYCa Ha TBOE YCTPOKUCTBO,

3. Ilpn ucnons3zosanuu Wi-Fi otkmoun dyaknuio «O6umwuit toctyn K ¢aii-
JaM Y npuHTepam». JaHHasd QyHKIKS 3aKkpbiTa N0 YMONYAHHIO, OJHAKO HEKOTO-
pble MONB30BATENU AKTUBHUPYIOT €€ A yo0CTBa MCHOB30BaHUA B paboTe HIH
yuebe;

4. He wucnonwssyih ny6bnuuneiit WI-FI ans nepenausl NMUYHBLIX AQHHBIX,
HapUMep A1 BbIX0AA B COIMANBHBIE CETH U B MNEKTPOHHYIO IOUTY;

5. Menonep3yil Toneko 3amuileHHoe coeaunenue yepes HTTPS, a ne HTTP,
T.e. Npy Habope BeG-aapeca BBOW UMEHHO «https://»;

6. B moOunbpHOM Tenedore oTIOUM pynkuuto «[loaxmodenne k Wi-Fi as-
ToMatudecku». He nonyckall aBToOMaTH4ecKoro TMOAKIIOYEHHS YCTPOMCTBA K ce-
Tsim Wi-Fi 6e3 TBoero cornacusl.

CoumanbHbIE CETH

ConManbeHble CETH aKTHBHO BXOJAT B HAILY J)XKU3HB, MHOTHE JIFON pabOTAIOT
4 XKHMBYT TaM TIOCTOSIHHO, a B Facebook yxe 3aperncTprpoBad MUIMAP] Ye0BEK,
4TO ABJIAETCA OOHOU CeXbMOM BCeX kuTeNel raHeTsl. MHOrMe nonb3oBaTesn He
NOHUMMAIOT, YTO KMH(OpMalys, pasMellleHHas UMH B COUMABHBIX CETAX, MOXET
OBITH HaliZleHa U MCIIONB30BAHA K€M YIOHHO, B TOM 4ucie He 06g3aTelbHo ¢ Oia-
MMM HaMepeHUAMH.

OCHOBHEIE COBETHI MO Ge30TIaCHOCTH B COLMANBHEIX CETSIX:

1. Orpanu4n cnHcok Apysed. ¥ Teds B APY3bAX HE OOMKHO OBITH CIyHaii-
HBEIX ¥ He3HAKOMBIX JIFOACH;

2. 3ammmaii ¢BOK YacTHYIO XKH3Hb. He yKaspiBail naponu, tenedoHsl, aape-
ca, aTy TBOErO POKIEHUA W JPYTYIO JHYHYIO UHGOPMAIUIO. 3MOYMBIINITEHHUKH
MOTYT KCIIONIB30BaTh JaXke MH(GOPMALKIO O TOM, KaK TBl U TBOH POXHUTETH [JIaHH-
PYETe NPOBECTU KAHUKYJIHI;

3. 3ammumai CBOKXO penyTaluio - ACPXU €¢ B YUCTOTS U 3anaBail cebe Bo-
npoc: XoTen OBl ThI, YTOOB! ApYTHE MONBL3OBATENHM BHLSIH, YTO THI 3arpPysKacllh?
[Tonymaii, npexae 4yeM YTO-TO ONyOJINKOBATh, HATIUCATH U 3arPy3UTh;

4. EcnM Thl TOBOPHILE € JIOJBMH, KOTOPBIX HE 3HACIIb, HE UCTIONB3YH CBOE
pEaJIbHOE UM U JAPYIYIO IHUHYI0O HHPOPMalHH: UMS, MECTO JKUTENBLCTBA, MECTO
y4yebbl 4 npouee;

5. Uzberait pasMmeluenus dotorpaduil B MHTepHeTe, Ie Thl H300paXeH Ha
MECTHOCTH, 110 KOTOPOH MOXXHO OIPE/IETUTh TROE MECTOTIONOKEHHE;



6. Ilpu perucTpanuu B cOLManbHON CeTH HEOGX0AUMO MCTIONE30BATE CIOXK-
HBI€ [1aPOJIM, COCTOSILIME K3 OYKB U UU(P U ¢ KOIUYECTBOM 3HAKOB HE MeHee §;

7. Jna counanpHOM ceTH, NOYThl U APYTHX CaHTOB HEOOXOAMMO HCIIONE30-
BaTh pasHple napoiy. Toraa ecnu Teds B3IOMAIOT, TO 3NI0YMBIUUIEHHHKH IIONYYaT
AOCTYT TOJIBKO K OHOMY MECTY, a HE BO BCe Cpasy.

DIEKTPOHHBIE IEHbIH

ONEKTPOHHBIE JIEHBIH - 3TO OY€Hb YAOOHBIA CIIOCOO IMIaTeKel, OXHAKO Cy-
LISCTBYKOT MOILIEHHUKH, KOTOPBIE XOTAT NOJYUYATH 3TH ACHBIH.

ONEKTPOHHEBIE AEHBIH NOABUINCE COBCEM HEAABHO U UMEHHO HM3-3a 3TOTO BO
MHOTHX roCyIapCTBax 0 CUX MIOP He MPOIIHCAaHO PO HUX B 3aKOHAX.

B Poccnn ke OHM QYHKLHMOHHPYIOT U 0 HHX YXK€ NPOIMCAHO B 3aKOHE, [JIE
UX paslelsioT Ha HECKOJBKO BUAOB - aHOHUMHBIE W HE aHOHHUMHEIC. PazHuua B
TOM, 4TO aHOHHMHBLIE - 3TO T€, B KOTOPhIX pa3peluaercd NpOBOAUTE Onepauuy 0e3
MACHTH()VKALMY [TONB30BATENS, @ B HEAHOHUMHBIX HACHTU()UKALHS [T0JI630BATENS
ABNseTCA 0053aTENbHOM.

Takxe cnenyer pa3nuuarh 3NIEKTPOHHEIE (HATHbIE ASHBIH (paBHBI rocyaap-
CTBEHHBIM BANIOTAM) H IEKTPOHHBIE HE(pUaTHble ACHBIU (He paBHBI rocymap-
CTBEHHBIM BaJIOTaM ).

OcHOBHBIE COBETHI 0 Oe30nacHol paboTe ¢ 3MeKTPOHHBIMU AeHBIaMU:

1. IlpuBsku K c4eTy MOOHIBHBIH TenedoH. ITO caMblil YIOOHEIH H OBICT-
poil c1ocod BOCCTAHOBUTH JOCTYI K cueTy. [IpuBdasannbil Tenedon noMoxer, ec-
nu 3a0ynels CBOH IUIaTeXHbIM NApojb WM 3aiAells Ha CalT ¢ He3HaKOMOIo
YCTPOUCTRA;

2. Ucnonb3yil ogHopasoBsle niaponu. [locne nepexona Ha yCHIEHHYIO aBTO-
pusauuio Tede y:xe He OyJeT yrpoxaTh ONACHOCTh KPaXKH U IIepexBara MIaTek-
HOTO Tapons;

3. Beibepn cnoxHblM napoins. IlpectynHukam Oyaer He MpOCTO YranaTh
CIOXHBIM napoJib. Hanexuble naposn - 370 Mapoiiu, KOTOPEIE COAEPKAT He MeHee
8 3HaKOB M BKITIOYAIOT B ce0sl CTPOYHbIE U NPONKUCHBbIE OYKBBI, TUAPEI U HECKOJIb-
KO CHMBOJIOB, TaQKHE KaK 3HAK A0MIApa, (yHTA, BOCKIMNATEIBHBIH 3HAK U T.IL.
Hanpumep, $tROng!;;

4, Ie BBOIH CBOH JIMUHDBIC NAaHHBIC Ha caﬁ’rax, KOTOpPBIM HE AOGBCPACIIS.

DNeKTpOoHHAs No4Ta

DNEKTPOHHAd TOYTA - 3TO TEXHOJOTUS W NPEAOCTARNASMBIE €0 YCIIYITH M0
NIEPECBIIKE H MMONYYEHHIO BJIEKTPOHHBIX COOOIIEHHUH, KOTOPbIe Pacnpe ensioTcs B
KOMITBIOTePHOH ceTu. OOBIYHO 37eKTPOHHbIM MOYTOBBIH ALUIMK BBIITIAKUT ClEay-
1oluM obpazoM: HMS_TONB30BATENA(@UMA_JIOMeHa. Takxke KpoMe Nepeadud Ipo-
CTOrO TEKCTA, UMEETCA BO3MOKHOCTD NIepeAaraTh (Gaiipl.

OcHoBHBIE COBETHI 10 HezonacHo paboTe ¢ INEKTPOHHON MOUTOMH:

1. Hano BbOpaTh npaBUNbBHBIA MOUYTOBBIE cepsuc. B uHTepHere ecThb
OFPOMHEBI BEIOOp HecniaTHBIX IOYTOBBIX CEPBUCOB, OJHAKO JIyUILe JOBEPATD TEM,
KOI'0 3Haellib H KTO IIEPBLIH B pCHTHUHIC;

2. He yka3nbIBail B ni4HON noute nuuHyto nHpopMauuto. Hanpumep, nyuruie
BbIOpATh «My3BIKAIBHBIA_(aHaT@» uiu «pok2013» BMecTo «Temal3»;

3. Hcrone3yil ABYX3TalHYyIO aBTOPH3AUMIO. DTO KOTAA IOMHMO Tapos



HYXHO BBOAMTE KOA, NpUCbUIaeMblit mo SMS;

4. BoiGepu 109 HBI Naponb. s KakI0oro MoYTOBOro SLHMKA JOMKEH ObITE
CBOW Hal€XHBIHA, yCTOHUMBAIN K B3IOMY 1apOJIb;

5. Ecniu €CTh BO3MOKHOCTL HalHCATh CaMOMY CBOM JIMYHBIH BOTIPOC, Hc-
NOJIB3YH 3TY BO3MOXHOCTE;

6. Mcrnosp3yil HECKONBKO TOYTOBBIX AMUKOB. [lepBBIil 1/ 4acTHOM nepe-
IIMCKH ¢ aapecaTaMH, KOTOPBIM Thl JOBEPACIIb. IJTO 3JEKTPOHHBIN aJpec He Halo
MCTIONIB30BATE NIPH PETHCTPALMA Ha GopyMax M caiiTax;

7. He oTkpeiBa#f ¢haiinbl U gpyrue BAOXEHHS B NUCBMaXx, JaXe €CAd OHH
NPUILIA OT TBOMX Jpy3el. Jlydllle yTOYHM Y HUX, OTIPABIUIA 4 OHU Tebe 3Tu
tainsr;

8. Tlocne okoHwaHMs paGoOTBl Ha MOYTOBOM CEPBHCE MEpes 3aKphITHEM
BKJIQJIKH ¢ caiiToM He 3a0yab HaxaTb Ha «BeiiiTi».

KubepOymmuHT WK BUPTyalbHOE U3IEBATELCTBO

KubepOyuinnr - npecnefoBaHie cOOGIEHUAMHE, COAECPKAWMMHA 0CKOpOIe-
HM{, arpeCCHI0, 3aIyTHBAHHE; XYJIHTaHCTBO; CONMAIbHOE GOUKOTHPOBAHHE C Mo-
MOILBIO PA3JIMYHBIX UHTEPHET-CEPBUCOR.

Ocnosuble coBeTs 1o Ooppde ¢ KubepOyLTUHTOM:

1. He Opocaiica B Goit. Jlyummid crioco6: mocoseToBaThes kak cebs BecTH U,
€CJIM HET TOTO, K KOMY MOXHO OOpaTHUTLCA, TO BHayaje YCIOKOUTHCA. Ecnn Th
HAaYHEWE OTBEYATh OCKOPONEHUAMHU Ha OCKOPOACHMS, TO TONBKO elue OoJblle
Pa30KIKENIb KOHDIIHKT;

2. ¥Ynpapnsai cBoeit kubeppenyTaluue;

3. AHOHMMHOCTB B ceTH MHUMasA., CYyIIECTBYIOT CIIOCOOLI BBIACHHTB, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He cTOMT BeCTH XynHrancKMM oOpa3 BHPTyasibHOH Xu3HH. HMHTepHer
puxcupyer Bce TBOH AEHCTBUS U COXpaHAET HX. YAanuTh uUX OyaeT KpaliHe 3a-
TPYAHUTEILHO;

5. Cobmonait CBOIO BUPTYANTBHYIO YECTh CMOIIOAY;

6. Urnopupy¥ eanHu4Hblii Heratus. OIHOPA3OBBIE OCKOPOHTENbHEIE COO0-
IEHU] JIydile MrHOpHpoBaTh. OOBIMHO arpeccus npekpalaercs Ha HadalpHOMN
CTAAHH;

7. ban arpeccopa. B nporpamMMax o0OMeHa MIHOBEHHBIMHA COOOLICHUAMH, B
CONMANBLHBIX CETSAX €CTh BO3MOKHOCTh GIIOKMPOBKH OTOPABKU COOOLIEHHI ¢ OMmpe-
JEJIEHHbIX 3/lpECOB;

8. Ecnn Tb1 cBUaeTens kubepOynnnra. TBOW ACHCTBHS: BRICTYIHTD IPOTUR
IIpECEOBATENS, [10KA3aTh MY, UTO ero JefcTBHA OUEHUBAIOTCS HETaTHBHO, ITOI-
ACPKATh KCPTBY, KOTOPOH HY»KHa IICUXOJOrHYECKas MOMOLb, COOOIUNUTE B3pPOC-
JBIM O (PAKTE arpecCMBHOTO ITOBEACHUS B CETH.

Mo6unbHbIl TeNnedoH

CoBpemMeHHbIe cMapTGhOHB! U MUIAHILIETH COAEPKAT B cele BITOTHE B3POCIIBIN
(YHKLIMOHAN, ¥ Tenepb OHM MOTYT KOHKYPHPOBATH CO CTAIIMOHAPHBIMH KOMITRO-
TepaMu. OIHAKO, CPEICTB 3allMThI Ik NOAOOHBIX YCTPONCTB MOKA OUEHB MAano.
TecTnpoBaHHe M NOUCK YA3BUMOCTEH B HUX MTPOHCXOAUT He TAK MHTEHCUBHO, KaK
i IK, o xke camoe xacaeTcs 1 MOOHNBHLIX TPHITOXKEHUE.



CoBpeMennbie MOOHIIBHBIE Opay3ephl yKe NMPAaKTHYECKH JOTHATH HACTOb-
HBI€ QHAIOTH, OQHAKO pacCIiHpeHHe (QYHKUUOHATAa BIEYeT 3d COOOM HONBLIVIO
CIO’KHOCTh H MEHDILYIO 3alIHILIEHHOCTE.

Janeko He BCe NPOU3BOAMTENH BBITYCKAOT OOHOBJIEHHA, 3aKPLIBAIOIIUE
KPUTHYCCKHE YSI3BHMOCTHU AJIA CBOMX YCTPOHCTB.

OcHoBHbIe COBETHI U1 630MacHOCTH MOGHILHOTO TenedoHa:

Huvero He ABnsercs mo-HactosmemMy GecriaTHEIM. Byab 0CTOpoxkeH, Beab
Koraa Tefe npensaraoT GeCrNaTHBLA KOHTEHT, B HEM MOIYT OBITh CKPbITbI KaKue-
TO ILTATHBIE YCIYTHU;

Hymaii, npexae 4eMm otnpaButs SMS, horo unn Buaeo. TEI TOYHO 3HAELID,
rae oHH OyAyT B KOHEYHOM MTOre?

HeobxonuMo 0GHOBIATE ONEPALIOHHYIO CHCTEMY TBOET0 cMapToHa;

Hcnone3yit aHTHBUPYCHBIE MPOTPaMMBbI TSl MOSHITBEHBIX TEIe(QOHOB;

He zarpyxaii NpUIokeHUS OT HEN3BECTHOTO MCTOYHHKA, BEAb OHHM MOTYT
COIEKaThL BPEAOHOCHOE IIPOrpaMMHoe 00eCmeYeHHUE,

ITocnme Toro kak Tl BEIHACIIE ¢ caiiTa, IZe BBOJWI JIMUHYIO HHOOPMALHIO,
3aif/i1 B HacTpoHKkH Opay3epa u yaanu cookies;

Ilepronuveckn mpoeepstii, KaKue IUIATHBIE YCITYTH aKTHBHPOBAHBI HA TBOEM
HoMepe;

Hasa# cBOH HOoMep MOOUNBHOTO TenehOHA TONBKO NIOOAM, KOTOPEIX ThI
3HACIb U KOMY JIOBepsiellb;

Bluetooth nomxeH ObITh BEIKIIOYEH, KOTA4 Thl UM HE IMOJNbL3yellbes. He 3a-
OblBall HHOTAA [IPOBEPSATH 3TO.

Onhline urpsl

CospemMeHnHble OHIAMH-UIPHI - 3TO KpacO4yHbIe, 3aXBaTHIBAIOIIME pa3BlIete-
HHA, 00BEANHSIOIINE COTHY THICHY 4YeJIOBeK MO BCeMy MUpY. MIpOKH HCCTeAyroT
JAQHHBI UM MUp, 08LIaI0TCA APYr ¢ APYIOM, BBITOJIHSIOT 3aAaHHA, CPaXkaloTca ¢
MOHCTPAMH H IIOJY4arOoT ONBIT. 38 YAOBOIBCTBHE OHH IIIATAT: MOKYTIAKT JHCK,
OTUIAYUBAIOT aDOHEMEHT WIH IPUOOPETAI0T KAKUE-TO OIIIHH.,

Bce 3ty cpesicTBa HAYT HAa noAepKaHHE U PA3BUTHE UTPhI, 4 TAKXKE HA CaMy
0€e30MacHOCTE: COBEPIIEHCTBYIOTCS CHCTEMbl ABTOPHU3AIINH, BBITYCKAIOTCS HOBEIE
naTyd (HQPOBbIE 3alJIATKY AJ15 NPOrpaMM ), 3aKPHIBAIOTCS YI3RUMOCTH CEPBEPOB.

B mNoJOOHBIX urpax CTOMUT ONAcAaTbCi HE CTONBKO CBOMX COMEPHUKOR,
CKOJILKO KpaXH TBOEIO Mapojs, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3ALUU
GONBIIMHCTRA HUID.

OcHOBHEIE COBETHI 110 $e30NAaCHOCTH TBOEr'O UTPOBOT0 aKKAYHTA:

1. Ecnu apyroit Mrpok BeaeT cebs IUIOXO WM co3aaeT Tebe HeMpUSTHOCTH,
3a0JIOKMpYH €ro B CIIUCKE UTPOKOBR,;

2. Tloxany¥ica aqMUHUCTPAaTOpaM UIPHl Ha TNOX0€ MOBEACHHE 3TOrQ MIPO-
Ka, JXKeJIaTeNIbHO NPUT0XKUTE KAKHE-TO J0Ka3aTelIbCTBA B BUIE CKPUHOB;

3. He yxasbIBail THUHYI0 HHQOPMALIO B IIpodaiine urpsr;

4. VBaxall Apyrux y4acTHHKOB II0 UTPE;

5. He ycranapnugait HeopHuHansHEIE MAaTYH U MOJBI;

6. Mcrione3yil ¢10KHBIE ¥ pa3HbIE NAPOJIK;

7. Haxe BO BpeMs HIPHEl He CTOMUT OTKIIOYAThH aHTUBHpYC. [loka THI Hrpa-



€lllb, TBOH KOMIIBIOTEP MOTYT 3aPa3uThb.

OuUIUYHT UK KpaXka JTHYHBIX JaHHBIX

OObruHON Kpaxkeld NeHer M NOKYMEHTOB CerOfHs yiKe HHKOIrO He YAMBHLIb,
HO C pPAa3BUTHEM HHTepHeT—TeXHOHOFHﬁ 3MOYMBIILITCHHUKH TIEPEMECCTHIIMCE B HH-
TEPHET, U IPOJOIIKAIOT 3aHUMAThCH CITIOOUMBIMY JETIOM.

Tak nosBunack HoBag yrpo3a: HHTEPHET-MOUICHHHYECTBA MMM BUILUHT,
r71aBHag LeJIb KOTOPOTO COCTOUT B IIONyUEHUH KOH(MHISHIUANBHBIX JAHHLIX I0b-
30BaTeed - JOTHHOB M maponed. Ha aurmuiickoM sssike phishing gutaercs kax
¢rwmnr (ot fishing - peibHas noB4, password - napos).

(OCHOBHBIE COBETHI IO BOPBOE ¢ HUILIMHTOM:

1. Cnenm 3a cBonm axkayntoM. Eciid THl nomospeBaciib, 4yTo TBOS aHKETA
Bbina B37I0MaHa, TO HEOOXOAUMO 3aBIOKHPOBATE €€ M COOBUINTE aIMHHHCTPATO-
paM pecypca 00 3TOM Kak MOKHO CKopee;

2. Hcrionb3yit Oe3onacHkie BeO-caliTEl, B TOM YHCIIE, HHTEPHET-MAra3uHoB U
MOUCKOBBIX CUCTEM;

3. Hcnonp3yli cnokHble W pasHBle napoiu. TakuM obpasoMm, ecn Teds
B3JIOMAIOT, TO 370YMBIIIICHHUKH MOIYYaT JOCTYN TONLKO K OXHOMY TBOEMY ITPO-
(UK B CETH, a HE KO BCEM;

4. Ecnu Tebs B3MOMany, TO HEOOXOMUMO MPEAyTIPEIUTE BCEX CBOMX 3HAKO-
MBIX, KOTOpble H00aBIeHB! Yy TeGS B APY3bIX, O TOM, YTO TeOs B3JIOMATH H, BO3-
MOXKHO, OT TBOETO MMEHM OyNeT pacChUIaThCs CNaM M CCBUIKM Ha (PUIUIMHTOBEIE
camThl;

5. ¥YcranoBu HanexHbli mapons (PIN) Ha MoGHIBHBLH TenedoH;

6. OTKII0YN coxpaHeHue napoia B Gpaysepe;

7. He oTkpeiBail Qaitfipl ¥ Apyrue BIOKEHWS B MHCBMAaX, Ja)Xe €CHU OHH
TIPULIIE OT TBOMX Apy3ei. Jlydie yTOUHHM y HHX, OTTIPaBIANM U OHH Tebe 5TH
thaib.

Hudposas penyranus

Ludposas penyranus - 3TO HETaTWBHAS MM NO3UTHBHAA UH(GOpMAaUHd B
cern o Tebe. KoMnpomeTupyromas HHPpOpMaLHs, pasMellieHHas B HHTEPHETE, MO-
KET CEPbE3HBIM 00pa30oM OTPa3sHUThCA Ha TBoel peansHON )usHU. «[Iudposas pe-
myTauus» - 3TO TBOHW WMHIK, KOTOPBIM dopmupyeTcss n3 mHGOpMaUUd © TeOe B
UHTEPHETE.

Tsoe mMecTo XUTeNbCTBA, yuelsl, TBOS (QHHAHCOBOE MONOKEHHE, 0COOEHHO-
CTHU XapaKTepa H PaccKasbl 0 OIIH3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapocTKY NErKOMBICIIEHHO OTHOCATCA K MyOIHKALUY TUYHOMH UH-
(opmanu B MHTepHeTe, He MOHMMAs BO3MOMKHBIX MOCHEACTBHIL. THI Jaxe He
CMOXCILE J0raaarbea 0 TOM, 4TO (ororpadus, pasMelleHHasd 5 JeT Hazaj, cTaua
NPUUHHON 0TKa3a IPUHATE Tebs Ha paboTy.

KommenTapuy, pasMenienue TBoux GoTtorpadguil 1 Apyrue JeHCcTBUS MOTYT
He HCYE3HYTh JlaXKe MocJie TOro, KakK Thl UX yHanuiub. Thl He 3Haellb, KTO coxXpa-
HWJL 3Ty MH(OPMALMIO, NIOTIANa JIM OHA B MOUCKOBBIE CHCTEMBl H COXPAHUNACE JIH
OHa, a TJIaBHOEC. YTO NOAYMAIOT 0 Tebe OKpYXKAIoIHE IOIH, KOTOphle HAWIYT U
YBHIAT 3T0. Haiit MHGOPMALUIO MHOTO JIET CITYCTH CMOXKET M0G0l - Kak u3 100-
PBIX TTOOYXKAEHUN, TaK H ¢ HaMepeHUeM HOPUYMHUTE Bped. ITO MOXKeT GhITh KTO



YTOIHO.

OcHOBHEI® COBETHI 110 3ALNTE LUPPOBON PEMyTALIUH:

I, TToxyma, npexe yem 4To-1o [yOIHKOBATE U llepeaaBaTth y cebs B H7ore
UJIX B COLMAJILHOM CETH;

2. B nactpotikax npoduas yCTaHOBM OIpaHMMeHHA Ha IPOCMOTD TBOETO
NPOMHIA H €TI0 COAEPKUMOT0, CAIeNall eT0 TOIBKO «IUIA ApY3einy,;

3. He pasmewail ¥ He yka3plBall HH(OPMAUHIO, KOTOpPas MOXKET KOro-rubo
OCKOpOIATE UM OOUKATE.

ABTOpCKOE nIpaBo

CoOBpeMeHHbIE WIKOIBHUKM - AKTHUBHBIE [IOJB30BATENd LM(POBOTO TPO-
cTpadcTBa. OHAKO JAJIEKO He BCE 3HAKOT, UTO IONb30BAHHE MHOTUMH BO3MOXKHO-
CTAMH LU(poBoro Mupa TpedyeT coOMIOAeHNS MIPaB HA HHTE/UIEKTYanbHYIO COO-
CTBEHHOCTb.

Tepmun «uHTENNEKTyaNbHas COOCTBEHHOCTE» OTHOCHTCA K PasiHYHBIM
TBOPCHHMAM HEJIOBEUYCCKOI0 yMa, HauMHasg ¢ HOBBIX H300peTeHHi M 3HaKoB, 000-
3HAYAKOIIMX COOCTBEHHOCTh Ha NPOAYKTHL M YCIYTH, M 3aKaHYHBAs KHHUTAMH, (o-
TOrpaduAMYU, KHHOPHUIBMAMH U MY3LIKaJIbHBIMH ITPOU3BEACHHAMH.

ABTOpCKHE IpaBa - 3TO IIpaBa HA MHTS/UICKTYaJIbHYHO COOCTBEHHOCTH Ha
[IPOM3BEACHUA HAYKH, JIMTEPATYPhl U HCKYCCTBAa. ABTOPCKUE ITpaBa BHICTYMAIOT B
Ka4ecTBe IapaHTUH TOTO, YTO UHTE/UIEKTYaIbHBII/TBOPYECKUIl TPYA aBTopa He Oy-
JET HANPACHBLIM, JACT eMy CTIPaBeAJIMBbIE BO3MOXXKHOCTH 3apaloTaTh Ha Pe3yNbTa-
Tax CBOCTO TPyAa, MOMYYNTh U3BECTHOCTH M Ipu3HaHue. Hukto 6e3 paspelmeHus
aBTOpa He MOXKET BOCIIPOU3BOAMTL €ro NMpPOU3BEACHHE, PaclpOCTPaHiTh, MyOIHi-
HO JIEMOHCTPUPOBATE, [IPOJAaBaTh, UMIIOPTUPOBATD, ITYCKATh B MIPOKAT, IYOIUYHO
HCIOJIHATS, MOKA3BIBATE/UCIIONHATE B a¢Upe WK pa3MeluaTs B MHTepuere.,

Hcnonb3oBanue «MUPAaTCKOro» IporpaMMHOIO oDecIIeueH s MOXET TIprBe-
CTU K MHOTHM PHCKAM: OT NOTEPH JAaHHBIX K TBOUM aKKAayHTaM X0 OIOKHPOBKU
TBOEI'0 YCTPOHCTBa, THe YCTAHOBJIEHA HeleraabHas mporpamma. He crout Taxske
3a0BIBaTh, 4TO CYIIECTBYIOT JeraneHeie¢ M O€CIUIATHBIE NPOrpaMMBbI, KOTOpEIE
MOXHO HAalTHA B CETH.

O noprane
CeTeBUHOK.p - TBOH IV1aBHELT COBETYUK B CETH. 3XECh Thl MOXEILL Y3HATb

0 0E30NacCHOCTH B CETH IOHATHBIM H JOCTYITHBIM 53BIKOM, & [PH BOSHUKHOBEHUU
KPATHYECKOM CHUTYallud OOPAaTUTECH 3a COBETOM. A TaKXKe NPUHATE YYACTHE B
KOHKYpCaX ¥ CTaThb CaMbIM ITU(MPOBBIM I'PaXTaHHHOM !



