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O HampaBJIeHUU PEKOMEH 1Al
VBaxxaemble KoJuieru!

MunuctepcTBO oOpazoBanus U Hayku KpacHomapckoro kpasi uH(GOpMHpPYET,
YTO B IEJISAX MPOTUBOJEUCTBUSL yrpo3aM KuOeparak Ha MH(POPMAIIMOHHBIE PECYPCHI
00pa3oBaTENbHBIX OpraHu3aluii, a TaKXe pacChUIKM Ha ajpeca d3JICKTPOHHBIX
MOYTOBBIX SANIUKOB 00pa30BaTENIbHBIX YUPEKIACHUHN 3aBEIOMO JIOKHBIX COOOIIEHUI 00
aKTax Teppopu3Ma yIpaBieHHWEM II0 OpraHu3alud OOpbOBI C MPOTHUBOIPABHBIM
UCIIOJIb30BaHUEM HH(POPMAITMOHHO-KOMMYHUKAIIUOHHBIX TEXHOJOTHN [ J1aBHOTrO
ynpasienust MBJl Poccun no KpacHonapckoMy kpato pazpaboTaHbl peKOMEH/IAlUU O
Mepax IO TMOBBIIICHUIO 3alUIICHHOCTH WHOOPMAIMOHHOW HWHOPACTPYKTYPHI
00pa3oBaTeNbHBIX YUPEKIECHNUN, KOTOPhIE B YCTAHOBJICHHOM TIOPSJIKE COTIIACOBAHbI C
denepanbHOM cyk00H MO TEXHUYECKOMY U SKCTIEPTHOMY KOHTPOJTIO.

HampaBnsieM njanHbIe peKOMEHIAINH TSI KUCTIOIB30BaHUsI B paboTe.

PexomennyeM naHHyio HWH(GOPMAIMIO JOBECTH IO CBEACHHUS PYKOBOIUTENEH
00pa3oBaTENbHBIX OpraHU3alMii W JIMI, OTBETCTBEHHBIX 33 OPraHU3AIHUIO
0€30MacHOCTH LIKO.

[Ipunoxenue Ha 2 1. B 1 3K3.

HOJHI’IHHI’IK DJIEKTPOHHOTO JOKYMEHTA, IIOAIINCAHHOTO

v
o 9IEKTPOHHOIT IIOAINCHIO, XPAHUTCS B CUCTEME
DJICKTPOHHOI'O ]I()KyMCIIT()()GOFOT'A
[—] AUYaAJIBHUK apMuHICcTpanun KpacHomapckoro kpas
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COI MBI
Nel3/1-311 ot
PEROMERTALIMN
0 Mepax I0 MOBBIIMICHUIO 3ANTUIIICHHOCTH WH()OPMAITMOHHONW HHDPACTPYKTYPHI

oOpa3oBaTenbHBIX yupexaeHuii Poccuiickoit deneparu

Ananu3 cBeneHuit 00 yrpo3ax 0e30macHOCTH MH(pOpPMAIUH, TPOBOAUMBIN B
YCIIOBUSIX CKJIaJbIBAIOIICHCS OOCTAHOBKHM, YKa3blBAET Ha YBEJIMYECHHE YHCIIA
KOMITBIOTEPHBIX aTaK U CBA3aHHBIX C HUIMU YTE€UYEK [IEPCOHAIBHBIX TAHHBIX.

[IponomxkaoT puKcHUpoBaThCs (PaKThl OOJBIIOTO KOJIMYECTBA (DUITUHTOBBIX
MMCEM, TIOMBITOK BHEJIPEHUS BUPYCOB-IIU(POBAIBIIMKOB YEpe3 IMOYTOBBIC
BJIOKEHMS, a TaKKe€ pAacChUIOK 3aBEIOMO JIOXKHBIX COOOIIEHUH 00 akrax
TeppopU3Ma.

B umenmsix  mpenoTBpallleHus ~— peald3aluu  Yyrpo3  0€30MacHOCTH
nH(OpPMAITMOHHONW MH(PPACTPYKTYphl 00pa3oBaTEIbHBIX YUupekaeHu Poccuiickoi
®denepany He0OOXOIUMO MPUHATH TOTOTHUTEIBHBIE MEPHI 3aLUTHI THPOPMALUU:

1. OGecneunTh MPUMEHEHNE CPEJICTB AaHTUBUPYCHOM 3aILUTHI U aHTUCIIaMa, a
TaK)K€ CBOEBPEMEHHOE OOHOBJIEHUE UX 0a3 TaHHBIX.

2. Hacrpoutrp B cpeacTBax AaHTUBHPYCHOM  3aIllATHI, aHTHCIAMa
(Ipy HaTUYKK) IPOBEPKY BCEX MOCTYMAOIINX HA ANEKTPOHHYIO MTOYTY BIOKEHHM.

3. IlpoundopmupoBaTh moJib30BaTeNed HUHPOPMAIMOHHON CHUCTEMBbI
0 HE0OXOAMMOCTH 0€30MacCHOM padOThI € ANEKTPOHHON MOYTOM, @ UMEHHO:

- BHUMATEJIBHO IIPOBEPATH apEC OTIPABUTEIS, JAXKE B CIIydae COBIIAJICHUS
MMEHH C YK€ U3BECTHBIM KOHTaKTOM;

- HE OTKpBIBaTh NMCbMa OT HEM3BECTHBIX aJIPECATOB;

- IIPOBEPSTH IMCHbMA, B KOTOPBIX COAEP)KATCA NPHU3BIBBI K JEHCTBUAM
(HampuMep, «OTKPOI», «IPOYMTAN», «O3HAKOMBCS»), a TaKXKEe C TEMaMH Ipo
¢dbuHaHChHI, 0aHKH, T€OTIOIMTUYECKYI0 0OCTAHOBKY WJI YTPO3bI;

- HE NEPEXOAUTHh II0 CCBUIKAM, KOTOPBIE COAEPKATCA B DIIEKTPOHHBIX
MUCbMax, OCOOEHHO €CIM OHM JUIMHHBbIE MM HA00OpPOT, MCHOJB3YIOT CEPBHUCHI
cokpartenus ccoblok (bit.ly, tinyurl.com u 1.1.);

- HE HA)KMMATh HA CChUIKM U3 MMChMa, €CJIM OHU 3aMEHEHBI Ha CJI0BA;

- IPOBEPATH CCHUIKH, AaXKE €CJIM MUCHhMO MOIYYEHO OT APYTrOro NoJib30BaTelIs
MH(OPMAIMOHHOW CUCTEMBI;

- HE OTKpPBIBATh BJIOXKEHUS, OCOOCHHO €CIM B HUX COAEPKATCA IOKYMEHTHI
C MaKpOCaMH, apXHUBBI C MAPOJIIMH, a Takxke ¢aiisl ¢ pacmupenusmu RTF, LNK,
CHM,VHD;

- HE NEPeXOJuTh MO CChUIKAM M HE CKauMBaTh (ailyibl, coJepKaliuecs
BO BXOJSIIMX MOYTOBBIX COOOIICHHUSAX, €CIIM CPEICTBAMU aHTUBUPYCHOM 3alUThHI
B YKa3aHHBIX BJIOXKEHHUSIX 0OHAPYKEHO BPEOHOCHOE MPOTrpaMMHOE 00eCIIeUeHHE;

- BHUMATEJIbHO OTHOCUTBCA K NMCbMaM Ha MHOCTPAaHHOM S3bIKE,
¢ OOJIBIIMM KOJIMYECTBOM ToSTydatesniel u opdorpaduueckumMu ommoOKamu;

- B Clly4ae MOSBJICHUS COMHEHUM, HANpaBJsSITh MOJYYEHHOE MUCHBMO Kak
BJIO’KEHHE aIMUHUCTPATOPY UH(GOPMAIIMIOHHON CUCTEMBI.

4. AxTUBHpOBaTH (IO BO3MOKHOCTH) MEXaHU3MbI MPOBEPKHU DJIEKTPOHHOM
MOYTHI, MMPOBEPKHU MOJIMHHOCTU JIOMEHA-OTIPABUTEN (HapUMep, UCTIOIb30BaATh
texnonoruu DKIM, DMARC, SPF), a takke HacTpouTh HMPOBEPKY BXOMASIIMX
MIACEM C MCIOJIb30BAHUEM ITUX TEXHOJIOTHIA.
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5. 3abnokupoBaTh (NpU BO3MOKHOCTHM) IIOJIyY€HHUE I10JIb30BATEI
MH(POPMALIMOHHON CUCTEMBI B 3JIEKTPOHHBIX ITMCbMaX BIJIOKEHUHN C paCHIMPEHUSIMU
ADE, ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL,
DLL, DMG, EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE,
MSC, MSI, MSIX, MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB,
SYS, VB, VBE, VBS,VHD, VXD, WSC, WSF, WSH.

6. 3a0710KMPOBATh JOCTABKY MUCEM OT 3apyOEkKHBIX JOMEHOB-OTIIPABUTENEH.

7. ObecnieunTh PEryJSIPHOE OOHOBJIEHHE HCIOJIB3YEMOr0 MNPOrPaMMHOIO
o0ecriedyeHrs, B TOM YHCJIE€ Ha CETeBBIX YCTPOWCTBax (MapIIpyTHU3aTOpaXx,
KOMMYTaTOpax).

8. OOecrneunTh HCIOJIB30BAHWE  YCTOMYMBBIX JUIMHHBIX  HapoJiel
aJIMUHUCTPATUBHBIX YUETHBIX 3aIllCEH.

IIpy mocTymieHMM Ha aapec 3JIEKTPOHHOM IOYTHI 3aBEJAOMO JIOXKHOTO
coo01IeHus 00 aKTe TeppOpU3Ma HEOOXOAUMO IPUHATD CIIETYIOIINE MEPHIL:

1. I[locrynuBuiee coobmieHrne 00 akTe Teppopu3Ma He YIalATh.

2. OcyliecTBUTh KONMMPOBaHHE TEKCTa COOOILIEHUS 00 aKkTe Teppopu3Ma
B BHJIE CHMMKOB JKpaHa YCTpPOMCTBa (CKPMHUIOTOB JHOO (HOTOM300pakeHuH,
MOJIYYEHHBIX TOCPEACTBOM LU(poBOi PoToduKcarum).

2.1. Ha ckpunmorax (dhoTon3o0pakeHusx) JOJDKHA OTOOpaKkaThCs
cienyromias nuHpopmaius 06 00bEKTe:

- Ha3BaHUE TEMbl MNHUCbMA (B TOM YHCJIE€ €CJIM MUChMO HE HMEEeT
HazBaHUs: «<be3 TeMbI>»);

- aJpec DJIEKTPOHHON TMOYTHl OTIPABUTENS MUCHbMA, 3a(QUKCUPOBAHHBIN
B rpade, 0003HaYeHHOM PEKBU3UTOM «OT:»;

- laTa ¥ BpeMsl OTIIpaBJICHUS TUChMa;

- TEKCT MHUChMa (BKJIFOYast MOANUCH K HeMY, Harpumep: «C yBaxeHuem, MBan
MBaHOBY), KOTOPBI MOXET COAEPKATbCS HENMOCPEACTBEHHO B MHUCHhME W/WIHA BO
BJIO’KEHUH K HEMY B BUJIE PUKPEIUICHHOTO (aiina.

2.2. 3aduxcupoBarh Ha CKPUHIIOTE/(HOTON300paKEHUN HAIUYUE B MUCHME
BJIO’KEHHUSI, @ TAKXKE MPU OTKPBITHH €ro 3a(pMKCHUPOBATH AHAJTIOTMYHBIM CIIOCOOOM
TEKCT, KOTOPBIM OHO COJEPIKUT.

3. HckmounTh KOMMpOBaHUE TEKCTa COOOIIEHUs 00 aKkTe Teppopu3Ma
(CKpUHIIOTHI/(OTOU300pAKEHHS) HEHAJUISKAIEro0 KayecTBa, OO0YCIOBIECHHOTO
HEOPEKHBIM KONUPOBaHUEM, poTorpadpoBaHUEM TEKCTOB.

4. ITpn HEBO3MOKHOCTH (pUKCAMU COOOIIEHUN 00 aKTe Teppopu3Ma B BHUJIE
CKPUHIIOTOB/(POTOM300paKEHUI  OCYIIECTBUTh HUX (DUKCAIUMIO TMOCPEACTBOM
GbyHKIMNA KOTMPOBaHUS M BCTaBKU B JOKyMeHT Word (C COXpaHEHHEM yKa3aHHOU
uHpopmaruu 00 00beKTe).

5. O mocrynuBimieM cOOOLIEHHMH 00 aKkTe Teppopu3Ma HE3aMeIUTEIbHO
COOOIIUTH MO €MHOMY HOMEPY BbI30Ba SKCTPEHHBIX OMEPATUBHBIX CIYKO «112»
1100 B OMMpKalIIuil OpraH BHyTPEHHUX JIEI.
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