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MpunoxeHne Ne 2

MHpopmaynoHHaa namaTka 415 obydarwmxes 48 pasmelleHns Ha opuymnanbHbiX MHTepHeT-
pecypcax -

C kaxp IM rofom MONOAEXWU B MHTEPHETE CTaHOBUTbCA OO/blUe, a LWKOJMbHUKU O4HWU W3 CaMblX

aKTUBHbIX Monb3oBaTesnieii PyHeTa. Mexay TeM, MOMMMO OFPOMHOFO KO/IMYEecTBa BO3MOXHOCTEM,

MHTEepHET HeceT 1 npobaembl. 3Ta NaMATKa AO/DKHA NOMOYb Tebe 6e30NacHO HaXo4UTLCSA B CETHU.

KoMnbTepHbIEe BUPYCHI

KoMMblOTEpHbLIA  BUPYC - 3TO pPa3HOBUAHOCTb KOMMbLITEPHbLIX MpOrpaMmm, OTANYUTENbHOWN

0CO6EHHOCTLIO KOTOPOIi SIBMSieTCA CMOCOOHOCTb K pa3sMHOXeHWK. B gonosHeHue K 3TOMY, BUPYChI

MOryT MOBpPeAnTb WAN MOSHOCTb YHUUYTOXWUTbL BCce arinbl M faHHble, MOAKOHTPO/IbHbIE

Nnonb30BaTe o, OT MMEHU KOTOPOro Oblsa 3anylweHa 3apaxéHHasa nporpamma, a Takxke noBpegnTb UNu

faXe YHUUTOXUTb OnepaluoHHYK CUCTEMY CO BceMu (palinamu B LenoMm. B 60MbLINHCTBE C/y4aeB

pacrnpocTpaHAKTCA BUPYCbl YePE3 UHTEPHET.

MeToAbl 3aWmnTbl OT BPe4OHOCHbIX NPOrpamMmm:

1. Nicnonb3yin COBPEMEHHbIE OMNepPauMOHHbIE CUCTEMbI, UMeOLWME CepbE3HbIA YPOBEHb 3alUTbl OT

BPeLOHOCHbIX NpOrpamm;

2. MocTosAAHHO ycTaHaBAMBal navytn (LMMpPoBbIe 3an1aTKM, KOTOPble aBTOMATUYeCKM YCTaHaB/INBAKOTCS

C uenbio JopabTKu nporpaMmmbl) U Apyrme o6HOBAEHUA CBOEN OonepaLuoHHON cucTeMbl. CKavyunBam umx

TONbKO € oduuymnanbHOro caiita paspabotumka OC. Ecnu cywecTByeT pexXuMM aBTOMaTMYECKOro

06GHOBNEHUS, BKOYN €rO;

3. PaboTall Ha cBOeEM KOMMNbIOTEpPE NOA NpaBamMuy Nob30BaTeNs, a He aAMUHUCTPATOpa. 3TO HE MNO3BONUT

60NbWINHCTBY BPEAOHOCHLIX MPOrpaMmm MHCTANIMPOBaTbCA Ha TBOEM NePCOHaIbHOM KOMMbIOTEPE;

4. Wcnonb3yih aHTUBUPYCHble NporpaMMHbie MNPOAYKTbl  WM3BECTHbIX MNPOU3BOAUTENEN, C

aBToOMaTU4eCKUM o6HOBMEHMEM 6as3,;

5. OrpaHu4b PU3NYECKUi JOCTYN K KOMMNbIOTEPY 418 NOCTOPOHHUX NNLL;

6. cnonb3yin BHEWWHME HOCUTENN UHOPMaLLMK, Taknue Kak (hiewka, AUCK Uan gana N3 MHTepHeTa,

TONbKO U3 NPOEPEHHBbIX NCTOUYHUKOB;

7. He oTKpbiBaih KOMNbIOTEPHbIEe (haliNbl, NONYYEHHbIE N3 HEHAAEXXHbIX UCTOUHUKOB. Jlaxe Te aiinsl,

KOTOPbK Mpucnan TBOW 3HAKOMbIN. Jlydlle YTOUYHW Y HEro, OTAPaBas/ in OH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepefayn gaHHbIX, HE TEXHOIOTUSA, a BCero nunwb 6peHa, mapka. Ewe B 1991 rogy

HuaepnaHackasa KoMmnaHua 3aperunctpupoBana 6peHg «WECA», uTo 0603Hayano C/roBoco4YeTaHue

«Wireless Fidelity», KoTopblii NnepeBoANTCA KaK «6ecnpoBofHas TOYHOCTb».

[lo Hawero BpeMeHU gowna apyras abbpesuaTypa, KOTopas ABAAETCHA TakKOW Xe TexHonoruen. 310

abopesmnatypa «Wi-Fi». Takoe Ha3BaHue 6bII0 AaHO C HAMEKOM Ha CTaHAapT BbICLUIWI 3BYKOBOM

TexHUKN Hi-Fi, 4To B nepeBojie 03Ha4YaeT «BblCOKasA TOUYHOCTb».

[a, 6ecnnaTHbli MHTEPHET-A0CTYN B Kade, 0TeNAX U asponopTax ABAAETCH OT/IMYHON BO3MOXHOCTbIO

BbIX0fa B MHTepHeT. Ho MHOrMe 3kcnepTbl CYUTAIOT, YTO obuwenocTynHble Wi-Fi ceTn He ABNAKOTCA

6e3onacHbIMN.

CoBeTbl N0 6e30nacHOCTU paboTe B 06WeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBali cBOO NUYHYIO UHGpOpMaunio 4veped obuwepoctynHble Wi-Fi ceTu. PaboTad B HuX,

»XenartenbHO He BBOAMTL Maposiv AOCTyNa, OrMHbI U KaKne-To HOMepa,;

2. lcnonb3yih 1 06HOBAAM aHTUBMPYCHbIE MPOrpaMmbl U 6paHamMayep. TeM camblM Thbl 06e30Macullb

cebs OT 3aKayku BMpyca Ha TBOE YCTPOWCTRBO;

3. Mpwn ncnonsloBaHum Wi-Fi oTknoum pyHKumnio «O6WwmMin goctyn K ainam v npuHTepam». JaHHas

(MYHKLUMA 3aKpbITa NO YMOMYaHUIO, OJHAKO HEKOTOpble NOMb30BaTENIN aKTUBUPYIOT eé ana yno6cersa

MCnonb30BaHMA B paboTe nnm yuebe;

4. He wncnonb3yin ny6nununbliii WI-FI gna nepefaym NMYHbIX OaHHbIX, Hanpumep ANA BbiXoga B

coumasibHble CeTU NN B 3IEKTPOHHYIO MOYTY;

5. NNonb3yih TONbKO 3aluuieHHoe coegmHeHme yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca

BBOAWN UMeEHHO «https://»;

6. B mMobunbHOM TenedoHe OTKAKUM QyHKuU «lMogknwoyveHne K Wi-Fi aBTOMaTmyeckmn». He

JornycKawv aBToMaTU4ecKoro nogkatoueHms yctpoiicTtea K cetam Wi-Fi 6e3 TBoero cornacus.

Couwman: Hble ceTu

CoumnanbHble CETU aKTUBHO BXOASAT B HAaLlY XXN3Hb, MHOTME NHOAM paboTaloT M XXUBYT TaM NOCTOAHHO, a

B Facebook y>xe 3apeructpmpoBaH MUNINapL YenoBeK, UTO ABNAAETCA O4HOW CeAbMOIA BCEX XUTenen

nnaHeTbl. MHOrMe Nonb30BaTeNIN HE NOHUMAIOT, YTO UHOPMaLna, pasMellleHHas UMW B COLLMASbHbIX

CeTAX, MOXeT ObITb HalileHa U UCNO0/b30BaHa KEM YrofHO, B TOM 4uc/ie He 06a3aTenibHO ¢ 61arumum

HaMepeHUsAMMN.


https://%c2%bb

OCHOBHble COBeThbl M0 6€30MacHOCTN B COLMabHbIX CETAX:

1. OrpaHnyb cnUcokK gpy3eit. Y 1ebs B 4py3bax He AO/DKHO ObITb CAYyYarHbIX U HE3HAKOMbIX NIOAEN;

2. 3awuMuam cBOK YacTHYH XU3Hb. He ykasbiBali naponu, TeneoHbl, agpeca, faTy TBOEro pOXAeHUS
W APYrYy’ ) MNUYHY0 MHDOPMaLMIO. 310YMbIWEHHUKM MOTYT UCMOMNb30BaTb faxe MH(POpMaLMo O TOM,
KaK Tbl U TBOU POAUTENN NNAHUPYeTe NPOBECTU KaHUKYbI;

3. 3awuuian ceo penyTauuio - AepXU ee B YACTOTE W 3ajaBail cebe BONpOC: XO0Ten 6bl Thl, YTOOLI
Lpyrve nonb3oBaTenu BUAENW, UTO Thbl 3arpyxaewb? [Nogymaid, npexge 4Yem 4YTO-TO OMyG/INKOBATD,
HanucaTb U 3arpy3nTb;

4. Ecnn Thl TOBOPULLbL C IIOAbMW, KOTOPbLIX He 3Haellb, HE UCMO/b3yl CBOE peasibHOe UMS U APYryto
NIUYHYI0O UHOPMALLMN: UMS, MECTO XXUTEeNbCTBA, MeCTO y4ebbl 1 npoyee;

5. N3b6eraii pasmeuieHmnsa otorpadmin B IHTepHeTe, rae Thl N306paxeH Ha MECTHOCTU, MO KOTOPOM
MOXHO Onpefe/InTb TBOE MECTOMONOXKEHME;

6. Mpwn perucTpaynm B coLmanbHOM ceTN HEOOBXOANUMO UCNOb30BaTb CNOXHbIE Napon, COCTOosALLME U3
6YKB N LU(P 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ana coumnanbHOl ceTu, NOYThLI U APYTUX CaliTOB HEOBXOAMMO MCMO/bL30BaTh pa3Hble naponu. Torga
ec/i1 Teb65 B31IOMAK0T, TO 3/I0YMbILLI/TIEHHUKW NMOAyYaT 4OCTYN TO/IbKO K O4HOMY MeCTy, a He BO BCe Cpasy.
ONEeKTPOHHbIE AEeHbIN

ONeKTPOHHbIE fEeHbIM — 3TO O4YeHb YAO0OHLIM Cnoco6 nnatexer, OAHAKO CYLW,ECTBYIOT MOLIEHHUKM,
KOTOpble XOTAT NONYUNUTb 3TU AEHbIU.

ONeKTPOHHbIe AeHbIN NOABUAIUCL COBCEM HElaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocygapcreax go
CMX NOP He NPONMCcaHO MNPO HUX B 3aKOHax.

B Poccnm ke OHN (hYHKLMOHUPYIKOT U O HUX YXe NPONuUCcaHo B 3aKOHe, Tae UX pa3fensatoT Ha HECKOIbKO
BWAOB - aHOHUWMHbIE M HE aHOHUMHble. Pas3HMUa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspewaeTcs MpPOBOAUTbL oOMepauynm 6e3 wugeHTUOUKaLUM NOAb30BaTeNsd, a B HEAHOHMMHbIX
NAeHTUPUKaLMmM NoNb30BaTeNs ABAsSeTCA 0653aTeNbHON.

Takxe cnefyet pasfiMyaTb 3/IEKTPOHHbIE (PMaATHbIE AeHbrM (PaBHbl FOCYyLapCTBEHHbLIM BastOTam) n
3N1EeKTPOHHbIE He(naTHbIe AeHbr (He paBHbl rOCYyAapCTBEHHbLIM BatOTaMm).

OCHOBHbIe COBeThbl MO 6e30MacHO paboTe ¢ 31EKTPOHHbLIMUY AeHbIramMu:

I. MpuB XM K cyeTy MOOUNbLHLIM TeneoH. ITO caMblii YAOOHbIV U GLICTPbLIA cNocob BOCCTAaHOBUTL
focTyn K cyeTy. MNpuBA3aHHbIA TeneOH NOMOXET, ecnu 3abyjellb CBOM MNaaTeXHblIi Naposb nUaun
3aligellb Ha CaT C HE3HAKOMOTO YCTPOIACTBA;

2. icnonb3yii ogHOpa3oBble Nnaponu. NMocne nepexofa Ha YCUNEHHYO aBTOPU3aLuio Tebe yxxe He GyaeT
YrpoXaTb OMacHOCTb KpaXKu UKW nepexsaTa NaaTeXXHoro napons;

3. Bblbepu cnoXHbIM Naposib. MNMpecTynHMKaMm 6yaeT He NPOCTO yrafaTb CMOXHbIA Naponb. HagexHble
naponn — 3TO Maponun, KOTOpble cofepXXaT He MeHee 8 3HAKOB U BKKOYAKT B Ceb6A CTPOUHbIE U
NPONUCHbIe OYKBbI, LUMPPbI N HECKONbLKO CUMBOJIOB, TakKuMe KakK 3HakK fjonnapa, QyHTa,
BOCK/MLUATENbHbLIA 3HAK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAM CBOU NINYHbIE faHHbIE Ha caiTax, KOTOPbIM He foBepseLlb.

ONeKTPOHHas NoHTa

ANeKTpPOHHAasA nNoYyTa — 3TO TEXHONOINA N NpefocTaBasemMble el YCYyrn rno nepecbisike U NoayvyeHuro
3N1EKTPOHHbIX COOBLEHUI, KOTOPbIe pacrnpefenstoTcs B KOMMbIOTEPHOW ceTU. OBbIYHO 3/IEKTPOHHbIN
MOYTOBbIM AWUK BbIFASAUT CAeAYOWMUM 06pa3oM: UMS_M0b30BaTeNA@MMSA_JOMeHa. TakxXe Kpome
nepegavuv NpocToro TeKCTa, MMeeTcs BO3SMOXHOCTb NepefaBaTth (haibl.

OcCHOBHbIe COBeTbI M0 6e30nacHO paboTe C 3/IEKTPOHHOW NOYTOM:

1. Hapo BbIGpaTh MpaBubHbLIA NOYTOBLIA cepBUC. B MHTepHeTe ecTb OFPOMHbIN BbIGOp 6ecnnaTHbIX
MOYTOBbLIX CEPBUCOB, O HAKO /lyylle J0BEPSATb TEM, KOr0 3HAELWb U KTO NEPBbI B PENATUHTE;

2. He ykasbiBali B JINYHOW NOYTE JSNYHYK WHGoOpMauuo. Hanpumep, nydwe BbliGpaThb
«MY3blKaNbHbIN_haHaT@» nnn «pok2013» BMecTo «TemMal3»;

3. Wcnonb3yih pAByxaTanHykw aBTopm3auuio. IOTO KOrga MOMUMO Maposis HYXXHO BBOAWTb KOp,
npucblnaemMblii No SMS;

4. Bblbepn CNOXHLIM Naponb. ONA KaxAoro no4YTOBOro filMKa [AO/DKEH OblTb CBOWM HafeXHbIi,
YCTOMYNBLIN K B31OMY Napo/ib;

5. ECnn eCcTb BO3SMOXKHOCTb HanmcaTb CaMOMY CBOM IMYHbIM BOMPOC, UCMO/b3Yi 3Ty BO3SMOXHOCTS;

6. WMcnc Tb3yii HECKONbKO MOYTOBbIX AWMKOB. [MepBblAi ANA 4YacTHOW MNepenncku c agpecatamu,
KOTOpPbIM Tbl fOBepsiellb. 3TO 3/1EKTPOHHbLIA afpec He HaJo WMCMNOMAb30BaTb MPWU perncrpauum Ha
thopymax u canTax;

7. He oTKpbIBaii haiinbl U Apyrve BAOXKEHUA B NMUCbMaxX AaKe eCcnv OHW NPULWIAN OT TBOUX ApYy3en.
Jlydwe yTOUYHW y HUX, OTAPaBASAAN N OHX Tebe 3Tu halbl;



8. MNMocne oKOHYaHMA paboTbl Ha MOYTOBOM CepBuCe MNepef 3aKpbiTUEM BKAAAKK C CaiTOM He 3abyfib
HaXkaTb Ha «BbIATU>.

KnéepbynnnmHr nnm supTyanbHOe U34eBaTeNbCTBO

KnbepbyanmHr — npecnefoBaHne cooOWeHUAMK, codepXalwnmmm 0ocKopbieHus, arpeccuto,

3anyrmBaHue; Xy/JUraHCTBO;, COLManbHOe 60MKOTUPOBAHUE C MOMOLLbID Pa3INUHbIX WHTEPHET-
CEepPBMCOB.

OCHOBHbIe COBETbI N0 60pb6E C KNOGEPOYNNNHIOM:

1. He 6pocaiica B 60ii. JTydwinii cnoco6: NoOCOBETOBATLCA KaK cebs BECTU U, eC/IN HET TOF0, K KOMY MOXHO
06paTUTbCA, TO BHavane ycnokouTbeca. ECAM Tbl Ha4YHeLWb O0TBeYaTb OCKOPOAEHMAMN Ha OCKOPOGIeHNS,
TO TO/IbKO elle 60Mblle pa3oXKXKelb KOHPINKT;

2. YnpaBnsii ceoeil knbeppenyTayunei;

3. AHOHMMHOCTb B CeTU MHUMas. CylecTBYHOT CMOCO6ObI BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
aKKayHTOM;

4. He cTOWT BECTU XYy/IMTAHCKUIA 06pa3 BUPTYasbHOM XU3HU. VIHTEpHET PUKCUpyeT BCe TBOU AelACTBUS
N COXpaHSAeT UX. YAanuTb Ux 6yLeT KpaHe 3aTpyAHUTENLHO;

5. Cobnl gaii cBOW BUPTYasibHYI0 YeCTb CMO/OAY;

6. WrHopupyin eguvHUYHbLIN HeraTuB. OfHOpPa30Bble OCKOPOUTENbHbIE COOOLLEHUS fiydlle
UrHopmpoBaTb. O6bIYHO arpeccus NpekpallaeTcsa Ha HavyabHOW CTagnu;

7- baH arpeccopa. B nporpamMmax o6mMeHa MIHOBEHHbLIMW COOOLLEHUSAMMW, B COLMA/bHbIX CETSX €cTb
BO3MOXXHOCTb 6/TOKMPOBKU OTMPaBKU COOBLEHWIA C ONpeaeneHHbIX afpecos;

8. Ecnu Tl cBMaeTenb KnbepbynnunHra. Teou gencTBUSA: BbICTYNUTb NMPOTUB NpecnefoBaTens, NokasaTb
eMy, 4TO €ero p[elcTBUA OUEHMBAKTCA HEeratuBHO, TMOAAEPXaTb >KEpPTBY, KOTOPOM HYXHa
NCMX0n0rnyeckas MOMOLLb, COOOLIMTL B3POC/bIM O (haKTe arpecCUBHON0 NOBEAEHUNS B CETU.
Mo6unbHbIN TenegoH

CoBpeMeHHble CMapT(OHbI M NaHWeTbl codepXaT B cebe BMOSIHe B3pOC/blIii DyHKLWOHAN, 1 Tenepb
OHM MOTFyT KOHKYpMpOBaTb CO CTauWOHapHbIMW KOMMbiOTEpaMu. OfHaKo, CPeacTB 3aWWThl ANS
NoA06HbIX yCTPOMCTB MOKa O4YeHb Mano. TeCTMPOBaHME N MOUCK YSA3BUMOCTEN B HUX MPOUCXOANT He TakK
WHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs U MOOUMbHBIX MPUMIOXEHWIA.

CoBpeMeHHble MOb6UbHbIE Opay3epbl yXKe MNPaKTU4YeCcKM [OrHa/ M HacTO/IbHble aHanoru, OfHaKo
paclwuvpeHne PyHKUMOHAaNa BaeYeT 3a c060M 60NbLUYI0 CNOXHOCTb U MEHbLUIYIO 3alULEHHOCTb.
[aneko He Bce NPOV3BOANTEIN BbIMYCKAOT 06HOBEHWS, 3aKPbIBaKOLLME KPUTUYECKME YI3BUMOCTU 415
CBOMX YCTPOIACTB.

OCHOBHble COBeTbI 419 6€301aCHOCTU MOBULHOTIO Tesle(poHa:

1. Hnuero He siBnsieTcs no-HacTosiweMy 6ecniaTHbIM. Byab ocTOpOXeH, BeAb Korga Tebe npegnararoT
6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-To NaaTHbIE YCAYTU;

2. Oymaii, npexae yem oTApaBnTb SMS, poTO nam Bnaeo. Thl TOYHO 3HaeLb, rae OHM 6yayT B KOHEYHOM
urtore?

3. Heob6xoanmo 06HOBASAATL ONepaLMOHHY CUCTEMY TBOEro cMapT(OoHa;

4. icnonb3yi aHTUBUPYCHbIe MPOrpaMMbl AN MOGUbHBLIX TeNeOHOB;

5. He 3arpyxai npuioxXeHuns oT HEM3BECTHOIO UCTOYHMKA, BeAb OHU MOTYT COAepXXaTb BPEeAOHOCHOE
nporpa» MHoe obecrieyeHme;

6. MMocne TOro Kak Thl BbliAelWb C CaiiTa, rAe BBOAWUA NNYHYID WUHDOpPMaLUIO, 3aiian B HACTPOAKM
6pay3epa n yganun cookies;

7. Meprogmnyeckn NpoBepsii Kakne njaaTHbIe YCAYTM aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. OaBali cBO HOMEpP MOBUABHOTO TeneoHa TO/IbKO I0ASM, KOTOPbIX Thl 3HaelWb 1 KOMY JOBepseLlb;
4. Bluetooth gonyeH 6bITb BblIK/IOUEH, KOrAa Tbl UM He Nofb3yewwbesd. He 3abbiBail MHOr4a NPoBepsTh
aTo.

Online urpel

CoBpeMeHHbIe OHMaMH-UTPbl - 3TO KpacoUHble, 3axXBaTbiBalOW e pa3BievyeHUs, 06begUHSOWMNE COTHN
ThICAY 4YenoBeEK MO BCEMY MUpYy. VIrpoku wmccnefyloT AaHHbIi UM Mup, o6walTcs Apyr ¢ Apyrom,
BbIMO/THAKOT 3afjaHus, CpaxawTcsd C MOHCTpPamMM WM NOJydalT OnbIT. 3a YyA0BONLCTBME OHM MAaTAT:
NOKynawT AMCK, OMNavynBaroT abOHEMEHT UM NpUobpeTalnT Kakue-To ONLUN.

Bce aTm cpeacTBa MAYT Ha NOAAEpXaHWe W pa3BUTUE WIPbl, a TakKXe Ha camy 6e30MacHOCTb!
COBEPLUEHCTBYKOTCS CUCTEMbl aBTOPM3aLuK, BbIMyCKalOTCA HOBble MaTyu (LUUGpPOBbIe 3annaTku AN
nporpaMm), 3aKpbIiBatOTCA YSA3BMMOCTU CEPBEPOB.

B Mof06HbIX UTpax CTOUT onacaThCsl He CTO/IbKO CBOMX COMEPHMKOB, CKO/IbKO KpaXky TBOEro naposis, Ha
KOTOPOM OCHOBaHa cMcTema aBTopmu3aunm 60/bLWVHCTBA UTP.

OCHOBHble COBEThLI M0 6€30MaCHOCTM TBOEr0 UFPOBOr0 aKKayHTa:



1. Ecnun gpyroil Urpok BefeTt cebsa naoxo Uam cosgaet Tebe HENPUATHOCTU, 3a610KNPYIA ero B CNMcKe
WUIPOKOB;

2. Moxc Tynca agMUHUCTPATOpPaM Urpbl Ha Maoxoe NoBefeHNe 3TOro UrPoKa, XKenaTelbHO MPUIOXKUTb
Kakune-To fJoKa3aTeNbCTBa B BUAE CKPUHOB; >

3. He ykasblBali NNUYHY0 NMHOpPMaLUIO B Npodaisie Urpsl;

4- YBaxkaih gpyrmx yuyaCTHUKOB MO UTPE;

5. He ycTaHaBnuBai HeouLManbHble NaTyn N MOfbI;

6. Micnonb3yil CNoXHbIe U pasHble Naponu;

7. Jaxe BO BpeMs Urpbl HE CTOUT OTK/KOYATb aHTUBMPYC. [oKa Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT
3apasunTsb.

OUWMHT UM KpaXka TNYHbIX JaHHbIX

OO6bIYHOW KpaXkel feHer U LOKYMEHTOB CErofHs yXKe HMUKOr0 He YANBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOTMI 3/10yMbILIIEHHUKWN MEPEMECTUNINCE B UHTEPHET, U NPOAO/DKAKT 3aHNUMATHCA «/THOUMbIM»
Lenom.

Tak nosBuaacb HOBas yrposa: WHTEPHET-MOLIEHHWYEeCTBa WUAW (DUWIMHI, F/1aBHas Lefb KOTOpOoro
COCTOUT B MOJIYyYEHUUN KOH(UAEHLMaNbHbIX AaHHbIX NOMAb30BaTeneii — AOFMHOB M naponeil. Ha
aHrnMnckom A3bike phishing untaetcs Kak puwmnHr (ot fishing —pbI6Has nosns, password —naponb).
OCHOBHble COBETbI N0 60pb6E C PULLNHIOM:

1. Cnegn 3a cBOMM aKKayHTOM. Ecnm Tbl nofo3peBaellb, YTO TBOSA aHKeTa Oblna B3/i0OMaHa, TO
Heob6xo0AMMO 3a6/10KMPOBaTh ee U CooOLWMTb aAMUHUCTPaTOpPaM pecypca 06 3TOM KaK MOXHO CKOpee;
2. icnonb3yih 6e3onacHble Be6-caliTbl, B TOM YUC/e, UHTEPHET-Mara3uHoOB U MOMCKOBbLIX CUCTEM,;

3. Wcnonb3yih cnoXHble U pasHble naponn. Takum o06pa3oMm, ecinm Tebsa B3/OMaKT, TO
3/10YMbILW/IEHHUKW NoNy4yaT 4OCTYN TOIbKO K O4HOMY TBOEMY MPOMU/II0 B CETU, & HE KO BCEM;

4. Ecnn Teba B3nomMann, To HE0O6X04MMO NpeaynpesnuTh BCeX CBOMX 3HAKOMBbIX, KOTOpble f06aBneHbl Yy
Tebs1 B ApYy3bsX, O TOM, UTO Teb6s B3/IOMasN U, BO3MOXHO, OT TBOEro MMeHU byAeT paccbinaTbCcs cnam u
CCbIIKU Ha (PULLNHTOBbIEe CANThI;

5- YcTaHOBUM HagexXxHbin naponib (PIN) Ha MOGUNbHbLINA TeNeqOH;

6. OTKN? >uM coXpaHeHMe naposs B 6paysepe;

7. He oTKpbIBa ainbl U gpyrve BAOXKEHUA B MUCbMax aXe eCcliu OHW NPULLIN OT TBOUX APY3eii.
Ny4uie yTOYHW Y HUX, OTAPABNAIN 1N OHWU Tebe 3TU (alinbl.

Lingposasa penyTtaums

Linpposasa penytaymsa - 3TO HeratMBHad WM NO3UTMBHAA WHGopmauus B ceTu O Tebe.
KomnpomeTupytouwas WHpopMauma pasMeweHHass B WHTEpHETe MOXEeT Ccepbe3HbiM 06pa3om
OTpa3nTbCA Ha TBOEW peanbHOW XW3HWU. «LlndpoBasa penytauma» - 3TO TBOW MMWUAX, KOTOPbIN
thopmupyeTcs U3 nHpopmaLmm o Tebe B UHTEPHETE.

TBOE MECTO XUTeNbCTBA, y4ebbl, TBOE (DMHAHCOBOE MONOXKEHME, OCOBEHHOCTM XapaKTepa U pacckasbl 0
6/1M3KUX - BCE 3TO HaKan/MBaeTcs B CETU.

MHoruve NnogpoCcTKM NerKOMbIC/IEHHO OTHOCATCS K Ny6MKaLum NMYHOM MHpopmaynum B IHTepHeTe, He
MOHMMass BO3MOXXHbIX MOCNeAcTBUiA. Thl faXe He CMOXelWb AoragaTtbcs O TOM, 4TO (oTorpagus,
pasmelleHHasa 5 neT Hasaf, cTana NPUYNHON 0TKasa NMPUHATL Teba Ha paboTy.

KomMeHTapuu, pasmeleHne TBOUX oTorpauin n gpyrve 4ecTBUS MOTYT He UCUYE3HYTb Aaxke rnocne
TOro, Kak Tbl UX yAanuub. Tbl He 3Haellb, KTO COXpPaHWN 3Ty MHDOpMaL Mo, nonasa i OHa B MOUCKOBbIE
CMCTEMbI M COXpaHWUach N OHA, a F/1aBHOE: YTO NoAyMaloT 0 Tebe OKpYy>KatoLLee 04N, KOTOpPble HaMayT
W YBUAAT 3TO. HaliTu nHpopmMaLmnio MHOro f1eT CNycTA CMOXET N060M - Kak 13 obpbix NO6YXAEHUNA,
TaK U C HAMepPEeHNEM NPUUYNHUTL Bpes. OTO MOXET ObITb KTO YroAHO.

OCHOBHble COBEThI MO 3aWnTe LMGPOBONA penyTaLumn:

1. Moaymalii, npexae 4em 4TO-TO Ny6/MKOBaThL M NepefaBaTb y cebs B 6,10re NN B COLUANBHON CeTU;
2. B HacTpoiikax npodunas ycTaHOBU OrpaHMYeHnss Ha MPOCMOTP TBOEro Npodnasa 1 ero cogepXXmmMoro,
caenain ero TONbKO «ANS ApYy3en»;

3. He pa3mellan 1 He yKa3biBaii MHDOPMaLIMIO, KOTOPasi MOXET KOro-11M60 0cKop6asTb Uam obumxats.
ABTOpCKOEe npaso

CoBpeMeHHble WKOMbHUKU- aKTUBHbIE NOMb30BaTeENN LUPPOBOro npocTpaHcTBa. OAHAaKO faneko He
BCE 3HAr T, YTO NOJIb30BAHNE MHOTMMU BO3MOXXHOCTSAMU LUGPOBOro Mmmpa TpebyeT coba04eHNA npas
Ha WHTeNNEeKTyaNlbHY COGCTBEHHOCTb.

TepMUH «NHTeNNeKTya/lbHas COGCTBEHHOCTb» OTHOCUTCSA K Pas3/IMYHbIM TBOPEHUSIM 4Ye/10BEYECKOro
yMa, Ha4uHas ¢ HOBbIX N300peTeHU U 3HaKOB, 0603HaYal WX COBCTBEHHOCTL HA NPOAYKTbI U YCAyru
, U 3aKaHuYMBas KHUramu, gotorpaumsamm, KUHOPUIbMaMn U My3blKalbHbIMU NPON3BEAEHUAMN.
ABTOpCKMEe MpaBa - 3TO MpaBa Ha WHTENNIEKTya/llbHyK COOGCTBEHHOCTb Ha MPOM3BEAEHUS HayKMu,
nuTepaTypbl WU WUCKyccTBa. ABTOPCKME nMpaBa BbICTYNAlOT B KayecTBe TrapaHTUM TOro, 4TO



MHTENNEKTYaNbHbI/TBOPUYECKNIA Tpyn aBTopa He O6yAeT HanpacHbIM, AacT emy CnpaBef/iMBble
BO3MOXXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, NoAy4YuUTb U3BECTHOCTb U NpU3HaHue. HNKTO
6e3 pa3pelleHns aBTopa He MOXXeT BOCMNPOU3BOANTL €ro nNpou3BefeHne, pacnpocTpaHaTb, Ny6aANYHO
JEeMOHCTpUpOBaThb, nMNpojaBaTb, MWMMOPTMPOBaTb, MNycKaTb B MpoKaT, My6JMYHO WCNOMHATD,
NoKasblBaTb/MCNOMHATL B 3pMpe UM pasmellaTb B IHTepHeTe.

Mcnonb3oBaHMe «MMPATCKOro» NporpaMmmHOro o6ecneyeHnss MOXKeT NPUBECTU K MHOTMM puUCKaMm: OT
NnoTepyn AaHHbIX K TBOMM aKKayHTam A0 6/I0KMPOBKM TBOEro YyCTPOWCTBa, rfAe YCTAHOBJIEHHbIA He
neranbHas nporpamma. He cTouT TakXxe 3abbiBaTb, YTO CyW,ECTBYeT NerasbHble WU 6GecnnaTHble
NporpaMmbl, KOTOpPble MOXXHO HalTWN B CETWU.

O nopTtane

CeTeBMYOK.p(h - TBOM FNaBHbIA COBETUYMK B CeTWU. 34eCb Tbl MOXELWb Y3HaTb O 6€30MacHOCTM B CeTU
MOHATHbIM W AOCTYMHbIM SI3bIKOM, a MPW BO3HWUKHOBEHUUN KPUTUYECKOW CUTyaunnm o6paTUTbLCS 3a
COBETOM. A TaKXe NPUHATb y4acTue B KOHKYpCax U cTaTb CaMbliM LMPPOBbLIM FpaXXgaHUHOM!



