NMamaTtka
ANnA poauTenen BOCMUTaHHUKOB

06 nHopmaumMoHHOU 6e3onacHOCTU aeTen
HENb3A

1. Bcem nogpsag coobuwaTte CBOK YacTHYH MHGOpMaUMio (HacToswme nvs,
damunuio, TenedoH, agpec, Homep [NOY, a Takke dotorpadpum cBow,
CBOEN CEMbU N OpY3€eN);

2. OTKpbIBaTb BrOXeHHble (hannbl 9NIEKTPOHHOW MOYTLI, KOrga He 3Haellb
oTnpaBuUTeEns;

3. MpybuTtb, NpuanpaTbcs, okasbiBaTb AaBreHMe — BeCTu cebsi HeBEXNBO
N arpeccuBHo;

4. He pacnopsipkancsa ageHbramm TBOEn cembi 0e3 paspelleHnst cTtapLlimnx -
Bcerga cripalwumsan pogutenem;

5. He Bctpevanmcsa ¢ WHTepHET-3HAKOMbIMM B peanbHOW XXU3HWU -
NOCOBETYMNCS CO B3POCIbIM, KOTOPOMY AOBEPSELLb.

OCTOPOXXHO

1. He Bce nuwyT npasgy. Yutaewsb o cebe HenpaBny B WHTepHeTe —
coobLm 06 3TOM CBOMM poaUTENIAM UM ONeKyHawM;

2. MpurnawatoT nepenucbiBaTbCs, UrpaTb, 0OMEHMBATLCS - NPOBEPL, HET NN
NOABOXa;

3. He3akoHHOe konnpoBaHue drannos B VIHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBa B3pocCribiM O npobrnemax B CeTU - OHW Bcerga
NOMOryT;

5. icnonb3ayi HacTpomkmn 6e3onacHOCT U NPUBATHOCTU, YTOBbI HE NOTEPATH
CBOM aKKayHTbl B COLCETAX U ApYrux nopranax.

MO>XHO

1. YBaxawn gpyrnx nonb3oBareneu;

2. MNMonbayewbca NHTEPHET-UCTOYHUKOM - Aenan CCbIfKy Ha Hero;
3. OTKpbIBaM TOMLKO T€ CCbINKKU, B KOTOPbIX YBEPEH;

4. O6watbca 3a MNOMOLWbLI B3POCAbIM - pPOAUTENN, OMEKyHbl W
agMUHUCTpaLmMsl CauToB Bcerga nomoryT;

5. Nponan obyyeHune Ha cante «CeTeBNYOK» M NOMy4Yn NacnopT LmMdpoBoro
rpaxgaHuHal



MpunoxeHne Ne 2

NHpopmaunoHHaa namsatka gns obyyawwmxcsa Ons pasMelleHus Ha
odomumnansHbIXx HTEepHeT-pecypcax

C KaxgbiIM rogomM MONOAEXM B WHTEPHETE CTaHoBUTbCA 6Oonblue, a
LLKOSTbHUKM OOQHW U3 CaMblX akTUBHbIX Nosib3oBaTernien PyHeta. Mexay 1em,
NMOMMUMO OFPOMHOIO KOMIMYEecTBa BO3MOXXHOCTEW, WHTEPHET HeceT WU
npobnembl. 3Ta NamsTka AofMKHA NomMoYyb Tebe 6e3onacHo HaxoauUTbCs B
ceTu.

KomnbloTepHble BUPYChI

KomMnbioTepHbI BUMPYC - 3TO PasHOBMAHOCTb KOMIMbIOTEPHbLIX MpOorpamm,
OTNNYNTENBHON OCOBEHHOCTBIO KOTOPOM SABMSIETCA  CNOCOBHOCTbL K
pasMHOXeHuo. B gononHeHne K 3TOMy, BUPYCbl MOryT MOBPEeAUTb WU
MOMHOCTLIO  YHUYTOXUTb BCe pavnbl U AaHHble, MNOLAKOHTPOJIbHbIE
nonb3oBaTento, OT WMEHM KOTOporo Obina 3anyweHa 3apaxéHHas
nporpamMma, a Takke MnoBpeauTb UMW Jaxe YHUYTOXUTb OrepalyOHHYI0
cucTemMy co Bcemu (pamnamum B UenoMm. B OonblUMHCTBE Ccnyyaes
pacnpoCTPaHAITCH BUPYCbl Yepes UHTEPHET.

MeToab! 3aLMTbl OT BPeOOHOCHbIX MPOrpamm:

1. Wcnonb3yn COBpPEMEHHbLIE OMNEPALMOHHbIE CUCTEMbI, UMENLINe
CepbE3HbIN YPOBEHb 3aLLMTbI OT BPEAOHOCHbLIX MPOrpamm;

2. [loctosHHO ycTaHaBnuBan natyun (UMppoBble 3annaTtku, KoTopble
aBTOMaTU4YECKN YCTaHaBMMBAKTCA C Lenblo AopaboTkM nporpammbl) U
apyrve obHoBNeHns ceoen onepaumoHHon cuctemMbl. CkaumBam UX TONbKO C
oduumanbHoro camta paspabotunka OC. Ecnu cyllecTBYyeT pexum
aBTOMaTU4eCKOro 0GHOBMEHNSA, BKIOYN €r0;

3. Pabotanm Ha cBoeM KOMMbLIOTEPE MNOA NpaBamMu MNOMb3OBATENs, a He
agMuMHUCTpaTopa. ATO He NO3BONNT BOMbLUMHCTBY BPEAOHOCHbIX NPOrpaMm
WHCTaNNMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbIOTEPE;

4. WVcnonb3yn aHTUBUPYCHble MpPOrpaMMHble MPOAYKTbl  U3BECTHbIX
npousBoauTenen, C asTomaTtn4yeckum obHoeneHnem 6as;

5. OrpaHnyb OM3N4eCcKmin 4OCTYN K KOMMbIOTEPY AJ1S1 MOCTOPOHHUX NNL;

6. Vicnonb3yn BHeLWHWE HOCUTENN MHpOpMaLIMK, Takue Kak doneLuka, AuCK
U pann n3 MHTEepHeTa, TONbKO N3 NPOJEPEHHBLIX NCTOYHUKOB;

7. He oTkpblBan KOMNbIOTEPHbIE pansibl, NOMyyYeHHble U3 HEeHaOEXHbIX
NCTOYHMKOB. [laxke Te dhannbl, KOTOpble npucran TBOW 3HakoMbln. Jlydie
YTOYHW Yy HEro, OTNpaBnan fv oH Tebe unx.



Cetun WI-FI

Wi-Fi - 370 He BMA nepefayn JaHHbIX, HE TEXHOSIOIMS, a BCero nuwb bpeHa,
mapka. Ewe B 1991 rogy HugepnaHackass KOMMaHUA 3aperucrpuposana
6peHg «WECA», uyto obosHadvano cnosocoyetaHne «Wireless Fidelity»,
KOTOPbIN NepeBoanTCs Kak «becnpoBogHast TOYHOCTbY.

[o Hawero BpemeHwn fowna gpyrad abbpesuartypa, koTopas sBnseTcs
TaKom e TexHonornen. Ato abbpesunatypa «Wi-Fi». Takoe HasBaHue BbINO
OAHO C HaMeKOM Ha CTaHZapT BbICLUMA 3BYKOBOW TexXHWKW Hi-Fi, 4to B
nepeBoae 03HA4YaeT «BbICOKAs TOYHOCTbY.

[a, becnnaTHbIM MHTEPHET-AOCTYN B Kade, oTensax n asaponopTax aABnsieTcs
OT/INYHOM BO3MOXHOCTbIO BbIXoda B MHTEPHET. HO MHorme akcnepTbl
cuuTatoT, 4yto obwenoctynHble Wi-Fi ceTn He aBnstoTca 6e3onacHbIMU.

CoseTbl N0 6e3onacHocTM paboTe B 0bwenocTynHblx ceTax Wi-fi:

1. He nepenasai CBOK NNYHYO MHOpMaumio Yepes obenoctynHole Wi-
Fi ceTn. PaboTas B HUX, )xenaTesibHO He BBOAMTb Naponun SOCTyna, NOruHbl
N Kakne-To HoOMepa;

2. cnonb3ayin n 06HOBNSAN aHTUBMPYCHbIE NporpaMmbl 1 bpaHamayep. Tem
cambIM Tbl 06e3onacuib cebsa OT 3aKkavyku BMpyca Ha TBOE YCTPOWUCTBO;

3. Mpwu ncnonbzoBaHum Wi-Fi oTknoumn pyHkumo «Obwmm oCTyn K dharnam
W npuHTepam». [aHHas QyHKUMA 3akpbiTa MO YMOSIYaHUK, OOHaKo
HeKoTopble Nofb30BaTENN aKTUBUPYIOT €€ Ans yaobCcTBa MCNOMb30BaHUS B
paboTe nnun yyebe;

4. He wucnonb3yn nybnuuHbin WI-FI gona nepegaynm nUYHbIX LaHHbIX,
Hanpumep And Bbixo4a B couMarnbHble CETU UMW B 3NTIEKTPOHHYIO MOYTY;

5. inonb3yn TonbKo 3awunweHHoe coeanHeHne yepes HTTPS, a He HTTP,
T.e. npn Habope Beb-agpeca BBOAN MMEHHO «https://»;

6. B mobunbHoM TenedoHe oTkmnoun dyHkumo «lMogkntoveHmne k Wi-Fi
aBTOMaTMyeckm». He  gonyckal  aBTOMaTUYECKOro  MOAKMHOYEHUS
ycTponcTea K cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble ceTU akTUBHO BXOAAT B HALLY XW3Hb, MHOrMe nioan paboTatoT
N XUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpuposaH munnuapa
YyerioBeK, YTO ABNSAETCA OAHOM ceAbMOW BCeX utenewm nnaHeTtbl. MHorme
nonb3oBaTenn He MOHMMAKT, 4YTO WHJOPMaUUA, pasMelleHHas UMW B
coumanbHbIX CETAX, MOXET ObiTb Han4eHa N UCNONb30BaHa KeEM YrogHo, B
TOM 4vucre He ob6a3aTenbHO ¢ BnarMMm HaMmepeHNsMU.



OcHoBHble coBeThLI M0 6He30MacHOCTU B coLmarbHbIX CETAX:

1. OrpaHnyb cnncok apy3en. Y 1ebs B Apy3bsX HE AOIMKHO ObITb ClyYanHbIX
N HE3HAKOMbIX NOAEN;

2. 3awmuwan cBOK YacTHYK XWM3Hb. He ykasbiBan naponu, TenedoHbl,
agpeca, [gaTty TBOEro poOXOeHUA U OPYryw JIMYHYK0  MHGOpMaLMIo.
3M0OYMbILLNEHHMKN MOTYT UCMNOSb30BaTb Aaxe MH(popMaLumo O TOM, Kak Thbl
N TBOW pOaUTENN NNaHNpyeTe NPOBECTU KaHUKYIbI;

3. 3awmwan ceol penytauuio - OepXu ee B YNCTOTe U 3apaBant cebe
BOMpoc: xoTen Obl Tbl, YTOObI Apyrve nonb3oBaTenu BUAENWU, YTO Thl
3arpyxaelub? lMoayman, npexae 4em YTo-TO onyGrvkoBaThb, HanucaTb U
3arpyauThb;

4. Ecnu Tbl roBopuLLb C NIOAbMW, KOTOPbIX HE 3Haellb, He UCMONb3Yy CBOE
peanbHOe UMS 1 APYryl0 NIMYHYI0 UHopMaUnn: NMSA, MECTO XUTEernbCTBa,
MecTO y4ebbl 1 npoyee;

5. N36eran pasmelleHus poTtorpacdun B MHTEepHeTe, rae Tbl N300paXKeH Ha
MECTHOCTU, MO KOTOPOM MOXXHO OMNpeaenuTb TBOE MECTOMONOXEHUE;

6. lNpu pernctpaumm B coumanbHOM CeTU HeobxoAuMO WCMONb30BaTb
CNOXHble Naposim, coctosime n3 Byks 1 LNPP 1 C KOSIMYECTBOM 3HAKOB He
MeHee 8;

7. [Ona coumanbHOM CeTWU, MNOYTbl W APYrMx CcanToB Heobxoaumo
ncnonb3oBatb pasHble naponu. Toraa ecnn Tebs B3nNOMawT, TO
3M0YMBbILLITEHHUKM NOoSlydaT OOCTYN TOMbKO K O4HOMY MECTY, a He BO BCe
cpasy.

SﬂeKTpOHHbIe OEHbI'N

ONEKTPOHHbIE AEHbIM — 3TO OYeHb YAOOHbLIM cnocob nnatexen, o4HaKo
CYLLECTBYIOT MOLLEHHWKN, KOTOPbIE XOTAT NOMYYNTb 3TU AEHbLIN.

3J'IeKTpOHHbIe OeHbrn noasumcb coecemMm HegaBHoO U MMEHHO KN3-3a 3TOIO
BO MHOIMX rocygapcrtBax Ao CUX Nnop He rnpornnmcaHo npo HMX B 3aKOHax.

B Poccumn e oHN QoyHKUMOHMPYIOT U O HUX Y>Ke NPONMcaHo B 3aKOHe, rae nx
pasgenstoT Ha HECKONbKO BUOOB - aHOHMMHbIE U HE aHOHMMHbIe. Pa3Huua
B TOM, YTO AQHOHWUMHbIE - 3TO TE€, B KOTOPbIX paspeliaeTcd MpoBOAUTb
onepaumm 6e3 wuvaeHTMdMKauMM nonb3oBaTens, a B HEaHOHUMHbIX
naeHTudmKkauum nonb3oBaTens aBnsaeTcs 0b6a3aTenbHOMN.

Takke cnefyeT pasnuyaTb OfEKTPOHHble uaTHble [OeHbrn (paBHbl
rocyfapCTBEHHbIM BasitloTaM) U 3SIEKTPOHHblIE HeduaTHble AeHbrn (He
paBHbl FOCYJapCTBEHHbIM BartoTam).



OcHoBHble coBeThbI N0 6e3onacHom paboTe ¢ 3NEKTPOHHbIMU AEHbraMM:

1. MNpunBsXKKN K cHETY MOBUNBHBIN TEeNegOH. ATO caMbin yA0OHbIN 1 ObICTPbIN
crnocob BOCCTAHOBUTbL AOCTYN K cyeTy. [NpuBaA3aHHbIN TenedoH NoMoXeT,
ecnn 3abygellb CBOM MAaTeXHbIM Napofb WK 3andellb Ha CauT C
HEe3HaKoMOro yCTPOWUCTBa;

2. V|CI'IOJ'Ib3yI7I Oo1HOPa30BbIE MapoIin. lNocne nepexoga Ha YCUITEHHYHO
aBToOpmn3aunto Tebe yXKe He 6y,u,eT yrpoXatb OrMnacHOCTb KpaXun WIn
nepexsarta rnrarte>xHoro naporss,

3. Bbibepu cnoxHbin naponb. lNpectynHukam 6yaeT He nNpocTo yragaTtb
CNOXHbIN Naposib. HagexHble naponu — 3TO Naposnun, KOTopble cogepXxar
He MeHee 8 3HaKoB W BKMOYaKT B ceba CTPOYHbIE N MPOMUCHbIE OYKBbI,
UMdpbl U HECKONbKO CUMBOJSIOB, TakMe KaK 3HakK pgonnapa, QyHTa,
BOCKNMUATeNbHbIM 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOOM CBOW NNYHbIE JaHHbLIE HA canUTax, KOTOPbIM HE AOBEpPSELLb.
ONeKTPOHHadA NoHTa

OIEKTPOHHAs NovTa — 3TO TEXHOMOMS 1 NpeaocTaBnsieMble e yCryrn rno
nepecbifike W MNOMYYEHUO  ONEKTPOHHbIX  COOOLUEHU,  KOTOpble
pacnpenenstoTcs B KOMnbloTepHoM ceTh. OObIYHO SNEKTPOHHbLIN MOYTOBbIN
ALWMK BbIrNaguT criegyowmm obpasomM: MMsi_NosSib3oBaTeNA@uUMsa_AOMeEHa.
Takke Kpome nepegavm npocToro TeKCTa, MMEeEeTCcd BO3MOXHOCTb
nepenasaTb oansbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3NEKTPOHHON NOYTON:

1. Hapo BbibpaTb NpaBWbHbIA MOYTOBLIA CepBUC. B WMHTepHeTe ecTb
OFPOMHbIN  BbIOOP 6GecnnaTHbIX MNOYTOBbIX CEPBUCOB, OLHAKO Jyylle
O0BEPSATb TEM, KOro 3Haellb U KTO NepBbl B PEUTUHTE;

2. He ykasblBaun B IM4YHOM NOYTE SIMYHYIO MHOopMaumo. Hanpumep, nyyiie
Bbl6paTb «My3blkanbHbI_aHaT@» unn «pok2013» BMecTo «Temal3dy;

3. Vcnonb3yn aByxaTanHyk asBTopm3aumio. JTO Korga MoOMMMO napons
HY>XHO BBOAWUTb Ko, Npucblnaemsin no SMS;

4. Bolbepu cnoxHbln naposnb. [na KaXkgoro noYToBOro smka ormKeH bblTb
CBOW HaOeXHbIN, YCTOWYMBBIN K B3IOMY Mapofib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOM JIMYHbIA BOMNPOC,
NCNOMb3yn 3Ty BO3MOXHOCTb;

6. Mcnonb3ynW HECKONbKO MOYTOBLIX HAWMKOB. [lepBblM Onsg 4acTHOM
nepenucku ¢ agpecatamu, KOTOPbIM Tbl AOBeEpPsi€lb. JTO 3NEKTPOHHbLIN
agpec He Hago MCMosib3oBaThb MpPU perncTpaunn Ha gopymax n cantax;



7. He oTkpbiBan gpannbl N gpyrme BIrIOXEHUS B MUCbMax fa)ke eCnn OHWU
NPULWAN OT TBOMX APY3€en. Jlyywie yTOUHU Y HMX, OTNPaBnanm nn oHn Tebe
3TN doannsl,

8. MNMocne okoH4YaHWsA paboTbl Ha MOYMTOBOM CepBUCE MNepes 3aKpbiTUEM
BKIaZKN C caiToM He 3abyab HaxaTb Ha «BbINTuy.

KM6ep6yJ'IJ'IVIHF Ui BUpPTyaribHoe n3geBaTesibCTBO

KubepbynnuHr — npecnegoBaHne  coobUEHNAMU,  coaepXaliumum
ockopbneHusi, arpeccuo, 3anyruBaHue; XyrnuraHcTBO, couuMarnbHOe
BOMKOTUPOBAHME C MOMOLLIbIO Pa3fIMYHbIX UHTEPHET-CEPBUICOB.

OcHoBHble coBeTbl N0 bopbbe ¢ KNbepbynnHrom:

1. He 6pocawncsa B 6o1. Jlyywmin cnocob: nocoBeToBaThCs Kak cebsl BecTu u,
€CNnKn HET TOro, K KoMy MOXXHO 06paTUTbCS, TO BHadarne ycnokoutbcd. Ecnu
Tbl HAYHELLb OTBEYaTb OCKOPONEHUAMN Ha OCKOpPONeHns, TO TOMbKO eLlle
Oonblue pasoxKellb KOHMPINKT;

2. Ynpasnsun cBoen kubeppenyTtaumen;

3. AHOHMMHOCTb B ceTu MHumas. CyLlecTBYOT CNocobbl BbIACHUTb, KTO
CTOMUT 38 aHOHUMHbIM aKKayHTOM;

4. He cTouT BectM XynuraHckui obpas BUPTYanbHOW XMU3HW. HTepHeT
doukcmpyeT BCe TBOM OENCTBUS U COXpaHAET ux. Yoanutb nx byaet kpanHe
3aTpyAHUTENBHO;

5. Cobntogan cBon BUPTYarnbHYK YeCTb CMOSoAy;

6. WrHopupyn eguHunyHbin HeratmB. OpgHopasoBble OCKOpOUTENbHbIE
coobueHuna nyywe mrHopupoBaTb. OBbLIMHO arpeccusa npekpawaeTca Ha
HavyanbHOM CTaauu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHUSIMU, B
coumanbHbIX CETSX eCTb BO3MOXHOCTb 6/TOKMPOBKM OTNpaBku coobLueHuin ¢
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBOM AeNCTBUSA: BbICTYNUTb NPOTUB
npecrnegoBatens, nokasaTtb €My, 4TO ero [JeucTBus OLeHUBaKTCH
HeraTMBHO, noadepXaTb >XepTBY, KOTOPOM HyXHa MNCUMXonornvyeckas
MOMOLLb, COOBLUTL B3POCHbIM O (pakTe arpecCUBHOro NoBeaeHUs B CETU.

MoOunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl M nNnaHweTbl cogepxaT B cebe BnosmHe
B3pOCbIA  (PYHKUMOHAN, W Tenepb OHM MOIMYT KOHKypupoBaTb CO
cTauMoHapHbIMK KoMMbtoTepamu. OgHako, cpeacTs 3awmThl AN Nog06HbIX



YCTPOMCTB MNoKa o4YeHb Mano. TecTupoBaHWe U MOUCK YA3BUMOCTEN B HUX
NPOUCXOOUT He Tak MHTEeHcMBHO, kak anga K, To xe camoe kacaetcsd wu
MOOWUIBHBIX NPUMOXEHU.

CoBpeMeHHble  MOOUNbHble Gpay3epbl  yXe nNpakTU4Yecku AorHanu
HaCTOJbHbIE aHanorM, 0gHako paclumMpeHmne pyHKUnoHana BrneyeT 3a cobom
BOnMbLUYI0 CNOXHOCTb N MEHbLLYH 3aLUMLLIEHHOCTb.

[laneko He Bce NPOW3BOAMTENM BbIMNyCKalOT OOHOBIEHUSA, 3aKpbliBalOLLNE
KpUTUYECKME YSI3BUMOCTU OJ1S1 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl And 6e3onacHoCcTM MObunbHoro TenedoHa:

1. Huyero He sBnsieTcs no-Hactosilwemy 6ecnnaTtHbIM. Byab OCTOpOXeH,
Bedb korga Tebe npeanaratoT 6ecnnaTHblA KOHTEHT, B HEM MOTyT ObITb
CKPbITbl KaKMe-TO NnaTHble YCIyru;

2. Nlyman, npexpge yem otnpasutb SMS, ¢oto unn Buaeo. Tbl TOYHO
3Haelb, rge oHn ByayT B KOHEYHOM UTOre?

3. Heobxoammo obHOBNATL ONepaunoHHY0 CUCTEMY TBOEro CMapT(OHa;
4. icnonb3yn aHTUBMPYCHbIE NporpaMmmbl 419 MOBUNbHbBIX TENE(OHOB;

5. He 3arpyxait NpunoxxeHnsa oT HEM3BECTHOINO UCTOYHMKA, BElb OHWU MOTYT
cofep)aTb BPeJOHOCHOE NporpaMmmHoe obecneyeHme;

6. [locne TOro Kak Tbl Bbln4€eLUb C canTa, rae BBOAUI NUYHYKO MHGOpMaLMIo,
3anam B HacTpownkn bpaysepa n yaanu cookies;

7. Tlepvoanyeckn npoBepsit kakme nnaTHble YCRyrn akTMBMPOBaHbl Ha
TBOEM HOMEPE;

8. [laBan cBon HOMep MOBUMNBHOro TenedoHa TOSbKO NI0ASM, KOTOPbIX Thbl
3Haelb 1 KoMy JoBepsieLlb;

9. Bluetooth gomkeH 6bITb BbIKMOYEH, KOrga Thl UM He nonb3yelbced. He
3abbiBan nHorga NpoBepsiTb 3TO.

Online urpbl

CoBpeMeHHble  OHMaWH-Urpbl - 3TO  Kpaco4Hble, 3axBaTbiBalOLLME
pas3BrieyeHnsi, oObeaMHAIOWNE COTHU ThICAY 4YENOBEK MO BCEMY MUPY.
Nrpokn nccnenytoT gaHHbI UM MUp, 0bLLaTCs A4pyr ¢ APYroM, BbINOSHSAOT
3a0aHus, cpaxkalTcsl C MOHCTPaMW M Mosy4valoT onbiT. 3a YyA0BONbLCTBUE
OHWM MNaTAT: NOKynawT AMCK, onnavvMBatoT aboHeMeHT unu npuobpeTtaroT
Kakme-To onuun.

Bce 3Tu cpeacTtea nayT Ha Noaaep)KaHue 1 pasBuUTUE UMPbl, @ Takke Ha camy
©e30nacHOCTb: COBEPLUEHCTBYIOTCSA CUCTEMbI aBTOpPM3aLUK, BbIMyCKalOTCS



HoBble natuy (undpoBble 3annaTtku ONns nporpaMMm), 3aKpbiBalTCA
ySI3BMMOCTUN CEPBEPOB.

B noaoOHbIXx urpax cCTouUT onacatbCAd HE CTOJIbKO CBOUX COIMNEPHUKOB,
CKOJIbKO KpaXu TBOEro raposjid, Ha KOTOPpOM OCHOBaHa cCcuUcrema
aBToOpmn3aunn fonbLWKHCTBA nurp.

OcHoBHble coBeThI M0 6&30MacHOCTM TBOEIO UIrpOBOIro akKkayHTa:

1. Ecnn gpyron urpok BegeT cebsa nioxo unm cosgaet Tebe HENPUATHOCTMN,
3abnokupym ero B CNnUcke NrpoKoB.;

2. MNoxanyncs agMMHUCTpaTopam Urpbl Ha NIoXoe noBeaeHne 3Toro Urpoka,
XenatesibHO NPUNOXUTb KakMe-TO JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4Hyto MHpopMaLmio B npodoansie urpbl;
4. YBaxan opyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeomumanbHblie NnaTtymM N Moabl;

6. Micnonb3yun crnoxHble 1 pasHble naponu,

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKIHOYaTb aHTMBUPYC. Moka Tbl UrpaeLub,
TBOW KOMMNbIOTEP MOTYT 3apasunThb.

dunwmrHr nnn KpaXa JIMYHbIX OaHHbIX

O6bl4HOM Kpaxken OeHer U JOKYMEHTOB CErofHsl y>K€ HUKOro He yAMBULLb,
HO C pasBUTMEM UHTEPHET-TEXHONOMMN 3510YMbILLSIEHHUKM NEePEMECTUNUCH
B UHTEPHET, 1 NPOAOIKAT 3aHUMATLCS «MIOOUMbIMY OENOoM.

Tak nosiBunacb HoBasi yrpo3a: WHTEPHET-MOLUEHHUYECTBA WU OULLIKHE,
rnaBHasi Lesb KOTOPOro COCTOMT B NONyYEHUM KOHMAEHUMANBbHbIX AaHHbIX
nonb3oBaTesien — JOorMHOB M naponen. Ha aHrnunckom asbike phishing
ynTaeTcsa kak puwmnHr (oT fishing — pblbHas noengd, password — naporsb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLMHIOM:

1. Cneawn 3a cBoMM akkayHTOM. Ecnu Tbl nofo3peBaellb, YTO TBOS aHKeTa
Obina B3foMaHa, TO Heobxoaumo 3abnokupoBatb ee M CoobWMTb
afMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Vicnonb3yn 6e3onacHble Beb-canTbl, B TOM YUCe, UHTEPHET-MarasnHoB
N NOUCKOBbLIX CUCTEM;

3. Wcnonb3yn cnoxHble n pasHble naponu. Takmm obpasom, ecnv Tebs
B3J/IOMAlOT, TO 3NOYMbILLIIEHHMKM NOSlydaT 4OCTYN TOMNbKO K O4HOMY TBOEMY
npocuno B CETN, a He KO BCEM,;



4. Ecnu Tebsa Banomanu, TOo Heobxoaumo npeaynpenuTb BCEX CBOMX
3HaKoMbIX, KoTopble gobaBneHbl y Tebs B Opy3bdX, O TOM, 4YTO Tebs
B3NlOManu u, BO3MOXHO, OT TBOEro MMeHu OyaeT paccbuiatbCsd cnam u
CCbINIKM Ha OULLIMHIOBbIE CaWNTbl;

5. YcTaHoBu HagexHbin naposrb (PIN) Ha MOBUNbHbIN TenedoH;
6. OTKNoYM coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannbl n gpyrue BrOXEHUA B NMUCbMax Aaxe e€Crn OHU
NpULWNKY OT TBOUX ApYy3en. Jlydwe yTOYHU Y HUX, OTNPaBnsann nn oHn tebe
9TU paunnsbl.

Lindpposas penyTtauus

LindbpoBas penyTtaumsa - 3170 HeraTMBHas MUnv No3UTUBHaA MHPOPMaLMA B
ceTm o Tebe. KomnpomeTtupywllass WHpopMaLusa pasMelleHHas B
NHTEPHETE MOXET Cepbe3HbIM 00pa3oM OTpasnUTbCA Ha TBOEWN pearbHON
Xun3Hu. «Lndposas penytaumsa» - 9To TBOM UMUOXK, KOTOPbIN dopMUPYETCS
13 nHdopmauumn o Tebe B UHTEPHETE.

TBOe MeCTO KuTenbcTBa, Yy4yebbl, TBOe€ (MHAHCOBOE MONOXEHMe,
0CODEHHOCTN XapakTepa 1 pacckasbl 0 61IM3KNX - BCe 3TO HaKannmMBaeTcs B
ceTu.

MHoOrme noOpOCTKM FErKOMbBICIIEHHO OTHOCATCS K nybnvkaumm nudHOn
nHpopmaumm B MHTEpPHETE, HE MOHMMAasa BO3MOXHbIX MOCneacTBun. Thl
Aaxe He CMOXeLlb goragaTtbCcs 0 TOM, 4YTo doTtorpadms, pasmelleHHas 5
neT Hasag, cTana NpUYMHON oTKasa NPUHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBomnx potorpadpun n gpyrne 4encTsns mMoryT
HEe MUCYE3HYTb axe nocne Toro, Kak Tbl UX yaanuuwb. Tbl HE 3Haelb, KTO
coxXpaHus 3Ty MHdopmMauMmio, rnonana fnu OHa B MNOUCKOBbIE CUCTEMbI U
coxpaHunach i OHa, a rnaBHoe: YTO NogyMatoT 0 Tebe OKpy»KatoLLee fnoau,
KOTOpble HangyT n yBuaaT 9T10. Hantm mHdopmaumio MHOro neT cnycrtd
CMOXET nbon - kak u3 gobpbix NodByXOAEeHUW, Tak U C HaMepeHUeEM
NPUYNHUTL Bpea. OTO MOXET ObITb KTO YroA4HO.

OcHOBHbIe COBETbI MO 3alunTe LUMGPOBOI penyTaLmu:

1. MNogyman, npexage 4em 4to-To NybrmnkoBaTb U NnepegasaTb y cebs B bnore
U1 B coumarnbHON CETU;

2. B HacTponkax npocunst yCTaHOBM OrpaHUYeHus Ha NpoCMOTpP TBOEro
npodounsa 1 ero coaepXXMMoro, caenam ero TonbKo «4na Apy3eny;

3. He pa3melian n He ykasbiBan MH(pOpMaLMIO, KOTOpas MOXET KOro-nmbo
OCKOpONATL Unn obmxaTb.



ABTOpCKOE npaBo

CoBpeMEHHbIE  LUKOSIbHUKW-  aKTUBHblE  MOMb3oBaTenu  UMEPOBOro
npocTtpaHcTBa. OAHaKo ganeko He BCe 3HatoT, YTO MONb30BaHNE MHOMMMMU
BO3MOXHOCTSAMW  LMpoBOro mupa TpebyeT cobnogeHuss npaB  Ha
NHTENNEKTyanbHy0 COBCTBEHHOCTb.

TepMUH «UHTENnekTyanbHass COBCTBEHHOCTb» OTHOCUTCS K PasfiMyHbIM
TBOPEHMAM YEITOBEYECKOro YMa, Ha4yMHasa C HOBbIX M30OPETEHMI 1 3HAKOB,
obo3HayaLwmx CoBCTBEHHOCTb Ha MPOAYKTbI U YCAyrn , U 3akaH4MBas
KHUramu, doTorpacmsamn, KMHOpMNbMamm 7 My3blKanbHbIMU
NPOVN3BEAEHNSMN.

ABTOpCKME MNpaBa - 3TO NpaBa Ha WHTENNEKTyarnbHYyl0 COOCTBEHHOCTb Ha
NpoM3BEAEHNs] Hayku, nuTepaTypbl M UCKyccTBa. ABTOpCKME npaBa
BbICTYMAT B KAYECTBE rapaHTUKN TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKNI
TpyA aBTOpa He byaeT HanpacHbIM, acT eMy crpaBeasiMBble BO3MOXHOCTH
3apabotaTtb Ha peaynbTatax CBOEro Tpyda, MNOnyYuMTb W3BECTHOCTb U
npu3HaHune. HMKTo 6e3 paspelueHmns aBTopa He MOXET BOCNPON3BOAUTb €50
npousBedeHne, pacnpocTpaHaTb, NybnNMYHO AEMOHCTPUPOBaTL, NpoaaBaTh,
MMnopTMpoBaTb, MyckaTb B  NpoKaT,  NyOrnMYHO  MCMOSHATb,
nokasblBaTb/MCMONMHATL B 3dupe nnm pasmewlaTb B VIHTepHeTe.

Mcnonb3oBaHWe «nMpaTCKoOro» MporpaMMHOro oGecnevyeHust MOXEeT
NPMBECTU K MHOTMM pUCKaM: OT MOTEPWU OaHHbIX K TBOMM akkayHTam A0
ONOKMPOBKN TBOErO YCTPOWCTBA, rAe YCTAHOBMEHHLIN He neranbHas
nporpamma. He ctout Takke 3abbiBaTb, YTO CYLIECTBYET rerarnbHble U
GecnnaTHble NPorpaMmbl, KOTOPbIE MOXXHO HaNTWN B CETMU.

O nopTtane

CeTeBVIL-IOK.pCb - TBOW IMaBHbIA COBETUUK B CETU. 30€Cb Thl MOXELLb Y3HaATb
o 0Oe3onacHoOCTM B CETU TMOHATHbIM WU OOCTYMHbIM A3bIKOM, a npu
BO3HUWKHOBEHUA Kpl/lTI/I‘—IGCKOVI cutyaumm O6paTI/ITbC$I 3a coBeToM. A Takxke
NMPUHATbL Y4aCTUe B KOHKYpCax U CTaTb CaMbIM Ll,MCprBbIM Fpa)K,EI,aHI/IHOM!



