MYHHUIUIIAJIBHOE BIOJ)KETHOE OBIIIEOBPA3OBATEJBHOE YUPEK/JIEHUE
«AJIEKCEEBO-TY3JIOBCKASI CPEJHSSI OBIIIEOBPA30OBATEJIBHAS IITKOJIA»
POJINOHOBO-HECBETANCKOI'O PAMIOHA
(MBOY «AJIEKCEEBO-TY3JIOBCKAS COIll»)

IMPUKA3
oT «30» aBrycra 2019 . Ne74/5

cJ1. AnekceeBo-Ty310BKa

006 yrBepxkaeHnu MHCTpyKIUKU 711 00y4aromuxcs Mo 00ecrneyeHuo
UHGOPMAIIMOHHOM 0€30MacHOCTH NP UCTOIb30BaHUU ceTu «HTepHeT» I
pa3MelleHus B yueOHbIX KaOMHETaX, B KOTOPBIX OCYIIECTBIISIETCS JOCTYII B CETh
«HTepueT»

B nensax peanuzanuu KOMIUIEKCa Mep, HAIIPaBJICHHBIX Ha 3aIUTY JeTel
OT HeTaTUBHOW MH(OPMALIUU TP OCYIIECTBICHUU UMU UCIIOIb30BAHUS CETH
«uatepuer» B MBOY «AunekceeBo-Tyznosckas COIL»

ITPUKA3BIBAIO:

1. VYTBepauTh MHCTPYKLMIO A1 00YHAIOIIUXCS IO 00ECIIEYEHUO
UH(GOPMAIIMOHHOM 0€30MacHOCTH NP UCHOIb30BaHUU ceTu «IHTepHeT» 1
pa3MelieHus B yueOHbIX KAOUHETax, B KOTOPBIX OCYIIECTBIAETCS JOCTYI B CETh
«ntepuer» (IIpunoxenue Nel)

2. KiaccHBIM pyKOBOAUTENISIM 03HAKOMUTD 00YYaIOIIUXCsI C YTBEPKICHHON
MHCTPYKIMEN TIOJ POCIIUCH.

3. KoHTposb HCTIOTHEHUS JaHHOTO MPUKa3a BO3JI0KUTh HA 3aMECTUTEIIS
JIUpeKTopa o BocnurarenbHoi padore Llupuny Tatbsany
Huxkoumaesny.

JIMpEKTOp HIKOJIBL: /T".I1. JIpicenko/

C npukazom o3Hakomiiensl 30.08. 2019r:



[Tpunoxenne Ne
K [IpUKa3y

MBOYVY «AnekceeBo-Ty3noBckasCOLL»
ot 30.08.2019r Ne74/5

HNucTpykumu ais 00y4aromuxcs mo oodecrnedeHur0 HHGOpMauOHH O
0e30IacHOCTH NPH HUCIOJIb30BaHMH ceTH «AHTepHeT» NJIs1 pa3MelleHus B
y4eOHbIX Ka0MHeTaxX, B KOTOPbIX OCYLIECTBJIsIeTCs A0CTYN B ceTh « MHTEepHeT»

Nel. Mopsagok padorsl odyuyarwmuxes MBOY «AnekceeBo-Ty3nosckas COLD» B cetn

HNuTepHeT BOOpa30BaTEJIbHOM YUpe:KIeHUM.

1. Hacrosimast MHCTpYKLIMS yCTaHABIMBAET MOPSIOK paboThl ooyuaromuxcsis MBOY «AnekceeBo-
Tysznosckass COIL»

2. Ucnonw3oBanue cetu MHTepHer B OOpa3oBaTenbHOM YUPESKICHUN MOTYMHEHO CIETYIOLIUM

MPUHITUTIAM

- COOTBETCTBMSI 00pa30BaTEIIbHbBIM LIEIISIM;

- COCOOCTBOBAHUS TAPMOHUYHOMY (DOPMUPOBAHUIO U PA3BUTHUIO JINYHOCTH;

- YBaXXEHUsS 3aKOHA, aBTOPCKUX M CMEXKHBIX MpaB, a TAKKE WHBIX MPaB, YECTH U JOCTOMHCTBA

JpyTrux— rpakiaH U mnojib3oBatesneil nTepHera;

- IpUOOPETEHUSI HOBBIX HABBIKOB M 3HAHUI;

- paciMpeHus: IPUMEHSIEMOTr0 CIIEKTpa yueOHBIX U HATJISIIHBIX MTOCOOMIA;

- COIMAJIM3AINH JTUYHOCTH, BBEICHUS B MHPOPMAIIMOHHOE OOIIECTBO.

3. Yuanmmcs mpenocTaBisieTcs J0CTyI K paboTe B ceTd THTEpHET B KOMITBIOTEPHBIX KaOMHETax

COIJIACHO PaCHUCAHMIO 3aHATHH (MM yTBEPKIEHHOrO Irpaduka);

4 Ilpu ucnionp3zoBanuu cetu MaTepaer B OY o0ydarommmcs TpenocTaBiIsieTcst JOCTYIT TOIBKO K
TEM pecypcaMm, COAepKaHUE KOTOPBIX HE IPOTHUBOPEYUT 3aKOHOAATENBCTBY Poccuiickoi
denepanvy U KOTOPbIE UMEIOT IPSIMOE OTHOILLIEHHE K 00pa30BaTEIbHOMY IIPOLIECCY.

5. Ucnonp3oBanue cetn HTEpHET 00y4YaIOMUMUCS JTOMYCKAETCs TOJIBKO C pa3pelieHus
npernoaasatens. [laBmmii odydaromemycs pa3penieHre Ha paboTy mpernogaBaTesb HeceT
OTBETCTBEHHOCTH 32 COOJIIOICHNE 00YYaIOUIMMCS HACTOSIIIe HHCTPYKIIUU HapaBHE C HUM.

6. Bo Bpemst ypoKOB U Ipyrux 3aHATHI B paMKax ydeOHOT0 Mporecca KOHTPOIb UCIOIb30BAHUS
oOyuaronMucs cetu MHTepHeT ocylecTBIIseT eAaror, BEAYLI 3aHsATHE UK COTPYIHUK,
Ha3HaueHHbIN pykoBoguTeneM OVY: HaOII0AaeT 32 NCI0JIb30BAHUEM KOMIIBIOTEPA B CETH
HuTepHeTr 00yyaronmmMucs; IpUuHUMAET MephI IO MpeceueHuto o0palieHuil K pecypcam, He
UMEIOIIMM OTHOIICHHUS K 00pa30oBaTeIbHOMY IPOIIECCY;

COOOIIAET KIACCHOMY PYKOBOAMUTENIO O CIIy4asX HapYIICHUS 00y4YarolMCs YCTAHOBICHHBIX
IIpaBUJI 10J1b30BaHus IHTEpHETOM.

7. IIpu ucnosib30BaHUU PECYPCOB CETU 00S13aTENIbHBIM SIBJISETCS COOII0IEHNE 3aKOHO1aTeIbCTBA
00 MHTEJUIEKTyaJIbHbBIX [IPaBax U HHOIO MPUMEHUMOI'0 3aKOHOAaTeIbCTBA.

8. B cBoO0OHOE BpeMs HCIOIb30BaHNE OOYJAIOIMMUCS U HHBIMU JHIIaMu ceTu HTepHeT
JIOITyCKaeTCs M0 pacHuCaHuIo 000Py0BaHHBIX KOMITBIOTEpAMU KaOMHETOB B IPUCYTCTBHH
COTPYAHHKA, MPOIIESIIIET0 HHCTPYKTAXK MO TEXHUKE 0€30MacHOCTH Ipu padboTe ¢
BBIYUCITUTEIbHOU TEXHUKOM.

9. Ilpu ucnoab30BaHUU CETEBBIX CEPBHCOB, NMPEANOIAralOINX aBTOPH3ALUIO, 3alPEIacTCs
I0JIb30BaThCS UYKUMHU YUETHBIMU JTAHHBIMHU.

10. Bce kOMIIBIOTEPBI, TOAKITIOUAEMBIE K CeTH VIHTEepHET, 0053aHbI UMETh YCTaHOBJIEHHOE,
JEUCTBYIOIIEE U OOHOBJISIOLIEECS AHTUBUPYCHOE TPOrPaMMHOE 00ECIIeUEHHE.

11. Tlonb3oBarenu cetu MaTepHET B OV NOMKHBI yYUTHIBATH, YTO TEXHUYECKUE CPECTBA U
pOrpaMMHOE 00eCIIedeHNEe HE MOTYT 00€CIeUUTh MOTHYIO0 (QUIBTPALIHIO PECYPCOB CETH



WuTepHeT BeeacTBUE YacTOro OOHOBJICHHS pEeCypCcoB. B CBSI3H € 3THM CylIeCTBYyeT
BEPOSATHOCTb OOHAPYKEHUS 00YUYaIOUIMMHUCS PECYpPCOB, HE UMEIOIINX OTHOIICHUS K
00pa30BaTEIbLHOMY IIPOLIECCY U COJAEPIKAHUE KOTOPHIX TPOTUBOPEUUT 3aKOHO/1aTENbCTBY
Poccuiickoit ®enepanuu. [Ipy oOHapyKeHUN yKa3aHHOW MH(OPMAIIMH I10JIh30BATEIIIO
He00X0auMO coo0IUTL 00 ATOM mpernoaaBareto. [IpenonaBatess 00s13aH 3a(PUKCUPOBATH
JIOMEHHBIN aJpec pecypca v BpeMs ero 0OHapYKEHUS U COOOIIUTh 00 ITOM JIHILY,
OTBETCTBEHHOMY 32 OPraHM3aIINIO0 MOAKIIOUYEHNS K ceTH IHTepHeT U orpaHUYeHue J0CTyna K
MH(POPMAIIMOHHBIM peECypcaM.

12. Tlpu 3apakeHNHN KOMITbIOTEpA BUPYCAMU €r0 HCII0JIb30BAHNE HEMEIJICHHO MPEKPaIaeTcst
COTPYAHHKOM, OOHAPYKUBIIUM 3apakeHue. O CI0KUBIISHCS CUTyallMH COO0IIAeTCs
OTBETCTBEHHOMY COTPYJIHHUKY 33 OpraHu3aiuio noakioueHus k cetu Uurepuer. Kommnerorep
OTKJIFOUAETCsI OT CETH 10 MOMEHTa OYMCTKH OT BCEX BUPYCOB. Pa3perienre Ha nanbpHei1iee
HCIOJIb30BaHUE KOMITBIOTEPA U MOAKIIOUYEHHE €r0 K CEeTH J1aeT OTBETCTBEHHBIN COTPYIHUK 32
OpraHu3alMIo MOAKIIOUEHHS K ceTH VHTepHEeT Mmocie COOTBETCTBYIOIIEH TPOBEPKHU.

13. IlpaBa moabp30BaTeNei:

- Hcrosib30BaHue pecypcoB cetu MuaTepHer B OY ocyliecTBisieTcs B 1eNIIX 00pa30BaTEIbHOIO
npoiiecca.

-o0y4aromyecs MOryT OecIIaTHO MOJIb30BaTHCS TOCTYIOM K riobansHbM MHTEpHET-pecypcam
10 Pa3pelICHHIO JIMIA, HA3HAYEHHOT 0 OTBETCTBEHHBIM 3a opranuzaiuio B OY paboTsl cetu
WHTepHeT U OrpaHUYEHHUIO JJOCTYTIA.

- K pabote B cetu VIHTepHET 10Ny CKaloTCs JMIa, TPOLIEIINE HHCTPYKTaX U 00s3aBIIHECs
co0JIr01aTh TTpaBUiia paboTHhI.

- iepen paboToH MOJIb30BATENI0 HEOOXOUMO pacHHcaThCs B )KypHaJe yuyeTa paboThl B CETH
WNutepuer.

- 32 OIHUM PabOUYUM CTOJIOM JIOJDKHO HaXOJUTHCS He 00JIee OTHOTO MOJIb30BATEINS.
-00y4aromyecs MOTyT COXpaHsTh MOJy4eHHYI0 HH(pOopMalKio Ha CheMHOM aucke (auckere, CD,
¢nem-Hakonuresne). ChbeMHbIE AUCKH JTOJDKHBI TPEIBAPUTEILHO MPOBEPIATHCS HA HATUYUE
BHUPYCOB; TIOJTY4aTh KOHCYJIBTALIUU TIO BOIPOCAM, CBSI3aHHBIM C HCIIOIb30BAHUEM CETH
WNutepHer.

14. Tlonb3oBatenu cetn HTEpHET 0053aHbI:

- BBIMOJHSTH BCe TPeOOBaHUS MPEnoJaBaTens;

- MCII0JIb30BATh TOJIBKO COOCTBEHHbBIE PETUCTPALIMOHHOE UM (JIOTHH) U IapOIIb;

-COXpaHATh 000PY0BAaHUE B LIEIOCTH U COXPAHHOCTH;

-[TOCTaBUTh B U3BECTHOCTH YUUTENSI IPU BOSHUKHOBCHHH TEXHHUYECKUX MTPOOIIEM.

15. Tlonb30BaTensaM 3anpenaeTcs:

-[TOCEIIATh CAlTHI, COACPKAHUE U TEMATHKA KOTOPBIX HEIOMYCTUMBI JJIsI HECOBEPIIEHHOJIETHUX
U (MJIM) HapyLIaoT 3aKoHoAaTeNbecTBO Poccuiickoit deneparun (mopHorpadus, 3poTHKa,
Mponaran/ia HaCHiIus, TePPOPH3Ma, MOTUTUIECKOTO M PEITUTHO3HOTO SKCTPEMU3MA,
HaI[MOHAJBHOM, pACOBOW U T.II. PO3HU, HHBIE PECYPCHI CXOKEW HAIPaBIEHHOCTH);

-3arpyaTh U paclpoCTpaHsATh MaTepUabl, COAepKalllie BUPYChl UM JPYTHUe KOMIIBIOTEPHbIE
KOJIbI, (haliJIbl MJIM MPOTPaMMBI, PEAHAa3HAUYECHHBIE A1 HAPYLISHHsI, yHUUTOKEHUS 100
orpaHu4eHust GyHKIHOHATBHOCTH JIFO00Tr0 KOMIIBIOTEPHOT'O UITH TEJIEKOMMyYHHUKAIIMOHHOTO
000py10BaHUS UJIM IIPOrpaMM, JIJIsl OCYIIECTBICHHSI HECAHKIIMOHUPOBAHHOT'O OCTYIIA, a TAKKE
CepuitHBIC HOMEpa K KOMMEPYECKUM ITPOrPaMMHBIM ITPOYKTaM U IPOTPAMMBI JIJIST KX
TeHepalliy, JOTHHbI, TaPOJIU U MIPOYNE CPEACTBA IS MOTYYCHUS HECAHKIIMOHUPOBAHHOTO
JOCTYTIa K MIJIATHBIM pecypcaM B cetu IHTepHeT, a TakKe pa3MelIeHHe CChLIOK Ha BBIIIE
yKa3aHHYI0 HH)OpMAIIHIO;

-3arpyaTh M 3aIyCKaTh UCIOJHseMble JTU00 HHbIE (Qailsbl 6€3 mpenBapuTeNbHON MPOBEPKU Ha
HaJM4YUe BUPYCOB YCTAaHOBJICHHBIM aHTUBUPYCHBIM ITAKETOM;

-pacnpocTpaHaTh HHPOPMAIHUIO, TOPOYAILYIO YECTh U JJOCTOMHCTBO IPakIaH;

-OCYIIECTBIISITH JIFOOBIE CIETIKU Yyepe3 ceTh IHTepHeT;



-paboTath ¢ 00BEMHBIMH pecypcaMu (BHUI€0, Ay/IN0, YaT, (OTO) O€3 COrIacoOBaHUS C JTUIOM,
Ha3HAYEHHBIM OTBETCTBEHHBIM 3a opranusanuio B OV pabotsl cetu HTEpHET.
-OCYIIECTBIIATH AEHCTBUS, 3alPENIEHHBIE 3aKOH0/IaTeILCTBOM PD;

-riepenaBaTh HHPOPMAIUIO, MPEACTABIISIONIYI0 KOMMEPUECKYIO UIIH F'OCYAaPCTBEHHYIO TaliHY;
-OCYIIECTBJISITh ICHUCTBUS, HAITPABJICHHBIC HA «B3JIOM) JIFOOBIX KOMIBIOTEPOB, HAXOAIINXCS KaK
B JIOKAJIbHOM CeTH 00pa30BaTEILHOIO YUPEKICHUS, TaK U 32 €ro Impeeamu;

- HCIOJIb30BaThb BO3MOKHOCTH ceTH VHTEpHET AJs MEPECBUIKM W 3alMCU HENPUCTOWHOM,
KIIEBETHUYECKOH, OCKOPOMTENbHOW, yrpoXKaromed © MOpHOrpaguuecKo MPOAYKIINH,
MaTepuaioB U HHPOpPMALUK;

- paboTaTh TOJX YYKHM pPETUCTPAIIMOHHBIM HMMEHEM, COOOIIaTh KOMY-IMOO CBOM MapoIb,
OJTHOBPEMEHHO BXOJIUTh B CUCTEMY OOJiee 4eM C OTHOUM paboueil cTaHIuy;

- yCTaHaBIIMBATh KaKOe-THOO IOMONHUTEIBHOE MPOrpaMMHOE OO0ECredYeHHe W/WIM BHOCHTH
Kakue-1100 N3MEHEHHS B IPOrPaMMHOE 00ECTIeUeHHE, YCTAHOBJICHHOE KaK Ha paboveil CTaHIINH,
TaK ¥ Ha CEpBEpe; MPOM3BOAMTH 3amUCh MH(POpPMAIMK Ha JKECTKUH NHUCK paboveill CTaHINW;
paboTath ¢ 00beMHBIMU pecypcamu (Video, audio, chat, urpsr u ap.);

-U3MEHATh KOH(QUTYpALUI0 KOMIIBIOTEPOB, B TOM YHCJIE€ MEHSITh CHUCTEMHBIE HACTPOUKHU
KOMITbIOTEpA U— BCEX MIPOrpaMM, YCTAaHOBJICHHBIX Ha HeM (3acTaBKU, ()OHOBBIE PUCYHKHU pabouyero
CTOJIa, CTAapTOBBIE CTPAHULIBI Opay3epoB);

-BKJIIOYATh, BBIKJIIOYATh U MEpe3arpy’kath KOMIbIOTEp 0€3 COracoBaHUsI C YUUTEIIEM.

16. TTonb3oBaTeny HeCyT OTBETCTBEHHOCTD:

-3a COZIep)KaHUE MepeaBaeMoin, TPUHUMAEMON U TTedaTaeMoi HH(pOpMaInu;

-3a HaHeCeHu e JIF0oro yepda 00opy10BaHHIO (IOpYAa UMYIIECTBA, BEIBO 00OPYIOBAHHS U3
pabouero cocTosiHUS) MOJIb30BATENb HECET MaTEPUATIbHYIO OTBETCTBEHHOCTh B COOTBETCTBHUHU C
3aKOHO/IaTEJIbCTBOM;

Ne2. UnopmanmonHas 0e30acHOCTb NPH MCNOJb30BaHUM ceTH UHTepHeT.

JanHas WHCTpyKuuss 1o oOecreyeHHo HMH()OPMAIIMOHHONH  0€30MacHOCTH  IpH
UCIOJb30BaHuu ceTh MHTepHeT pazpaboTaHa /Ui ydalluxcsl Ha4aJlbHOI 0, OCHOBHOI'O, CPEIHETO
YpOBHSI 00y4eHHUS C LENbI0 YPeryJaupoBaHUs IEHCTBUS OOydaromIMXCcs BO BpPeMsl MOJb30BaHUS
UHTEPHET — PeEcypcaMu.

[IpuBenenHbple mnpaBwia O€30MACHOCTH B ceTH VIHTEpHET HIKOJbHUKAM HEO0XO0JUMO
INOMHUTb U IPUAEPKUBATH UX.

1. IlpaBuia 6e3onacHocTu B ceTu HTepHeT A1 00y4arOmIUXCsi HAYAJIBHOTO0 YPOBHS
00y4eHust

v Bcerna 3apaBaiiTe BOIpoCchkl pOAUTENSAM O HE3HAKOMBIX BaM Bewax B MHTepHeTe.
Onu noapoOHO paccKaxyT, YTO OE30MACHO AeNaTh, @ YTO MOXKET IPUUYUHUTH BpEl.

v [lepen Tem, Kak MHOAPYXKUTHCA C KeMmM-IuO00 B cetu MHTepHeT, cmpocute y
poauTenei Kak BeCTH 0e30macHOe OOIICHHE.

v He nipu kakux oOCTOSATENHCTBAX HE pacCcKa3bIBaliTe 0 ceOe He3HaKoMIaM. [ e u ¢
KEM BBl XKHUBETE, B KaKOW MIKoJIe 00y4yaeTech, HoMep TejeoHa JOJDKHBI 3HATh UCKIIIOUYUTEIBHO
Bamm npy3bs 1 pOACTBEHHUKH.

v He otcpuiaiite cBon gororpaduu groasiM, COBEpIICHHO He 3HakoMbIM Bam. Henb3s
9TOOBI COBEPIIEHHO HE3HAKOMBIE JIFOIU BUAenu Bamm ¢otorpaduu, pororpadun Bammx npyseit
nim Bameit ceMbu.

v Hukorna He cornmamaiitech Ha JMYHYIO BCTpeuy C JroapMu u3 MHTepHeTa 6e3
COMPOBOXKCHUS poauTeneil. B cetn IHTepHET MHOTO JI0/1e# pacCKa3bIBAIONIIUX O ceOe HEenpaBy.



4 Bens ob6mienue B IHTEpHET ceTH, Bcera OyabTe APYKETOOHBI K IPYTUM JIFOISIM.
Henb3s mucate rpyObie ClIOBa, MOCKOIBKY YUTATh TPYOOCTH TaK K€ HEMPHUSATHO, KaK M CIIBIIIATS.
Brl Mmoxxere citydaiiHO 00U1€Th YeoBeKa.

4 B cnydae, ecim Bac KTO-TO pacCTpoOMJI HIIM OOWIEN, CJCAyeT 0053aTeIbHO
pacckaszaTh POJIUTEINISAM.

2. llpaBuia 6e3onacHocTu B ceTu HTEpHET 1/ 00y4arOIMXCA OCHOBHOI'O YPOBHS
o0y4eHust

v Perucrpupysice Ha pa3nMyHbIX calTax, BCErja CTapalTeCh HE YKa3bIBaTh JUYHYIO
nH(pOpMaIUIo, TOTOMY YTO OHa MOXET OBITh JOCTYITHa COBEPIICHHO HE3HAKOMBIM JIFOJISIM. TaK
ke, He JKelaTesJbHO pa3Memarth cBo€ (oTo, NlaBas, TeM caMbIM, IpeacTaBieHue o Bameit
BHEIIHOCTH, COBEPUICHHO MOCTOPOHHUM JIIOJISIM.

v ITonp3yiiTech BeO-KaMepoil MCKIIIOUUTENBHO AJIs 001IeHus ¢ 1py3bsaimu. Cienure,
YTOOBI TOCTOPOHHKE BaM JIIOJIM HE MOTJIM BUJIETH Balll pa3roBOp, T.K. €r0 MOXKHO 3aIUCATh.
v HexenatenbHble nMCcbMa OT He3HaKOMIEB HasbiBatoTcsi «Crnam». Eciu Bl BOpyT

HOIY4YMIM 1oJ00HOE NMUCbMO, HUKOTJa He oTBevaiire Ha Hero. Eciam Bbl oTBeTHTE Ha Takoe
MIICbMO, OTIIPaBUBIIMM OyI€T 3HaTh, YTO BbI UCIOJIb3YETE CBOM 3JIEKTPOHHBIHM TOUTOBBIN ALIUK U
OyzaeT npoJobkaTh ciaath Bam «Criam».

v B cnydae, ecnu BBl IOJy4HJIM IMCbMO C COBEPILIEHHO HE3HAKOMOTO aJpeca, ero
KeJaTeIbHO He OTKPbIBaTh. TaKkue MuchbMa 3a4acTylo COJEpKaT BUPYCHI.
v Ecim Bbl mosydaere mucbMa C HEOPUSTHBIM M OCKOPOUTENbHBIM [JIsi Bac

COZIEP)KAaHUEM WM KTO-HHOYAb BeAET ceOsl MO OTHOIIEHWIO K BaM HEMOA00alIMM 00pa3oM,
00s513aTeIbHO CO00IIUTE 00 I3TOM.

v Eciu Bnpyr Bac kTo-mubo paccTpousl WM OOMIEd, paccKakuTte 000 BceM
B3pOCIIOMY.

3. IlpaBusaa Ge3onacHoctu B ceTu MHTepHeT MJisl 00y4YalommMxcsl CpeJHEro ypoBHH
00y4eHust

v He pexomenayetcs pazmernienue auuHoi nadopmanuu B Untepuer cetu. Jinunas
nHpOpMaIUs: HOMEp BaIlero MOOMJIBLHOTO TeleoHa, aapec SIEKTPOHHOW MOYTHI, JOMAIIHUN
aapec u Bamu Gororpaduu, Gororpaduu YICHOB Ballel CEMbH UITU IPY3EH.

Ecnu BBI BRUTOXHUTE (DOTO MM BHIEO B UHTEPHETE — JIFOO0H MOXKET TOCMOTPETh
UX.

v Hukorpaa He orBeuaiite Ha «CniaMy (HeXeIaTeIbHYO 3JICKTPOHHYIO TTOUTY).

v Henb3s oTkpbIBaTh (paiiiibl, IOJyYyeHHBIE OT HEN3BECTHBIX Bam moneil. Bol Benb He
3HAETe, YTO B JICUCTBUTEIBHOCTH COAEPXKAT 3TU (Pailiibl B HUX MOTYT HaXOJIUThCS BUPYCHI WU
(hOTO/BUCO C «arpeCCUBHBIMY COJEPKHUMBIM.

v Huxorna He mo0aBisiiiTe HE3HAKOMBIX BaM JIIO€El B CBOI CIIMCOK KOHTAaKTOB B IM
(1CQ, MSN messenger u T.1.).

v He 3a0biBaiiTe, 4TO BUPTYyaJIbHBIE IPY3bsi U 3HAKOMBIC MOT'YT OBITh HE TEMH Ha
caMoM JieJie, 3a KOro ce0si BBIIAOT.

v Ecnu okxono Bac MM moOJIM30CTH C BaMU HET POJCTBCHHHMKOB, HHUKOIJa HE
BCTPEUYANTECH B PEATIBHOCTH C JIFOJIbMH, C KOTOPBIMH Bbl TO3HaKOMuUIUCh B HTEepHE cetn. Ecin
Balll BUPTYAJIbHBIA JIPYT B JACUCTBUTEIBHOCTUA TOT, 32 KOTrO c€0sl BBIAAET, OH C MOHWMaHHEM
OTHECeTCH K Balei 3a60Te 0 coOCTBEeHHOM Oe3ormacHoCcTH!

v B nr060€ BpeMst MOKHO paccka3aTh B3POCIBIM, €CITH Bac KTO-THO0 oOuer.

HEJIb35

1. Bcem moapsin cooOIaTh CBOIO YacTHYIO HMHQpOpMANHIO (HacTosAmme UMs, (aMHIHIO,
tesnedoH, agpec, HOMep IIKOJIBI, a Takke GoTorpaduu CBOH, CBOCH CEMbH U APY3ei);

2. OTKpBIBATh BIOXKEHHBIC (haITbl JICKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIPABUTEIIS;



3. I'pyOuts, mpuanpaThCs, OKa3bIBATh AABJICHUE - BECTH Ce0s1 HEBEXKJIMBO U arPECCUBHO;

4. He pacnopsbxaiics TeHbraMu TBOCH CeMbU 0€3 pa3pelieHHs CTapliuX - BCEraa
CIpallliBail pOIUTEEH;

5. He BcTpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEaJIbHOM JKM3HU - TTOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSICIIb.
OCTOPOXHO

1. He Bce mumyt npaBny. Yurtaemns o cebe HenpaBay B MuTepHETE - cO00ImM 00 3TOM
CBOUM POJUTEINISIM UJIM OIIEKYHaM;

2. [IpurnamaroT nepenuceBaThCsl, UrpaTh, 0OMEHUBATHCS - IPOBEPb, HET JIU I1OJIBOXA;

3. HezakonHoe konupoBanue ¢aitnos B IHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBaii B3pOCIbIM O MPoOJIeMax B CETH - OHU BCEria IOMOTYT;

5. Hcnonb3yit HacTpoiiku 0€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
aKKayHTBI B COLICETAX M IPYrUX NOpTaiax.

MOXHO

1. YBaxaii Apyrux moJib30BaTeIICH;

2. [Tonp3yeuibcst UHTEpHET-UCTOYHUKOM - JieNlail CCBIIIKY Ha HETo;

3. OTKpBIBai TONBKO T€ CCHLIKH, B KOTOPBIX YBEPEH;

4. O6maThcs 3a MOMOIIBIO0 B3POCIBIM - POAMTENH, ONEKYHbl M aJIMUHUCTPALMS CaliTOB
BCET/Ia IIOMOT'YT;

5. IIpoitnu oOy4enue Ha caiite "CeTeBHYOK" U MOITYYH ACHOPT HUGPOBOro rpaxkaaHuHal

BA’KHASA MTH®OPMALIUA:

KoMnbrorepHbie BUPYChI

KomnbroTepHsblil BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYUTENBHON
0COOECHHOCTBIO KOTOpPOW SBJISETCS CIIOCOOHOCTH K PasMHOXKEHHIO. B JomoiHeHne K 3ToMYy,
BHUPYCHI MOT'YT OBPEAUTH UJTU MOJHOCTHIO YHUUTOXKUTH BCe (ailiibl U JaHHBIE, TOJKOHTPOIbHbBIE
MOJIb30BATENI0, OT UMEHHU KOTOPOr'o ObljIa 3alylieHa 3apakeHHas Iporpamma, a Takke MoBpeAuTh
WIN J1aXe YHUYTOXKUTh OIEpPAIlMOHHYIO CHCTEMY cO BceMu (haitnamu B 11enoM. B GonbummHcTBE
CIIy4aeB paclpoOCTPaHSAIOTCS BUPYChl UepE3 UHTEPHET.

MeToabl 3alUTHl OT BPEAOHOCHBIX MIPOTPAMM:

1. Ucnonw3yil coBpeMeHHBbIE ONEpalliOHHbIE CUCTEMBI, UMEIOLINE CEPhe3HbIN YPOBEHB
3aIUTHI OT BPEJOHOCHBIX IPOrpamm;

2. TlocrosHHO ycraHaBnuBail mauTH (UM(POBBIE 3aILIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIIMBAIOTCS C LIEIbI0 JOPAOOTKHU MPOrpaMMBbl) U Ipyrue OOHOBIIEHUS! CBOEH OIlepaliiOHHOM
cucteMbl. CkaunBail UX TOJBKO ¢ o¢uimanbHoro caira paspadborunka OC. Eciu cymectByer
PEXHUM aBTOMATHYECKOT O OOHOBJIEHUS, BKJIFOUH €T0;

3. PabGoTaii Ha cBOeM KOMIIBIOTEpE MOJ IIpaBaMH MOJb30BaTelNs, @ HE aJMUHUCTPATOPA.
OTO HE MO03BOJUT OOJBIIMHCTBY BPEAOHOCHBIX HPOrpaMM HHCTAJJIMPOBATBCS Ha TBOEM
[IEPCOHAIBHOM KOMIIbIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE MPOrpaMMHbBIE MTPOJYKThl U3BECTHBIX MPOU3BOJUTEINIEH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GpU3NYECKHUH JOCTYH K KOMIIBIOTEPY AJIsl TOCTOPOHHUX JIUIL;

6. McnoJib3yii BHEIIHME HOCUTENM WH(OPMAIMK, TaKke KakK (Jiemika, TMCcK uim Qaiiia u3
UHTEpHETAa, TOJIbKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (DaliiIbl, TOTy4EHHbIE U3 HEHAEKHBIX HCTOUYHUKOB. Jlaxke
Te (paiiibl, KOTOpBIE MPHCIaN TBOW 3HAKOMBIN. JIy4llle yTouHU y HEro, OTHPABIISUI JIU OH TeOe UX.
Cetu WI-FI

Wi-Fi - 370 He BUI niepeauyl TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH, Mapka. Ee
B 1991 rony muaepnanackas kommnaHus 3apeructpuponana Openn "WECA", uto o6o3Hauano
cmoBocouetanue "Wireless Fidelity", kotopslit mepeBoanuTcs Kak "GecrpoBoHast TOYHOCTD'.



Jlo Hamero BpeMmeHW Jouuia napyras abOpeBuarypa, KOTOpas SBJSAETCS TaKOW ke
TexHosioruen. Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BBICIIICH 3BYKOBO# TexHuku Hi-Fi, uTo B mepeBosie o3Hauaer "BbICOKast TOUHOCTB".

Jla, OecriaTHBIM MHTEPHET-AOCTYII B Kade, OTesIX W adporopTax SBISICTCS OTIMYHOM
BO3MOXKHOCTBIO BbIXO/1a B MHTEpHET. HO MHOI'HE DKCIIEPThI CUUTAIOT, 4TO o0menocrymnubie Wi-Fi
CEeTU He SABJISAIOTCS O€30MaCHBIMH.

CoBeTsl 10 Oe30macHOCTH paboThl B 001Ieq0CcTYTHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuuHyto wuH(popmalmio depe3 obmiemoctynusie Wi-Fi cern.
PaGoras B HUX, )KenaTeNbHO HE BBOAUTH NAPOJM JOCTYNA, IOTUHBI U KaKHe - TO HOMEpa;

2. WUcnionp3yit 1 OOHOBJISIA aHTHBUPYCHBIE IPOrpaMMbl U OpaHaMmayep. TeM caMbiM ThI
obe3omacHIb cedst OT 3aKauKH BUPYca Ha TBOE YCTPOHCTBO;

3. Tlpu wucnonp3oBanuu Wi-Fi orkmoun ¢ynkiuo "OOmmii goctyn k (aitmam u
npuntepam". JlanHass QyHKUUS 3aKpbITa MO YMONYaHUIO, OJHAKO HEKOTOpPbHIE MOJIb30BATENN
aKTUBUPYIOT €€ JIs y100CTBa HCI0Ib30BaHMs B paboTe uin ydede;

4. He ucnonw3yit nyomuuneiii WI-FI ang nmepepaun AMUHBIX JAHHBIX, HapUMep IJis
BBIXOJIa B COLIMAJIbHBIE CETH UJIH B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3ammineHHoe coeauHenue dyepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBoau umenHo "https://”;

6. B MmoOuibHOM Tenedone otkimoun Gyukuuio "Tlogkmouenune k Wi-Fi aBTomatudecku".
He nomyckaii aBToMaTH4yecKoro moakIr04YeHus ycTpoiicTBa k ceTsim Wi-Fi 6e3 TBoero cormacusi.
CounajbHble ceTH

CouuanpHble CETU aKTUBHO BXOJAT B HAIly )KM3Hb, MHOTHE JIIOAM pabOTAIOT U KUBYT TaM
noCTOSIHHO, a B FaceboOK yxe 3aperucTpupoBaH MHILIMAP] YEIOBEK, YTO SBJSICTCS OJHON
CeNbMOM BCEX JKMTEJeH IMIaHeThl. MHOTHe MOoJbh30BaTeNd HE MOHUMAIOT, YTO MHGOpMAaIus,
pa3MelleHHas IMH B COLIMATBHBIX CETSAX, MOXKET OBITh HalJieHa M MCIOJb30BaHA KEM YTOJIHO, B
TOM YHCJI€ HE 00s3aTEIbHO C 0JIaruMu HaMEPEeHHUSIMHU.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COLIUATBHBIX CETAX:

1. Orpannup cnucok apyszed. Y T1eOs B ApPY3bsAX HE JOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJICH ;

2. 3ammiait cBOO 4acTHYO *ku3Hb. He ykasbiBaii mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUA U JPYIYI0 JIMYHYIO HHGOpManuio. 3JI0YMBIIIJICHHUKH MOTYT HCIHOJB30BaTh JlaXe
MH(OPMAIUIO O TOM, KaK Thl U TBOM POJIUTENH IIJIAHUPYETE TPOBECTH KaHUKYIIbI;

3. 3amminai CBOI pemyTaluio - AepXH €€ B YHUCTOTE U 3a7aBail cebe BOMpoc: XOTel Obl
ThI, YTOOBI Ipyr'ye MOJIb30BATEIN BHUIENH, YTO Thl 3arpyxaemb? [logymaii, mpexae 4emM 4To-To
oIyOJIMKOBaTh, HAIIUCATh U 3aIPy3UTh;

4. Ecau Thl TOBOPHILB C JIIOIbMU, KOTOPBIX HE 3HAEIllb, HE UCIIOJIb3YH CBOE peajbHOE UMS
U PYTYIO JINYHYIO HH(OpMALMU: UMs, MECTO KUTEIbCTBA, MECTO Y4€Obl U MIPOUEE;

5. U36eraii pa3menienus gpororpaduii B IuTepHere, rae Thl H300pa’keH Ha MECTHOCTH, 110
KOTOPON MOKHO OIPENEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucTpanyy B COIHMAIBHON CETH HEOOXOANMO MCIOJIB30BATH CIIOXKHBIE MAPOJIH,
cocrosimue u3 OykB ¥ U(p ¥ ¢ KOTMIESCTBOM 3HAKOB HE MeHee 8;

7. Ins conuanbHOM CeTH, MOYTHl U OPYTHX CaWTOB HEOOXOAMMO HCIOJIb30BATh Pa3HbIE
naponu. Toraa ecinu TeOsl B3JOMAIOT, TO 3JIOYMBIIIJICHHUKH MOIYYaT AOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

DJIeKTPOHHbBIE IeHbI'N

DNEeKTPOHHbIE JEHBIU - ITO OUYEHb YAOOHBIH CHOCOO IMIIaTeKeH, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JAEHBIU MOSBHIIMCH COBCEM HENABHO M MMEHHO M3-3a 3TOI'0 BO MHOI'MX
rocyJapcTBax J0 CHX IIOp HE MPOIUCaHO PO HUX B 3aKOHAX.

B Poccun e oHM (QyHKIIMOHUPYIOT U O HUX Y€ ITPONHMCAHO B 3aKOHE, I'/1€ UX Pa3/iesaioT
Ha HECKOJIBKO BU/IOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B



KOTOpBIX pa3peliaercss MpOBOAUTH onepauuud 0e3 HIAEHTU(UKALIUM TOoJb30BaTeNsd, a B
HEaHOHHUMHBIX UACHTH(UKALM [10JIb30BATENS SBIISIETCS 00513aTeNIbHOM.

Taxxke crneayer pazauyarh 3JEKTPOHHbIE (HUAaTHbIE JAEHBIU (PaBHBI IOCYIapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE He(huaTHbIE EHbIU (HE PaBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOi paboTe ¢ 3JEKTPOHHBIMU JI€HbIAMU:

1. TlpuBsixu K cueTy MOOUJIBHBIN TenedoH. DTO caMblii yIOOHBIM U OBICTPBIN CIIOCOO
BOCCTAaHOBUTh JOCTYN K cuery. IlpuBsizaHHbIi TenepoH MOMOXKET, eciu 3al0yaeus CBOU
IJIATEXKHBIN [TapOJIb UM 3alICIIb HA CAUT C HE3HAKOMOI' O yCTPOMCTBA;

2. Vctionb3yii onHopaszoBbie maponu. [locne nepexona Ha YCHIICHHYIO aBTOPU3ANHIO Tebe
yke He OyJIeT yrpoXaTh ONAaCHOCTh KpakH UJIM TMepexBaTa MJIATEKHOT O Hapois;

3. BeiOepu cnoxxHblit maposs. [IpectynHukam Oyaer He IPOCTO YrajaTh CIOXKHBIN MapoJb.
Hanexxuble maponu - 3TO maposid, KOTOPhIE CO/Iep)KaT He MeHee 8 3HAKOB U BKIIOYAIOT B ce0s
CTPOYHBIE U TPONHCHBIE OYKBBI, UG Pl U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JuIapa, GyHTa,
BOCKJIMIIATEIbHBIN 3HaK 1 T.11. Hampumep, $tRONQG!;

4. He BBOIM CBOM JIMYHBIE JaHHbIE HA CaliTaX, KOTOPHIM HE J10BEPsIEIIIb.

JIeKTPOHHAs MOYTAa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U NMPEAOCTaBISAEMBIE €0 YCIYT'H 110 NEPECBUIKE U
MOJY4YEHHUIO 3JIEKTPOHHBIX COOOLIEHMH, KOTOpbIE paclpelensioTcss B KOMIbIOTEPHOH ceTu.
OObIyHO 3JIEKTPOHHBIN IIOYTOBBIN ALK BBITJISIIAT CJIEYIOIIUM obpazom:
UMs_TI0Jb30BaTeNA(@UMs_JoMeHa. Takke KpoMmMe Iepefayd IpoCTOro TEeKCTa, HMEEeTCs
BO3MOKHOCTD I1epeiaBaTh (aibl.

OcHoBHbIE COBETHI 110 0€30MacHOM paboTe ¢ 3JIEKTPOHHOI OYTOM:

1. Hano BeIOpaTh mpaBUiIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOD
OeCIUIaTHBIX TTOYTOBBIX CEPBHCOB, OJHAKO JIy4Ille JOBEPATh TEM, KOI'0 3HAellb U KTO MEPBbIA B
PEWTHHTE;

2. He yka3piBaii B JIMYHOM MmoYTe JUUYHYHO HH(popMaiuto. Hanmpumep, mydiie BbIOpaTh
"My3bIKaJbHbIH (anat@" i "pok2020" BMecTo "tema20";

3. Ucnonp3yil NByXdTanHyl0 aBTOPU3AIHMIO. DTO KOI/Aa TOMHUMO IapoJisi HY’KHO BBOJIUTH
KOJI, TpucbutaeMbiit mo SMS;

4. BpiOepu crnoxHbli maposb. [Ins KakJ0ro moyTOBOro SIIMKA JIOJDKEH OBITh CBOM
HAJIeKHBIN, YCTOMYUBBIN K B3JIOMY I1apoJlb;

5. Ecnn ecTh BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BOMpPOC, UCIOJNB3YH 3TY
BO3MOKHOCTb;

6. Hcmomp3yli HECKOJBKO TOUYTOBBIX SIIMKOB. [lepBBIN 1151 4aCTHOM TEPENHMCKH C
azpecaTaMy, KOTOPBIM Thl JOBEps€lIb. DTO JJIEKTPOHHBIA aApec HE HAaJ0 MCIOJb30BaTh IpPU
perucrpanuu Ha Gpopymax u caiTax;

7. He oTkpeiBaii (haiiibl U Apyrue BIOKEHUS B MIUCbMAaxX, Aa)K€ €CJIM OHU IPULIUIA OT TBOUX
npy3ei. Jlydie yTouyHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (ailibl;

8. ITocne oxoHyaHMs pabOTHI HA IOYTOBOM CEPBHCE NEPE 3aKPHITUEM BKJIAJKU C CAaliTOM
He 3a0y/1b HaKaTh Ha "Beritu".

Kn6epOysiMHT WM BUPTYAJIbHOE U3/1€BATEJIbCTBO

KuGepOysuuHr - npecnenoBanue COOOIEHUIMH, COIEpKAILUMU OCKOPOJIEHHS, arpPeCCHIO,
3allyruBaHue; XYJUTaHCTBO; COLHUAJIbHOE OOWKOTMPOBAHHME C IOMOIIBIO  PA3IUUYHBIX
UHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI 10 60prOE C KHOEPOYIITMHIOM:

1. He Opocaiics B 60ii. JIy4imii crioco0: MOCOBETOBATHCS KakK ceOsi BECTH U, €CJIM HET TOTO,
K KOMY MOXHO O0OpaTuThCs, TO BHayaje YCIHOKOWThCS. Ecau Thl HayHenmb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO eIlle O0JIbIIe pa30kKellb KOH(IUKT;

2. YnpaBnsi cBoel KuOeppemyTauei;

3. AHOHMMHOCTh B ceTd MHHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayHTOM;



4. He cTouT BecTu XyJUTraHCKUN oOpa3 BUPTyalbHOH Ku3HU. IHTEpHET QuKcupyer Bce
TBOU JICHCTBHS U COXpaHsET UX. YIaauTh ux OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. Cobronait CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHUYHBIA HeraTuB. OTHOPa30BbIE OCKOPOUTEILHBIC COOOIICHHS JTyqIIIe
urHopupoBatb. OOBIYHO arpeccus NpeKpariaeTcs Ha Ha4yaJIbHOW CTaIuH;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOILIEHUSIMH, B COLIMAIBHBIX
CeTSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKU COOOILEHHH C OIpeeIEHHBIX apecoB;

8. Ecmu Tb1 cBugerens kubepOy/umHra. TBou JEWCTBHS: BBICTYNUTH MPOTHUB
mpecienoBaTeNs, MoKa3aTh €My, 4TO €ro JeHCTBUS OLIEHMBAIOTCS HEraTWBHO, IMOAJEPKaTh
KEPTBY, KOTOPOH Hy>KHa IICUXOJIOTHYECKasi TOMOIIb, COOOIIUTB B3POCIBIM O (DaKTe arpeCCUBHOTO
MIOBEJIEHUS B CETH.

MooOuabHblil Te1eoH

CoBpemeHHbIe cMapT(OHBI U MJIAHILIETHI COAEePXKAaT B cede BIOJIHE B3POCIIbIA (DyHKIIMOHAT,
U Ternepb OHM MOTYT KOHKYpPHpPOBaTh CO CTallHOHAPHBIMH KoMIlbloTepamu. OIHaKo, CPEACTB
3alIUTHI U1l HIOAOOHBIX YCTPONWCTB MOKA O4€Hb MaJlo. TecTupoBaHUE U OUCK YS3BUMOCTEH B HUX
IIPOMCXO/IUT HE TaK HHTEHCUBHO, Kak 111 [1K, To e camoe kacaercss 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAKTHUECKU JOTHAJM HAacCTOJIbHBIE aHAJIOTH,

OJITHAKO pacuiMpeHue (QyHKIMOHajJa BIeYeT 3a co00i OOJIbLIYIO CIOXKHOCTh U MEHBUIYIO
3aIUILEHHOCTD.

Jlaneko He BC€ MPOM3BOIUTENN BbINYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLINE KPUTUYECKHUE
YS3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 6€3011aCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He siBisiercs mo-HacrosimieMy OecriaTHbIM. byab octopoxkeH, Benb koraa tebe
IpeaiaratoT OecrIaTHbI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKue - TO IJIaTHBIE YCIYTH;

Hymaii, mpexze yem orripaButh SMS, ¢poto nnu Busneo. Tol TOUHO 3HACIIB, T'A€ OHU Oy YT
B KOHEYHOM HTOre?

Heo0xoammMo 00HOBIIATH OMEPAMOHHYIO CHCTEMY TBOETO cMapT(OHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPaMMBI JJ11 MOOMIIBHBIX TeNe(OHOB;

He 3arpyxaii npuiokeHus OT HEM3BECTHOTO MCTOYHMKA, BEb OHM MOTYT COJEpKaTb
BPEOHOCHOE POrpaMMHOE o0ecrieyeHHe;

[Tocne Toro kak Thl BBIAJEHIH C caiiTa, Tleé BBOAWJI JUYHYIO MH(pOpMalHUio, 3aiiiu B
HACTpOiKHu Opay3epa u ymanu Cookies;

[lepuoanuecku mpoBepsiii, Kakue IJIATHbIE YCIYTM aKTHBUPOBAaHBI HAa TBOEM HOMeEpE;
JlaBaii cBOll HOMEp MOOMIJBHOIO Tene(oHa TONBKO JIOASAM, KOTOPBIX Thl 3HAaEllb U KOMY
JI0BEpsiellb;

Bluetooth nomxeH ObITh BBHIKJIIOUEH, KOT/Ia Thl UM HE MoOJb3yelibes. He 3a0biBait nHOT A
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJAMH-UIPbl - 3TO KpPacO4yHble, 3aXBaTbIBAIOLIME pPa3BJICUCHMUS,
00BbEIMHAIONME COTHU THICSY YEJIOBEK 1O BceMy Mupy. Urpoku uccieayoT JaHHBIH UM MU,
00I11at0TCSI IPYT € IPYTOM, BBIIOJIHSIOT 33JaHMsI, CPA’KatOTCS C MOHCTPAMHU U MOJIYYaloT OMBIT. 3a
yIOBOJIbCTBUE OHU IJIATAT: MOKYIMAIOT AMCK, OIUIAYMBAIOT A0OHEMEHT MJIM MPUOOPETaOT Kakue -
TO OILIUH.

Bce »tum cpenctBa uayT Ha NoAAepKAHME W Pa3BUTHE UIPHI, a TAaKXKE Ha caMmy
0€30I1aCHOCTh: COBEPILICHCTBYIOTCS CHCTEMbl AaBTOPH3AlLlMU, BBIIYCKAIOTCS HOBBIE NaT4u
(urdpoBbIe 3aNTIaTKH JIs IPOrpamMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX Mrpax CTOMT omacaTtbCsi HE CTOJBKO CBOMX CONEPHHMKOB, CKOJNBKO Kpaku
TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3ALMH OOJILIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA:

1. Ecm apyroit urpok Bemer ceOs MI0X0 UM cOo3/AaeT Te0e HeMPUSTHOCTH, 3a0J0KH Y
€ro B CIIMCKE UTPOKOB;



2. Iloxxamyiicst aIMUHUCTPATOPaM UTPHI HA IIOX0E MOBECHNUE TOTO UTPOKA, JKEIATEIFHO
OPUJIOKUTh KaKHe-TO JJOKa3aTeNIbCTBA B BUAE CKPUHOB;

3. He yka3piBaii nuuHyr0 HHQOpMALUIO B Ipodaiisie Urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(unaapHble TATIH U MOJIBL;

6. Mcrionp3yii CIIOXKHBIC U Pa3HbIE MApOJIH;

7. Jlaxxe BO BpeMsi MIpbl HE CTOMT OTKJIIOYaTh aHTUBHUpYC. lloka Thl urpaemb, TBOH
KOMITBIOTEP MOT'YT 3apa3uTh.

@OUIIMHT UM KPaska JHYHBIX TaHHBIX

OOBIYHO Kpakel IEHET ¥ IOKYMEHTOB CETOHS YK€ HUKOTO He YIUBUIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJIEHHUKNA TEePEeMECTUIINCh B HMHTEPHET, M MPOJOJDKAIOT
3aHUMAThCS "MIOOUMBIM" TEJIOM.

Tak mosBUach HOBas yrpo3a: UHTEPHET-MOIICHHWYECTBA WM (PUILMHT, TJIaBHAs LENb
KOTOPOTO COCTOMT B TMOJYYEHUH KOH(PHUACHIMAIBHBIX JAaHHBIX MOJb30BaTEICH - JIOTMHOB M
naposei. Ha anrimiickom s3bike phishing unraercsa kak ¢ummuHr (ot fishing - peiOHas noBis,
password - mapoJib).

OCHOBHBIE COBETHI 10 0OpHOE ¢ PUITHHTOM:

1. Cnenu 3a cBoum akkayHToM. Eciu Thl mogo3peBaelib, 4TO TBOS aHKeTa Obula B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aAMHUHHUCTPATOPAM pecypca 00 3TOM KaK MOKHO
CKOpEe;

2. Ucnonb3yii 6e30macHbie BeO-CalThl, B TOM YUCJIE, MHTEPHET-MarasuHoB M IMOMCKOBBIX
CUCTEM;

3. Ucnonb3yil cinoxHble U pa3Hble nmapoiu. TakuMm oOpa3oM, eciu TeOs B3JIOMAIOT, TO
37I0YMBIIUICHHUKH MOIYYaT JOCTYI TOIBKO K OHOMY TBOEMY MPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B3IOMAIH, TO HEOOXOUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJICHbI y TeOs B APY3bsX, O TOM, YTO TeOS B3JIOMaJIM U, BO3SMOXKHO, OT TBOEI'O KMEHU OyIeT
pacchuIaThCs CliaM M CCHUIKU Ha (DUITUHTOBBIE CANTHI;

5. YcranoBu HagexHslii aposib (PIN) Ha MOOUIIBHBIN TeseOH;

6. OTkiIrOUM coXpaHeHHe napoJsi B Opaysepe;

7. He oTkphbIBaii (haiiiibl U Apyrue BIOXKEHUS B MHUCbMax, Aa)Ke €CJIM OHU IMPUIIUIH OT TBOUX
npyseil. Jlydie yTouHH y HUX, OTIIPABIISIIM JIU OHU TeOe AT (ailiibl.

Hudposas penyranus

Hudposas permyTtanus - 3T0 HEraTUBHAs WM MO3UTHBHAs MH(OpMalusg B ceTH O Tede.
Komnpomerupyromas uHpopmaius, pa3MelleHHas B UHTEpHETEe, MOXKET CEphe3HBbIM 00pa3zoM
OTpa3HUThCS Ha TBOEW peanbHOHW xu3HU. "LludpoBas pemyranusa" - 3TO TBOH MMHJK, KOTOPBINA
(dopmupyercs U3 uHpopmauu o Te0e B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KUX - BCE ATO HAKAIIJIMBAETCS B CETH.

MHorue moApOCTKU JErKOMBICIIEHHO OTHOCATCA K MyOJHMKAIUu JUYHOW MH(pOpMaluu B
WNHurepHere, He MOHMMAask BO3MOXKHBIX MOCIEACTBUM. Thl 1aXke HE CMOXKEIllb JJOralaTbCs O TOM, 4TO
¢dororpadus, pazMeleHHas 5 JeT Ha3al, cTajla NIPUUYUHOM O0TKa3a MPUHSTH Te0s Ha paldoTy.

KommenTapuu, pa3menienue TBoux gororpadguii u Apyrue 1eicTBUsl MOI'yT HE UCUE3HYTh
Jla)ke MOCJIe TOro, Kak Thl UX yAaluilb. Thl HE 3HaElIb, KTO COXpaHWI 3Ty HH(OpMalIKIo, ronaia
1 OHa B TOMCKOBBIE CHUCTEMBl M COXpaHWJIACh JIM OHA, a TJIABHOE: YTO IMOAYMAalOT O Tede
OKpYXaloIlKe JIFOJH, KOTOPhIE HAWAYT M YBUIAT 3T0. HaliTh MHGPOPMAIMIO MHOTO JIET CIYCTS
CMOXET JF000H - Kak U3 100PbIX MOOYKACHHI, TAK U C HAMEPEHHEM MPUYUHUTH Bpea. ITO MOXKET
OBITH KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3aIIUTE HU(PPOBON eIy TaIiH:

1. Tomymaii, mpexae 4eM 4YTo-TO MyOIMKOBaTh M TepenaBaTh y ceOst B Oyiore uim B
COITMAJIBHOM CETH;

2. B Hactpoiikax npo¢uisi ycTaHOBH OTpaHUYEHUSI Ha IPOCMOTP TBOETO MPOQUIS U ero
COAEPKUMOTr0, CAeIall ero ToabKo "Iyt Apy3en”;



3. He pa3memail 1 He yka3piBail HHPOPMAIUIO, KOTOpPasi MOXKET KOro-IM00 OCKOPOJIATH
WA OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE M0Ib30BaTENN LIUPPOBOro npocrpancrBa. OgHaKko
JlaJieKo He BCE 3HAIOT, YTO MOJb30BaHME MHOI'MMH BO3MOKHOCTSAMH IIM(PPOBOro Mupa Tpedyer
COOJIIO/IEHNUS TPAB HA UHTEIIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEWIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K pa3jMYHBIM TBOPEHUSIM
YeI0BeYECKOro ymMa, HaulHas ¢ HOBBIX M300pETEHUH M 3HAKOB, 0003HAUAIOMIUX COOCTBEHHOCTD
Ha TpPONYKTHl W YCIYTH, W 3aKaH4YMBas KHUTaMH, (oTorpapusMu, KHHOQHIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh HAa IPOU3BEACHUS
HayKH, JINTEPAaTypbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B KAYECTBE TapaHTHH TOT0, YTO
MHTEJICKTyaJIbHBINA/TBOPUECKUN TPYA aBTOpa He OyAeT HalpacHBIM, JAacT €My CIpaBeJIMBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPYAa, MOJYyYUTh U3BECTHOCTh U MPU3HAHHUE.
Huxkro Ge3 pa3penieHust aBTopa He MOXKET BOCIIPOU3BOAUTH €0 MPOU3BEACHUE, PACIIPOCTPAHSITh,
yOJIMYHO JIEMOHCTPUPOBATh, IPOAABaTb, HWMIIOPTUPOBATH, IYyCKaTh B IIPOKAT, MyOJUYHO
UCIOJIHATB, 10Ka3bIBaTh/UCIIOIHATE B A(Upe UM pa3meniats B IHTepHeTe.

Hcnonb3oBaHue "MupaTckoro” nNporpaMMHOro o0ecrneyeHust MOXKeT NMPUBECTH K MHOI'MM
pHCKaM: OT IOTEpH JAaHHBIX K TBOMM aKKayHTaM /0 OJIOKUPOBKH TBOEro YCTpOMCTBa, rie
yCTaHOBJIEHA HellerajibHas nporpamma. He crout takxke 3a0bIBaTh, YTO CYLIECTBYIOT JIETaJIbHbIE
u OecIUIaTHbIE IPOrpaMMbl, KOTOPbIE MOXHO HAWTU B CETH.

O noprasne

CereBU4OK.p - TBOW TJaBHBI COBETYMK B CETH. 3A€Ch Thl MOXELIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM M JOCTYIHBIM SI3bIKOM, @ NPH BO3HUKHOBEHUH KPHUTHYECKOIl
CUTyalluu OOpaTHThCA 32 COBETOM. A TaK)Ke HMPUHATH ydacTHE B KOHKypcax M CTaTh CaMbIM
U (POBBIM rpakJaHUHOM !
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