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NHOPOPMALIMOHHASA ITAMSTKA
JJIS OBYYAIOHIUXCA JJIAA PASMEIHIEHUSA
HA OOUIHNAJIBHBIX THTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOJI€KH B MHTEPHETE CTAaHOBUTHCS OOJbINE, a NIKOJBHUKH OIHHU W3
caMbIX aKTHUBHBIX NOJb30BaTened PyHnera. Mexay TeM, IOMHMMO OrPOMHOIO KOJMYECTBA
BO3MOKHOCTEW, MHTEPHET HECeT U MpoOieMbl. JTa MaMmsTKa JOJDKHA IoModb Tebe 0e30macHo
HAXOAUTHCS B CETH.

KomnblorepHbie BUpychl

KomnbroTepHblil BUPYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOrpamM, OTJINYUTEIbHON
0COOEHHOCTBbIO KOTOpOH SIBJIAETCS CIHOCOOHOCTh K pa3MHOXKEHHIO. B nomnonHeHue k 3ToMmy,
BUPYChl MOTYT TIOBPEIWUTb WM IIOJHOCTbIO YHUYTOXHUTb Bce (aiiibl U JaHHBIE,
HOAKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHHM KOTOPOro ObljIa 3alylieHa 3apakeHHas [porpamma,
a TaKKe MOBPEIUTh WIM JaKe YHMUYTOXKHUTH ONEPALMOHHYIO CHUCTEMY CO BCeMM (aiiiamu B
11e710M. B GonbIImHCTBE cilydaeB pacpOoCTPaHsIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTobl 3aIIUThI OT BPEIOHOCHBIX MPOTrPaMM:

1. Ucnonb3ylh COBpPEMEHHBIC OIEPAIIMOHHBIE CHCTEMBI, UMECIOIINE CEPbE3HBIH YPOBEHb
3aIIMTHI OT BPEIOHOCHBIX MPOrPAMM;

2. TlocrosHHO ycTaHaBiIMBail mayTH (UM(POBBIE 3aIIATKH, KOTOpHIE ABTOMATHYECKH
YCTaHABJIMBAIOTCS C LENbI0 JOpPa0OTKM MPOrpaMMbl) H  Jpyrue OOHOBJIGHHS CBOEH
oneparMoHHoM cucreMbl. CkaunBai UX TOJBKO ¢ opHUIMaIbHOTO caiita pazpadorunka OC. Ecin
CYUIECTBYET PEXHUM aBTOMATHUYECKOT 0 OOHOBJICHHSI, BKJIFOUH €r0;

3. Pabortaii Ha cBOEM KOMIIBIOTEPC IMOA IMpaBaMHW IIOJb30BATCIIA, 4 HC aJIMHUHUCTpPATOpPA.
OTO HE MNO3BOJIUT 6OJ'IBI_HI/IHCTBy BPCAOHOCHBIX IIpOorpaMM HHCTAJUIMPOBATHECA Ha TBOCM
INEPCOHAJIBHOM KOMIIBIOTEPE,

4. Vcrionb3yld aHTHUBUPYCHBIE MPOTPaMMHBIE MPOIYKTHl M3BECTHBIX MPOU3BOJUTENEH, C
aBTOMAaTU4YECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub HpU3HYECKUHN TOCTYI K KOMIBIOTEPY IS TOCTOPOHHUX JIMII,

6. Vcnonp3yii BHENIHHE HOCUTENH HMHPOpPMAIUH, TaKue Kak ¢Iienka, JUCK Ui ¢aia u3
WHTEPHETA, TOJILKO U3 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIC (halijIbl, MOTYyYEHHBIC U3 HEHAICKHBIX HCTOYHUKOB. Jlaxe
Te (aiiiibl, KOTOPbIC IPUCIIAT TBOM 3HAKOMBIH. JIydIlle yTOUHH y HETO, OTHPABIISLI JIM OH TeOE UX.

Ceru WI-FI

Wi-Fi - 370 He BUI nIepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIbL OpeH, Mapka. Erie B
1991 romy Hunepnanackas kommanwus 3apeructpupoBana Opena "WECA", yto o6o3Havano
cnoBocoveranue "Wireless Fidelity", koTopslii mepeBoauTcst Kak "GecrpoBogHast TOYHOCTB .



Jlo Hamiero BpeMmeHM jouula aApyras aO0peBuarypa, KoTopas SBISETCS TaKOW ke
TexHosorueid. Ito abopesuarypa "Wi-Fi". Takoe HazBaHHe ObUTO JaHO C HAMEKOM Ha CTaHIAPT
BbIcIlell 3ByKoBoi TexHuku Hi-Fi, 4To B mepeBojie 03HayaeT "BbICOKasi TOUHOCTD .

Ja, GecrimaTHbIl MHTEPHET-IOCTYN B Kade, OTENSAX U a’polnopTax sBISETCS OTIMYHOM
BO3MOKHOCTBIO BbIXOZla B UHTEpHET. HO MHOrHE 3KCnepThl CYUTAIOT, YTO 00IenocTynHble Wi-
Fi cetu He sBnst0TCS O€30MaCHBIMH.

CoBeTbl 110 6€30MacHOCTH PabOTHI B 00IIeAOCTYHBIX ceTax Wi-fi:

1. He mnepenmaBaii cBorw nuuHylo wuHbopMamuio uepe3 obmiemnoctymasie Wi-Fi cerm.
Paboras B HUX, J)KeIaTEIbHO HE BBOAMTH MAPOJIH JIOCTYIIA, JIOTHHBI M KaKUe-TO HOMepa;

2. Ucnone3yit U OOHOBJISII aHTUBHPYCHBIE MpOrpamMMbl U Opanamayep. Tem caMbIM ThI
obe3omnacHIlb ceds OT 3aKauKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonp3zoBanun Wi-Fi otkmoun ¢yaknuo "OOmmi ngoctyn k daigam u
npuHTepam". JlaHHas (QYHKIHS 3aKpbITa MO YMOJYAHHUIO, OJHAKO HEKOTOPBIC IOJIb30BATEIN
aKTHBHPYIOT €€ JUIs y100CTBa UCIOIb30BaHUS B pabOTe UK yueoe;

4. He ucnone3yit nmyoamunsid WI-FI gns mepemauu nWYHBIX AaHHBIX, HampuMep IS
BBIX0/1a B COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOUTY;

5. Ucnone3yit Tosbko 3ammuineHHoe coenuHeHue dyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBoau UMeHHO "https://";

6. B MmoOunpHOM Tenedone otkmoun pynkuuto "Tlonkmouenue k Wi-Fi apromatruecku".
He nomyckaii aBToMaTH4ecKoro moaKII0UeH s YCTpoiicTBa k ceTsim Wi-Fi 6e3 TBoero cormacusi.

ConuajabHble CeTH

CounanbHble CETH aKTUBHO BXOZAAT B HAIly )KM3Hb, MHOTHE JIFOJIU pabOTalOT U )KUBYT TaM
noctosiHHO, a B Facebook yxe 3apeructpupoBaH MMJUIMAp[ YEJNOBEK, YTO SIBISETCS OJHOMU
celbMOM BceX JKuTeleH IIaHeTbl. MHOrme nosib30BaTeNM HE NMOHHMMAIOT, 4YTO HMHQOpMalus,
pa3MelleHHas UMH B COLIMAJIBHBIX CETSAX, MOXKET OBbITh HaiilieHa M MCIOJb30BaHA KEM YTOHO, B
TOM 4HCJIe He 0043aTebHO ¢ OJJariMU HaMEPEHUSIMH.

OCHOBHEBIE COBETHI 10 0€30I1aCHOCTH B COMAJIBHBIX CCTAX!

1. Orpanuub crucok mpysei. Y TeOsS B Jpy3bsX HE JODKHO OBITh CIIydalHBIX H
HE3HAKOMBIX JIFOJIei;

2. 3amumiaii CBOIO YaCTHYIO )kU3Hb. He yka3biBaii mapomu, TenedoHsbl, agpeca, 1aTy TBOETO
POXKICHUS U JIPYTYI0 JUYHYIO HHGOpPMAIHIO. 3IOYyMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxke
MH(OPMAITUIO O TOM, KaK Thl ¥ TBOM POAMUTEINH INIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammimiaii cBOKO penmyTaluio - JepXKHU ee B YUCTOTEe U 3a/aBail cebe BOMpOC: XOTes Obl
TBI, YTOOBI IpyTrHe MOJIb30BATEIH BHUJIENHU, UTO ThI 3arpyxaeimbs? [lomymaii, mpexae 4eM 4To-TO
OImyOJIMKOBAaTh, HAMIUCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOPHIIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIlb, HE UCIIONb3Yil CBOE pealbHOE UM
U IPYTYIO JIWIHYIO0 HH(OPMAIIUU: UMSI, MECTO JKUTEJIHCTBA, MECTO y4eObl U MpoUee;

5. Uzberaii pa3merienust Gportorpaduii B UHTEpHETE, TIE THI H300pakeH HA MECTHOCTH, T10



KOTOpOfI MOKHO OIIPCACIIUTb TBOC MCCTOITOJIOKCHUC,

6. IIpn perucrpanuu B COLMAIbHONW CETH HEOOXOAMMO HCIIOJIB30BATh CIOKHBIE MAPOIIH,
cocrosimye U3 OyKB U (P ¥ ¢ KOJIMUYESCTBOM 3HAKOB HE MeHee §;

7. 1 colMalbHOM CETH, MOYTHI M JAPYTHMX CAWTOB HEOOXOAMMO HMCIOJIb30BaTh pa3HbIC
napoxu. Torma ecimu TeOst B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJTy4aT AOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

DJIeKTPOHHbBIE T€HBI'H

ONEeKTPOHHBIE AEHBIU - 3TO OYEHb YAOOHBIH CHOCOO MIIATEXKEW, ONHAKO CYIIECTBYIOT
MOILIEHHHUKH, KOTOPBIE XOTST MOJIYYUTh ITH JEHBIHU.

3JICKTpOHHBI€ JACHbBI'U IOABUINCH COBCEM HCAABHO M HMMCHHO H3-3a 3TOIrO BO MHOI'UX
rocyaapCTtBax a0 CUX IMOPp HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (PyHKIIMOHMPYIOT M O HUX YK€ IIPOIKCAHO B 3aKOHE, IJI€ UX Pa3AeIsiioT
Ha HECKOJIbKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HnIa B TOM, 4TO aHOHUMHBIE - 9TO T€, B
KOTOpPBIX pa3pelaeTcss MpPOBOAUTh oOmepanuu 0e3 uIAeHTU(HUKALMM I0Jb30BaTeNs, a B
HEaHOHUMHBIX UJECH TU(DHUKALIMS 0JIb30BATENs SBJIsAETCS 0043aTEIbHOMN.

Takke cienyer pa3nuyarh JJIEKTPOHHBbIE (UaTHbIE AEHBIH (pPaBHBI TOCYAAPCTBEHHBIM
BaJIFOTaM) U DJIGKTPOHHBIE He(puaTHbIE NEeHbI'H (HE paBHBI TOCYIaPCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI 110 0e30macHOii paboTe C AITEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsxu K cueTy MOOUIBHBIA TenedoH. DTO caMblil yIOOHBIH W OBICTPHINA CIIOCOO
BOCCTaHOBUTH JOCTyn K cueTy. [IpuBs3aHHBI TenedoH TOMOXET, eciii 3a0ydemis CBOU
IJIATEXHBIN NAapOJIb UM 3aiIeIIb Ha CAUT ¢ HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yit omHopa3oBsie mapoinu. [locne mepexona Ha yCHIIEHHYIO aBTOPHU3ALUIO TeOe
y’ke He OyJIeT yrpoXkaTh ONaCHOCTh KPa)ky WM NepexBaTa IIaTeKHOr0 apois;

3. BoiOepu cnoxHbli naposs. [IpectynnHukam OyAeT He MPOCTO yraaaTh CIOKHBIM Mapoib.
Hanexxnble nmaponu - 3T0 maposiu, KOTOpbI€ COAEPKAT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B CE0s
CTPOUYHBbIE M MPONUCHBIE OYKBBI, HU(PPbI U HECKOJbKO CHMBOJOB, TaKME€ KaK 3HaK J0Jiapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOHM JIMYHBIC JAHHBIC HaA caﬁTax, KOTOPBIM HE NOBCPACUID.
3HeKTp0HHaﬂ mo4drTa

DJIEKTPOHHASA MOYTA - 3TO TEXHOJOTHS U MPEAOCTABISIEMbIE €0 YCIYTH MO MEPECBUIKE U
MOJIYYCHHUIO JJICKTPOHHBIX COOOIIEHMM, KOTOPBIE PACHPEACISIIOTCS B KOMIBIOTEPHOW CETH.
OO6bruHO AIEKTPOHHBIN MOYTOBBII SIIIUK BBITJISIAUT CHEAYIOIUM o0OpazoM:
UMs_TIONb30BaTeNsi(@uMs_aoMeHa. Takke KpoMme Tepedadyd MpPOCTOr0 TEKCTa, HMeeTcs
BO3MOKHOCTH IepeaBath (haiibl.

OCHOBHBIE COBETHI 110 Oe30macHoOi paboTe ¢ JIIEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh MpaBHUIIBHBIN MOYTOBBIA CepBHUC. B MHTEpHETE €CTh OrPOMHBINA BHIOOD
OecCIIaTHBIX TTOYTOBBIX CEPBUCOB, OJHAKO JIYYIIe TOBEPSATH TEM, KOr'0 3HACHIb U KTO IEPBEI B
pEUTHHTE;



2. He yka3piBail B JUYHOU mHouTe JM4YHYIO HMH(popmauuioo. Hanmpumep, mydiie BoIOpaTh
"My3bIKaibHbIN_(paHaT@" umm "pok2013" BmecTo "Temal3";

3. Ucnonp3yil NBYXATalHYH aBTOPH3ALMI0. DTO KOrJa MOMUMO NapoJisi HY’KHO BBOJIUTH
KO/[I, mpuchlIaeMblid o SMS;

4. BwiOepu ClOXHBIA Tapodb. J[Js KakIOro MOYTOBOrO SAIIMKA JODKEH OBITh CBOM
HaJIe)KHBIN, yCTOWYUBBIN K B3JIOMY MapoJib;

5. Ecan ecTh BO3MOXHOCTh HAalMCaTh CaMOMY CBOM JIMYHBIA BOIIPOC, MCIOJB3YH 3Ty
BO3MOXHOCTB;

6. Hcnonb3yil HECKOJIBKO TOYTOBBIX SIIMKOB. [lepBBIN I 4YacTHOM TEpPEenmucKd ¢
aZpecaTaM, KOTOPBIM Thl JOBEpsElIb. DTO AICKTPOHHBIM aapec HE HaJO0 HMCIOJb30BaTh MpPHU
perucrpauuu Ha popyMax u caiTax;

7. He oTkpsbiBaii ¢aiiibl 1 npyrue BIOXKEHHs B TUChMaxX, Jake €CIIM OHU MPHIIUIA OT TBOUX
npyseil. Jlyuiie yTouHH Yy HUX, OTHPaBJISUIM JIU OHU Tebe 3Tu (aiibl;

8. ITocie okoHYaHMsI pabOTHI HA MIOYTOBOM CEPBHUCE MEPE 3aKPHITHEM BKJIAJIKHA C CAUTOM
He 3a0y1b HaXkaTh Ha "BeridTu".

Kn6epOysiMHT WM BUPTYaJbHOE U31€BaTEJIbCTBO

KuGepOyumHr - mpecienoBaHue COOOLIEHUSIMH, COEPKaIUMHU OCKOPOJIEHHUS, arpecCulo,
3alyrMBaHKE; XYJUTaHCTBO; COIMAIbHOE OOMKOTHUPOBAHUE C MOMOIIBIO PA3IMYHBIX UHTEPHET -
CEPBHCOB.

OCHOBHBIE COBETHI 110 00pbOe ¢ KHOEepOYITMHTOM:

1. He Opocaiics B 0oii. JIydmuii cioco0: mocoBeTOBaTHCS Kak ce0si BECTH U, €CIIM HET TOTO,
K KOMYy MOXHO OOpaTUThCs, TO BHAyajle YCIOKOUTbCA. Eciu Thl HayHelb OTBEYATh
OCKOPOJICHHSIMU Ha OCKOPOJICHHS, TO TOJBKO eI11e O0JIbIIe pa3oioKelb KOH (IIUKT;

2. YnpaBiisiii cBoel kubeppenyranuei;

3. AHoHMMHOCTH B ceTu MHuUMas. CyIIecTBYIOT CHOCOOBI BBIICHUTb, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMIaHCKUN o0Opa3 BUpTyajdbHOW ku3HM. IHTEpHET ukcupyer Bce
TBOU JICICTBUS U COXpaHsSIeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTEIIbHO;

5. Cobnronait CBOIO BUPTYaAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyli enuHUYHBIA HeratuB. OJHOPa30BbIE OCKOPOMTEIBHBIC COOOIICHHS JIydIle
urHopupoBaTb. OOBIYHO arpeccusi mpeKpamaeTcs Ha HauajabHOH CTaInuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIECHUSMH, B COLIMAIILHBIX
CETAX €CTh BO3MOXXHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHHH C ONpeAeIeHHbIX aJIp €COB;

8. Ecmm T1b1 cBuzgerens KuOepOysumHra. TBoM JeWCTBUS: BBICTYNHTh HPOTHB
IpeciieioBaTels, MOoKa3aTb €My, 4TO €ro JACUCTBUSA OLICHUBAIOTCS HETaTHBHO, IOIAEPXKAaTh
KEpPTBY, KOTOPOH HYKHa TIICHXOJIOTHYECKash IMOMOIb, COOOIIUTH B3pOCIbIM O akTe
arpecCUBHOIO NTOBEJEHUS B CETH.



MoOuabHbIii TeJ1e(hoH

CoBpeMeHHble cMapTHOHBI U IIAHLIETHl COAEPKaT B ce0e BIOJIHE B3POCIIbIN (PYyHKIIMOHA,
U TEelepb OHU MOTYT KOHKYPHUPOBAThb CO CTallMOHApPHBIMU KoMIbtoTepamMu. OIIHAKoO, CpelCcTB
3alUTHI 111 TOJOOHBIX YCTPOMCTB IOKa O4eHb Majlo. TecTupoBaHUE U MOUCK YSA3BUMOCTEH B
HUX TPOUCXOAMT HE TaKk MHTEHCHBHO, kak i IIK, To ke camoe kacaercs W MOOHMIBHBIX
MIPHIIOKEHUI.

COBpeMeHHBIe MOOUJILHEIE 6pay3ep1;1 YKC MPAaKTHYCCKU OOIHajii HACTOJBbHBIC aHAJIOTH,
OOHAKO paClInpCHUC (bYHKIII/IOHaHa BJICYET 3a COOOM 6OJ'II)HIYIO CJIO)KHOCTb M MCHLIIYIO

3allMIIICHHOCTD.

JlaneKo HC BCC IMPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ'ICHI/I$I, 3aKPbIBAIOIUC KPUTHYCCKHUC
YA3BUMOCTHU IJIA CBOHUX YCTPOﬁCTB.

OCHOBHEIE COBETHI JIA 0€301acHOCTH MOOMIIBHOIO Teﬂe(i)OHaZ

Huuero ne sBusercs I[MO-HACTOAIIEMY OecIIaTHBIM. By,Z[I) OCTOPOKCH, BCIb KOraa TeOe
npeajararoT OecrIaTHBIN KOHTCHT, B HCM MOI'YT OBITh CKPBITbI KAKHEC-TO IIJIATHBIC YCIIYTU;

Hymaii, mpexae ueM oTnpaBute SMS, ¢poto unu Buaeo. Tel TOUHO 3HaEUIb, TI€ OHU OyIyT
B KOHEUHOM UTOTrE?

HeobxoaumMo 0OHOBIISTE ONEPaIlMOHHYIO0 CHCTEMY TBOET0 cMapT(hoHa;
Hcnonb3yit aHTUBUPYCHBIC TPOT'PAMMEI JIJII MOOUITBHBIX TeJIe()OHOB;

He 3arpy>1<al71 IMPUIOKEHUA OT HCU3BCCTHOI'O MCTOYHHMKA, BEAb OHH MOI'YT COICPKATH
BpE€OAOHOCHOC IMTPOrpaMMHOC O6€CHC‘ICHI/I6;

[Tocne Toro kak ThI BBIHJACHIL C caiiTa, TJie BBOAMJ JIMYHYIO HH(OpManwio, 3aiiin B
HacTpoWKH Opay3epa v yaaiu cookies;

Hepnonnqecm/l HpOBepHI\/’I, KaKHC IJIATHBIC YCIIYTI'H aKTUBHPOBAHBI HA TBOEM HOMCPC,

I[aBaﬁ CBOI HOMCD MOOMJILHOI'O TeJ'Ie(i)OHa TOJIbBKO JIFOJAM, KOTOPLIX Thbl 3HACIIb U KOMY
JOBCPACHIb,

Bluetooth momkeH ObITH BBIKIIIOUEH, KOTJa Thl UM HE IMOJb3yenibcs. He 3a0biBaii nHOT 1A
IPOBEPATH ITO.

Online urpsi

CoBpeMEeHHBIE OHJAMH-UIPBI - O3TO KPACOYHBIE, 3aXBATBHIBAIOUIME pa3BJICYCHUS,
00BEIMHAIONINE COTHU THICSY YEJIOBEK MO BCceMy MHpPY. Mrpoku UCCleayroT JaHHBIM UM MHD,
o0IIat0TCs IPYT C APYTOM, BBIMOIHSIOT 33/IaHUS, CPAXKAIOTCS C MOHCTPAMH U TMOTYYarOT OMBIT.
3a yJIOBOJBCTBUE OHM IUIATAT: MOKYIMAIOT JWMCK, OMJIAYMBAIOT a0OHEMEHT WM MPHOOpETaroT
KaKHe-TO OMLUH.

Bce »tm cpencrsa uayr Ha NOAAECpKAHUE W Pa3BUTUE WIPHl, a TaKXKe Ha caMy
0€30MacHOCTh: COBEPUICHCTBYIOTCS CHUCTEMBl aBTOPHU3ALMH, BBITYCKAIOTCS HOBBIE IAaT4YH
(urdpoBsbIe 3aMIaTKH JIJIs IPOrPamMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B HOI[O6HBIX urpax CTOUT OnacaTtbCd HC CTOJIbKO CBOUX COIICPHUKOB, CKOJIBKO KpaxXu
TBOCTO IapoOJIsl, HA KOTOPOM OCHOBAHA CUCTEMA aBTOpU3allUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnmm npyroit urpok Bener ceOs MIOX0 WIIM CO3AacT Tebe HEemPHUITHOCTH, 3a0JIOKHPYH
€ro B CIIMCKE UTPOKOB;

2. [Noxainyiics aAMUHUCTPATOPAM UIPHI HA MJI0XOE MOBEIEHUE ITOr0 UTPOKa, KEINaTeIbHO
MPUIIOKUTH KAKHE-TO JOKA3aTEJIbCTBA B BUAE CKPUHOB;

3. He yka3wiBaii mnunyro uHdopmanmio B mpodaiiie urpsr;
4. VBaxail Ipyrux y4aCTHUKOB I10 UTDE;

5. He ycTanaBnuBaii HeopuinaabHbIe MaTIYU U MOJIBL;

6. Ucnionp3yii c10KHBIE U Pa3HbIE IAPOJIU;

7. Jaxke BO BpeMsl UTpPhl HE CTOMT OTKJIIOYaTh aHTUBHpYC. Iloka Thl Wrpaemib, TBOI
KOMITBIOTEP MOTYT 3aPa3HTh.

@OUIIUHT WIN KpaKa JJUIHbIX JAaHHBIX

OObIYHOM KpaXkell JeHer M JOKYMEHTOB CErofHsl YK€ HHKOrO He€ YJIUBHIIb, HO C
pa3sBUTUEM MHTEPHET-TEXHOJIOTUM 3JOYMBIIUIEHHUKM [EPEMECTHJIMCh B HHTEPHET, W
MPOJIOHKAIOT 3aHUMATHCS "TIOOUMBIM" J1€JI0M.

Tak mosBHIIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHHYECTBA WM (UIIMHT, TJIaBHAs Ielb
KOTOpPOT'O COCTOMT B TONYYEHHH KOH(HICHIIMANBHBIX TaHHBIX IOJH30BATENIeH - JOTMHOB U
naposeil. Ha anrmuiickom si3pike phishing unrtaercs kak ¢ummar (ot fishing - peiOHas m0BISA,
password - mapoJib).

OcHOBHBIE COBETHI 110 0OpHOE C PUITMHTOM:

1. Cnenau 3a cBOMM aKkkayHTOM. Eciy Thl mofo3peBaelib, UTO TBOS aHKETa Obula B3JIOMaHa,
TO HEOOXO0IMMO 3a0JIOKMPOBATh €€ U COOOIINTh aJMUHUCTpAaTOpaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. HCHOJ’II)?»Yﬁ Oe3omacHble Be6-caﬁTH, B TOM YHCJIC, HUHTCPHCT-MAra3uHOB U IMOHCKOBBIX
CUCTEM,

3. Hcnone3yit crnokHble W pa3Hble mapond. TakuMm oOpa3oM, ecad Tedsl B3JIOMAIOT, TO
37I0YMBIIUICHHUKH MOJTy4aT AOCTYI TOJBKO K OTHOMY TBOEMY MPO(MUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3j10MaM, TO HEOOXOAUMO MPEIYyIPEaUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJICHbI y TeOS B APY3bSIX, O TOM, YTO TeOs B3JIOMAIH M, BO3MOXKHO, OT TBOEr0 UMEHH OyJIeT
pacchuIaThCs CIlaM M CChUIKH Ha (DUIIIMHTOBBIE CAWTHI;

5. YcranoBu HagexHbli maposb (PIN) Ha MoOuIbHBIH TenedoH;

6. OTKJII0YM COXpaHEeHHe maposst B Opaysepe;

7. He otkpeiBaii (haiiyibl 1 ApyTrHe BIOKEHHUS B TUChMaX, Ja)Ke €CJIM OHU MPHUIILIH OT TBOUX
npy3ei. Jlydie yTouH y HUX, OTIPABJISUIIM JIM OHU TeOe ATH (haJIbl.



Mudposas penyranus

[Mu¢poBas penmyranusi - 3TO HEraTUBHas WJIM MO3UTHBHAs MH(popManus B ceTd O Teode.
Komnpomerupyrommas uHpopMmaius, pasMelieHHas B HHTEPHETE, MOXKET Cephe3HBIM 00pa3oM
OTpa3HThCS HAa TBOCH peayibHOW xmu3HU. "lludpoBas pemyranusa” - 3TO TBOH UMUK, KOTOPBIi
dopmupyercst u3 HHGOpPMAIHH O TeOe B HHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MONIOKEHNE, OCOOCHHOCTH XapakTepa u
pacckas3bl 0 OJIM3KHX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue moAapOCTKH JIETKOMBICICHHO OTHOCSTCS K MyOJMKAalUUM JIMYHOW WHMOpMAIU B
HNuTepHeTe, He TOHMMAas BO3MOXKHBIX MOCHEACTBUNA. Thl Jake HE CMOXKEWb J0ragaTbCs O TOM,
yTo (hoTorpadus, pazMelieHHas 5 JIeT Ha3al, cTaja MPUYNHON OTKa3a MPUHSTH TeOs Ha padoTy.

KomMeHnTapun, pa3Mmenienue TBoux gororpaduit u npyrue 1eicTBUs MOTYT HE UCUE3HYTh
Jla’ke 1ocIie TOro, Kak Thl UX yJanuiib. Thl HE 3Haellb, KTO COXpaHWJI 3Ty HH(OpMaIHIo, Ionajia
JM OHA B IIOMCKOBBIE CHCTEMBl M COXpaHMWJAch JM OHA, a IJIABHOE: YTO IMOJYyMaloT O Tebe
OKpYXaroliue JIOAU, KOTOpble HaWAyT U yBUIAT 3T0. HaliTh MHpOpMaLni0 MHOrO JIeT CIyCTs
CMOXET JII000M - Kak U3 JOOpbIX MOOYXKACHUH, TaK U C HAMEPEHUEM NPUYUHUTH Bpeld. OTO
MOXXET OBITh KTO YT'OJIHO.

OCHOBHbIE COBETHI 110 3aIIKTe HUPPOBOI penyTanuu:

1. [Mogymaii, mpexae 4eM 4YTO-TO IMyOJHMKOBAaTh W TepenaBaTh y cebs B Orore wid B
COIIMAJIFHOH CEeTH;

2. B Hactpoiikax npo¢uisi ycTaHOBH OTpaHUYEHHs] HAa IPOCMOTP TBOETO MpOduUiIs U ero
COAEP)KMMOTr 0, clIeJIall €ro TOJIbKO "1t apyseit'”;

3. He pa3memiait u He yka3biBail WH(OPMAIIMIO, KOTOpass MOXKET KOTr0o-ITM00 OCKOpOJIATH
WA OOMIKATh.

ABTOpPCKOE NIPaBo

CoBpeMeHHbIE HIKOJIBHUKU - aKTUBHBIE M10JIb30BATENN LIUPPOBOro npocrpaHcrsa. OnpHako
JJaJIeKO HEe BCE 3HAIOT, YTO I0JIb30BAHME MHOI'MMH BO3MOXHOCTSAMHU LU(pPOBOro Mupa Tpedyer
COOJIIOZICHUS IPAaB Ha MHTEIJIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTeIEKTyanbHas COOCTBEHHOCTh" OTHOCHUTCS K pa3jJHYHBIM TBOPEHHSIM
YeI0BeYeCKOro yMa, HayuHasi ¢ HOBBIX M300peTeHHl U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHI W YCIYrHM, M 3aKaHuuMBass KHUTamu, ¢ororpadusaMu, KuHODUIBMAMH U
MY3bIKaJIbHBIMU [TPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha WHTEIUIEKTYyallbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JTUTEPaTyphl U UCKYCCTBAa. ABTOPCKHE IIpaBa BHICTYNAIOT B KAU€CTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBINA/TBOPYECKUN TPyA aBTOpa He OyIeT HampacHbIM, JAacCT €My CIpaBeJIMBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOErO TPy/a, MOJYYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro Ge3 pa3pelieHust aBTopa HE MOXKET BOCIPOU3BOJIUTH €T0 MPOU3BEIEHHE, PACIIPOCTPAHSTD,
nyOJIMYHO JE€MOHCTPUPOBATh, IPOJIABaTh, MMIIOPTUPOBATh, IMYyCKAaTh B TMPOKAT, ITYOIUYHO
UCTIOJHATH, TOKa3bIBaTh/UCIOIHATE B 3(pupe minm pasmemats B MHTEpHETE.

Hcnonp3oBaHue "MUpaTCKOro" MporpaMMHOr0 OOECHEYEHHsS MOXKET MPUBECTH K MHOIMM
pUCKaM: OT IMOTEPU JaHHBIX K TBOMM aKKayHTaM [0 OJIOKUPOBKHM TBOErO YCTpPOMICTBa, e



YCTaHOBJICHA HECJICraJibHad MporpaMmma. He crout Takxe 336LIBaTB, 4YTO CYHCCTBYIOT JICTAJIbHBIC
u OecrIaTHBIC IIporpaMmbl, KOTOPBIC MOKHO HAWTH B CETH.

O nopraJje

CereBHYOK.p - TBOW TIJaBHBIH COBETYMK B CETH. 3/1eCh Thl MOXENIb Y3HAaTh O
0€30I1acCHOCTH B CETH TMOHSITHBIM M JOCTYITHBIM S3BIKOM, a TIpM BO3HUKHOBEHUHU KPUTHYECCKOU
CUTyallul OOPAaTHTHCS 32 COBETOM. A TaKkKe NMPHUHATh y4yacTHE B KOHKYpPCaxX M CTaTh CaMbIM
U (GPOBBIM rpaskTaHUHOM !
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