MuadopmarimoHHas maMsaTKa IS y4aIyxcs

C kaxapIM ToJIOM MOJIO/IekH B IHTEpHETE CTAaHOBUTHCS OOJbIIE, a IIKOJIbHUKH
OJHA W3 CaMbIX aKTUBHBIX I0OJIb30BaTelie PyHera. Mexay TeM, HOMHUMO OTPOMHOIO
KOJIMUeCcTBa BO3MOKHOCTEH, MHTEpHET HeceT W mpoOJjieMbl. DTa MaMsITKa JOJKHA
MOMOYb Te0€e OE30MacCHO HAXOIUThCS B CETH.

KoMITbIOTEpHBIE BUPYCHI

KoMIIBIOTEpHBIN BUPYC — 3TO Pa3sHOBUIAHOCTH KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTEIILHON OCOOECHHOCTHIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXeHUI0. B
JIOIMOJTHEHUE K 3TOMY, BUPYChl MOTYT ITOBPEAUTH WJIM IMOJHOCTHIO YHUYTOXHUTH BCE
¢daiiapl W JaHHBIC, MOJKOHTPOJIbHBIE TOJIb30BATEI0, OT HMMEHHU KOTOPOro Oblia
3amylieHa 3apaXEHHAs NOporpaMma, a TaKke MNOBPEIUTh WA JaXe YHUYTOKHUTH
OTIEPAIIMOHHYIO CUCTEMY €O BcemH (aitiamu B 1enoM. B OonbIIMHCTBE ciiydaeB
pacnpoCTpaHsATCs BUPYCHI uepe3 MHTepHeT.

MeTtoapbl 3aIUTHI OT BPEAOHOCHBIX MTPOrPaAMM:

1.  Hcnonw3yii COBpEMEHHbBIE ONEPAMOHHBIE CUCTEMbI, UMEIOLIUE CEPhE3HBIN
YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX MPOTrPaMM;

2. llocrosHHO ycTaHaBnmuBaiW mouYTH (OUGPPOBBIC 3aMIIATKH, KOTOPHIC
ABTOMATHYECKU YCTAHABJIMBAIOTCS C IENIbI0 JOpaOOTKU TPOrpamMMbl) U ApYTrHe
OOHOBJICHUSI CBOEH OMNepaliMoHHON cucTeMbl. CKauuBai MX TOJIBKO ¢ O(UIIMAIIBHOTO
carita paspaborunka OC. Eciau cymecTByeT peXHM aBTOMAaTHYECKOI0 OOHOBIICHHS,
BKJIFOUH €TO0;

3. Paboraii Ha cBOoeM KOMIIBIOTEpPE IIOJ TMpaBaMH I0JIb30BaTENs, a HE
aAMUHUCTpATOpAa. ITO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MpPOrpamMm
WHCTAJUIMPOBATHCSI HA TBOEM NEPCOHATIBHOM KOMITBIOTEPE;

4.  Hcnonb3yil aHTUBUPYCHBIE MPOTPaMMHBIC MPOJYKTHI  U3BECTHBIX
MIPOU3BOAUTENECH, C aBTOMAaTUUYECKUM OOHOBIICHUEM 0a3;

5. Orpanuub pU3NYECKUM TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUI;

6. Hcnonb3yil BHEITHHE HOCHUTENIW WH(POpPMAIMH, TaKUEe Kak (Iielika, AUCK
nin ¢aiin u3 aTepHeTa, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He otkpsiBali KOMMbIOTEpHBIC (aiibl, TMOJYYEHHbIE W3 HEHAJEKHBIX
UCTOYHUKOB. [laxxe Te (ailbl, KOTOpbIe MpUCHA TBOM 3HAKOMBIN. Jlydle yrouHu y

HCFO, OTHpaBHHH JIU OH T€6e Hx.
Cetu WI-FI

Wi-Fi — 310 He Buj mepefaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OPEHI,
Mapka. Eme B 1991 romy Huzgepianjackas KOMIIAHUS 3aperucTpupoBalia OpeH.
«WECA», 4ro o0o3Hagasio cinoBocoueranue «WirelessFidelity», koTopslii
MEPEBOAUTCS KaK «OeCIpOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHH Joluia apyras abOpeBuarypa, KoTopas sSIBISIETCS TaKOW Ke
TexHosorueil. 3to abopeuarypa «Wi-Fi». Takoe Ha3BaHMe ObLJIO 1aHO C HAMEKOM Ha
CTaHAapT BbICIIMU 3BYKOBOWM TexHuku Hi-Fi, 4To B mepeBoje 0O3HAYaeT «BBICOKAs
TOYHOCTBHY.



Jla, OecriaTHBI MHTEPHET-IOCTYN B Kade, OTeNsIX M a’poropTax sBIsSETCA
OTJIMYHON BO3MOXKHOCTBIO BhixoAa B MHTepHeT. Ho MHOrMe 3KCIepThl CUUTAIOT, YTO
obmmenoctynubie WiFi cetn He ABISAIOTCS 0€30TACHBIMH.

CoBeThl 110 0€30IMacHOCTH paboTe B 00IIEAOCTYMHBIX ceTax Wi-fi:

1.  He nepenaBaii cBOIO JTMYHYIO HH(GOPMALIHIO Yepe3 oomenoctynHbie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeIbHO HE BBOJIUTH MAPOJIH OCTYIA, JJOTHHBI U KaKWE-TO
HOMEDA;

2.  Hcnonb3yil 1 OOHOBISIH aHTHUBUPYCHBIE NMPOrpaMMbl U Opanamaysp. Tem
CaMbIM Thl 00€30TIaCHIIIL Ce0s OT 3aKaYKU BHPYCa HA TBOE YCTPOUCTBO;

3.  Ilpu ucnonb3oBanuu Wi-Fi oTkmoun Gyskiuio «O0mui 1octyn K daiiam
u npuHTepam». JlaHHas QyHKIHS 3aKphiTa MO yMOJYaHHUIO, OJHAKO HEKOTOPHIS
MOJIb30BATEIN aKTUBUPYIOT €€ 711 y1I00CTBA UCIIOIB30BaHUs B paboTe Win yueoe;

4. He wucnons3yid nyOmuuneii WI-FI 11 nepemaum nuyHBIX J1aHHBIX,
HaIMpuMep, 7Sl BBIXOJIa B COIMATIBHBIC CETH WX B DJIEKTPOHHYIO TIOUTY;

5. Hcnonw3yit Tosbko 3amnuineHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. TIpy HaOope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOwipHOM Tenedone orkmoun (yHkiuto «lloakmouenne k' Wi-Fi
aBTOMaTh4ecKu». He mormyckail aBTOMaTH4eCKOTO MOJKIOUYEHUSI YCTPOUCTBA K CETIM
Wi-Fi 6e3 TBoero coriacusi.

ConuanbHBIE CETHU

CormanbHble CETU aKTUBHO BXOJST B HAIly »KW3Hb, MHOTHE JIOJM PabOTAIOT U
KUBYT TaM IOCTOSHHO, a B Facebookyke 3aperucrpupoBad MuJIMapi 4eIOBEK, UYTO
SIBJIIETCA OJHOM ceAbMOM BceX JKHUTelel IulaHeThl. MHOTHe MOJIb30BaTeId He
MMOHUMAIOT, YTO MH(pOpMaNus, pa3MelIeHHas UMH B COIMAIBHBIX CETSIX, MOXKET OBITh
HaliJleHa W MCIOJIb30BaHA KEM YTOJIHO, B TOM YMCJIE HE 00s3aTelbHO C OJIaruMu
HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0€30IMaCHOCTH B COITMAIBHBIX CETAX:

1. Orpannyb CIUCOK JIpy3ei. Y TeOs B JPY3bsIX HE JOJKHO OBITh CIydailHBIX
1 HE3HAKOMBIX JIFOICH;

2.  3amumiai cBOIO YacTHYIO ku3Hb. He yka3wiBail maponu, TeneoHsl, aapeca,
JaTy TBOETO POXKJCHUS U JAPYTYIO JIMYHYIO MHPOpMAIUIO. 37I0YMBIIIJICHHUKHA MOTYT
UCIIOJB30BaTh Jaxke WH(OpMaIuio O TOM, KaK Thl U TBOU POJUTEIU IUJIAHUPYETE
MIPOBECTU KAHUKYJIBL;

3. 3amuiiai CBOr permyTalno — JIEP>KU €€ B YUCTOTE U 3aJ1aBaii ce0e BOIpocC:
XOTeJN OBbI ThI, YTOOBI JPYTHE MOJB30BATEIN BUACIH, YTO THI 3arpykaemb? [logymaii,
MIPEXJIe YEM YTO-TO OIyOJIMKOBATh, HAIIUCATh U 3arPy3UTh;

4.  Ecnu Tbl TOBOPHUILb C JIIOAbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE
pealibHOE UMS U IPYTYIO TUUHYIO0 HH()OPMALIMK: UM, MECTO )KUTEIbCTBA, MECTO Y4€ObI
U [Ipoyee;

5.  H30eraii pasmemenus gororpaduit B UHTepHeTre, rje Thl U300pakeH Ha
MECTHOCTH, IO KOTOPOH MOKHO OIPEAETUTh TBOE MECTOTIOJIOKEHHUE;

6. Ilpum perucrpanyi B COIMAIBHON CETH HEOOXOIMMO HCIOJIB30BaTh
CJIO’KHBIE MTApOJIH, COCTOSIIINE U3 OYKB U LIM(P U C KOJMUECTBOM 3HAKOB HE MEHee §;



1. JI71s1 conMabHOM CEeTH, TIOYTHI M PYTUX CAUTOB HEOOXOUMO UCTIOJIH30BATh
paszHeie nmaposi. Toraa eciy TeOsl B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TMOJIy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.

DJIEKTPOHHBIC ICHBI'U

DONeKTpOHHBIE JEHBIM — ATO OYEHb YJIOOHBIM CHOCOO TUIATEXKEW, OJIHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOTYYUTh ITH JICHBIU.

DNEKTPOHHBIE JIEHBI'W MOSBUINCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOrO BO
MHOT'MX FOCYZapCTBax /10 CUX IOP HE MPOIKCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM (DyHKIMOHHMPYIOT U O HUX YK€ IPOIMKMCAHO B 3aKOHE, /1€ UX
pa3zIeNsAoT Ha HECKOJIBKO BUJOB — aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
aHOHMUMHBIE — O3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOJIUTH omepanuu 0e3
UAEHTU(UKAMY TI0Jb30BATENSA, @ B HEAHOHUMHBIX HIACHTU(UKALMU I0JIb30BATENS
ABIIIETCS 00s13aTENBHOM.

Taxxe crnemyer pasnuyaTh JJIEKTpOHHbIE (UATHBIE JCHBIM  (PaBHBI
roCyJJapCTBEHHBIM BaJll0TaM) U DJJIGKTPOHHBbIE He(pUATHBIE JIEHbI'M (HE pPaBHBI
rOCyAapCTBEHHBIM BaJIKOTaM).

OCHOBHBIE COBETHI 110 O€30M1aCHOM padOTE C JIEKTPOHHBIMU JACHbIAMU:

1.  IlpuBsbku kK cueTy MOOWIbHBIN TenedOH. ITO caMblii yAOOHBIN U OBICTPBIN
Croco0 BOCCTAaHOBUTH JOCTyHn K cueTy. llpuBs3aHHBId TenedoH NOMOXKET, €Cid
3a0yzellb CBOM MIATEKHBIN Mapoib UK 3aii/Ie1lb HAa CAUT C HE3HAKOMOT'0 YCTPOICTBA;

2. HWcnone3yit omHopaszoBeie maposm. [locie mepexoma Ha yCUICHHYIO
aBTopHu3alui0 Tede yxke He OyIeT yrpoxkaTh OINAaCHOCTh Kpaku WM IepexBaTa
IJIaTEKHOTO HapoJIs;

3.  Beibepu cnoxubiii mapoinb. [Ipectymuukam OyaeT HE MPOCTO yraaaTrh
CJIOXKHBIN naposib. HajexxHble mapoiu — 3TO MapoJid, KOTOpbIE CoiepkKaT He MeHee 8
3HAKOB U BKJIIOYAIOT B €€0sl CTPOUHBIC U MPONUCHBIE OYKBBI, IIU(PPHI U HECKOJIBKO
CHUMBOJIOB, TAKME KaK 3HaK JoJuIapa, (PyHTa, BOCKJIMIATENIbHBINA 3HaK U T.11. Harmpumep,

StRONg}!;;

4. He BBOM cCBOM JIMYHBIE TaHHBIE HA CAalTaX, KOTOPBHIM HE OBEPSICIIIb.
DNEKTpOHHAs IoYTa
BHGKTpOHHaH mo4yra — 39TO0 TCXHOJIOTHA M IPCAOCTABIEICMBIC CHO YCIIYI'HM IIO

NEPECHIIKE U TOJYYECHUIO JJIEKTPOHHBIX COOOIIEHUHM, KOTOpPbIE pACHpPENEsSIoTCs B
KOMIBIOTEPHOU ceTu. OOBIYHO JIEKTPOHHBIN MMOYTOBBIN SIIIUK BBITJISAUT CIEAYIOIUM
oOpazoM: WMs TOJb30BaTESI(@UMsI_JIOMEHA. Takke Kpome Tepeaadyd MPOCTOTO
TEKCTa, UMEETCSI BO3MOXKHOCTD IepeiaBaTh (hailibl.

OCHOBHBIE COBETHI 110 0€30IMaCHOM paboTe ¢ IAESKTPOHHOM MOYTOM:

1. Hamo BbIOparh mpaBUIbHBIA MMOYTOBBIM cepBuc. B HWHTepHere ecTh
OTPOMHBIN BBIOOP OECIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIIEe JOBEPSATH TEM,
KOT'O 3HACIlIb U KTO NEPBbIA B PEUTHUHTE;

2.  He yka3pIBail B IMYHOU MouTe JUUHYIO MH(opmaruio. Hanpumep, mydiie
BbIOpATh «My3bIKaJIbHBIN (aHaT@» nnu «pok2013» BMecTo «remal3»;

3. Hcnonp3yil ABYXdTamHYIO aBTOpPH3AIMIO. OJTO KOTJa TOMHMO TapoJis
HYKHO BBOJUTH KOJI, IPUCHUIAEMBbIN 110 SMS;



4, BriOepu croxxupii maposib. JIJIs KaK10ro MOYTOBOTO SITUKA JOJDKEH OBIThH
CBOM HAJICKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecmu ecTp BO3MOXKHOCTH Hamucarh CaMOMYy CBOW JIMYHBIM BOIPOC,
UCIOJIb3YH 3TY BO3MOXHOCTb;

6. Hcrnonb3yld HECKONBKO IIOYTOBBIX SIUIUKOB. llepBbId 11  4acTHOM
MEPEINNUCKH C aJpecaTamMu, KOTOPBIM Thl JOBEPSCIIb. ITO AIEKTPOHHBIN aJIpeC HE HAIO
UCITOJIb30BaTh MIPU PErUCTpaIlii Ha popyMax U calTax;

7. He otkpbiBaii (ailsibl U Ipyrue BIOKEHHS B MUChbMax JlaXe €CJIM OHU
MIPUIILIN OT TBOMX ApYy3ei. JIydiie yrouHu y HuX, OTIPaBJISIIN JIM OHH TeOe ATH (haIb;

8. ITocne oxoHuyaHust paOOTHI Ha IMOYTOBOM CEpPBHCE TEpea 3aKpbhITUEM
BKJIQJIKU C CAalTOM He 3a0y/ib HaKaTh Ha «BBIATHY.

KuOepOyaauHr Wi BUpTyajabHOE U3€BATEIHCTBO

KubepOynnmHr — npeciieioBaHrue COOOICHUSIMH, COACPKAIIMMHU OCKOPOICHUS,
arpeccuio, 3alyTMBaHHWE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHUE C TOMOIIBIO
Pa3INYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpPHOE ¢ KUOESPOYITHHTOM:

1. He Opocaiics B 60it. Jlydmmmii crnoco6: MOCOBETOBATHCS KaK ce0sl BECTH H,
€CJIM HET TOTO, K KOMY MOKHO OOpaTUTKCS, TO BHaYaJle YCIIOKOUTRLCSA. ECiy Tl HauHeITh
OTBEYaTh OCKOPOJICHUSMH Ha OCKOpOJICHHS, TO TOJIbKO elle OOJIbIle Pa30kiKellb

KOH(JIUKT;
2.  YmpaBinsii cBoel KuOeppenmyTaIei;
3. AHoHMMHOCTH B ceTm MHHUMas. CyIIECTBYIOT CIIOCOOBI BBIICHUTH, KTO

CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He croutr BecTH XyJWUraHCKUil oOpa3 BUPTyaJbHOW >xu3HW. MHTEpHET
buKcupyeT BCE€ TBOM JEUCTBUS U COXpaHSET HUX. YJIaluTh HX OyleT KpailHe
3aTPyAHUTEIIBHO;

5. CoOmromail cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urhopupyihi emuHuuHbld HeraTuB. (OJHOpPA30BbIE OCKOPOUTENIbHbBIC
COOOIIIeHUs JTy4llle UTHOPUPOBaTh. OOBIYHO arpeccusi MpEeKpallaeTcss Ha HadaabHOU
CTaJuu;

7.  ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMH, B
COI[MAJIbHBIX CETSAX €CTh BO3MOXHOCTh OJIOKMPOBKM OTIPABKU COOOIIEHUN C
ONPEACIICHHBIX aJIPECOB;

8.  Ecnu ThI cBUneTenb kubepOyuHra. TBOU NEUCTBUS: BBHICTYIUTh MPOTHUB
MpeciieoBaTeNA, IOKa3aThb €My, 4YTO €ro JCWCTBUS OLICHUBAIOTCA HETATUBHO,
MOJAJIEPXKATh KEPTBY, KOTOPOM HYyXKHA TICUXOJIOTHYECKas TOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOrO MOBEICHUS B CETH.

MoOunbHBIN TeaepoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COAEpPKAaT B ce0e BIOJHE B3POCHbBIN
dbyHKIIMOHAN, MW Temepb OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KoMmmbloTepamu. OJHAaKo, CPEJCTB 3alUTHI JJIs MOJOOHBIX YCTPOMCTB IMOKAa OYEHBb
MaJio. TecTupoBaHUE 1 TOMCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TAK UHTEHCUBHO, KaK
st TIK, To s)ke camoe kacaeTcsi 1 MOOMIIbHBIX MPUJIOKESHUM.



CoBpeMeHHbIE MOOHMIIbHBIE Opay3epbl YK€ MPAaKTHUYECKH JOTHAIM HACTOJbHBIC
aHaJIOTH, OJIHAKO paciivpeHue (GyHKIIMOHAA BIIeYET 32 cO00I OOIBIIYIO CIIOKHOCTD U
MEHBIITYIO 3aIUIIEHHOCTb.

Jlanexko He Bce NPOU3BOIUTENM BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH JJISI CBOUX YCTPOMCTB.

OCHOBHBIEC COBETHI I 0€30IIaCHOCTH MOOHMIIBHOTO Teae(hOoHa:

1.  Hwuuero He sBisieTCSs MO-HACTOSIIEMY OeCIUIaTHBIM. ByIb OCTOpOKEH, Belb
Korja Tebe mpeaiararoT OSCIUTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIaTHBIC YCITYTH;

2.  Jymaii, nmpexnae yeM otnpaBuTh SMS, ¢hoTto unu Buseo. Tol TOUHO 3HAEIID,
/I OHU OyTyT B KOHEYHOM HTOTE?

3.  HeoOxonumo 0OHOBISITH ONMIEPAIMOHHYIO CUCTEMY TBOEro cMapT(hOHa;

4.  Vcnosbp3yil aHTUBHUPYCHBIC MTPOTPAMMBI JJIT MOOMIIBHBIX TEIE(HOHOB;

5.  He 3arpyxait npuiokeHuss OT HEM3BECTHOTO MCTOYHHKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MTPOTpaMMHOE 00eCIIeUeHNE;

6.  Ilocme Toro kak ThI BRIWJICIIH C caiiTa, T/Ie BBOAWI JIMYHYIO HH(POPMAIIHIO,
32l B HACTPOMKHU Opay3epa U yaam cookies;

7.  Tlepuoanyecku npoBepsiid Kakue MIaTHbIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8.  JlaBail cBoil HOMep MOOMIBLHOTO TejaedOoHA TOJIBKO JIOISM, KOTOPHIX ThI

3HAENIb U KOMY JIOBEPSICIIIb;
9. BluetoothjomxkeHn OBITH BBIKIIOUEH, KOTJa Thl UM HE MOjb3yelibcs. He
3a0bIBail HHOT/1a TPOBEPSITH ITO.

Online-urpsr

CoBpeMeHHbIE OHJIAMH-UTPBI — 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE PA3BICUCHHUS,
00BbEeIMHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUPY. MITpOKU UCClieNyIOT JaHHBIA UM
MUp, OOIIAIOTCS APYT C IPYroM, BBITIONHSIOT 3aJlaHUs, CPAXKAIOTCI C MOHCTpaAMU U
NOJIYYalOT OMNbBIT. 3a YJIOBOJbCTBUE OHU IUIATAT: MOKYHAKT JHUCK, OIJIAYMBAIOT
a0OHEMEHT WJIM TPUOOPETaAIOT KaKHEe-TO ONIHUU.

Bce sty cpeacTBa uayT Ha MOAAEpKaHUE U PA3BUTHE WUIPhI, 4 TAKXKE HA camy
0€30IaCHOCTh: COBEPILIEHCTBYIOTCS CHUCTEMbl ABTOPHU3ALIMM, BBITYCKAIOTCS HOBBIE
natyu (LU pPoBbIE 3aIUIATKHU JJIsl TPOTPAMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Urpax CTOUT OMACATHhCS HE CTOJBKO CBOMX COINEPHUKOB, CKOJIBKO
Kpa)Ku TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMAa aBTOPU3ALIMK OOJILIIMHCTBA UTD.

OCHOBHBIE COBETHI 10 OE30ACHOCTH TBOETO UTPOBOIO aKKayHTa!

1.  Ecnm gpyroif urpok BeAeT ceOsi II0OX0 WM CO3JaeT Tebe HEeMpPUSTHOCTH,
3a0JI0KUPYH €ro B CIIUCKE UTPOKOB;

2.  Tloxamyiics agMUHHACTPATOPaM UTPHI HA MJI0XOE MOBEIECHNE dTOTO UTPOKA,
KEJTATENBHO MPUJI0KUTH KAaKUE-TO JI0KA3aTeJIbCTBA B BUAE CKPUHOB;

3.  He yxka3biBait nnunyro nHpopmMaiuio B npodaiiie urpsl;

4 YBaxai Ipyrux y4aCTHHKOB IO UTPE;

5. He ycranapnuBait HeopuMaIbHbIE TATYU U MOJIBI;

6 Hcrnonb3yl CloKHBIE U Pa3HbIE IAPOJIH;



7. Jlaxe BO BpeMs UTPbl HE CTOUT OTKIIIOYaTh aHTUBUPYC. [oka ThI urpaenis,
TBOW KOMITBIOTEP MOTYT 3apPa3UTh.

DUINUHT UIn KpaKa JINIHBIX JAdHHbIX

OObIYHOM KpaXkel JIeHEeT ¥ JOKYMEHTOB CEroHs y>K€ HUKOTO HE YAHBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUM 37TOYMBIIICHHUKU MEepeMecTUuCh B VIHTepHeT, U
MPOIOJIKAIOT 3aHUMATHCS TFOOUMBIMY JIEJIOM.

Tax nosiBuIack HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WIIA (DUILIMHT, TJIaBHAs
1€JIb KOTOPOI'0 COCTOUT B MOJIYY€HUU KOH(UIEHIIMATbHBIX TaHHBIX MTOJIb30BaTeNed —
JoruHoB W mapoied. Ha anrnmiickom si3bike phishinguuraercss kak ¢ummar (ot
fishing— priOHas oS, password— mapoJn).

OCHOBHBIE COBETHI 110 OOPHOE C QUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecnmu Thl ToJ103peBaciib, YTO TBOS aHKETa
Obl1a B3JI0MaHa, TO HEOOXOIMMO 3a0JOKHUPOBATh €€ U COOOIIUTH aJIMUHHUCTPATOpPaM
pecypca 00 3TOM Kak MOKHO CKOPEe;

2.  Ucnonb3yii 6e30macHble BeO-CAThI, B TOM YHCIE, UHTEPHET-MAara3uHoB U
ITIOMCKOBBIX CHCTEM;
3. Hcnonp3yii cioxHble W pas3Hble napoiu. Takum oOpaszoMm, ecinu TeOs

B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJIY4YaT JOCTYI TOJIBKO K OJTHOMY TBOEMY IPO(PUITIO
B CETH, a HE KO BCEM,;

4. Eciu T1ebOs B3jIOManu, TO HEOOXOAUMO MpPEAYNPEIUTh BCEX CBOMUX
3HAKOMBIX, KOTOpble N00aBlIeHbl y Te0s B APY3bsiX, O TOM, 4TO TeOs B3IOMalU U,
BO3MO>XHO, OT TBOEr0 MMEHU OYyJIET pacChUIaThCsA CIaM M CChUIKM Ha (DUILIMHIOBBIE
CaWTHI;

5. VYcranosu Hagexubii apoiib (PIN) Ha MoOMIBHBIN TenedoH;

6.  OTkioun coxpaHeHue naposis B opaysepe;

7. He otkpbiBaii (ailsibl U Ipyrue BIOKEHHS B MUCbMax JlaXe €CJIM OHU
MPUILLIIN OT TBOUX JIpy3eil. JIydille yTOUHH y HUX, OTIPABIISIIN JIM OHU TeOE AT (Pailsbl.

[Hudponas penyramus

[Mudposast penyranusi — 3TO HETaTUBHAS WJIM MO3UTUBHAS WH(OpPMAIUS B CETH
o T1ebe. Kommpomerupyroiias uHdopmaius, pa3MmerieHHas B MHTepHETe MOXeT
CEphE3HBIM 00pPa30M OTPA3UTHCS Ha TBOEH peanbHOU xku3HU. «[ludpoBas pemyrarus»
— 3TO TBOW UMMJIK, KOTOPBIN hopmupyetcst u3 uHdopmaiuu o Teoe B IHTepHETE.

TBOE MecTO XUTEIhCTBA, Y4eObl, TBOE (PUHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTHU
XapakTepa 1 pacckasbl 0 OJM3KUX — BCE ATO HAKATIJIMBACTCS B CETH.

MHorue mMOJIpPOCTKU JIETKOMBICJICHHO OTHOCSTCA K MyOJMKAIUU JIUYHOU
nHdpopmanuu B MHTEepHETE, HE TOHMMAs BO3MOXKHBIX TOCHIEACTBHMA. Thl gaxke HE
CMOJXKEIIb JoTafaThcsa O ToM, uTo doTorpadus, pa3MelieHHas 5 JeT Haszaj, craja
MPUYMHOM OTKa3a NPUHATH T€0s HA paldoTy.

Kommentapun, pasmenienue TBoux (ororpaduii u apyrue JeiCTBUS MOTYT HE
UCYE3HYTh JIAXKE IMOCIE TOTO, KaK Thl UX yAQJIHIIb. Tbl HE 3HACIIb, KTO COXPAHWII ATY
nH(popMaIuo, omnasia J1u OHa B TOMCKOBBIE CUCTEMbI M COXPAHUJIACh JIX OHA, a TJIABHOE:
YTO MOJYMAalOT O TeOe OKpyKaroliee JIFOAU, KOTOPhIe HAMAYT W yBUIAT 3T0. Haltm



nH(OPMAIIUIO MHOTO JIET CITYCTSI CMOKET JIFOOOM - Kak U3 T0OpbIX MOOYKICHHM, TaK U
C HAMEPEHUEM MPUUYUHUTH BPEA. DTO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI T10 3aIIUTE TU(PPOBON PEIyTAINHN:

1.  Tlomymaii, mpexae uem 4To-To IMyOJMKOBATh U MepeaaBaTh y ceds B OJore
WU B COIMAJIBHOM CETH;

2. B mnHactpoiikax mpodwsis yCTaHOBH OTPAHUYEHUS HA MPOCMOTP TBOETO
npoQuIIst U €r0 COJIEPKUMOT0, ClIeTIall €ro TOJBKO «JUIs APY3ei»;

3. He pa3memiaii u He yka3biBail uH(OpPMAIIMIO, KOTOpask MOXKET KOTro-JI100
OCKOpOJIATH UK OOMKATh.

ABTOPCKOE MPABO

CoBpeMeHHbIE  IIKOJIBHUKM —  aKTHUBHBIE [OJb30BAaTENU  LU(PPOBOIrO
npoctpancTBa. OpHAKO Jajieko HE BCE 3HAIOT, YTO TIOJIb30BAaHWE MHOTHMH
BO3MOKHOCTSIMU ITU(POBOTO MHUpa TpeOyeT COOMI0ICeHNsI TTPaB Ha WHTEUICKTYaIbHYIO
COOCTBEHHOCTb.

TepMuH «HWHTEIIEKTYalbHAasE COOCTBEHHOCTB» OTHOCHUTCS K  Pa3IMYHBIM
TBOPEHHUSAM 4YEJIOBEUYECKOTO YyMa, HayWHas C HOBBIX HU300pPETEHUN © 3HAKOB,
0003HaYarIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYT'HM, W 3aKaHUYMBAas KHUTAMH,
doTorpadusimMu, KHHOPUIBMAMU U MY3bIKAIbHBIMU TPOU3BEACHUSMU.

ABTOpCKHE MpaBa — O3TO MpaBa HA HUHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
MIPOM3BEICHUS HAYKH, JIATEPATyphl U HMCKYCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B
KaueCTBE rapaHTUU TOTO, YTO MHTEIJICKTYaIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAeT
HaIpacHbIM, 1aCT €My CIPaBeIJIMBbIe BO3MOKHOCTH 3apad0TaTh Ha Pe3yJIbTaTaX CBOETO
Tpy/ia, TOJYYHTh U3BECTHOCTD 1 MTpu3HaHue. HuKTO 0e3 paspernieHns aBTopa He MOKET
BOCITPOM3BOIUTh €r0 MPOU3BEICHNE, PACTIPOCTPAHATh, MYOJINYHO JEMOHCTPUPOBATH,
npoJilaBaTh, HMMIIOPTHPOBATh, IIyCKaThb B MpOKAT, IYOJIWMYHO  HCIIOJHSATH,
MOKa3bIBaTh/UCIIOTHATE B A(upe i pazmeriats B UHTEepHETE.

Hcnonp30BaHne «IMUPATCKOTO» MPOTPAMMHOTO 00ECTICYSHHUST MOYKET NMPUBECTH K
MHOTHM pHUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO
YCTPOICTBA, T/I€ yCTAHOBJICHHBIN HE JieTajbHasl nporpamMma. He cTouT Takxe 3a0bIBaTh,
YTO CYIIECTBYET JieTaJbHbIe U O€CIUIaTHBIE TPOTPAMMBI, KOTOPHIE MOKHO HAWTH B CETH.

O nmopraie

CereBUYOK.p() — TBOM TJIaBHBIA COBETYUK B CETH. 37€Ch Thl MOXKEIIb Y3HATH O
0€30IIaCHOCTH B CETH MOHSTHBIM U JOCTYIHBIM SI3bIKOM, @& MPU BO3HUKHOBEHUU
KPUTUYECKOW CHUTyallud OOpaTUThCS 3a COBETOM. A TaKkKe NPUHATH Yy4yacTHE B
KOHKYpCax M CTaTh CaMbIM LIU(PPOBBIM IPakIaHUHOM !
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