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1. Hacrosuree ITooxeHHe ycTaHaBIMBaeT TpeGoBaHMSA K 00SCIICUCHHIO 6e3otiac
JaHHBX TpH uX o0paGoTke B HMHPOPMANMOHHBIX CHCTEMaX MEPCOHATBHBIX JTAHHBIX,
TIPENCTaBIIOIUX CO00H COBOKYNMHOCTD MEPCOHANBHBIX NaHHPIX, cozepKanmxcs B 6azax JaHHBIX, a
takke WHGOPMAIMOHHBIX TEXHOJNOTHHA M TEXHMYECKMX CPEZCTB, IO3BOJIIIOIINX OCYIIECTBIIATH
06paBOTKy TAaKUX NEPCOHATBHBIX JIAHHBIX C HCIOJB30BAHHEM CPEICTB aBTOMATH3AIHH (manee -
MH(OPMAIOHHBIE CHCTEMBI).

[ToJ TEXHUYESCKUMHE CpPEICTBAMH, IO3BOJISIONIMMHU OCYIIECTBILATE 06paboTKy NepCOHATBHBIX JaHHBIX,

[IOHUMAIOTCS CPEJICTBA BBIYHCIMTENBHOM TEXHUKH, HH(GOPMAIMOHHO-BEYUCIIUTENBHEIE KOMIIIEKCEL X

CETH, CPEJICTBA M CHCTEMBI Nepesiadd, NMpreMa | 06paboTK TIEPCOHANBHBIX JAaHHBIX (CPEeACTBA U

CHCTEMBI 3BYKO3AITHCH, 3BYKOYCHIIEHHs, 3BYKOBOCIPOM3BEICHHS, NECPErOBOPHBIC H TENIEBU3HOHHEIE

YCTPOHCTBA, CPEACTBA M3TOTOBJIEHUS, THPAKMPOBAHUS IOKYMEHTOB W APYTHE TEXHHYECKHE CPEICTBA

06paGoTKi pedeBoi, rpadpuyecKod, BUICO- H 6ykBeHHO-1U(POBOM MH(OpPMAIKK), IPOTrPAMMHbIC

cpezcTBa (OIEpaMOHHBIE CHCTEMBI, CHCTEMBI yIIPaBICHH 6a3aMH JAHHBLIX ¥ T.IL.), CPEICTBA 3AIIUTHI

HH(pOPMAITUH, IPEMEHIEMbIE B HH(QOPMALMOHHBIX CHCTEMAX.

2. Be30macHOCTh MEPCOHANBHBIX JAHHBIX TOCTUTAeTCs IYTeM HCKIFOUEHHUS HECAHKIIMOHUPOBAHHOTO, B
TOM UMCIIe CIlyJaHOTO, JOCTYIA K IEPCOHATBHEIM NaHHEIM, PE3YIHTATOM KOTOPOTO MOXET CTaTh
YHHYTOXEHHE, W3MEHeHHe, OIOKMpOBAaHHE, KONHMPOBAHHE, PACIPOCTPAHCHHC IIEPCOHAIBHBIX
JAHHBIX, & TAKYKS HHBIX HECAHKIIHOHHPOBAHHBIX JCHCTBHH.

Be30macHOCTh MEPCOHATBHBIX OAaHHBIX IPH HX o6paboTke B HH(OOPMALMOHHBIX CHCTEMax

obecrieunBacTcs € IOMOINBIO CHCTEMBl  3allUTHl  NEPCOHANBHBIX  NAHHBIX, BKJTIOYAIOIIEH

OpraHM3alliOHHBIE MEPhl ¥ CPEACTBA 3AIIUTEI pHopManui (B TOM dHCIE IIH(QPOBAIBHEIC

(xpunTorpadbuIecKre) CpeCTBa, CPEACTBA NPENOTBPAICHIS HECAHKIIMOHMPOBAHHOTO JIOCTYyTIa, YTEYKH

pHGOPMAIMH [0 TEXHHYECKMM KaHAJaM, MPOrPaMMHO-TEXHHYCCKAX "BO3IEUCTBHI Ha TEXHHYECKUE

cpezctBa 00pabOTKH MEPCOHANBHBIX J@HHBIX), a TAKKe HCIONb3yeMble B HHQOPMALMOHHON CHCTEME

MH(pOPMAIIMOHHEIE TEXHONOTHH. TeXHWYIeCKHe M TMPOrpaMMHEIC CPENCTBA JOIDKHEL yIOBJIETBOPATH

YCTAaHAB/IMBAEMBIM B COOTBETCTBHH C 3aKOHOZATEIBCTBOM Poccuiickoii ®enepanuy TpeOOBaHUAM,

06eCIednBAIONINM 3aUTY HHYOPMAIUH.

Jns obecreueHns G€30TMACHOCTH IEPCOHATBHBIX J@HHBIX IIPH HX o6paborke B MH(YOPMAIHOHHBIX

CHCTeMax OCYIECTBIAETCS 3alluTa peueBodl HHPOpMANMH | uHdopmanun, obpabaTeiBaEMON

TeXHHUECKUMH CpeACTBAMH, a Takke HH(POpPMAIWH, IPEICTaBICHHOH B BUAC HH()OPMATUBHBIX

SIEKTPUUYECKUX ~ CHTHAIOB, ~(HM3MYECKHX  IIOJIEH, HocuTenelf Ha OyMaXHOH, MAarHHTHOH,

MATCHATHOOIITHYECKOI U HHOM OCHOBE.

3. Meromsl ¥ CrmOCoOBI 3ammThl MHGOpMANHH B MHQOPMAMOHHBIX CHCTEMaX yCTaHABIHBAIOTCA
denepanbHO CIyk00H MO TEXHUYECKOMY H IKCIOPTHOMY KOHTPOTIO H DenepanbHON CITyKOO0H
GesomacHocTH Poccuiickoit Demepanuu B Ipeaeax UX MOTHOMOYHH.

JI0CTATOYHOCT TIPHUHSATHIX MEp MO 00ECIeUeHHIO 6€30MacHOCTH TEPCOHANBHBIX JaHHBIX NPH HMX

06paboTKe B HHGOPMALMOHHBIX CHCTEMAX OLEHUBACTCS MPH MPOBEJCHUH rOCYIApCTBCHHOTO KOHTPOJIS

U Haz30pa.



4. PaboThl [O OOGCIHEUEHMIO OE30MACHOCTH IIEPCOHANBHBIX NAHHBIX IIpH MX o0paboTke B
MHOOPMAINMOHHEIX ~ CHCTEMAX SABJSIOTCS —HEOTHEMIEMOM — HacThiO paboT 1O  CO3MAHHUIO
HH(POPMAIOHHBIX CHCTEM.

5. Cpencrsa 3amuThl HHGOPMALHH, IPUMEHAEMBIC B HHGOPMAIMOHHBIX CUCTEMAX, B YCTAHOBICHHOM
TOPSIKE IPOXOIAT IIPOIEAYPY OLEHKH COOTBETCTBHUSL.

6. HudopmanvoHHEIE CHUCTEMBI KIaccuGUIUPYIOTCA roCyIapCTBEHHBIMH OpraHamu,
MYHHIUTIATBHBIMA OpTaHaMH, IOPHAMYCCKAME HIIH (GU3MUECKUME JTULAMH, OpPraHU3YIOIMHMH H
(WIH) OCYIIECTBISIOMIME 00paboTKy IEPCOHANBHBIX JAHHBIX, 8 TAKKS OMNpPEACILIIOMUMA ena U
comepxanue 06pabOTKH IIEPCOHATBHBIX NAaHHBIX (Hanee - OIlepaTop), B 3aBHCHMOCTH OT oObema
06pabarbiBaeMBIX HMH TEPCOHAIBHBIX IAHHBIX H yrpos3 6e30MaCHOCTH JKH3HEHHO BAKHBEIM
MHTepecaM JIMIHOCTH, 001IecTBa H roCy1apCTBa.

[TopsimoK TPOBEJEHHS KIaccupuKaruy HHOOPMAIMOHHBIX CHCTEM YyCTaHABIMBAETCS COBMECTHO

denepanbHON CTyK00i II0 TEXHMYECKOMY M IKCIOPTHOMY KOHTPOIIO, denepanbHOit  ciryx00MH

GesomacHocTH Poccmiickoit @enepanud B MUHHCTEPCTBOM HH(OPMAIIMOHHEIX TEXHOJIOTUHA U CBSI3H

Poccuiickoit @eneparui.

7. O6MeH NEepCOHATBHBIMU JaHHBIMH IIPH KX o6paboTke B HH(POPMAMOHHBIX CHCTEMaX
OCYIIECTBIAETCS IO KaHajaMm CBS3H, 3alMTa KOTOPBIX obecrnednBaeTcs IyTEM peald3aiy
COOTBETCTBYIOIMX OPTaHU3ALHOHHBIX Mep | (VMIH) IyTeM NPAUMEHEHHS TEXHHICCKUX CPE/CTE.

8. PasMemenue WH(MOPMAIMOHHEIX CHCTEM, CIIENHATBHOE 0GOpYJIOBaHHE U OXpaHa [MOMEIEHHUH, B
KOTOPBIX BeeTcss paboTa C TMEPCOHAIPHBIME JAHHBIMH, OPTaHM3AlUsi peXHuMa obecrieueHus
6e30MACHOCTH B STHX TOMEIICHHUSX TOIDKHBI 00€CIIeIMBaTh COXPAHHOCTh HOCHTENEH MEPCOHANBHBIX
JAHHBIX ¥ CPEJICTB 3aITUTHL HHPOPMAIIHH, & TAKXKe UCKIF0YaTh BOSMOXKHOCTE HEKOHTPOHPYeMOTO
IPOHMKHOBEHHS! WA IPEOBIBAHMSA B 9THX MOMEIIEHUSX IOCTOPOHHHUX JIHII.

9. Bo3MOXHBIE KaHauisl yTeukd HHpOpManmm Iipy 0OpaloTKe MEPCOHANBHBIX MaHHBIX B
HHQOPMAI[MOHHBIX CHCTEMaX ONPEEIIOTCSA denepanpHON CIyXKO00H II0 TEXHHYECKOMY H
SKCIOPTHOMY KoHTpomo H DenepanbHOH cnyx6oit Ge3omacHoct Poccuiickoit Dezepanuy B
npezenax ux MOITHOMOYHIA.

10. Be30macHOCTs [IEPCOHANBHBIX JAHHBIX IpH HX 00paboTke B UH(OPMAIMOHHOH CHCTEME
ofecreyrBaeT ONEPaTOp MM JIHIO, KOTOPOMY HA OCHOBaHHM JOroBOpa ONEpaTop MOpydacT
06paboTKy TMEPCOHATBHBIX AaHHBIX (Jajnee - YHONHOMOYCHHOS au10). CyIecTBEHHBIM YCIIOBHEM
JOTOBOpa ABISIETCS OOS3aHHOCTH YNONHOMOYEHHOIO JIHIA obecreuuTh KOHOHUACHIHATBHOCTD
IEPCOHANBHEIX JAHHBIX M 0€30IaCHOCT INEPCOHAIBHBIX JaHHBIX TPH  HX obpabotke B
HHGOPMAIOHHOH CHCTEME.

11. ITpu 06paboTKe MEPCOHATBHBIX TAHHBIX B HH(OPMAIIOHHOM CHCTEME OIKHO OBITH 00ECTIeUeHo:

a) IPOBEIEHHE MEPONPHSTHIL, HANPABICHHBIX Ha MPEJOTBPAIICHAE HECAHKIMOHAPOBAHHOTO JocTymna K

TlepCOHANGHBIM JAHHBIM M (MJM) Tepefadd HX JHIaM, He HMCIOMHMM Mpasa [O0CTyla K Taxkoi

uH(OpMAaIIKH;

6) cBOeBpeMeHHOE OGHapy)KeHHe (aKTOB HECAHKIIMOHMPOBAHHOTO AOCTYNA K NICPCOHATBHBIM JTAaHHBIM;

B) HENOMyIEHHe BO3JEHCTBHS HA TEXHHYECKHE CPeICTBA ABTOMATH3MPOBAHHOM 00pPabOTKH

TIepCOHANBHBIX JAHHEIX, B PE3YJIBTATE KOTOPOTO MOXKET OBITH HAPYIIEHO UX QYHKIIMOHUPOBAHHE;

r) BO3MOXHOCTh HE3aMEUTUTENHHOrO BOCCTAHOBJICHHS NEPCOHANBHBIX IAHHBIX, MOIAGUIEPOBAHHEIX

YUIA YHHYTOXEHHBIX BCIIECTBUE HECAHKIIMOHHPOBAHHOTO OCTYIIA K HAM;

1) TIOCTOSHHBIH KOHTPOJb 32 00€CTIEYCHIEM YPOBHSA 3AIUIICHHOCTH IICPCOHATBHBIX JAHHBIX.

12. MeponpusaTust 1o obecredeHiio 0e30nacHOCTH NEPCOHANBHBIX JAHHBIX IIPH HX obpaboTke B
MH(OPMAIHOHHEIX CHCTEMAX BKITFOYAIOT B CeO:



a) ompe/eNeHne yrpo3 6e30MacHOCTH IEPCOHANBHBIX TaHHBIX PH UX 00paboTKe, pOpMUPOBAHUE HA HX
OCHOBE MOJIEJIH yIPO3;

6) pa3paboTKy Ha OCHOBE MOZENIH YIPO3 CHCTEMBI 3alTUTHI MEPCOHATBHBIX JAHHBIX, 00eCIeIHBarOIIeH
HEHTpAIM3AIMIO TPEITNONATAEMBIX YTPO3 C HCTIONB30BAHHEM METOJOB W  CIOCOGOB  3allUTEHI
IIepCOHANBHBIX JAHHBIX, IPETYCMOTPEHHBIX JUIS COOTBETCTBYIOLIETO KiIacca HHpOPMAHOHHBIX

CHCTEM;

B) IpOBEPKYy TOTOBHOCTH CPENCTB 3alIMTHl HMH(OpMAUHM K HCIOJB30BAHMIO C COCTAaBICHHCM
3aK/TIOYEHNH 0 BO3MOYKHOCTH MX SKCIUTyaTalllHy;

) YCTAaHOBKY H BBOJ B OKCIUIyaTallMIO CPEACTB 3allMTHl MH(GOpMAmuM B COOTBETCTBAM C
SKCIUTyaTallMOHHON U TEXHHYECKOH TOKyMECHTAIHEH;

1) o6ydeHHMe JIUI, UCTIONB3YIOIIUX CPEICTBA 3AIUTHI MH(POPMALUH, IPHMEHAEMBIC B HH(GOPMAIHOHHBIX
CHCTEMaX, IpaBujIaM pabOThI ¢ HUMH,

€) yd4er NpHMEHSEMBIX CPEACTB 3alMTHl HHPOpPMAMH, OKCIUIyaTalMOHHOH H TEXHUUECKOU
JOKyMEHTAIUH K HIM, HOCUTEJIEH IIEPCOHAIBHBIX TaHHbIX;

’K) y9eT JIMILI, JOMYIIEHHBIX K paboTe C MePCOHANBHBIMU TAHHBIMA B HHGOPMAIIMOHHOM CHCTEME;

3) KOHTPOTh 3a COOMIOJICHWEM YCIOBMH HCIOTB30BAHHSA CPEJCTB  3AIUTHI nHpOpPMAIIH,
IIpelyCMOTPEHHBIX SKCIUIYaTAllHOHHOMH M TEXHHYECKO! IOKYMEHTallHeH;

¥) pasGUpaTeThCTBO M COCTABICHHE 3aKIOYeHHH 1O (akTaM HECOOMOACHHS YCIOBHH XpaHEHHS
HOCHTENe! MepCOHATBHBIX JAHHBIX, HCIOIB30BAHHSA CPEICTB 3aUTHl HHYOPMAIHH, KOTOPEIE MOTYT
TIPEBECTH K HAPYLICHUIO KOHGMICHIMATBHOCTH IEPCOHAIBHBIX JaHHBIX WM NPYTHM HapyIICHHIM,
IPUBOJSAIIAM K CHI)KSHUIO YPOBHS 3aIUIEHHOCTH MEPCOHANBHBIX NAaHHBIX, pa3pabOTKy U IPHHATHE
Mep 110 IIPSIOTBPAIIEHHUIO BO3MOXKHBIX OITACHEIX MOCIEICTBAN OMOOHBIX HAPYIICHHH;

K) OIIMCAHME CHCTEMbI 3aLIUThI IEPCOHANBHBIX JAHHBIX.

13.  Jlns pa3paBOTKM M OCYLIECTBICHHS MEPONPHATHA IO 0OECHICUCHHUIO 6e30macHOCTH
IePCOHANBHBIX JAHHBIX IpH HX 0OpaboTke B HHGOPMALMOHHOH CHCTEME ONEPaTOpPOM HIH
YIIOTHOMOYEHHBIM JIMIOM MOXKET Ha3HAYAThCsS CTPYKTYPHOE MOJPAs/IEICHHE WM JIOJDKHOCTHOS JIHIO
(pabOTHUK), OTBETCTBEHHEIE 3a obecnevenre 0e3011aCHOCTH IEPCOHANBHBIX NAaHHBIX.

14.  Jluma, KOCTYI KOTOPBIX K TEPCOHAIBHBIM JAHHEIM, 06pabaThiBaeMbM B MH(OPMAIHOHHOU
cHCTeMe, HEOOXOOMM JUISl BBINOJHEHHS CIY)XeOHBIX (TPYHOBBIX) OOS3aHHOCTEH, MOIYCKAIOTCI K
COOTBETCTBYIOIIMM IIEPCOHAIBHBIM JaHHBIM Ha OCHOBAHWM CITHCKA, YTBEPXKACHHOIO ONEPATOPOM HIIH
YIIOJTHOMOYEHHBIM JIMIIOM.

15.  3ampochl monmb3oBareineil HHGOPMAMOHHOW CHCTEMBI Ha IONYYCHHE NEPCOHANBHBIX NAaHHBIX,
BKJTIOYAst JIAL, YKa3aHHBIX B IyHKTe 14 Hacrosmero IlonokeHus, a Taxke (QaxTbl MPENOCTABICHHS
TIepPCOHANBHEIX JAHHBIX 110 STHM 3alpOCaM PErMCTPUPYIOTCS aBTOMAaTH3MPOBAHHBIMH CPEACTBAMH
HH(GOPMAIIMOHHON CHCTEMBI B OJIEKTPOHHOM XKypHane obpameruil. ConepKaHHE 3JIEKTPOHHOTO
KypHama obpameHuil IepPHOMMUECKH IIPOBEPSETCS COOTBETCTBYIOIMMH JO/DKHOCTHEIMH JIHLIEAMH
(paboTHHKaMH) OIIEPaTOPa MK YIIOJTHOMOYSHHOTO JIUIIA.

16.  Ilpu ob6Hapy)XeHWH HapyIIEHHH MOPS/KA MPEAOCTABICHUS MEPCOHANBHBIX NAHHBIX ONCPaTop
HTH YIOJHOMOYEHHOE JIMI0 He3aMEJUTHTENHHO MPHOCTAHABIMBAIOT NPEAOCTABICHHE MEPCOHATBHBIX
JIAHHBIX I0JIH30BATEIIIM HH(GOPMAIIHOHHOM CHCTEMBI JI0 BRIIBIICHUS IPUYMH HapYyIIEHHH U yCTPaHCHU
9THUX IPUYHH.

17.  Peammsanms TpeGoBanuii 1o obecredeHHIO 6e30MacHOCTH MH(OpPMAUK B CPEICTBAX 3alIATHL
HH(OPMAIIUK BO3JIAraeTCs Ha X pa3pabOTYHKOB.

B OTHOLICHUH Pa3paboTaHHBIX MH(PPOBATBHBIX (KPUNTOrpahuIecKuX) CPEACTB 3allUTEI nHpOpMAaIH,
NpeHA3HAYEHHBIX T obecredeHus: Ge30IIaCHOCTH TEPCOHATBHBIX JAHHBIX IPA HX 00paboTKe B
MH(POPMAIFOHHBIX CHCTEMAX, IPOBOATCS TEMATUIECKUE HCCIIC0BAHUS H KOHTPOJIBHBIC TEMAaTHICCKUS



HCCIIEIOBaHMs B IIENSAX MIPOBEPKH BBIONHEHUS TpeGoBanui 110 6e3omacHocTH uHGopManuu. [Tpu stom
ot TeMaTHYECKUMH UCCIIeIOBAaHUAMH TOHUMAIOTCS KpHUITOrpaduuecKue,
HHXEHEpHOKPUITOrpaQuUecKiHe U CIENUalbHBIE HCCIEJOBAHUS CPEACTB 3aIMUTHl MHQOpPMAluM H
crienuanbHble paboThl ¢ TEXHHYECKHMH CPEICTBAMU HH()OPMAIMOHHBIX CHCTEM, & IO/ KOHTPOJIbHBIMH
TEeMaTHYECKHMH HCCIIEOBAHUSAMH - IEPUOIUIECKH TPOBOIUMBIE TEMAaTHYECKUE HCCIIEOBAHMU.
KOHKpEeTHBIE CPOKH IPOBEAEHUS KOHTPONBHBIX TEMAaTHYECKHX MCCIICHOBAHUM ONPENEIIOTCS
@enepanpHOit ciyx60it 6e3omacHocTH Poccuiickoi Peneparum.

18.  Pe3ynbTaThl OLEHKHA COOTBETCTBHA M (MJIM) TEMaTHYECKUX HMCCIECNOBAHMN CPENCTB 3alUTHI
uH(OpMAIKK, TpeJHA3HAUYCHHBIX JUI1 obecmedeHus G€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX IPH HX
06paboTKke B HH(POPMAIMOHHBIX CHCTEMaX, OIEHHMBAIOTCA B XOJE€ OKCIEPTH3BL, OCYIISCTBISEMOH
®enepanbHOM CTykGOM IO TEXHHYSCKOMY M SKCIOPTHOMY KOHTpomo u QenepanbHoil cimysxOoi
6e3zonmacHocTr Poccuiickoit Deepaliny B Ipesienax X MOJTHOMOYHHA.

19. K cpemctBam 3ammTel HH(OpMANWH, NpeIHa3HAUYEHHBIM I obecmedeHHs O6€30IaCHOCTH
HEPCOHATBHEIX JaHHBIX NPH HX 00paboTke B MH(POPMAIMOHHBIX CHCTEMaX, [PHJIATAOTCS NpaBHiIa
II0IG30BAaHUS. STHMH CPEICTBAMHM, COTJacoBaHHEIE ¢ DenepanbHOM CoyxO00H IO TEXHHYECKOMY H
SKCIIOPTHOMY KOHTpoIo i DesepansHoit ciryx0oi 6esonacnoctr Poccutickoit ®esiepanun B penenax
HX TIOJTHOMOYHKH.

V3MeHeHNE YCIOBHM NPUMEHEHUs CPEACTB 3alUTBl HHQOpPMAIMH, MPELyCMOTPEHHBIX yKa3aHHBIMH
TpaBUJIaMH, COTJIACOBBIBACTCS C ITUMH (elepallbHBIMU OpraHaMy HCIIOTHUTENBHOU BIacTH B IPEETax
UX TIOJTHOMOYHH.

20. CpencrBa 3ammTel HHPOpMANUH, IIpeJHA3HAUCHHBlE Ui obecmedeHus 6e30MaCHOCTH
IIEPCOHANBHEIX JAHHBIX HPH HX 00paboTke B HHPOPMANMOHHBIX CHCTEMaX, IOMJIEKAT y4eTy ¢
HCIIONB30BAHMEM HMHIIEKCOB MM YCIOBHBIX HAMMEHOBAaHWM M PErHCTpallHOHHBIX HOMepoB. IlepeueHn
MHJIEKCOB, YCIOBHBIX HAHMEHOBAHWH W PETHCTPALIOHHBIX HOMEpPOB ompezensercs PexepanbHOM
cnyx60# IO TeXHHYECKOMY M OKCIOPTHOMY KoHTpomo u ®DenepanbHoi ciyxGod GezomacHOCTH
Poccuiickoit @eeparuiu B Ipeaenax ux MOJHOMOYHH.

21.  OcoGeHHOCTH pa3pabOTKH, MPOU3BOACTBA, pPEANM3aMH M SKCIUTyaTalHd MIH(pOBAIBHBIX
(kpunTOrpadUYecKuX) CPEACTB 3AIMUTEl MHMOPMAIHMH H IPEJOCTaBICHHS YCIyT 1O IMH(POBAHUIO
IepCOHANBHEIX JAaHHBIX MHpH HX 00paboTke B MH()OPMAIMOHHBIX CHCTEMaX yCTaHABIIHBAIOTCH
denepanbHoii ciryx6oit 6e3onacHocTH Poccutickoi denepanu.



