ITamarka
JUIA O0yJarmuxca 060 MHGOPMAITMOHHON 0€30IIaCHOCTH JAeTeu

HEJIb34

1. Bcem moapsa coobmaTh cBOIO YacTHyIO mHMopmaruio (HacTosmye uMs, ¢haMUIHIo,
TesieoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEH CEMbU U JIPY3EN);

2. OTKpBIBaTh BJIOKEHHBIE (HANIBl BJIEKTPOHHOU TIIOYTHI, KOT/lA He 3Haellb
OTIIpABUTEJIH;

3. I'pybuth, mpuaupaTbcs, OKa3bIBaTh /JdaBJe€HHNE — BeCTHU cebs HEBEXINBO U
arpeccuBHO;

4. He pacmnopsokaiicss JeHbraMu TBOeU ceMbU 0e3 paspellleHHus CTapIIuX - BCETZa
CIIpaIIuBail poinTeJIEN;

5. He Bcrpeuaiicsa ¢ VHTepHET-3HAKOMBIMU B PeajIbHOM KU3HH - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOKHO

1. He Bce mumyt npasay. Yuraemsb o cebe HenpaBay B VIHTepHeTe — co00IIM 06 3TOM
CBOUM POJUTEJIAM WU OIIEKyHaM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, 0OOMEHHUBATHCSA - IIPOBEPH, HET JIU TO/[BOXA;
3. HezakonHoe konupoBanue ¢aiysioB B IHTepHETE - BOPOBCTBO;
4. Bcerga pacckaspiBail B3pOCJIBIM O IMPO0GJIEMax B CETH - OHH BCEI/ia IIOMOTYT;

5. Vicniosb3yii HAaCTpOUKHM OE30MACHOCTH W IMPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX MOpTaIaX.

MOXHO

1. YBakall Ipyrux IoJib30BaTeseu;

2. [Tosp3yernbess IHTEpHET-UCTOYHUKOM - JleJIall CChIIKY Ha HETo;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. Ob6maThes 32 TOMOIIBIO B3POCJIBIM - POAUTEIH, ONEKYHbI U aIMUHUCTPAIUSA CalTOB
BCerza IOMOTYT;

5. Ilpoiiagu oOydueHue Ha cante «CeTeBUYOK» U TMOJYYH IIacHoOpPT IHMQPOBOTO
rpakaHuHa!l

IIpunoxxenue NO 2

HNuadopmanmnoHHaA MaMATKA /IS O0yYaIONINXCS /I pasMelleHUuA
Ha opunuaabHbIX UHTEpHET-pecypcax



C KakIbIM TOZOM MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIbHUKH OTHU U3
caMbIX aKTUBHBIX IT0JIb30BarTesieil Pynera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPDHET HEeceT W IpobsieMbl. JTa IMaMsATKa J0JDKHA IOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KommbroTepHbBIE BUPYCHI

KommbloTepHBIE BHUpPYyC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX IPOTPaMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYChI MOTYT IOBPEIUTH WJIM IOJHOCTHIO YHHUTOXKUTH BCE
daiiel 1 AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENIO, OT HMMEHU KOTOpPOro ObLia
3alyIleHa 3apak€HHasg IpOrpaMMa, a TaKKe IOBPEeAUTh WU Ja)Ke YHUUTOXKUTH
OIEpPalMOHHYI0 CHCTeMYy cO BceMH ¢aillaMu B 1ejioM. B OOJIBIIMHCTBE CJIy4daeB
PacIpoOCTPaHAIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX IPOTPAMM:

1. Vcnionp3yli coBpeMeHHbIe OllepalliOHHBbIE CUCTEMBI, UMEIOIINEe CePhE3HBIN YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaMM;

2. TlocrossHHO ycTaHaBaWBal mautu (I[Uu¢pOBbIE 3aIIaTKU, KOTOPbIE aBTOMATHYECKH
YCTAaHABJIUBAIOTCA C II€JIbI0 JIOPAaOTKM MPOTrpaMMbl) W Jpyrue OOHOBJIEHUS CBOEH
omepanmuoHHOU cucteMbl. CKaumBall UX TOJIBKO € OPUIIMAIBLHOTO calTa pa3zpaboTumka
OC. Eciu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe 1107 IIpaBaMU I10JIb30BaTesIsd, a He a/IMUHUCTPATOPa.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPAMM HMHCTAJIJIUPOBATHCA HA TBOEM
IIepCOHAJIBHOM KOMIIBIOTEPE;

4. Vlcriosib3yli aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOAYKTHI H3BECTHBIX POU3BOIUTENIEH, C
aBTOMAaTHUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3UYECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosip3yil BHENTHUE HOCUTEIU UH(MOpMAIMY, TaKue Kak (Jielika, JUCK Win (aili
U3 UHTEPHETA, TOJIbKO 13 NpOo¢depeHHBIX HCTOUHUKOB;

7. He OTKpBhIBall KOMIIbIOTEPHBIE (halJIbI, TOJIyYeHHbIE U3 HEHAJEKHBIX UCTOYHUKOB.
Jaxe Te daitibl, KOTOpble IPUCIAT TBOU 3HAKOMBIU. JIydllle yTOUHU y HETO, OTIIPABJIAII
JIU OH TeOe ux.

Ceru WI-FI

Wi-Fi - 3T0 He BUJI Iepe/launl JAaHHBIX, HE TEXHOJIOTUS, a BCETO JIUIIb OpEHJ|, MapKa.
Eme B 1991 roay HuzepsaHAcKas KOMIIaHUs 3aperucrpupoBaia 6pens « WECA», uto
oboszHauasio cimoBocouyeTanue «Wireless Fidelity», koTopwiii mepeBoguTCS Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hallero BpeMeHH JolUIa Jpyras abOpeBuaTypa, KOTOpas SBJISETCA TaKOH JKe
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JaHO ¢ HAMEKOM Ha
CTaHZIAapT BbICHINM 3ByKoBOM TexHuku Hi-Fi, 4To B mepeBojie 0O3HAuaeT «BBICOKAs
TOYHOCTB».



Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOTHMe BJKCHepThl CUHUTAIOT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAI0TCA 6€30IMaCHBIMH.

CoBerTbl 110 6€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYH HWHMoOpManuio depe3 obmenoctymable Wi-Fi ceTtu.
PaboTas B HUX, JKeJlaTeJIbHO He BBOJIUTH ITAPOJIU J0CTYIIA, JIOTHHBI U KaKWe-TO HOMePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnbszoBanmu Wi-Fi otrimoun ¢yukiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphiTa [0 YMOJIYAHUIO, OJHAKO HEKOTOpbIe
MIOJIb30BATEN AKTUBUPYIOT €€ JIJIA y100CTBA UCIIOIb30BaHUA B paboTe wiu yuebe;

4. He ucnionpsyit nyoamunsii WI-FI 14 mepeziaum JIMIHBIX TAHHBIX, HATTPUMED JJIS
BBIXO/Ia B COIJMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO I10YTY;

5. Unonwp3yil Toibko 3aimuiieHHoe coequHenue yepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aapeca BBOAU UMeHHO «https://»;

6. B wmob6wibHOM TestedoHe OTKIOUM GyHKOH «Ilogkimoyenne k  Wi-Fi
aBTOMaTHuYecKu». He moIyckail aBTOMaTHYeCKOro MOAK/IIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConuasibHbIe ceTu

ComuasibHbIE CEeTH aKTHBHO BXOJAT B HAIIy KU3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucrTpupoBaH MUJLIUAP/] YETIOBEK, UTO SIBJISIETCS
OJIHOHN ceIbMOM BCEX KHUTejed IIaHeThbl. MHOrHWe II0JIh30BaTeJH He MOHHMAIOT, YTO
nHopManus, pa3MelleHHass UMH B COIIMAJIBHBIX CETAX, MOXKET ObITh HalJieHa |
HCIIOJIb30BaHAa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 0€30IaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO KU3Hb. He ykaspiBail maposu, TeaedOHBI, agpeca, JaTy
TBOETO POXJEHUA € [APYIyI0 JIWYHYI0 HHQOpPMANUI0. 3JOYMBIIUIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HWHQPOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amuIiai CBOI0 peIyTaIuio - IEPKU ee B UUCTOTE U 33/laBaii cebe BOMIPOC: XOTeJl ObI
TBI, YTOOBI APyTHUe M0JIb30BaTeIN BUEJIN, UTO Thl 3arpyxkaems? [Togymaii, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HATIUCATD U 3aTPy3UTh;

4. Ecu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX HE 3HAEIlb, HE UCIOJIb3YH CBOE peaslbHOE
UM U JPYTYIO JUUHYI0 HHQOPMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObI U ITpoyuee;

5. M36eraii pasmemenus ¢gortorpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHUE;

6. [Tpu perucrpanuu B COIUATLHOU CETH HEOOXOAUMO UCIIOJIH30BATh CJI0KHbBIE ITAPOJIH,
cocrosiye U3 OykB ¥ uU@p U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, TOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCIIOJIb30BaTh PA3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBINIJIEHHUKH TOJIyYaT JAOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

OIeKTPOHHBIE JIEHBI'M — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:ked, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEMIABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu xe OHM (PYHKIMOHUDPYIOT U O HHUX YK€ IIPOIHMCAHO B 3aKOHeE, IJle UX
pa3AendT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U He aHOHUMHBIe. PazHuIla B TOM, 4TO
aHOHUMHBIE - BTO Te, B KOTOPBIX paspeliaercsi IPOBOAUTH olepanuu 6e3
WJIeHTU(PUKAIUY I10JIb30BaTesIsA, & B HEAHOHUMHBIX HJEHTH(UKAIUU I10JIb30BaTesIA
SIBJIsIETCS 0053aTeIHHOM.

Taxske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (puaTHBIE JeHbrd (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(HATHBIE IEHbI'Y (He PAaBHBI TOCYAAPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpruBsA3aHHbBIN TesieOH TOMOMKET, eCJIu 3a0yZellb CBOM
IUIATEXKHBIN TIapOJIb UJIU 3al/IeNIh HA CAUT C HE3HAKOMOTI'O YCTPOUCTBA;

2. Mcnosnp3yit ogHOpa3oBble maposu. [locie mepexosia Ha YCHUJIEHHYIO aBTOPHU3AIIHUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxHBIA maposb. [IpecTymHukam OyZeT He IMPOCTO YraJaTh CJIOXKHBIN
naposib. HaziesxHbple maposii — 3TO MapoJiv, KOTOpble COZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IMPOMUCHBIE OYKBBI, UMPHI U HECKOJIHKO CHUMBOJIOB,
TaKMe Kak 3HaK /10j1apa, GyHTa, BOCKJINIATETbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE JAaHHBIE HA CAWITaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHAsA MOYTa — 3TO TEXHOJIOTUA U MPEJIOCTABIsAEMbIE €10 YCJIYTU IO MepPechlIKe
U TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPbIE PACIPE/IE/IAIOTCS B KOMITBIOTEPHOU
cetu. OOBIYHO 3JIEKTPOHHBIM IIOYTOBBIN SIIUK BBIIJIAAUT CJIEAYIOMAM 00pa3oMm:
UMS_TI0JIb30BaTENA@UM_IoMeHa. Tak:ke KpoMe Iepefjayy IPOCTOro TeKCTa, UMeeTCs
BO3MOKHOCTbH TI€pe/IaBaTh (DamiIbl.

OCHOBHBIE COBETHI 10 O€30ITACHON PaboTe C HJIEKTPOHHON OYUTOM:

1. Hazo BIOpaTh MpaBUJIBHBINA IIOYTOBBIN cepBHUC. B MHTEpHETE eCTh OTPOMHBINA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAEllb W KTO
TIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIJMYHOU mouTe JINYHYIO HHPopMarumo. Hanmpumep, jrydiie BRIOpATh
«MY3BIKaJIbHBIN_(haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. HMcnosb3y# ABYXATAITHYI0 aBTOPU3AIUI0. ITO KOT/Ia IIOMHUMO IIapOJIs HY>KHO BBOJUTD
KO/JI, MpUChLIaeMbIH 110 SMS;



4. Bpibepu cJIOKHBIN maposib. I KaXkIOro IOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HAJI0 UCIOIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBail aiyibl U JIpyryue BJIOXKEHUS B MHUChMaX Ja’kKe eCJId OHU MPUIIUIU OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (paiisl;

8. Ilocite okoHUYaHWsA PabOTHI HA MOYTOBOM CEPBHUCE IEPE] 3aKPBITUEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy UIHHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TpecyiefloBaHWE COOOIIEHUSAMU, COAEPKAIMUMH OCKOpPOJIEHUS,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOWUKOTHPOBAHUE C IIOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Gpocaiicsa B 6oii. JIyuluii cioco0: IOCOBETOBAThCSA KaK ce0sS BECTH U, €CJIH HeT
TOT'0, K KOMY MO?KHO 00paTHThCSA, TO BHAYaJIe YCIIOKOUThCS. Eciiv Thl HAUHEIh OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €ellle O0JIbIIe PA30KIKeIlb KOH(MIINKT;

2. YrpasJisii cBoel KubeppelyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAasd. CYH_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr XyMTaHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiHe 3aTpy/THUTETHHO;

5. Cobutroait cBOY BUPTYaIbHYIO YECTh CMOJIOZY;

6. VrHopupyél equHUYHBIH HeratuB. OJHOpPa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus IpeKpalaeTcs Ha Ha4aJIbHOU CTa/INH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MITHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKH COODIIIEHHH C OITPe/IeJIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp KubepOysuimHra. TBOWM JeWCTBUA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ero JIeHCTBUS OLIEHUBAIOTC HEraTUBHO,
MIO/IEPIKATH JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHUYECKAS IOMOIIlb, COOOIIUTEH B3POCTBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

Mo06ubHBIH TeedoH

CoBpemenHble cMapT¢OHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIMOHAN, ¥ Temeph OHHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU
KoMmIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJIs OI00HBIX YCTPOMCTB IOKA OUeHb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOJUT He TaK MHTEHCUBHO, KaK /I
ITK, To >ke caMoe KacaeTcs U MOOWJIbHBIX IPUI0KEHUH.



COBpeMeHHI)Ie MOOHJIbHBIE 6pay3ep1>1 yVXKe IIpaKTU4eCKHu [JOTrHa/Ii HACTOJIbHbIE
AdHaAJIOTH, OJHAKO paCIIupeEHUue (I)YHKIII/IOHaJIa BJIEUET 3a cOOOU 6OJIBH.IYIO CJIOKHOCTDb N
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(l)OHaZ

1. Huuero He sBjsAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpOKEH, BeZb KOTria
Tebe mpezIaraloT 6ecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIATHBIE
YCIyTH;

2. Jlyma#i, mpexie uem otupaButh SMS, ¢poTo wiu Buzeo. Thl TOUHO 3HAEID, T/IE OHU
OyAyT B KOHEUHOM HTOTE?

3. Heo6x0/11M0 OOHOBJIATH ONlEPAIIIOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Vlcnob3yii aHTUBUPYCHBIE IPOTPaMMBI /IJIs1 MOOMJIBHBIX TeIe(pOHOB;

5. He 3arpy»xail npuioKeHUsl OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZIEPIKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOTO Kak ThI BBIMJEIIH C CaiiTa, I7ie BBOAWI JIMUHYI0 HH(OOpPMAIUIO, 3aU/IN B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuoguuecku NpoBepsAl Kakue IJIaTHbIE YCIIyTH aKTUBUPOBAHbI HA TBOEM HOMeDe;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomkeH OBITH BBIKJIIOUEH, KOTZa ThI UM He IOJIb3yellbcsa. He 3a0biBait
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIUE pPa3BJI€UYEHUS,
00beIUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBIMOJHSIOT 33J]JaHUsA, CPAKAIOTCA C MOHCTpAMU U
MOJIy4alOT OMBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAKOT JHCK, OIUIAYUBAIOT
aOOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce aTtu cpezcrtBa uAyT Ha NOAJep)KaHME M pa3BUTHE UTPHI, a TAKKe Ha caMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI ABTOPU3AIINH, BBIITyCKAIOTCSA HOBBIE MTATIN
(mudpoBeIe 3aIUIATKH JJ15 POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPpHUKOB, CKOJIBKO KpPaXXHu
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s MJI0X0 WM co3/aeT Tebe HENMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KEUIYIL/'ICH AAMHUHHUCTPpATOPAM HWIPDblI Ha IIJIOX0€ IIOBEAECHHE OTOIr'O HUIPOKa,
JKeJiaTeJIbHO ITPUJIOZKUTD KaKHe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi HeopuImabHble IAaTYN U MOJIbI;

6. Mcrosib3yli C103KHbBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTphl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO He YAUBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKH IIEPEMECTHJINCH B MHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsl «JTIOOUMBIM» JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA VTN (DUIIMHT, TJIaBHAs 1€JTh
KOTOPOTO COCTOUT B TIOJyYeHWH KOHOUAEHIMAJIbHBIX JAHHBIX II0JIb30BATEJIEH —
JIOTUHOB | naposieii. Ha anriuiickom sizbike phishing unrtaercs kak ¢gpummuar (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThlI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KUPOBATh €€ U COOOIUTh a/IMIHHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Hcrmonp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yii ciiokHBIE U pa3Hble maposu. Takum ob6pa3om, ecyiu TeOsA B3J0MAIOT, TO
3JIOYMBINIJIEHHUKY TOJIyYaT IOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B310MAasu, TO HEOOXOAUMO MIPEeAYIIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMJIM U, BO3MOXKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CChUJIKU Ha (GUIITMHTOBbBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHeHHe MmapoJisi B Opaysepe;

7. He oTkpbiBail aiiyibl U JIpyrue BJIOXKEHUS B MHUCbMaX Jla’ke ecjId OHU MHPHUIIIN OT
TBOUX Jipy3el. JIydlle yTOUHHM Y HUX, OTIIPABJISIIN JIU OHU Tebe 3Tu (aiiyibl.

Mudposasa penyranusa

[MudpoBas pemnyTaius - 5T0 HETATUBHAsA WIN MO3UTHUBHAA UHGpOPMAIUs B CETU O Tele.
Komnpomerupyomniasga uHadopmanus pasMellleHHas B HHTEpPHETe MOKET CePhe3HbIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popMupyeTcs n3 nHGOpManuu o Tebe B HHTEPHETE.

TBoe MecCTO JKUTENIbCTBa, Yy4ueObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAILIUBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
0 ToM, uTo oTorpadusi, pazMelleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHSATH
TebOs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBoOuX ¢oTorpaduili W JApyrue JIeHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUJI 3Ty
nHpoOpManuoo, Iolajga JU OHAa B IOWCKOBBIE CHCTEMBI M COXpPaHWIACh JIA OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpYy»Kalolee JIIOAU, KOTOPblE HAUAYT U YBUAAT 3TO.
Haittu mHGOpPMAIIUIO0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHUEeM MPUUYNHUTH BpPe. ITO MOKET OBITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITU(PPOBOU PEIYTAIIUH:

1. [Tomymaii, mpexze uem 4To-TO IIyOJIMKOBATh U TepefaBaTh y cedsa B Osiore wiud B
COILIAJILHOM CETH;

2. B HacTpolikax npoduig yCTAaHOBU OTPAHUYEHHA Ha IPOCMOTP TBOEro PO Ui 1 ero
COJIEPKUMOTO, CZleJIall €T0 TOJIBKO «JJISA Ipy3ei»;

3. He pasmemaii 1 He yKka3bsiBali HHGOPMAIHUIO, KOTOPAs MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKU- AaKTHUBHBIE II0JIB30BATEMU I[U(GPOBOTO IPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MM0JIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IHU(MPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPaB Ha UHTEJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMUH «HUHTEJUIEKTyaJIbHAs COOCTBEHHOCTb» OTHOCUTCS K PA3JIMIHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHUIl W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOJIYKTHl U YCJIYTH , U 3aKaHYMBasg KHUTaMH, (otorpadpusmu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYIO COOCTBEHHOCTh Ha MIPOU3BEEHUSA
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KaueCTBe rapaHTUH
TOTO, YTO UHTEJJIEKTYaIbHBIN/ TBOPUECKUH TPY/, aBTOPa He Oy/IeT HAlIPACHBIM, AACT €My
CIpaBeJJTUBbIE BO3MOXKHOCTUA 3apaboTaTh HA pe3yJsbTaTaX CBOETO TPYZAQ, HOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspeleHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
€ero TMpOU3BeJieHHe, PaCIpPOCTPAHATh, IIyOJUYHO J€MOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIUMYHO UCIIOJHATH, TOKA3bIBATh/UCIIOHATh B
adupe uim pa3MmeniaTts B IHTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOTO OOecIleueHusI MOXKeT IIPUBECTH K
MHOTHM pHICKaM: OT IIOTEPU JAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOUCTBA, TJle YCTAHOBJIEHHBIN He JierajibHas mporpaMmma. He cTout Taxske 3a0bIBaTh,
YTO CYII[ECTBYET JIeTaIbHbBIE B OecIIaTHbIE IIPOTPAMMBbI, KOTOPbIE MOKHO HAWUTH B CETH.



