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MWHUCTEPCTBO OGPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALIUU

OENAPTAMEHT rOCYQAPCTBEHHOW NONUTUKU B COEPE
OBLLEN0 OGPA30OBAHUA

NMUCbMO
oT 14 mas 2018 r. N 08-1184

O HAMNPABJIEHUX NHO®OPMALIUKA

[denaptameHT rocygapCTBeHHOW nonutukn B cdepe obuwero obpasoBaHua MwuHoOGpHaykm Poccum
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
NMHOPMALIMOHHOIO obLecTBa MeToAMYECKMe peKkoMeHOauuy O pasMeLleHMU Ha WHMOPMALMOHHbLIX CTeHaax,
oduumanbHblX MHTEPHET-canTax U Apyrux MHOPMAaLMOHHLIX pecypcax obLieobpasoBaTenbHbIX OpraHu3auni u
OpraHoB, OCYLLeCTBNALWMX ynpasneHne B cdepe obpasosaHus, MHpopmauun o 6es3onacHOM MOBEAEHUUN W
ncnonb3oBaHum cetn "ViHtepHeTt".

OuvpexTop [enapTtameHTa
A.E.TTETPOB

MpunoxeHue

METOAWYECKME PEKOMEHOALIUU
O PASMELLEHUU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNATbHbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEAEHNN U UCMNMONb30OBAHUU CETU "MHTEPHET"

Okcneptamn 1M uneHamu BpemeHHon komuccum CoseTta degepaumy nNo pasBUTMIO UH(OPMALIMOHHOIO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHOauUi napaameHTCKux crywaHmn "AkTyanbHble Bonpockl obecnedeHmns
6e30nacHOCTN U pa3BUTUS AeTell B MHpOPMALMOHHOM NpocTpaHcTBe", koTopble npownun B Coete ®enepauun 17
anpena 2017 r., Obinn paspaboTaHbl METOOMYECKME PEKOMEHAALMU O pasMeLleHMM Ha WHEOPMAaLMOHHBIX
CcTeHAax, oduuManbHbIX WHTEPHET-calTax W OpYyrux WHAOPMALMOHHBLIX pecypcax obweobpa3oBaTenbHbIX
opraHu3aumi 1 OpraHoB, OCYLLECTBASOWMX ynpaBneHve B cdepe obpas3oBaHusi, MHopMauum o Ge3onacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (danee - MeToanyeckue pekoMmeHaaumm).

MeTognyeckme pekoMeHdauuu HanpasfieHbl Ha KauyeCTBEHHOEe MOBbilleHWEe YPOBHA WHM(OPMAaLIMOHHOM
AesiTeNbHOCTU 06LLEeo6pa3oBaTeNbHbIX OpraHu3auuii U OpraHoB, OCYLLECTBISIIOWMX YhpaBneHue B cdepe
obpasoBaHMsi, B 4acTM MWH(OPMMPOBaHMSA Yy4YalUMXCs, WX poauTenei (3akoHHbIX npedcTaBuTenen) wu
neAarormyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHOpMaLMOHHON Ge30MNacHOCTU.

MeToanyeckne pekoMeHzaumm No3BonAT  obuwieobpasoBaTenbHbIM  OpraHu3auusaMm U1 OpraHam,
OCYLLECTBMSALWUM ynpaerneHne B cepe obpasoBaHusi, akTyanmanpoBaTb YK€ UCMONb3yeEMblEe U pasMeLLEHHble
WH(OPMaLMOHHbIE MaTtepuarnbl, Tak U MOATOTOBUTbL MX B Clydae UX OTCYTCTBUSI C YYETOM JyYLIMX MPaKTUK U
pekomeHaaunin.

B pamkax meToau4eckMx pekoMmeHaaLmmn paccMmaTpmuBaloTCs creayowme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBOW MHGPOPMALUK (LLKOSIbHbIE Fa3eThbl, MeJarornyeckme n3gaHus n gpyrue).

UHdopmaumnoHHble cTeHabl
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Ha wHdopMauMoHHbIX CTeHOax B obweobpa3oBaTenbHbiX OpraHM3auMsax, pacrnosyioKeHHbIX B done
YYPEXOEHUN M B KabOWHETax, OCHALLEHHbIX MepPCOoHamnbHbIMW YCTPOWCTBaAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTCa pasMecTuTb WHMOPMaLMOHHbIE MNaMATKW, COAEepXXallume OCHOBHble COBETbl MO obecneyeHuto
NMHpOpMaLMOHHON 6e30MaCHOCTH yYaLLMXCA.

B NPUIoOXeHnn N 1 kK meToaMYECKMM pekoMmeHaaunam npencrasiieH 06pa3eu, NaMATKN And pasMelleHnd Ha
VIHCpOpMaU,VIOHHbIX cTeHaax.

CpeacTtea maccoBoin nHdopmarmm

B cpeactBax MaccoBor MHGOPMauMW, OPUEHTMPOBAHHbLIX Ha OOyYaloOLWMXCS, PpEeKOMEHOYeTCs B TeyeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MH(OPMAaLMOHHbIE MaTepuarsbl, NMOCBALWEHHbIE OTAEMbHbLIM acrneKkTam
MHcbopMaLMOHHON 6e30MacHOCTH, a Takke pasnuyHbie NamMsATKM OOLLEro xapakTepa.

B cpegctBax MaccoBow MHOpPMauMKW, OPUEHTUPOBAHHBLIX HAa MeAarornyeckyld  OBLLEeCTBEHHOCTb,
pekomMeHayeTCs B TeYeHue KaneHgapHoro roga perynspHo nybnukoBaTb WHGOPMAUMOHHbIE MaTepuansl,
MOCBSILLEHHblIE OTAENbHbIM acnektaMm MHQOPMaUMOHHOW ©e30MacHOCTN Kak HEeCOBEPLUEHHOMETHUX, Tak U
obLleobpasoBaTenbHbIX OpraHuM3auui, a TakkKe pasnuyHble namsaTkM, o0630pbl  HOPMaTUBHO-MPaABOBOrO
perynMpoBaHus gaHHou cdepbl 1 MHAOPMaLMIo O akTyarnbHbIX MEPONPUATUAX U COBBITUSX B JaHHON cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecneynTb
BbIMYCK TEMaTMYeCKOro BbiMycka cpeacTBa MaccoBOW MHopMauum nmbo cepum nyGrvkauumn, Cpeam KOTOpbIX
paccMOTpPeTb OpraHM3oBaHHbIE MepPoNpUATUS ANd obydalrowmxcs, Ux pogutenen (3akoHHbIX npeacTaBuTenen) u
negarornyeckon obLecTBEHHOCTN.

OdwmumanbHble UHTepHeT-pecypchbl

O6LeobpasoBaTenbHbiM  OpraHu3auusaM pekoMeHgyeTcs Ha cBoux odwmumnanbHbix WHTepHeT-pecypcax
obecneuntb OYHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmaunoHHas
6e3onacHoCTL", B paMKax KOTOPOro NpeaycMoTpeTh pasMeLleHre cneayoLen nHdpopmamm:

N Pasgen/nogpasgen | ®opmaTt npegcraBneHus CopgepxaHvne maTepumarnos
maTepuanos
1. |INokanbHble Konuu fokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTuMBHbIE akTbl B | hopmate *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYIOLLUIA TpeOOBaHUSAM K
NMHGOPMALIMOHHOMN napameTpam CKaHWpPOBaHWMSI.
©e3onacHocTn PasmeLluaoTcs AOKYMEHTHI,
obyyvaromxcs pernaMeHTVpyoLmne opraHm3aumio n

paboTy ¢ nepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
WH(OpMaLMOHHOW Be3onacHoCTH
obyyatowmxes u gpyrue.

2. |HopwmatusHoe Konunn JOKyMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynvposaHve ¢opmaTte *PDF deepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BNacTu n gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernaMmeHTupylowmne obecneyeHve
MHOpMaLMOHHOW Be3onacHoCcTH
HecoBepLueHHoneTHMX. flonyckaeTcs
BMECTO KON pa3meLlaTb rmnepcebiiiki Ha
COOTBETCTBYIOLLNE JOKYMEHTbI Ha canTax
OpraHoB rocyfapcTBEHHOW BNacTu.
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3. |lemarornyecknm TekcT Ha cTpaHuue Pasmeluatotca metognyeckune
paboTHMKam caunTa peKoMeHJaLmMm 1 yKa3biBaeTcst
Konuu gokymeHTOB B MHOopMaLNS O MEPONPUATUSIX, NPOEKTaXx
¢opmaTte *PDF M NnporpaMmmax, HanpasfeHHbIX Ha

noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM NeJarorm4yecknx paboTHMKOB.

4. | Obyyarowumces TeKkcT Ha cTpaHuue PasmellaeTtcsa nHgopmalmMoHHasa namsTka
caunTa (npunoxenue N 2) n ykasbiBaeTcs
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaX
1 MporpaMmax, HarnpaBfieHHbIX Ha
noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM 0By4atoLLMXCS.

5. | Poautensm (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTtca nHdopmaumoHHas namsTka
npeacraBuTensam) caunTa (mpunoxenue N 3).
obyuvatomxcs

6. |[OeTckue 6e3onacHble | TeKCT Ha cTpaHuue PaameluaeTtcsa nHdopmauus o
canThbl caunTa peKkoMeHOyeMbIX K MCMONb30BaHWIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHaM, OCyLLEeCTBNSIIOLLMM ynpaBrneHue B cpepe obpa3oBaHns, pEKOMEHOYETCS HA CBOMX OhuLManbHbIX
WHTepHeT-pecypcax obecneuntb (YHKUMOHMPOBAHWE CaMOCTOSITENBHONO M Creuuanu3npoBaHHOro pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTpeTb pasMeLleHre criegyrowen nHpopmaunm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MH®OPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LUKONbI, @ Takke poTorpacmm cBoum, CBoen CeMbu 1 Apy3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuanpaTbCs, Oka3bliBaTb AaBreHNEe - BeCTU cebsh HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsikaics AeHbrammu TBoel ceMby 6e3 paspelleHnst cTaplunx - BCceraa cnpaluveam poantenen;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMU B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
aosepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B MIHTepHeTe - coobLy 06 3TOM CBOMM poauTeNsam
UMK oneKkyHam;

2. MpuvrnawatroT nepenncbiBaTbCs, UrpaTh, 0OOMEHMBATLCS - NPOBEPb, HET MW NOABOXA;

3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKa3bIBal7I B3pPOCJ1bIM O npo6nemax B Ce€TU - OHWN BCerga rnomoryT;

5. Ncnonb3yin HacTponkn 6e30nacHOCTU M NPUBATHOCTU, YTOObI HE NOTEPSITb CBOM aKKayHTbl B COLICETSIX U
Apyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NMOMOLLBIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMWHUCTPaLIMSA CanToB BCerga noMmoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBMnYOK" 1 Nonydy nacnopT LndpoBoro rpaxgaHuHal

Mpunoxexne N 2

NH®OPMALIMOHHAA NMAMATKA
AnA OBYHAKOLWWMXCA ANnA PASMELLEHUA
HA OOULNATIbHbIX UHTEPHET-PECYPCAX

C kaxablM roaoM MONOAEXW B MHTEpPHEeTe CTaHOBUTbCHA Oofblue, a LIKONbHUKU OOHM M3 CaMblX aKTUBHbIX
nonb3oBatenen PyHeta. Mexgy Tem, MOMMMO OFPOMHOIO KOMMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta namATKa AOMKHa NOMoYb Tebe 6e3onacHO HaXOANTLCS B CETU.

KomMnbroTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 9TO PasHOBMAHOCTb KOMMbLIOTEPHBIX NPOrpamm, OTANYUTENbHON OCOBEHHOCTbIO
KOTOPOW SABMSIETCS CNOCOBHOCTb K pasMHOXEeHWo. B gononHeHne K 3TOMy, BUPYCbl MOryT MOBPeauTb UMM
MOMHOCTBI YHUYTOXWUTb BCE (palnbl U AaHHble, MOAKOHTPOIIbHbIE MONb30OBaTeNto, OT MMEHW KOToporo 6bina
3anyLleHa 3apaxeHHas nporpamMmma, a Takke noBpeauTb UNU Jaxe YHUYTOXUTb OMepauuoHHYI0 CUCTEMY CO BCEMMU
avinamu B uenoM. B 6onblunHCTBE CryvyaeB pacnpoCTPaHSIOTCA BUPYChl Yepe3 UHTEPHET.

MeToab! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBPEMEHHblE ONeEpPaLMOHHbIE CUCTEMbl, MMEILNE CEPbE3HbIi YPOBEHb 3alUUTbl OT
BPEAOHOCHbIX NPOrpamm;

2. lMocTosIHHO yCTaHaBJ'WIBaﬂ nadTu (LJ,I/ICprBbIe 3aniaTtky, KOTopble aBTOMaTU4E€CKM YyCTaHaBIIMBAKTCA C
Lenbto ,D,Opa6OTKI/I I'IpOI'paMMbI) n gpyrue 0OHOBNEHUs cBOEN OI'IepaLI,VIOHHOVI cuctembl. CkaumBanm UX TONbKO C
OCbI/ILI,VIaﬂbHOFO canTa pa3pa60TqMKa OC. Ecrn CyLlecCTByeT peXunm aBToMmaTn4eckoro OOHOBNEHUS, BKIOYM €r0;

3. PaboTtan Ha cBoem KOoMMNblOTEPE MOA NpaBamMu NOMb30BaTens, a He agMUHMCTpaTopa. ATO He No3BONUT
6OJ'IbLIJI/IHCTBy BPeAOHOCHbIX nporpamMm MHCTanMpoBaTbCA Ha TBOEM NepCoHasfIbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MporpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBREeHneM 6as;

5. OrpaHunyb u3anyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NiL;

6. Vicnonb3yn BHelLLUHWEe HOoCUTENU MHOPMaLUK, Takne Kak dneLlka, AUCK unu amnn n3 MHTepHeTa, TONbKO
N3 NPOBEPEHHbBIX NCTOYHMKOB;
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7. He oTKpbiBal KOMMbIOTEPHbIE halnibl, MOMYyYEeHHblE U3 HEHaOeXHbIX WUCTOYHUKOB. [axe Te channsbl,
KOTOpble npucran TBOW 3HaKOMbIN. Jlyylle yTOYHU y Hero, oTnpasnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOMNOrMsl, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpupoBana 6peHa "WECA", 4to o6osHavano crioBocoveTaHue "Wireless
Fidelity", koTopbIn nepeBoauTCs Kak "GecnpoBoAHast TOMHOCTL".

[o Hawero BpemeHu powna gpyrad abbpesumaTypa, KoTopas SBMSIETCS TaKOW Xe TexHonorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINO JaHO C HAMEKOM Ha CTaHAapT BbiCLlen 3BykoBon TexHukn Hi-Fi, uto
B NepeBode 03Ha4vaeT "BblCOKasi TOMHOCTbL".

Ha, 6ecnnaTHbIi MHTEPHET-AOCTYN B Kade, OTendx u asponoprax SBNAETCS OTNNYHOW BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He sBniatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBan cBoO nu4YHy0 unHdopMauuio yepe3 obuwenocTtynHole Wi-Fi cetn. Pabotas B Hux,
XenaTenbHO He BBOAUTb Naponv JOCTYNa, JIOTUHBI U KaKMe-TO HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambim Tbl 06e3onacuwb cebs ot
3aKayku BMpyCca Ha TBOE YCTPONCTBO;

3. Mpwu ncnonbsoBaHmm Wi-Fi oTkntoum doyHkumto "O6Lwmin goctyn K dannam mn npuHtepam”. JaHHas dyHKuns
3aKpbiTa MO YMOSYaHWIO, OLHAKO HEKOTOpble MONb30BaTENM aKkTUBMPYIOT ee Ans ygobCTBa MCNONb3OBaHWUS B
paboTte nnn yyebe;

4. He ncnonb3yn nyonunynbii WI-FI ans nepegaym nyMYHbIX AaHHbIX, HANPUMMeEpP Ansl BbiXxoda B couManbHble
CETUW UINKN B 3MEKTPOHHYIO MOMTY;

5. Vicnonb3yi ToNbKO 3awmweHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mMobunbHom TenedoHe oTkmoum dyHkuuio "TlogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckanm
aBTOMaTU4eCKOro NoaknioveHus ycrponctaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTu

CoumarnbHble ceTu akTUBHO BXOOAT B Halwly XW3Hb, MHOrne noogun pa60Ta+0T N XMBYT TaM MOCTOAHHO, a B
Facebook yXKe 3apermctpupoBaH munnmapn 4YesrnoBek, YTO ABJIAeTCA OAHOW CceabMOK BCEX XUTeNew nnaHeTbl.
MHorne nonb3oBaTenu He MOHUMAIOT, YTO I/IHCbOpMaLI,VIﬂ, pa3melleHHaa MMM B coumnalibHbIX CeTAX, MOXEeT ObITb
HangeHa 1 Ncnosib3oBaHa Kem yrogHo, B TOM 4ucre He obsi3aTenbHO ¢ 6narnumm HaMepeHnamMun.

OcHoBHbIe coBeTbl N0 6e30NacHOCTU B coluanbHbIX CETSX:
1. OrpaHunyb cnncok apy3en. Y 1ebs B Apy3baX HE OOMKHO ObiTb CIy4alHbIX U HE3HAKOMbIX NIOOEN;

2. 3awumuian CBOK YacTHYI Xu3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, gaTy TBOEro poXAeHus u
OPYrylo NUYHYI0 nHdopMaumio. 3NOyMbILLFIEHHUKM MOTYT UCMOMb30BaTh AaXe MHAOPMaLUIo O TOM, Kak Tbl 1 TBOU
poauTenun nnaHMpyeTe NPOBECTU KaHWUKYMbI;

3. 3awuwian ceoto penyTauuio - epXu ee B YUCTOTe U 3adaBail ceGe BoOMpoc: XoTen Gbl Thl, YTOOLI Apyrue
nonib3oBaTeny BUOENM, YTO Thl 3arpyxaelub? MNogymaii, npexae Yem YTo-To onyGnMKoBaTh, HanucaTb U 3arpysuTh;

4. Ecnu Tbl FOBOPULLb C NOAbMU, KOTOPbIX HE 3Haellb, HE NCNOSb3Yy CBOE peanbHOe UMS U APYryo JIMYHYIO
WHbopMaLnn;: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npovee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306paeH Ha MeCTHOCTU, MO KOTOPON MOXHO

KOHcyanaHTn.HI-OC www.consultant.ru CtpaHunua 6 u3 15

HageXHas npaBoBas noaaepxkka


http://www.consultant.ru/
http://www.consultant.ru/

<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHuv nHdopmauun”
(BmecTe ¢ "MeToAMYECKUMYN PEKOMEHAALMAMMU O...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 24.05.2018

onpenennTb TBOE MECTONMOJIOXKEHNE;

6. MNpu permuctpauum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApOnn, COCTosALINE U3 OyKB
N umMdp M C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnun
Tebs B3NnomaroT, TO 3NTI0YMbILLUNEHHUKN nony4aT AO0CTYN TOJIbKO K OAHOMY MeCTy, a He BO BCE Cpasy.

aﬂeKTpOHHble AeHbrn

aﬂeKTpOHHble AOEHbIN - 3TO OYEHb y,EI,O6HbIl7I crnocob nnartexen, ogHako CyWweCTBYKOT MOLWUEHHUKN, KOTOpbIe
XOTAT NOJTY4UTb 3TN OEHbIU.

aﬂeKTpOHHble OeHbrm noAasunncb coBcemMm HegaBHO U UMEHHO U3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
nop He NPonnucaHo NpPo HMUX B 3aKOHaXxX.

B Poccumn xe oHun d)yHKU,I/IOHVIPYIOT N O HUX YXKe MponncaHo B 3aKOHe, rge unx pas3gendrT Ha HECKOJIbKO
BWOOB - @HOHMMHbIE W HE aHOHMMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpPbIX pa3pellaeTcA
npoBoAuUTb onepaunn be3 VI/J,eHTVI(*)I/IKaLI,VIVI nonb3oBaTtesid, a B HEaHOHUMHbIX I/I,D,eHTI/I(bVIKaLI,I/IFI nonb3oBartensa
saBnsieTca 00si3aTEeNbHOMN.

Tawke cnegyeT pasnuyatb OMNEKTPOHHble WaTHble AeHbrn (paBHbl FOCYAApCTBEHHbIM BanTam) U
3NEKTPOHHbIE HedmaTHbIE AeHbrM (HEe paBHblI TOCYAapCTBEHHbIM BanoTam).

OcHOBHble coBeTbI N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEHbramMmu:

1. NpuBsXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYM K
cyeTy. [NpuBaA3aHHbIV TenedoH NOMOXeT, ecnn 3abydellb CBOM NMaTEXHbI Maponb UNU 3angelwb Ha CauT C
He3HaKoMOro yCTPOWCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUNEHHYK aBTopu3auuio Tebe yxe He Gyaer
yrpoXxatb ONacHOCTb KpaXXu Unu nepexesaTta nriaTeXxHoro naponsd,

3. Bbibepu crnoxHein naponb. NpecTtynHukam OygeT He MpPOCTO yragaTh CMOXHbIA naponb. HagexHble
naponu - 3To Naponun, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaoT B ce0S CTPOYHbIE M NPOMMUCHbIE BYKBHI,
undpbl U HECKOMNBbKO CMMBOSIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHBIM 3HaK U T.n. Hanpuwmep,
$tRONg!;;

4. He BBOOM CBOW JIMYHbIE JaHHbIE HA calTax, KOTOPbIM He AoBepseLlb.
aneKTPOHHaﬂ noyTta

OneKTpoHHasa MmoyTa - 9TO TEXHOMOrMs U MNpedocTaBnseMble € YCryrM Mo Mepechinike U NONyYEeHUto
3NEKTPOHHbIX COOGLLEHWI, KOTOpbIE pacnpenensaTcs B KOMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHbIN MOYTOBLIN
AWK BbIMMSAMT CregyrowmMm obpasoM: MMS_Monb3oBaTend@ums_gomeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasaThb ansibl.

OcHoBHble coBeTbl N0 B6e3onacHoin paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hago BbibpaTb MNpaBuibHbIA MOYTOBBIN CepBUC. B MHTEpHETEe ecTb OrpoMHbIV BbiGOp GecnnaTHbIX
NMOYTOBBLIX CEPBMCOB, OOHAKO y4lle JOBEPATb TEM, KOro 3HaeLlb U KTO MePBbIA B PENTUHTE;

2. He ykasbiBah B JMYHOM MNOYTE NNYHYO  UWHopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIn_haHat@" nnn "pok2013" BmecTo "Tema13";

3. Vcnonbayit aByxaTtanHyo aBTopusaumio. ATo korga NoOMUMO Napons HYXHO BBOAWUTb Ko, MpUCbIiaeMbli
no SMS;

4. Bbibepu CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro AWUKa AOMKEH ObiTb CBON HAAEXKHbIA, YCTOMYUBBIA K
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B3MIOMY Naponsb;
5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOW JIMYHbIA BOMPOC, UCMOMb3YiN 3TY BO3MOXHOCTb;

6. Mcnonb3yi HECKONbKO MOYTOBbIX AWMKOB. MepBbIit AN YacTHOM Nepenucku ¢ agpecaTamu, KOTOPbIM Tbl
fAoBepsiellb. ATO 3MEKTPOHHLIN aapec He HaJo UCMoNb3oBaTh NPY PercTpauun Ha dhopymax u canTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCrnv OHW NpuULINKn oT TBOMX Apy3en. Jlyuwe
YTOYHM Y HUX, OTNPaBNANM Ny oHn Tebe atn dannsol;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEpPBUCE NMepen 3akpbiTUEM BKNaOKM ¢ canToM He 3abyab HaxaTtb
Ha "Bbintun".

Kn6epOynnuHr unu BupTyanbHoe usaeBatenbCcTBO

KnGepObynnuHr - npecnefoBaHne COOGLLEHWAMU, COAEPXKaLLMMKU OCKOpPGIEeHUsi, arpeccuto, 3amnyruBaHue;
XYNUraHCTBO; coLmaribHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynrMHrom:

1. He Gpocaiicsa B 60i. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, ECNN HET TOrO, K KOMY MOXHO
0obpaTnTbCs, TO BHaYane ycnokoutbcs. Ecnm Tbl HaYHeLLb OTBeYaTb OCKOPONEHNsIMU Ha OCKOPONEHUst, TO TONbKO
elle bonbLue pasoxokellb KOHAIUKT;

2. Ynpasnsan cesoen knbeppenytaumven;
3. AHOHMMHOCTb B ceTU MHUMas. CyLLecTBYIOT CNOCObbl BbISCHUTb, KTO CTOMT 32 @HOHUMHbBIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT BCce TBOW OENCTBUS U
CcOoXpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. Cobnitogai cBow BMPTYyarnbHYH YECTb CMOMOAY;

6. VrHopvpyn eauHuyHbii HeratmB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Nnydlle WrHOpUpOBaThb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMSIMUK, B coUMalnbHbIX CETSX €CTb
BO3MOXXHOCTb 6J'IOKI/IpOBKl/I OTnpaBKn coobLeHun ¢ onpeaesieHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeicTBUS: BLICTYNUTb NPOTMB NpecriefoBaterns, nokasartb emy,
YTO ero AenCTBUSI OLEHMBAIOTCS HEraTMBHO, MoadepXkaTb KepTBY, KOTOPOW HyXHa MCUXoNiornyeckasi NOMOLLb,
COOGLLUUTL B3POCHbIM O haKkTe arpeCCUBHOMO NOBEAEHMS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI 1 NaHWweThl cogepxart B cebe BNoMHe B3pOCnbin PYHKUUOHAM, U Tenepb OHU
MOrYT KOHKYpPUpOBaTb CO CTaLWOHApHbIMK koMMbloTepamn. OgHako, CPeAcTB 3alumThbl AN nogobHbIX YCTPOWCTB
noka odeHb Mano. TeCcTMpoBaHUE N NOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, Kak angd MK, 1o xe
camMoe KacaeTcst U MOBUITbHBIX MPUIOXEHUNA.

COBpeMeHHbIe MOOMNbHbIE 6pay3epb| yXe nMNpakTudeCckn pforHanm HacToJibHble aHanoru, oaHaKo
pacliunpeHne (byHKLI,MOHaJ'Ia BneYeT 3a cobon 6OJ'IbLIJyl0 CNOXHOCTb U MEHbLLYH 3alNLWLEHHOCTb.

[daneko He BCe NPOM3BOAWTENN BbIMYCKAOT OOHOBMEHUS, 3aKpbIBaKOLWME KPUTUYECKME YA3BMMOCTM ONd
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huyero He sBnsetcs no-Hactoslwemy GecnnatHbiM. Byab OCTOpoXeH, Bedb Korga Tebe npeanaratoT
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GecnnaTHbI KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKMe-To niaTHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTto nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW B6yayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATH ONEpauMoOHHY0 CUCTEMY TBOEro cMapTdOoHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmMbl Anst MOBUIbHbIX TeNegOHOB;

He 3arpy>|<al7| NpuNoXeHnda OT HEeW3BEeCTHOIo WUCTOYHWKa, Be€Ob OHW MOryT coaepXaTb BpeaoHOCHOe
nporpammHoe obecneyeHue;

lMocne Toro kak Thbl BelnAeLb C canTa, rae BBOAWUM NUYHYK MHGPOPMALMIO, 3ainan B HacTpomnkn Bpaysepa u
yaanu cookies;

lMNepuvoanyeckn NpoBepsAn, KakMe NnaTHbIe YCNyru akTUBMpOBaHbLI Ha TBOEM HOMEPE;

[asaw cBon HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpSieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOr4a Tl UM HE Nonb3yellbesa. He 3abbiBan MHOraa NpoBepsiTh 3TO.
Online urpsbl

CoBpeMEHHbIe OHMaNH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLMe pasBrievyeHus, obbeauHsitowmne COTHU
TbICAY YenoBek Mo BceMy Mupy. Urpoku mccrnegytoT OaHHbIA MM Mup, oblialTcs Apyr ¢ APYroM, BbIMOMHSOT
3a4aHus, cpaXkalTcs C MOHCTPaMM U NoMyYatoT onbIT. 3a yA0oBOMbLCTBME OHW NIATAT: NOKyNatT AUCK, OnnavyvMBatoT
aboHEeMEeHT Unu NpuobpeTatoT Kakmne-To onuun.

Bce aTu cpeactBa vayT Ha noAggepaHuMe M pasBMTME UMpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbl aBTOpM3aLMK, BbIMyCKalOTCS HOBble naTyu (LMdpoBble 3annaTku Afs Nporpamm),
3aKpbIBAKOTCS YsI3BUMOCTU CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm OonblIMHCTBA nrp.

OcHoBHble coBeTbI MO 6e30MacHOCTY TBOEIO UrPOBOrO akKayHTa:

1. Ecnu apyroin urpok BefdeT cebsa nnoxo unu cosgaeT Tebe HenpusiTHOCTW, 3abrokupyi ero B CrUcke
UrPOKOB;

2. I'Io>+<ar|y|7|c;| agMUHUCTpaTopaM Urpbl Ha nNiioxoe nosegeHne 3Toro Urpoka, XxXenaTtesibHO NPUIoXnTb Kakmne-
TO AOKas3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nnuHyo nHcopmauuio B npodainne urphbl;
4. YBaxain gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumanbHble natyn u Moapl;

6. Vicnonb3yi CrnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMPYC. [Moka Tbl uUrpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

PUWKHT unun KpaXxa NMUYHbIX AaHHbIX

OObIYHOM KpaXken OeHer M OOKYMEHTOB CErofdHsl YK€ HMKOroO He yAMBMLb, HO C PasBUTMEM WHTEPHET-
TEXHOMOIMIN 3MTI0YMbILUNIEHHNKM NEPEMECTUITUCH B MHTEPHET, N MPOLOIKAOT 3aHUMaTbCA "ModMMbIM" Aenom.
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Tak nosiBUnacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, rMaBHas Leflb KOTOPOro COCTOUT B
nosly4eHMn KoHpmaeHumanbHbiX AaHHbIX NOMb3oBaTenen - NorMHoB M naponen. Ha adHrnuinckom sasbike phishing
untaetcsa kak domwmHr (ot fishing - ppibHast noens, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cneagwn 3a cBoOMM AKKayHTOM. Ecnu Thl nogo3peBaellb, YTO TBOA aHKETa Oblna B3rioMaHa, To Heobxoaumo
SaGHOKMpOBaTb ee 1 coobwuTb agMuUHuUcCTpartopam pecypca 00 3TOM KaK MOXHO CKopee;

2. Vicnonb3yi 6e3onacHble Beb-calTbl, B TOM YUCHE, MHTEPHET-MarasnHoOB U NOUCKOBbIX CUCTEM;

3. V|CI'IOJ'Ib3yI7I CITIOXHbl€ U pas3Hble naposin. Takum 06pa30M, ecnun Tebs B3nomarT, TO 3J10YMbILLUTEHHUKN
nony4yar A0CTyn TOJIbKO K OAHOMY TBOEMY I'IpO(*)VIﬂI-O B CE€THU, a HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To Heob6xoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpPYy3bsX, O TOM, 4YTO Tebs B3nomanu M, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinatbCa Cnam M CCbIfIKM Ha
(PULLNHIOBbBIE CanThl;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBaln dannbl U Apyrue BROXEHUS B NMUCbMax, OaXe €Crv OHW NpuULWnM OT TBoux apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABISANN N1 OHN Tebe 3Tn dhannebl.

LUndposas penyrauus

LindppoBas penytaums - 3To HeraTMBHas UnNun NO3nTMBHas MHdopmaunsi B cetn o Tebe. KomnpomeTtumpytowas
nHdOpMaLMs, pasMeLLEHHAs B MHTEPHETE, MOXET cepbe3HbiM 06pa3oM OTpasvTbCs Ha TBOEW pearibHON XWU3HW.
"Undposas penytaumsa” - 310 TBON UMUK, KOTOPLIN hopmupyeTcs U3 nHdopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONoXeHne, 0COBGEHHOCTM XapakTepa M pacckasbl O
BNU3KUX - BCE 3TO HaKannMeaeTcs B CETU.

MHorue NoAPOCTKN JIErKOMbICITEHHO OTHOCATCA K ny6n1/||<au,vw| NNYHOM VIH(bOpMaU,I/IVI B MHTepHeTe, HE
NOHUMasi BO3MOXHbIX NOCNeaCTBMIA. Thl faXe HEe CMOXellb AoragaTtbCsa O TOM, YTO (*)OTOFpaCbI/IFI, pa3melleHHas 5
neT Ha3apj, ctana I'IpVI‘-IVIHOIZ OTKa3a NpPpUHATb Tebs Ha pa60Ty.

KommeHTapun, pasmelleHne TBomx dotorpadoun n apyrne AercTBUA MOTyT HE MCHE3HYTb Jaxke nocrne Toro,
KaK Tbl MX yAanuub. Tbl HEe 3Haellb, KTO COXpaHun 3Ty nHdopmalmio, nonana nv oHa B MOUCKOBbIE CUCTEMbI U
COXpaHWnacb N1 OHa, a rnaBHoe: YTo NogyMaloT o Tebe oKpyKatoLme niogn, KoTopble HaWaYyT U yBUAAT 3T0. HanTtu
MHdOpPMaLMI0O MHOFO fleT CNycTA CMOXeT ntobon - kak n3 gobpbix NOOYKAeHWN, Tak U C HAMEePEeHUEM NPUYMHAUTL
Bped. OTO MOXeT ObITb KTO YrogHO.

OcHOBHble COBETHI MO 3almTe LMPOBON penyTaumm:
1. NMogymain, npexge 4em 4TO-TO NY6nMKoBaTh U NepedaBaTh Y cebsi B 6riore nnv B coumnanbHON ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenan ero Tonbko "ansa apysen';

3. He pa3mellaii 1 He ykasbiBaw MHCpOpMaLuio, KOTOpasi MOXET KOro-nmbo ockopbnaTe unu obmxaTsb.
ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKN - aKTUBHblE Morib3oBaTeny uudposoro npoctpaHcTea. OgHako Aaneko He Bce
3HalOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTSIMM LudpoBoro Mupa TpebyeT cobniogeHus npaB Ha
WHTEeNnNeKTyanbHyto COGCTBEHHOCTb.
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TepMVIH "I/IHTeJ'IJ'IeKTyaﬂbHaFl cobCTBEHHOCTbL" OTHOCUTCH K pas3fin4HbIM TBOPEHUAM 4erioBe4YeCKoro yma,
Ha4ynHaa C HOBbIX VI306peT6HVIVI N 3HaKoB, 0603HaYalLWNX COBCTBEHHOCTb Ha NpoaOYyKTbl N YCIyru, N 3akaH4nBad
KHUramu, Q)OTOI'pad.WIFlMVI, KVIHO(*)VIJ'IbMaMVI N MYy3blKalibHbIMU NMpon3BeaeHNAMMN.

ABTOpCKUWE MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl COOCTBEHHOCTb Ha NPOU3BEAEHMS HAYKW, NMUTepaTypbl
N nckyccTtea. ABTOpCKME MpaBa BbICTYNalT B KaYECTBE rapaHTUM TOro, YTO UHTENNEKTYyanbHbIN/TBOPYECKUA TPYL
aBTopa He OyaeT HanpacHbIM, facT eMy cripaBeasvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
MonyYnMTb W3BECTHOCTb W nMpu3HaHuve. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMNPOM3BOAUTL €ro
npousBeaeHWe, pacnpocTpaHaTb, NYONNYHO OEMOHCTPMPOBATL, NpoAaBaTb, UMMNOPTMPOBATL, MyckaTb B MpoKar,
Ny6GrMYHO UCMOMHSATL, NOKa3bIBaTL/UCMONHATL B achupe unu pasMeLlaTs B MIHTepHeTe.

Mcnonb3oBaHre "nupartckoro" nporpammHoro obecnevyeHnss MOXeT NPUBECTU K MHOTMM puckam: OT noTtepwu
OaHHbIX K TBOMM akkayHTam 0o GrOoKMpOBKM TBOEro YCTPOWCTBA, r4e yCTaHOBMEHa HeneranbHas nporpamma. He
CTOMT Takke 3abblBaThb, YTO CYLLECTBYIOT feranbHble 1 6ecnnatHble NporpaMmbl, KOTOPbIE MOXHO HANTU B CETU.

O noprane

CeTteBu4yoK.pb - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeEWb Yy3HaTb O 6e3o0macHOCTU B CeTu
MOHATHBLIM M AOCTYMHLIM S3bIKOM, @ MPU BO3HUKHOBEHUWN KPUTUYECKOW CUTyaumm obpaTnTbCHa 3a COBETOM. A Takke
MPUHATL y4acTue B KOHKypcax v cTaTb caMbiM LMGPOBLIM rpaxkgaHNHOM!

Mpunoxexune N 3
NAMATKA AN POOUTENEN O6 MHOOPMALIMOHHOW BE3OMACHOCTU OETEN

OnpepgeneHne TepmMuHa "MHdopmaunoHHas 6esonacHocTb aetel" cogepxutca B PegepanbHom 3akoHe N
436-$93 "O 3awute geten OT MHGOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynmpylolmm
OTHOLUEHMS, CBA3aHHbIE C 3alMTON AeTen OT UHOopMaLMK, NPUYMHSIOLLEN Bpe UX 340POBbI0 U (Mnn) pa3BuTuio.
CornacHo gaHHOMY 3akoHy "WMHopMaumoHHas 6e30macHOCTb AeTer” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHAOpPMaLuen Bpeda Ux 340poBbio 1 (Mnn) usndeckomy,
NMCUXNYECKOMY, AYXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-9©3 nHdopmaumen, npuumHaoLLE Bped 340POBb0 U (M) pasBUTUIO
aeten, sBnsaeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. vHcopmMauus, pacnpocTpaHeHWe KOTOPOW OrpaHWYeHO cpeau AeTen onpefenieHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHdopmaumm, 3anpeLyeHHon onsa pacnpocTpaHeHus cpean geTen, OTHOCUTCS:

4. vHdopMaums, nobyxaawwas OeTeln K COBepLUeHV0 OeNCTBUIA, NpeaCTaBsoWmnX Yrpo3y UX XKU3HU U
(Mnn) 300poBbI0, B T.4. NPUYMHEHUIO Bpeda CBOeMY 3[40pPOBblo, CaMOyGUIACTBY;

5. cnocobHOCTb BbI3BaTh y AeTew XenaHue ynotpebutb HapkoTUYecKMe CpeacTBa, MCUXOTPOMHbIE U (Mnn)
ooypMaHuBawLLMe BellecTBa, TabayHble W3Oenus, ankorofnbHYyH M CIMPTOCOAEpXKallyld MpOoOyKUMio, MUBO U
HanuTKX, M3roTaBMnvMBaeMble Ha €ro OCHOBE; MPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCH MPOCTUTYUMEN,
OpPOAKHNYECTBOM MMM NOMPOLLANHUYECTBOM;

6. obocHoBbIBawOLWasa Wnn onpasdbiBarwowada AOonycCTUMOCTb Hacunna wu (Mﬂl/l) XecTokocTn nmbo
n06y>|<p,arou.|,aﬂ OCYyLLEeCTBIIATb HACUITbCTBEHHbIE OENCTBMS NO OTHOLUEHUIO K NIIOAAM U XXNBOTHbLIM;

7. oTpuuawoLllas ceMelHble LEHHOCTU U (hOpMUPYIOLLAS HEYBaXXEHUE K POAMTENAM U (MNKU) OPYrUM YneHam
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cemby;
8. onpasibiBatollad NnpoTuBonpaBHOE NoBeaeHUeE,
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepkaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOpPOM OrpaHWYeHoO cpeau [heTell OonpedesieHHoro Bo3pacTa,
OTHOCKTCS:

1. Hopmauus, npeacTaBnseMas B Buae N3obpaxeHust unm onucaHus XecToKocTu, omamdeckoro n (unm)
NCUXMYECKOro Hacunus, NPECTYNNEHNSA UM MHOTO aHTUOOLLLECTBEHHOIO AECTBIS;

2. Bbi3blBaloWasa y AeTei cTpax, ykac WM NaHuKy, B T.4. NpeacTaBnsiemasl B BUAE WU300OpaXKeHUs unu
onucaHUA B YHWXKaloLWEN 4YenoBeyeckoe [OOCTOMHCTBO (DOPME HEHacWUNbCTBEHHOW cMepTu, 3aboneBaHus,
camoybOuINCTBa, HECYACTHOTrO Criyyasi, aBapuy Uin katacTpodbl U (MNK) UX NOCIeacTBuUiA;

3. npencraengemass B BMAE M300pPaXKEHUS UMM ONUCAHUSA MOMOBLIX OTHOLUEHWUA MeXOY MY>XYUMHOW W
YKEHLLINHOM;

4. copgepxallas GpaHHbIe CIoBa U BblpaXKeHusl, He OTHOCALLMECS K HELLEeH3YPHOW GpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONMT obecnevnTb MHPOPMaLMOHHYIO 6e30NacHOCTb BalLMX AETEN.

O6Lwme npaBuna Ans pogutenemn

1. He3zaBucmmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoLiee punbTpoBaTb
N KOHTPONMpPOBaTb UH(OPMALIMIO, HO HE MofaranTecb MNOMHOCTLIO HAa Hero. Bawe BHMMaHue K pebeHKy - rmaBHbIN
MeTo[, 3alUnThbI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepsucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMaTENbHO M3yunTe, KaKyto MHPOPMaLMIO MOMELLAIOT ero Y4acTHUKN B CBOMX MPOUNsX u
6norax, Bknto4vas gotorpacdum 1 BUAEO.

3. lNpoBepbTe, C KakKMMXM OPYrMMU CanlTamu CBSi3aH couunanbHbI cepBuc Bawero pebeHka. CTpaHuykm
Bawwero pebeHka moryT 6biTb 6€30MacHbIMK, HO MOTYT U COAEPXaTb CCbISIKA HA HeXernaTerbHble U ONacHbIe CanThbl
(Hanpumep, NOPHOCANT, UK CalT, HA KOTOPOM ApPYr YNOMUHAET HOMEepP COoToBoro TernedoHa Bawero pebeHka nnm
Baw pomaiuHun agpec)

4. MoolpsAiTe Balwmnx aeteit coobluaTe 060 BCEM CTPaHHOM UMW OTTankUBaloLWEM U He CMULLKOM OCTPO
pearupyiTe, Koraa oHV 3To AenatoT (M3-3a onaceHusl NoTepsaTb OOCTYN K VIHTepHeTy AeTu He roBOpsiT poauTensam
0 npoBnemax, a Takke MOryT Ha4aTb UCMNOMb30BaTh VIHTEPHET BHE AOMa U LLKONbI).

5. bByabTe B Kypce ceTeBoM xu13HM Bawero pebeHka. IHTepecynTech, KTO nx Apy3bs B IHTEpPHET Tak Xe, Kak
WHTEepecyeTeCch pearbHbIMU OPY3bAMM.

BospacTt o1 7 o 8 ner

B NHTepHeTe pebeHok cTapaeTcd MOCETUTb T€ UMW UHble caliTbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha
noceLleHne KOTOpbiX OH He nonydun Gbl oT poauTenei. MoaTomy poauTensiM OCOGEHHO MonesHbl GyayT Te
OTYEThl, KOTOpble NPeaoCTaBNATCA MNporpaMMamu MO  OrPaHUYEHUo  uUcronb3oBaHusa WHTepHeTa, T.e.
PoouTtenbckuii KOHTPOIb UK TO, YTO Bbl CMOXETe yBUAeTb BO BpeMeHHbIX dhaiinax. B pesynbrate, y pebeHka He
OyOeT OLLYLIEeHMs!, YTO 33 HUM BeAEeTCA NMOCTOSIHHBIA KOHTPOSb, O4HAKO, poauTeny ByayT no-npexHemy 3HaTb,
Kakue caiTbl nocelwjaeT uMx peGeHok. [eTM B AaHHOM Bo3pacTe o6nafdaloT CUMbHbIM YyBCTBOM CEMbW, OHU
[I0BEPYMBbLI U HE COMHeBalTca B asToputeTax. OHU NOGAT Urpath B CeTeBble Urpbl U MyTeLecTBOBaThL MO
MHTepHeTy, UCNomb3ysi SNEKTPOHHYIO MOYTY, 3aX0AUTb Ha caiTbl U YaTbl, HE peKOMeHO0BaHHbIe POAUTENAMU.
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CoBeTbl N0 Be3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. Cospgarite cnucok AOMalUHUX NpaBun nocelleHus WMHTepHeTa npu yyacTum geten u Tpebynte ero
BbINOSTHEHWS.

2. TpebyiiTe oT Bawero peGeHka cobrntofeHNst BpeMeHHbIX HOPM HaxOoXAEeHUs 3a komnbloTepoM. MokaxuTe
pebeHky, 4YTo Bbl HabnogaeTe 3a HUM He MOTOMY YTO Bam 3aTo xo4yeTcsi, a NoToMy 4YTo Bbl GecnokouTech O ero
Ge3onacHoOCTU 1 BCerga rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogkntoyeHnem k VIHTepHeTy JOMmKeH HaxogouTbCa B obLieri KOMHaTe nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. Wcnonb3ynte cpeactBa OrnOKMpOBAHMSA HEXENaTenbHOro KOHTEHTA Kak AOMOfHEeHWe K CTaHgapTHOMY
PoantensckomMy KOHTPONHO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBBLIMU SLUMKAMU C MOMOLLIO COOTBETCTBYIOLLErO
nporpaMmMHoOro obecneyeHus.

8. MNpuyunte geten copeToBaTbcA ¢ Bamn nepen onybnmnkoBaHMEM KakoW-NMBO MHGOPMaLMK cpeacTBaMm
3MEKTPOHHOM NOYThI, YaTOB, PEMMCTPALMOHHBIX OPM U NPOUNENn.

9. Hayunte pgeten He 3arpyxaTtb (hannbl, nporpammsl UM My3biky 6e3 Baluero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CIyX0Obl MTHOBEHHOrO 06MeHa CoobLLEeHNAMN.

11. B "Genbin" cNuCoK CaWToOB, paspelleHHbIX ANs MOCeLeHWs, BHOCUMTE TOMbKO CaWTbl C XOPOLUEW
penyTaunen.

12. He 3abbiBaviTe 6ecenoBaTtb ¢ eTbMu 06 Mx Apy3bsix B MIHTepHeTe, Kak ecnv Obl peyb wna o apy3bsax B
pearnbHON XWU3HMW.

13. He genante "Taby" 13 BONpoCOB MNOMOBON W3HW, TaK kak B IHTEpHeTe AeTn MOryT Nerko HaTKHYTbCS Ha
nopHorpadguio nnu cantel "ana B3pocnbix”.

14. Mpwnyuute Bawero pebeHka coobLiaTb BaM O MOObIX Yrpo3ax UMy TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
OcTaBaiiTecb CMOKOWHbIMI M HanoMHUTe OEeTAM, YTO OHW B 6e30MacHOCTW, eClM caMu paccKasann BaM O CBOWX
TpeBorax. [oxBanuTte MX 1 NOCOBETYINTE NOAONTU elle pa3 B NOAOGHbLIX Cryyasx.

BospacT getent ot 9 Ao 12 net

B gaHHOM BO3pacTte LOeTu, KakK npaBuiio, yXe HachbllaHbl O TOM, KakKad VIHCbOpMaLI,VIFI cyulecTByeT B
MHTepHeTe. COBepLIJeHHO HOpMaJibHO, YTO OHU XOTAT 3TO YyBUAETb, MPOYEeCTb, YyClNbIlWaTb. |_|pl/l 3TOM HYXHO
NMOMHUTb, 4YTO AOCTYyNn K HeXenaTellbHbiIM MaTepuanamMm MOXHO Jierko 3861'IOKI/IpOBaTb npun nomown cpencrte
PoaunTtenbckoro KOHTpONA.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHus WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHnss HOPM HaxXoXOEHNS 3a KOMMbIOTEPOM.

3. HabnwopanTte 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NMOKaxute emy, 4yto Bbl GecrnokomTecb 0 ero
6e30nacHOCTU 1 BCEraa rotoBbl OkasaTb eMy NOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. Wcnonb3aynte cpeactBa OMOKMPOBAHUA HEXENaTerbHOro KOHTEHTA Kak OOMOfHEeHWe K CTaHgapTHOMY
PoantensckomMy KOHTPONto.

6. He 3abbiBaliTe NpvHYMaTb HEMOCPEACTBEHHOE yyacTue B Xu3HM pebeHka, GecegoBaTth C AeTbMU 006 KX
Apy3bsix B IHTepHeTe.

7. HactanBanTte, 4tobbl ATV HUKOrA4A HE cornaluannch Ha NMMYHbIe BCTPeYM ¢ apy3bamu no MHTepHeTy.
8. MNo3BonanTe geTsam 3axoauTb TOMbKO Ha canTbl U3 "0enoro” cnucka, KOTOpbIA Co3ganTe BMECTE C HAMMN.

9. MNpuyunte OeTen HUKOrAa He BblAaBaTb JIMYHYIO MHOPMaLUMIO CpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUcTeEM MrHOBEHHOro obmeHa coobLLEeHNSIMIN, PErnCTPaLMOHHBLIX POPM, NIMYHBIX NPOdUIEN U NPU perncTpaunn Ha
KOHKypcCbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxaTb nporpammbl 6e3 Balwero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
CryyaiiHo 3arpy3uTb BUPYChl UMK ApYroe HexxenatenbHoe nporpamMmMmHoe obecneyeHue.

11. Cospawte Bawemy pebeHKy orpaHMYeHHyIo y4eTHYIo 3anvcb AN paboTbl HA KOMMNbIOTEPE.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MOObIX Yrpo3ax UMu TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHuTe getam, 4To oHM B 6€30NacHOCTU, eClv caMu pacckasas Bam O CBOMX TPEBOrax 1 onaceHusix.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPeAOCTaBsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
ybeannucb, YTo OHN He 0OLLat0TCA C HE3HAKOMLLaMM.

15. OBbsicHUTE OEeTAM, YTO HEenb3s MCNoMb30oBaTb CEeTb AN XyNWraHcTBa, PacnpoCTpPaHeHWsl CineTeH unu
yrpos.

BospacT geteit ot 13 go 17 net

B aTom Bo3pacTe NoagpOCTKM aKTUBHO WUCMOMb3YT MOUCKOBbIE MaLUWHbI, MOMNb3YHTCS 3NEKTPOHHOWN NOYTON,
cnyx6amMy MrHOBEHHOro 06MeHa COOBLLUEHUSMU, CKAuMBaKOT MY3blKy M unbMbl. ManbumMkam B 3TOM Bo3pacTe
bonblle MO HpaBy cCMeTaTb BCE OrpaHUYeHusl, OHWU XaxayT rpyboro romopa, asapTHbIX Mrp, KapTUHOK "Ans
B3pocnbIx". [eBoukM npegnoumTaT oblartbcs B 4aTax, Npu STOM OHU ropa3go bonee YyBCTBUTEMbHbI K
cekcyarnbHbIM foMoraTenbcTBam B VIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe POAMTENSAM yXXe BeCbMa CMOXHO KOHTPONMpoBaTb CBOMX AETeN, Tak kak ob
MHTepHeTe OHM yXe 3HalT 3HauUTeNnbHO Oonblue cCBOMX poauTenen. Tem He MeHee, He OTnyckamTe geten B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTUBHO y4acTBOBaTh B 06LWeHUn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna WMHTepHeT-6e30MacHOCTU - corfalleHne Mexay
poouTenamMu u getbMu. KpoMme TOro, HeoGXoAuMO Kak MOXHO valle npocmaTtpuBaTb OTYeTbl O AeSTENbHOCTU
aeteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeoBXOOMMOCTb CodepXKaHWs POAMTENbCKUMX naponemn
(naponei agMMHUCTPaATOPOB) B CTPOroM CEKpeTe M 06paTuTb BHUMaHWE Ha CTPOrocTb 3TUX Naposei.

CoBeTbl N0 6e3onacHOCTU B 3ToM Bo3pacTe oT 13 go 17 net

1. CosganTte cnucok OOMalUHWX MNpaBun noceweHus VHTepHeTa npu y4yacTMM NogpoCTKOB M Tpebywnte
6e3ycnoBHOro ero BoinonHeHnsi. O6roBopuTe ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX canToB ("4epHbI CNNCOK"), Yachl
paboTbl B IHTEpHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTEpHETE (B TOM Ynche B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTn NHTEPHET AOMMKEH HaxXoanTbCs B OOLL e KOMHaTe.

3. He 3abbiBante OecepoBatb ¢ geTbMu 00 MX Opy3bsix B VIHTepHeTe, O TOM, YeM OHWU 3aHATbI TakUM
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obpasom, 6yaTo peyb MOET O ApPY3bsiX B pearbHOi XnU3HW. CnpalunBaiTe o NIOAsX, C KOTOPbIMU AeTh obLalTcs
nocpeacTBOM CIy6 MFHOBEHHOrO 0GMeHa CooBLLEeHMSIMM, YTODObI Y6eanTbCsl, YTO 3TV NIOAM UM 3HAKOMBbI.

4. Ncnonb3ynte cpencrsa GNMOKMPOBAHWUS HEXenaTenbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHO4apTHOMY
PoantensckomMy KOHTPOIO.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsa Bawwu getn. T[loowpsnte umcnonb3oBaHue
MOLEPUPYEMLIX YATOB M HacTauBawnTe, YTOObl 4eTu He obLLanichk B NPUBAaTHOM pexume.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrA4A HE BCTPEYanuchb NIUYHO € Apy3bsaMu U3 ceTu VIHTepHeT.

7. Mpuyunte OeTei He BblgaBaTb CBOK NIMYHYKO MHGOPMaUMIO CpeacTBamMy 3MEKTPOHHONW MOYThbl, 4aToB,
CUCTEM MIHOBEHHOTO 0B6MeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBLIX (DOPM, NIMYHBIX NpoddUneln U NpyU perucTpaumm Ha
KOHKYpCbl B MIHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. O6bACHATE UM, YTO OHU MOTYT
Cny4ariHO 3arpy3uTb BUPYCbl UNN OpYroe HexenaTtensHoe NporpaMMHoe obecneyeHume.

9. MpuyunTte Bawero peGeHka coobllaTe BaMm O NOGLIX Yyrpo3ax UM TpeBorax, CBA3aHHbIX C VIHTepHeToM.
HanomHute getsm, 4To OHM B Ge30mnacHOCTW, €Cnu camy pacckasanu Bam, O CBOMX Yrpo3ax Wnu TpeBorax.
MoxBanuTe NX U NOCOBETYNTE NOOOWTM eLle pas B NOAOGHbIX Criydasix.

10. Pacckaxute getam O nopHorpacdum B WHTepHeTte. [lomormte mm 3awmtutbCs OT cnama. Hayuute
NMOAPOCTKOB He BbldaBaTb B VIHTepHeTe CBOero peanbHOro OnekTPOHHOro agpeca, He oTBevaTb Ha
HexxenaTernbHble NCbMa M UCMONb30BaTh CrneunanbHble MOYToBble (PUNbTPbI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C canTaMmu, KOTOpPbIE NoceLatT NOgPOCTKN.

12. Hayunte geten yBaxaTb Opyrux B UHTEpHETE. Y6eauTech, YTO OHKU 3HAKOT O TOM, YTO MpaBusia XopoLuero
noBefeHWs OEACTBYIOT Be3ae - AaXe B BUPTyallbHOM MUpe.

13. OObsAcHWTE p[geTaMm, 4YTO HWM B KOEM crnydae Henb3s ucnonb3oBatb CeTb AN XyNUraHcTea,
pacnpoCcTpaHeHWs CNieTeH Unm yrpo3 Apyrum JHOLsM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UrPbl COrNacHO 3aKOoHY.

lMocTosHHO KOHTpONMpynTe ucnone3oBaHne NHTepHeta Bawnm pebeHkom! BT0 He HapyLleHne ero NMMYHoOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.

KOHcyanaHTn.HI-OC www.consultant.ru Ctpanunua 15 us 15

HageXHas npaBoBas noaaepxkka
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