16.02.2022, 16:11 Kak y6epeyb cebsi n 6nm3kux ot hpMHaHCOBOrO MOLLEHHUYECTBA

<MOLIJ€HHVI‘-I€CTBO> CYKpaJ'IVI ,El,eHbFVI) (BGHKOBCKaﬂ KapTa> (@I/ILIJI/IHF)

Kak y6epeub ceba u 6nM3kux
oT PUHAHCOBOIro
MOLLUEeHHU4YecTBa

Cnucanue geHer co cyeTta 6e3 BegomMa Bnagenbua, kpaxa naponeun u NNH-kopgos,
nerkum 3apaboToK B MUHTEPHETE M BKNagbl No4 HEBEPOSATHbIE MPOLEHTbI, OHNANH-
Ka3nHO — BCe 3TO BUAbl PUHAHCOBOrO MOLLEeHHMYecTBa. [pecTynHukmn 6yayT
CNeKyIMpoBaTh Ha BalLMX YyBCTBax, ob6elaTb 30/10Tbie ropbl, MaCKMpoBaTbCs Nop,
COTPYAHMKOB 6AHKOB MM rOCYAapPCTBEHHbIE OpraHmn3aumn, YTobbl BbIMaHUTb
AeHbru. Kak pacnosHaTb MOLIEHHMKA W YTO AenaTb, eCnv BaC BCe-Takm yganochb
0bMaHyTb?
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CTaTb XepTBOW NPECTYNMHUKOB MOXET KaX b, U HEBAXXHO, NUCMONb3yeT

OH 6aHKOBCKYIO KapTy Ui NpegnoyYnMTaeT pacCYnTbiBaTbCSA HaSIMYHbIMW.
MoOLEHHUKM YMELIOT BbIMaHWBaTb A€HbI M OHaMH, C MOMOLLbIO 3BOHKOB 1 CMC,
B COLMalbHbIX ceTax n opumcax. Kak oHu aTo genatoT?

MolueHHU4YecTBO ¢ 6aHKOBCKUMM
KapTamMu

YT106bI MICNONb30BaTb Ballly KapTy B CBOMX LieNAX, MOLLUEHHMKAM HY>KHO y3HaTb
ee HoMep, Mg Bnagenoua, cpok gencteus, Homep CVC unu CVV. OHn moryTt
YCTaHOBUTb CKMMMep Ha 6baHKoMaT (cneumanbHoe yCTPOMUCTBO, KOTOPOe
HakagblBaloT Ha MPUEMHUK KapTbl B 6aHKOMaTe) 1 BUuaeokamepy Hapg
K/aBUaTypomu.
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HoMep kapTbl Homep CVC

mnn CVV
CpoK fenCcTBMa KapTbl

Ima Bnagensua

Homep CVC unu CVV — 1pu undphl,
pacnosioXXeHHble Ha none ans noanucu
BflagesibLua KapTbl UM PpSAOM € HUM. NMogpobHee
O TOM, KaK ycTpoeHa 6aHKOBCKasl KapTa.

[JocTaToYHO OAMH pa3 BOCMO/Ib30BaTbCA TakMM 6aHKOMATOM U HE MPUKPbITb
PYKOW KriaBnaTypy B MOMeHT Habopa NNH-koga — v Balwm geHbriv MoryT CHATD,
NepeBeCTN Ha HECKOSTbKO CYETOB M 0OHaNN4YnTb. YKpacTb JaHHble Ballen KapThbl
MOryT gaxe B kKade uam marasmHe. 3n10yMblLLIEHHUKOM MOXET OKasaTbCs
npopgaseL, KOTOPbIM MOYYUT OOCTYN K Ballen kapTe XoTs 6bl Ha NATb CeKyHL,.

CooTorpadupoBaB Bally KapTy, OH CMOXET BOCMNO/1b30BaTbCs €M 419 paC4YeToB
B UHTEpPHETE.

Kak He nonacTtbcs
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BAHKOMAT

waTaTbCA.

— Habwupasda NNH-koa, npukpbiBanTe KnaBmaTypy pykon. [lenante ato gaxe
BO BpeMsl pac4eToB kapTou B kade.

— [MopkntounTte MobunbHbIN 6aHK 1 CMC-yBegomneHus.

— Ecnu coBepluaeTe Nokynku yepes MHTEPHET, HUKOMY He coobLlanTe
CeKpeTHbIM KOA, 015 NOATBEPXAEHMS onepauni, KOTOPbIN NPUXOAUT BaMm
no CMC.

— CrTapaiTecb HMKOrAa He TepsATb U3 BUAY Bally KapTy.

MeHsa o6okpanu. YUto genatb?

1. No3BoHMTe B 6aHK (HOMep Bcerga ectb Ha 060poTe KapTbl MW Ha FNaBHOMU
CTpaHuLe canTa 6aHka), coobLmTe 0 MOLEHHUYECKON onepaunm
N 3abnokMpymnTe KapTy.

2. 3anpocuTe BbIMMUCKY MO CYETY M HAaNULIMTE 3asBNIeHME O HECOrlacum
C onepauuen.

3. O6paTtuTechb C 3asBeHNneM B OTAEN MONULMUM MO MECTY XUTeNbCTBa UK
oTnpasbTe obpaleHue B ynpasneHune «K» MBL, Poccun.

NMoppo6Hee 0 TOM, KaK 3/710yMbILU/IEHHUKU MOTYT

YKpacTb Ballu AeHbrv B NOBCeAHEBHOM XXU3HM.
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KnéepmolweHHn4yecTBo

BBEQOMTE
NAPoAb

[onycTum, Bbl BCerga CHUMaeTe feHbrn Tobko B kacce 6aHka, a KapTou

N BOBCE He paccumTbiBaeTech. Bbl yyBcTBYeTe cebs B 6e3onacHocTu. Bapyr Bam
npuxognt CMC mnm nucbMo ako6bl 0T 6aHKa CO CCblKON, NPocbbomn
Nepe3BOHUTb MO HEU3BECTHOMY HOMEPY UK C YBEOOMJIEHMEM O HEOXMNOAHHOM
KPYMHOM Bbiurpebiwe. nu 3BoHAT OT UMeHn 6aHKa U NPOCAT COOBLWLNTb NINYHbIE
paHHble, NMNH-kog ot kapTbl unn Homep CMC-noaTeepxaeHus. nu nuwyT

B COLMabHbIX CETAX OT MMEHU POACTBEHHUKOB U Opy3en, KOTOpble BHE3aMHO
nonanu B 6egy (yrogmnm B nonuumio, cbmna mMalumHa, ykpanm CyMKy) u npocaT
NepeBeCcTn 3HHYO CyMMY AeHer Ha Hen3BeCTHbIN cyeT. B 99,9% cnyvaes

Bbl UMeeTe Aef0 C MOLLEHHMKaMWN. 3a CCblIkaMn, CKopee BCero, TasTcs BUPYChI,
Ha APYrom KOHLe NpoBOga — CrneunanmcTbl No obmMaHy, KOTopbie BCEMMU
npaBgaMu 1 HenpaB4aMm XOTAT BbIMaHUTb HEOOXO4MMbIE UM JaHHbIE,

a no Ty CTOPOHY aKpaHa — 3/10YMbILUNEHHMKN, KOTOPbIE UrpatoT Ha BaLlLKNX
XenaHusx, YyBCcTBax u 3aboTe 0 6n1naknx.

Kak He nonacTtbcs

— He nepexoguTe No HEM3BECTHbLIM CCbISIKaM, He Nepe3BaHMBanTe
MO COMHUTENbHbIM HOMepaM. [laxe ecnn ccbifika KaXeTcs HafeXHo!,
a TenedoH BepHbIM, BCeraa ceepsainTe agpeca ¢ LOMEHHbIMU UMEHaMM
oduMuUManbHbIX CaNTOB OpraHn3aLunii, a HoMepa NPoBepanTe B 0puLIMaNbHbIX

:’rn::::z““CC'ra'rbM) CKaanymrropbl V) CnpenonaBaTeanKaﬂ) @ @

https://fincult.info/article/kak-uberech-sebya-i-blizkikh-ot-finansovogo-moshennichestva/ 5/14



https://fincult.info/
https://fincult.info/articles/
https://fincult.info/teaching/

16.02.2022, 16:11 Kak y6epeyb cebsi n 6nm3kux ot hpMHaHCOBOrO MOLLEHHUYECTBA

KOTOprI7I No ownbKe 3a4nCcnua BaM OEHbIN K MPOCUT BEepHYTb, HE crnewnTe
HM4Yero Bo3BpallaTb. Takas CUTyauund 6onblUe Noxoxa Ha MOLIEeHHNYECKYIO §
CXeMy: CKopee Bcero, AeHbrm He npmxoauminu, CMC — He oT Bawlero 6aH|<a,

a 3BOHWJ1 BaM 3J/10yMbIWT€HHUK. I'IpOBepre COCTOdHME Ballero c4yeTa,
3akKaXunTte BblIMUCKY B OHNanH-baHKe NN NO3BOHUTE B 6aHK, npexane 4em
nepeBoanTb KOMY-TO O€HbIn.

— Ecnu BaM npuxoaunt yeegomnerHue «lMoaresepamte NokKynky» v koA,
a cnefoM pasgaeTcs 3BOHOK ONATh Xe OT «PpacCeaHHOro» YenoBeka,
KOTOPbI/ FOBOPUT, YTO MO OLIMGKe yKa3as Ball TeniepOoHHbIN HOMEP,
N MPOCUT NPOOMKTOBATb eMY KO, HN B KOEM Clly4ae He genanTe aToro.
MOLLUEHHNKM NbITAlOTCSA BbIMAHUTb Y Bac Kof, YToObl CnumcaTh C BalLero cyeTa
OEHbIrM UM NOANNCATb BaC Ha HEHYXXHbIV NNaTHbIA CEPBUC.

— HwukoMmy He cooblanTe nepcoHanbHble faHHble, a yX TeM 6onee naponu
n koabl. CoTpyaHMKam 6aHKa OHM He HYXHbl, 8 MOLLEHHUKaM OTKPOIOT
AO0CTYN K BalLMM [ EeHbram.

— He xpaHunTe gaHHble KapT Ha KOMMNblOTEPE UMM B CMapTPOHe.

— [MpoBepsainTe nHdopmaumto. Ecnmn sBam rosopsT, 6yaTo Bbl YTO-TO BbIUrpanu
WM C Ballew KapTbl Cy4aHO CnMcann AeHbrv U HY>XXHO Ha3BaTb CBOU
AaHHble, YTO6bl OCTAHOBUTL ONEpaL Mo, 3aKOHYNTE PaA3roBOP U NePEe3BOHUTE
B 6aHK No HoMepy TenedoHa, ykazaHHOMY Ha 06paTHOM CTOPOHE BaLLEN
KapThbl.

— Ecnu BaMm coobwatoT, YTO y pOACTBEHHUKOB UMW ApY3€el HEMPUATHOCTH,
nocTapanTechb CBA3aTbCA C HUMU HaNpPsSMYHo.

— YcTaHOBUTE Ha KOMMbIOTEP aHTUBUPYC — U cebe, N POACTBEHHUKAM.

— OO6bACHUTE NOXWUBbIM POACTBEHHMKAM M NOAPOCTKAM 3TU NPOCTble
npasuna.

BupoB KubepmolleHHU4YecTBa MHOro, AN

Kaxaoro ciay4yasa — CBOW BapuUaHT pelueHus.
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— [lo3BoHUTe B 6aHK (HOMep Bcerga ecTb Ha 060poTe KapTbl UM Ha raBHOM
CTpaHuLe canTa 6aHka), coobLmTe 0 MOLLEHHUYECKON onepaunm §
N 3abnokmpymnTe KapTy.

— O6paTtuTech ¢ 3asBneHNEM B 0TAEN MONULNM MO MECTY XUTENbCTBA UK
oTnpasbTe obpalieHne B ynpasneHue «K» MB[ Poccun.

Mol eHHUu4YecKkue opraHusauuu

Camasg nsBecTHasa MolleHHnYeckas opraHusaumnsa B Poccun — MMM. OHa
paboTana no npuHuMny pUHaAHCOBOM NMpamuabl: obellana orpoMHble
NPOLEHTbI MO BKagaMm, rapaHTMpoBasia 0OXOAHOCTb U BbiNladMBana cCpeacTBa
3a CYeT feHer, BHECEHHbIX OpYyrMMun BKagyimkamm. BepxyLuka aTon nupamMmuabl
OENCTBUTENbHO MOr/a 3apaboTaTh, a Te, KTO CTOSI1 Ha CTYNEHAX HUXE, TEPSAU
CBOM AeHbrn. Ho cenvac cutyaumns MUaMeHunacb, opraHm3aTopbl GUHAHCOBbIX
nMpammg — NPOCTO MOLLUEHHUKU, KOTOPble cOBMPatoT C Ntoaen aeHbru

M nponagatoT. HeBaxHo, BBEPXY Bbl MMPaMuabl N BHU3Y, Ha PUHAHCOBbLIX
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Cenvac purHaHCOBbIe NMpPaMUbl HAYMHAIOT MaCKMPOBATbCS NoA,
MUKPOPMHAHCOBbIE OpraHusaumm, paboTtatoLme rno NPUHLMNY CEeTEBOro
MapKeTUHra, MHBECTULMOHHbIE U yNpaBsioLwme NpeanpusaTus, oHnamH-KasnHo.
OHM 3asBNAI0T O BbICOKMX MPOLIEHTAX NO BKlagaM U OTCYTCTBUM PUCKOB,
rapaHTUPYIOT 40X0A, (4YTO 3anpeLLeHO Ha pbIHKE LeHHbIX bymar), obeluatoT
MOMOLLb TIOASM C NJIOXON KpeanTHOM NcTtopuen. A ewle NpoCSaT BHECTU AEHbIn
cpasy (>xenaTtenbHO HaNMYHbIMU) M NPUBECTU Apyra (MHorga 3a Kakom-To
60oHycC), 4ToObl MacwTabbl NMpaMuabl yBenM4YnBanmch 1 ux (a He Batua) npubbinb
pocna.

Kak pacno3Hatb puMHaAHCOBYIO NUpamMmuay?

Kak yb6epeubcsa oT o6MaHa

— ®uHaHcoBas opraHusaumsa Oo/HKHA UMETb NIMLEH3MIO UK ObITb B peecTpe
BaHka Poccun. CeBepbTech CO CrpaBOYHUKOM Y4aCTHMKOB PUHAHCOBOIO
pblHKa Ha canTe perynatopa.

— [lpoBepbTe KOMNaHUIO B EAMHOM rocygapCTBEHHOM pPeecTpe pUanNYecKkmnx
nuy ®HC Poccun.

— 3anpocuTe 06pasLbl 4OroBOPOB, KOMUM OOKYMEHTOB. Ecnn ecTb
BO3MOXHOCTb, MPOKOHCYNbTUPYNATECH C OPUCTOM.

fl Bnoxxuncsa v nporopen. Yto genatb?

1. CocTaBbTe NPeTEeH3UI0 N HanpaBbTe ee B aapec KOMMNaHUM 3akasHbIM
NMUCbMOM C YBeAOMeHUEM. VInn oTHECUTE NUYHO N YO0CTOBEPLTECH, YTO
ero 3apeructpupoBanu. Bozabmute pacnmcky o nosy4eHmnn, 4Tobol KomnaHus
AK06bl Cly4anHoO He NoTepsina Balle NMCbMO.

2. Ecnu koMnaHus oTkasbiBaeTcs BEPHYTb A€Hblrn, TO co6epMTe BCe
OOKYMEHTDI (OT AOorosopos Ao BbII'IMCOK) 7 O6paTMTer
B MpaBOOXpaHNTESIbHbIE OpraHbl C 3adB/IEHUEM.
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BbiBeCTHU AeHbIrM N3 060opoTa, a KOMMNaHUIO
Ha YMCTYIO BOAlY BO3MOXHO. [N1aBHOe —

nemMcTeoBaThb U HEe MOJTYaTb.

MolweHHu4YecTBO Ha PUHAHCOBDIX
pbIHKaX

Ewle oavH TMN MOLIEHHMKOB — rnceBaonpodeccuoHarnbHble y4aCTHUKU
$MHAHCOBOrO pbiHKa, KOTOPbIE aKTUBHO PEK/TaMUPYIOT CBOU YCyT U
MO OpraHu3aLmmn TOproenun Ha pbiHke dopekc.

HaBepHsika Bbl C/iblllany UCTOPUK, Kak NPOCTble Noan «C ynuubl» 3apaboTtanu
COCTOSIHMe, MoKynas u nNpogasas BantoTy Ha pbiHke Popekc. 3By4YNT 3aMaHuMBO,
HO He creLwnTe puckopatb. Pmnamnyeckoe NMLO ¢ HeOOMbLIMM CTapPTOBbIM
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BbIMTU Ha DOpeEKC, HY>KHO 3aK/TH04YUTb 4OrOBOP C NOCPEeaHMKOM,popeKC-
OVNEepPOM, U TOProBaTh Yepes Hero.

Toproenga Ha pbiHke Popekc cama no cebe 601bLION PUCK, TAPaHTUN HET,
6osblUe WaHCOB NOTepPATb BCE, YeM COpBaTh KyLl. Ho onacHoCTb KpoeTcs

N B NOCpeaHnKax: MOXHO HapBaTbCs Ha MOLLEHHMKOB, KOTOPbIE NPOCTO

He BEepPHYT BaM OeHbru. BepoaTeH Tako BapuaHT: BaM npeanaraioT
YONBUTENbHO HU3KNE KOMUCCUK, pa3finyHble 60HYCbl (CyMMa Ha BalleM cyeTe,
AonycTuMm, yasaueaeTcs). Bbl gaxe MoxeTe 3ak/1t04nTh C ANIEPOM J0roBop
Yyepes UHTEPHET C MOMOLLbIO 3N1EKTPOHHOIo AOKYMeHToob6opoTa 1 Bpoae bbl
BbIUrpaTb LEesbliii MUNNKOH! Ho Npunbbinb Bbl HE NOMYYNTE U BIOXEHUS
noTepseTe.

C 1 aHBaps 2016 roga ocyLw,ecTBAATb AUJIEPCKYIO
DesaATeNnbHOCTb Ha TeppuTopumn Poccum moryr
TOJIbKO JIMLLeH3UPOBaHHbIe KOMMNaHUM,
3aperucTtpupoBaHHble Ha Tepputopum PO.

He cTonT cBA3bIBaTbCA C TaK Ha3biBae€MbiMU BMHAPHbBIMK OnNuMoHaMun. Peknama

B UHTEPHETE CY/INT BaM HECJIbIXaHHYIO MPUObISIb: OTKPOMUTE CYET, oenanTe
CTaBKM Ha pOCT UM NafeHne BantoT Un akLuMin 3a onpeaeneHHbin nepmon. Ecnu
MO UCTEYEHMM 3asB/IEHHOIO BPEMEHM BaLl MPOrHO3 OKa3biBAaeTCH BEPEH,

Bbl NOJTy4aeTe BHYLUNTESbHbIA NPOLEHT NPUObIIK, eCn Bbl HE yraganu —
TepseTe AeHbru. B peanbHOCTM cerogHs B MHTEPHETE He CYLLEeCTBYET
nnowagokK, Ha KOTOPbIX MOryT MPOBOAUTLCS Takue caenku, no3ToMy BCe
obeulaHna o nerkom 3apaboTke Ha OBUHaAPHbIX ONMUMOHAX — 3TO
MOLLUEHHMYEeCTBO. Bbl MpOCTO NoTepsieTe CBOM AEHDBIW.

Kak yb6epeubcsa oT o6MaHa

— Ecnu Bbl Bce Xxe pewnnmncob BbINTW Ha PbIHOK <Dope|<c, BHMUMATEJ/IbHO U3y4YUnTE
3aKOH n «bazoBbIn CTaHOapT coBepLlieHnd onepau,l/lﬁ Ha (I)I/IHaHCOBOM pbiHKE
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B CrpaBo4HMKe Y4aCTHNKOB (I)VIHaHCOBOFO PbIHKaA.

— Ecnu koMnaHug 3apernctpmpoBaHa He B Poccum, a B 0pLLOPHBIX 30HaX, §
HaCTOPOXMTECH: CKOpPee BCEro, nepen BaMn MOLLEHHUKMW.

— [penynpennTe NOXUNblIX POACTBEHHMKOB O TOM, YTO arpeccuBHas peknama
ObicTporo 3apaboTka B MHTEPHETE Ha aene obepHeTca He Npubbinbto,
a noTepeu aeHer.

— A ele nyywe — He pUCKyuTe, NnonpobynTe HayaTb NyTb MHBECTOPA
Ha 6upxe.

Ecnun Bbl CTann )XepTBOU MOLLEHHNYECTBA
Ha $UHaAHCOBbIX PbIHKaX.

1. CobepuTe BCe AOKYMEHTbI, KOTOPbIE Y BAC €CTb: IOrOBOPbI, 3aK/II0YEHHbIE
C NocpeaHNKOM-MOLLEHHUKOM, YEKU Ha NMepeBoa, AeHer, caenanTte
CKPWHLLOTbI C CaliTa — W OTNPaBNANTECH B MONULINIO MUCaTb 3asBleHME.

2. CoobwuTe B baHk Poccuu, Bce xanobbl paccMaTpuBatoTcS.

KOHELU

CMoTpu Takxe

MoLweHHUKN Hay4Yunmuchb MocnepoBatenn MMM
cnucbiBaTb BCe A€HbIrn Havanu oé6maHbIBaTb
C KapTbl Noa BUAOM HOBbIX BKJIaf4YMKOB

https://fincult.info/article/kak-uberech-sebya-i-blizkikh-ot-finansovogo-moshennichestva/ 1114


https://fincult.info/news/moshenniki-nauchilis-spisyvat-vse-dengi-s-karty-pod-vidom-prodazhi-biletov-na-kontserty-i-v-teatr/
https://fincult.info/news/posledovateli-mmm-nachali-obmanyvat-novykh-vkladchikov/
https://www.cbr.ru/fmp_check/
https://fincult.info/article/chto-nuzhno-znat-nachinayushchemu-investoru/
https://fincult.info/
https://fincult.info/articles/
https://fincult.info/teaching/

