Ipuioxenue Nel. IlamsiTka 1J1s1 o0yyarommxcs 00 HHPOPMALUOHHOM 0€30ITACHOCTH

aeTen
HEJIb351
1. BCEM TOJIPSI/T COOOIIATH CBOIO YaCTHYIO MH(POPMAITUIO (HACTOSIIHE UMS, (haMUITHIO, TeIC(OH,

azipec, HoMep IIKOJIbI, a Takke Gororpaduu CBOM, CBOCH CEMbH U Ipy3ei)

2. OTKPBIBATh BIOXKEHHBIE (haliIbl 2IEKTPOHHOM MOYTHI, KOT/Ia HE 3HAeIIh OTIPABUTENS

3. rpyOUTh, IPUAUPATHCS, OKA3bIBATh JABJICHHE — BECTU CEOsI HEBEIKIIMBO U arpeCCUBHO

4. HE pacropspKaiics JeHbraMu TBOCH CeMbH 0e3 pa3peleHHs CTapIIuX — BCET/1a CIpaIinBai
poauTenen.

5. He BcTpeyaiics ¢ ¢ MHTepHeT-3HaKOMBIMH B PEAIbHOM KU3HH - OCOBETYHICS CO B3POCIIBIM,

KOTOPOMY J0BEpselIb
OCTOPOXHO
1. HE Bce MUIIyT npaBay. Yuraems o cebe Henpasay B MlHTepHETE — 000N 00 TOM CBOUM

POOUTEIAM HUIIA OIICKYHAaM.

2. MPUTJIAIIAIOT TIEPENUCHIBATHCS, UTPATh, 0OMEHUBATHCS — POBEPbH, HET JIH MOJIBOXA

3. HE3aKOHHOE KonupoBaHue ¢aitnos B IHTepHETE - BOPOBCTBO

4, BCETJIa PacCKa3bIBail B3POCIIBIM O MPOOJIEMax B CETH — OHU BCETJa TTIOMOTYT.

5. UCTIONB3YH HACTPOHKHM 0€30IaCHOCTH M MIPUBATHOCTH, YTOOBI HE TOTEPSTh CBOU aKKAyHTHI B

COLCCTAX U APpYyTHUX ITOpTaJIax.

MOKHO

1. VYBaxkail Ipyrux noJib30BaTesieu

2. [Tonwp3yenibecst UHTEpHET-UCTOYHUKOM — Ji€Iail CChUIKY Ha HETO

3. OTKpbIBail TOJNIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH

4. OO0maTbes 32 TOMOIIBIO B3POCIIBIM — POJIUTENH, OTIEKYHBI M aIMUHHUCTPALIUS CAiTOB BCET 1A
IIOMOTI'YT.

5. [Tpoitnu oOyuenue Ha caiiTe «CeTeBUUOK» U TOIYYH MacTOpPT UG POBOTO rpakaaHuHa!

Marepuaisl IpeicTaBiIeHbl Ha caiite Enunbiii ypok.pod.

https://www.enuHBIHYPOK.pd/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-
ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/2 1 8-
prilozhenie-1-pamyatka-dlya-obuchayushchikhsya-ob-informatsionnoj-bezopasnosti-detej




Ipuno:xkenue Ne2. UndopmManmoHHass naMATKA JJIs 00y4alOIINXCA AJI pa3MeleHus

Ha opuumnaabHbIX UHTEpHET-pecypcax
C KaxIpIM TOJOM MOJIOJKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a IIKOJBHUKU OJHU M3 CaMbIX
aKTHBHBIX ToOJb30Baresnied PyHera. Mexay TeMm, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeceT U NMpo0sieMbl. DTa MaMsATKa JT0JKHA IOMOYb TeOe 0€30MacHO HaXOAUThCS B CETH.
KoMnbroTepHbie BUPYCHI
KoMmnploTepHblii  BUPYC — 3TO Pa3sHOBHJIHOCTb KOMIIBIOTEPHBIX IpPOrpamMM, OTJIMYUTEIBHOU
0COOCHHOCTBIO KOTOPOH SBJISIETCSI CHOCOOHOCTH K Pa3MHOKEHHIO.
B nononHenue k 3TOMy, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTBIO YHUUTOXUTH BCe (pailyibl U JaHHBIE,
HOJKOHTPOJIBHBIE T0JIB30BATENI0, OT IMEHU KOTOPOro ObLIa 3alylleHa 3apakéHHas IporpaMma, a TaKkKe
HNOBPEIUTh WIM JaXe YHUYTOXUTh OINEPAllMOHHYI0 CHUCTEMy CcO BceMH (aiinmamu B 1esnom. B
OOJIBLIIMHCTBE CIIy4aeB paclpOCTPaHSAIOTCS BUPYChI YEPE3 UHTEPHET.
Metoabl 3a1IUTHI OT BPEJOHOCHBIX IIPOrpamMM:

1. Hcnons3yil COBpEMEHHBIE ONEPAllMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHDb 3aLIUTHI OT
BPEJIOHOCHBIX IIPOTPaMM;
2. [TocrosHHO  ycraHaBiMBail mauTtu  (UUQPPOBbIE  3aIUIATKH, KOTOPHIE  ABTOMATUYECKU

YCTAHABIIMBAIOTCSI C IIETbI0 JOpaOTKM NpPOrpaMMbl) M Jpyrue OOHOBIICHHS CBOEH ONEpalmOHHON
cuctembl. CkauuBail UX TOJBKO ¢ opuuuanbHOro caiita pazpadorunka OC. Ecnu cymiecTByeT pexum
aBTOMATHYECKOTO OOHOBIICHHUS, BKITIOUH €T0;

3. Pabotaii Ha cBOoeM KOMIBIOTEpE MOJ IpaBaMH IOJIb30BATENS, @ HE aJIMUHUCTparopa. JDTO HE
MIO3BOJIUT OOJNIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HWHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBLHOM
KOMITBIOTEPE;

4. Hcnonp3yli aHTUBUPYCHBIE IIPOIPaMMHBIE  INPOAYKTHl ~ HM3BECTHBIX IMPOU3BOAMTENCH, €
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3HUECKUi TOCTY K KOMIBIOTEPY AJIS IOCTOPOHHMX JIUII;

6. Vcnonp3yli BHEIIHWE HOCUTEN WHPOPMAIINH, TaKKe Kak (hJemrka, JUCK Wi (ailsl u3 HHTepHeTa,
TOJILKO U3 MPO(EPEHHBIX HCTOYHHUKOB;

7. He otkpeiBali KOMUIBIOTEpHBIC (HAiiIbl, TMONMyYEeHHBIE W3 HEHAAEKHBIX HCTOUYHUKOB. Jlaxke Te

(aiinbl, KOTOpbIE MPUCITAN TBOW 3HAKOMBIH. Jlyuriie yTouHHM y HEro, OTHpaBIIsii U OH TeOe UX.

Cetn WI-FI

Wi-Fi - 310 He BUJ mepeaayuu AaHHBIX, HE TEXHOJOTHs, a BCero Nuiib OpeHn, mapka. Eme B 1991 romy
HUJEpiaHacKas KommaHusi 3apeructpupoBasia Openn «WECA», uro o0o3Hauano Cl1OBOCOYETaHHE
«Wireless Fidelity», koTopbiii epeBOIUTCS KaK «0eCcpOBOAHASI TOUHOCTDY.

Jlo Hamero BpeMeHH Jomnia apyras abOpeBmarypa, KOTOpas SBISETCS TaKOW K€ TEXHOJOTHEH. DTo
ab0peBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIIO TaHO C HAMEKOM Ha CTaHJApPT BHICIINUN 3BYKOBOW TEXHUKH
Hi-Fi, uro B mepeBo/ie 03HA4YAET «BBICOKAs TOUHOCTHY.

Ja, OecrimaTHBIA MHTEPHET-IOCTYNI B Kade, OTelsIX M a’dpomopTax SBISETCS OTIUYHONW BO3MOXKHOCTBIO
BbIX0/la B MHTepHET. HO MHOrme skcmepThl cuuTaroT, 4ro obmenoctynHele Wi-Fi cetn He ABisOTCS
0€30MacHBIMH.

CoBeTbl 110 6€30MACHOCTH padoTe B 001Ie0CTYNMHBIX ceTax Wi-fi:

1. He nepenasaii cBoro nuunyto uHpopmaruio yepes odmenoctynusle Wi-Fi cetu. Paboras B Hux,
JKeJaTeIbHO He BBOJUTH MAPOJIM JOCTYyIa, JOTUHBI U KAKUE-TO HOMEpPA;

2. Hcnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIEC TPOTPaMMBI B OpaHaMayep. Tem caMbIM Thl 00€301acHIlb
ce0s OT 3aKayKu BHpYca Ha TBOE yCTPOHCTBO;

3. [Ipu ucnonp3oBanun Wi-Fi oTkmioun ¢yskmuio «OO0mmii moctyn K (ailylaM U MPUHTEpPaM».
Jannas (yHKIMS 3aKpbITa MO YMOJYAHUIO, OJHAKO HEKOTOPBIE IOJIb30BATENU AKTHBHPYIOT €€ s
ya100CTBa UCTIOIB30BaHMS B paboTe WiH y4eoe;

4. He wucnonp3yit nyOnmunenii WI-FI mis mepenaum JTUYHBIX JaHHBIX, HAPUMEP JUIsl BBIXOAA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO TIOYTY;

5. WNnonp3yii Tosnbko 3amuineHHoe coenuHenue yepes HTTPS, a ne HTTP, T.e. mpu HaGope BeO-
aapeca BBoU UMEHHO «https://»;

6. B moOunbHOoM Tenedone otkmoun ¢yHkumio «lloaxmouenne k Wi-Fi aBromarnuecku». He
JIOTTyCKail aBTOMATHYECKOTO MOAKITIOUEHUS yCTpoiicTBa Kk ceTsim Wi-Fi 6e3 TBoero cormacusi.



CounanbHble ceTH

CornuanbHble CETH aKTUBHO BXOJSAT B HAIly KU3Hb, MHOTHE JIFOAU PabOTaIOT U )KUBYT TaM IIOCTOSIHHO, a B
Facebook yxe 3aperucTpupoBaH MHIUIHAp] YETOBEK, YTO SIBISETCS OJHOM CEeNbMON BCEX >KHUTEeH
IUTAHETHI.

MHorue mnonp30BaTeNM HE MOHUMAIOT, YTO HHQpOpMAIus, pa3MelleHHas WMU B COIHAIBHBIX CETSX,
MOXET OBITh HalJeHa W WCIOJb30BaHA KEM YTOJHO, B TOM YHCIIEe HE 00s3aTeNbHO C OJlaruMu
HaMEPEHUSIMH.

OcHoBHbBIE COBETHI M0 0€30MACHOCTH B CONMATbHBIX CETAX:

1. OrpaHuyb cUcoK Apy3ei. Y TeOs B Ipy3bsiX HE JOKHO ObITh CIy4YailHBIX U HE3HAKOMBIX JIIOZCH;
2. 3ammmail cBOI0 YacTHYIO JKuM3Hb. He ykaspiBail maponu, TenedoHbI, agpeca, IaTy TBOETO
POXKICHUSIT W JPYTyl0 JHUYHYI0 HMHPOpMAIUIO. 3JIO0YyMBIIUIEHHUKA MOTYT UCIHOJb30BaTh Jlaxke
MH(POPMALIKIO O TOM, KaK Tl ¥ TBOM POJHUTENH IUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amminai CBOIO PeIyTalrIo - IEPKH €€ B YUCTOTE M 3a/iaBail ce0e BOMPOC: XOTEN ObI ThI, YTOOBI
JpyTHE TOJIb30BATEeNIN BUIEITH, YTO Thl 3arpyxaems? [logymaif, mpexae 4eM 4TO-TO OMyOJIMKOBATb,
HaIucaTh U 3arpy3HTh;

4. Ecnu TbI roBOpULIb C JIIOIBMH, KOTOPBIX HE 3HAEIIb, HE UCHOJb3YHl CBOE pEaIbHOE UMS U JPYTYIO
JUYHYI0 HHGOPMALIUU: UMSI, MECTO JKUTEIbCTBA, MECTO Yy4eObl U IpOYee;

5. N36erait pasmenienus ¢ororpaduii B IHTEpHETE, T1IE THI H300pa)KeH Ha MECTHOCTH, IO KOTOPOU
MO>KHO OIPEIEeTUTh TBOE MECTOIOJIOKEHHUE;

6. [Tpu perucTpanuu B COUUANBHON CeTH HEOOXOAMMO UCIOIb30BAThH CIOXKHbIE MAPOIIH, COCTOSIINE
13 OyKkB ¥ IU(P U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

1. Jis conmanbHOM ceTd, MOYTHl M APYTUX CAaWTOB HEOOXOAMMO HCIOJIB30BaTh Pa3HbIE MapOJIH.
Toraa ecnu TeOst B3710MalOT, TO 3710yMBIIUIEHHUKH MOJTyYaT IOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHbBIE IEHbIH

DJEeKTPOHHBIE JIEHBIW — 3TO OYEHb yNOOHBIA CIOCOO IIaTeX e, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOpPBIE XOTAT NOJMYUYUTh 3T JCHBTU.

OJNEKTPOHHBIE I€HBI'M MOSBUIUCH COBCEM HEIABHO M MMEHHO M3-3a 3TOT0 BO MHOI'MX I'OCYJapcTBaXx 10
CHUX IOp HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHM QYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, II€ X Pa3/eisIOT Ha HECKOJIBKO
BUJIOB — AHOHHMMHBIE U HE aHOHMMHBIe. Pa3HMIIa B TOM, YTO AaHOHHMMHBIE - 3TO TE€, B KOTOPBIX
pasperraercss TPOBOAWTH oOmepanuu 0e3 HIAeHTH(UKALWKM TOJb30BATENs, a B HEAHOHHMMHBIX
UACHTU(DUKAIIY TT0JIH30BATENS SBISETCS 0053aTENbHOM.

Taxoke cremyer pasnuuaTh AJIEKTPOHHBIC (puaTHBIE NeHBrH (paBHBI TOCYAAPCTBEHHBIM BAJIIOTAM) M
AJIEKTPOHHBIC He(DUAaTHBIE ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0e30MaACHOI padoTe ¢ 3JTeKTPOHHBIMHU JeHbIAMHU:

1. [TpuBsoku K cueTy MOOWIIBHBIN Tele(OoH. DTO camMblil YIOOHBIA M OBICTPBIM CITIOCOO BOCCTAHOBHUTH
JnocTyn K cyery. [IpuBsi3aHHBIN TenedoH MOMOXKET, eciad 3alynellb CBOHM IJIaTeXHBIH Mapoib HIU
3aiifienIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit ogHOpazoBbie mapoiu. [locie mepexoja Ha yCHJICHHYIO aBTOpH3alMio TeOe yxe He
OyZeT yrpokaTb OIAaCHOCTb KPayKu MJIU NepeXBaTa IIaTeKHOTO Mapois;
3. BeiOepu cnoxuelii mapons. I[lpectynmHukam OyaeT HE MPOCTO yragaTh CIOXHBIM Mapoib.

HapnexHble mapoian — 3TO Mapoiu, KOTOPLIE COAEPKAaT HE MEHee § 3HAKOB U BKJIKOYAIOT B ce0s CTPOUHBIE
U TpOoNHCHble OYKBBI, IU(PPbI M HECKOJIBKO CHUMBOJIOB, TaKWe KakK 3HaK Jojuiapa, (QyHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Hampumep, $tROng!;;

4. He BBOM cBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIb.

DJIEeKTPOHHAasI 10YTA

OJNEeKTpOHHAs MoYTa — 3TO TEXHOJIOTHS U MPEIOCTABIISAEMBIE €10 YCIYTH IO MEPECBUIKE U MOJIYYEHUIO
AJIEKTPOHHBIX COOOLIEHUH, KOTOPBIE PACHIPEEIIAIOTCS B KOMIIBIOTEPHON CETH.

OO6b19HO AIIEKTPOHHBIN IIOYTOBBIN ALK BBITJISLAUT CJIE Iy IOIIUM o0pazom:
UMS_I10JIb30BaTENSA(@UMSL_JIOMEHa.

Taxoke KpoMe mepeiayy IpoCTOTro TeKCTa, UMEETCS BO3MOXKHOCTh NepeaBaTh (haiibl.

OcHoBHBIE COBETHI 10 0e30MacHoil padoTe ¢ JIEKTPOHHOI MOYTOI:

1. Hano BeIOpaTh MpaBUIIbHBINA TOYTOBLIHN cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOODP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIy4lIe JOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBBIN B PEUTHHTE;



2. He ykaspiBali B JIMYHOM mToYTe JWYHYr0 uWHPopmanuto. Hanpumep, mydme BbIOpaTh
«MY3BIKATBHBINA _(aHaT@» miu «pok2013» BMecTo «Temal3y;

3. Hcnonb3yil ABYXATAlHYI0 aBTOPU3ALMIO. JTO KOTJa MOMHUMO Mapoyisi HY>KHO BBOAUTH KOJ,
npucbutaeMblii mo SMS;

4. Bribepu crnokHbIil maponb. [[s Kakaoro Mo4TOBOrO SIUKA JODKEH OBITh CBOW HAJEXKHBIM,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnn ectb BO3MOXHOCTh HAalMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH 3Ty BO3MOXHOCT;
6. Hcnonbs3yil HECKOJBKO IOYTOBBIX SIIMKOB. [IepBBIM JUIsi 4aCTHOW IEPENUCKU C aApecaTaMy,

KOTOPBIM ThI IOBEpsICIlb. ITO 3JEKTPOHHBIN aapec He HAJ0 UCTIOIB30BaTh IPU PETUCTPALUU Ha (hopyMax
U caiTax;

7. He otkpsiBaii aityibl 1 qpyrue BIOKEHUS B MUChMaX JaKe €CJIM OHU MPUIILIH OT TBOMX APY3CH.
Jlydiie yTOYHH y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paiiib;
8. [Tocne okoHuaHusi pabOTHI Ha MOYTOBOM CEPBHCE MEpe 3aKPHITHEM BKIIAJIKU C CATOM HE 3a0y.b

Ha)kaTh Ha «BBIATHY.

Ku0epOy/JUIMHT M1 BUPTYaJIbHOE H3/1€BATEJIbCTBO

KubepOymnmuHr — mpeciieioBaHHE COOOIICHHSIMM, COACPKALIMMHU  OCKOPOJIEHHS, arpecculo,
3alyTMBaHKe; XYJUTAaHCTBO; COLMAIbHOE OOMKOTUPOBAHHUE C MIOMOIIBIO PA3IMUYHbIX HHTEPHET-CEPBUCOB.
OcHoOBHBIE COBETHI 110 00pPbLOE ¢ KHOEPOYJIITMHIOM:

1. He Opocaiicst B 60it. JIyummii crmoco0: moCOBETOBATHCS Kak ce0sl BECTH U, €CJIM HET TOTO, K KOMY
MOXXHO OOpaTHThCS, TO BHayale YCHOKOUThbCA. Eciu Thl HauHemb OTBeYaTh OCKOPOJICHUSMH Ha
OCKOPOJIEHHS, TO TOIBKO €IIe OOJIBIIE Pa30AOKEITh KOH(IIHKT;

2. VYnpasisii cBoeii kubeppernyTanueii;

3. AHOHUMHOCTh B ceTu MHuMas. CylecTBYyIOT CHOCOOBI BBIACHUTb, KTO CTOMT 3a aHOHHMHBIM
aKKayHTOM;

4. He crout BecTtn XymuraHckuii oOpa3 BHpTyalnbHOW Xu3HHU. MHTEpHET (uUKCUpyeT Bce TBOHU
JEHCTBUS M COXpAHACT UX. Y JalUTh UX OyJeT KpaifHe 3aTpyAHUTEIBHO;

5. Coburonaii CBOM BUPTYyaIbHYIO YECTh CMOJIOAY;

6. Urnopupy#t enuHuyHbi  HeratuB. (OgHOpa3oBble OCKOPOWTENbHBIE COOOIICHUS —JIydlle
UrHOpupoBaTh. OOBIUHO arpeccus MpeKpallaeTcsl Ha Ha4yaJlbHOW CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COLIMATBHBIX CETAX €CTh
BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKH COOOIEHHUH C ONPENECIICHHBIX aPECOB;

8. Ecnmu Th1 cBuzperens kubepOymnuHra. TBoM AEWCTBUS: BBICTYNUTH HPOTHB MpPECie0BATENs,

IIOKa3aTh €My, YTO €ro ACHCTBHs OLICHMBAIOTCS HEraTHBHO, IOAJEP)KAThb KEPTBY, KOTOPOM HYyKHA
MICUXOJIOTHYECKAs TIOMOII[b, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOIO IIOBEJICHUS B CETH.
MoOuabHbIi Tes1e()oH

CoBpemeHHbIE cMapT(OHBI U TUIAHIIETH COEPKAT B ceOe BIOJIHE B3POCIbIA (PyHKIIMOHAI, U Teeph OHU
MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU KoMIbroTepamu. OnHAKO, CPEACTB 3aIIUThI AJS MOJOOHBIX
YCTPOMCTB MOKa OYEHBb MAJIO.

TecTrupoBaHuE M MOUCK YSI3BUMOCTEW B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak 1y 1K, To ke camoe
KacaeTcs U MOOMIIbHBIX MTPUIIOKESHUH.

CoBpemMeHHbIE MOOWJIBHBIE Opay3epbl YK€ IPAKTHYECKH JOTHAIM HACTOJNbHBIE AHAJOIH, OJHAKO
pacupenue (GyHKIMOHAIA BICYET 32 COO0M OOJIBIIYIO CIOKHOCTh M MEHBILYIO 3aIIUIIIEHHOCTb.

Jlanexo He BCe NMPOU3BOAMUTENHN BBITyCKAIOT OOHOBIIEHUS, 3aKPhIBAIOINE KPUTUUECKUE YA3BUMOCTH JIs
CBOUX YCTPOUCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€30aCHOCTH MOOMJILHOIO TeJiedoHa:

1. Huuero He sBnsieTcss mno-HacrosimeMy OecruiaTHBIM. bBynb oOcTOpokeH, Beap Korjma Tebe
IpeUIaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIE YCIIYTH;

2. Hymaii, npexnae yem otnpaBuTb SMS, ¢goto mnu Buneo. Thl TOUYHO 3Haellb, i€ OHU OyAyT B
KOHEYHOM UTOre?

3. Heo6xonnmMo 0OHOBIISATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHA;

4. Hcnonp3yit aHTUBUPYCHBIC TTPOTPaMMBI /711 MOOMITBHBIX TelIe(POHOB;

5. He 3arpyxkaii mNnpuwioXeHHs OT HEU3BECTHOIO MCTOYHMKA, BEJb OHU MOTYT COJEp)KaThb
BPEJIOHOCHOE MPOrpaMMHOE 00eCTIeUeHNE;

6. [Tocne Toro xak ThI BBICIIb C caiiTa, Ii€ BBOAMWI JIMYHYIO WH(POpPMAIMIO, 3ali B HACTPOUKHU

Opay3sepa u ynanu cookies;
1. Ilepunonnuecku npoBepsii Kakue IJIaTHbIE YCIIYyTd aKTUBUPOBAHbI HA TBOEM HOMEDE;



8. JaBaii cBoil HOMep MOOWJIBHOrO Tesne(OHAa TOJBKO JIOASAM, KOTOPBIX Thl 3HA€UIb U KOMY
JIOBEpSIEIIb;

9. Bluetooth momken ObITh BBIKIIOYEH, KOTAAa Thl UM HE Nojb3yembcs. He 3a0biBail mHOrzAa
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAWH-UTPBl — 3TO KPAaCOYHBIE, 3aXBaThIBAIOIINE Pa3BIICUCHUS, OOBEAUHSIIONINE COTHU
TBICAY YEJIOBEK MO0 BceMy Mupy. Wrpoku HCCleyloT JaHHBIH UM MHp, OOLIAtOTCS APYr C APYroM,
BBITMIOJHSIOT 3aJaHUsl, CPa)XarOTCs C MOHCTPaMHM M TOJy4aroT OMBIT. 3a YJOBOJLCTBUE OHHU ILIATT:
MOKYIAIOT JUCK, OIUIAYMBAIOT AOOHEMEHT MJIM MIPHOOPETAIOT KaKUEe-TO OIIUH.

Bce stH cpenactBa uMOyT Ha TMOAJEpKAHME M PA3BUTHUE WUIPHI, a TaKXKe Ha camy O€30MacHOCTB:
COBEpILEHCTBYIOTCSI CHUCTEMbI aBTOPHM3AllMM, BBIMYCKAIOTCS HOBbIE HaTud (LUUQPOBBIE 3aMIaTKU IS
IIPOrpaMM), 3aKpbIBAIOTCSl YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX Urpax CTOUT ONacaThCsl HE CTOJBKO CBOUX CONEPHUKOB, CKOJIBKO KpaXKH TBOETo HapoJis, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMK OOJIBIITHHCTBA UTP.

OcHoBHBIE cOBETHI 10 0€30IACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Ecnu npyroit urpok BezmeT cedst IJIOXO WM CO3AaeT TeOe HENPHATHOCTH, 3a0JIOKUpYH ero B
CIHCKE UTPOKOB;
2. [Toxanyiics aAMHUHUCTpAaTOpaM WIpbl Ha IUIOXOE MOBEICHHE JTOT0 MIPOKA, IKeJIATeIbHO

MIPUJIOKUTH KAKUE-TO TOKA3aTeIbCTBA B BUJIE€ CKPUHOB;

He yka3biBaii muuHy10 nHpOpMaIHIO B podaiise urpsr,

VYBakall pyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBait Heo(uimanbHbIE TATYH U MOJIBL;

Hcnosnb3yil C10KHBIE M pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsl UIpbl HE CTOMT OTKJIIOYATh aHTUBUpPYC. [Ioka Tl Wrpaemib, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

OUIIMHT WK KPasKa JUYHbIX JAHHBIX

OObIYHOM KpaXkel JAeHETr W JOKYMEHTOB CETOJIHS YK€ HUKOro He yIuBHfIllb, HO C pa3BUTHEM HHTEpHET-
TEXHOJIOTUH 3JI0YMBIIIJICHHUKH TIEPEMECTUIINCh B UHTEPHET, U MPOJOIKAIOT 3aHUMATBCS <«ITIOOMMBIM»
JIETIOM.

Tax mosiBUIach HOBast yrpo3a: UHTEPHET-MOILICHHUYECTBA WM (DUILMHT, TJIaBHAS IeJIb KOTOPOTO COCTOUT
B TOJIyYCHUH KOH(UIACHIIMATBHBIX JaHHBIX IOJIh30BaTeJel — JIOTMHOB W Mmaposieid. Ha anrmumiickom
s3bIke phishing unraercs kak pummHr (ot fishing — peiOHas noBis, password — mapoJib).

OcHoBHBIE cOBeThI 10 0opble ¢ GUITUHTOM:

N sAWw

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOS aHKeTa Oblla B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKHPOBATH €€ U COOOIIUTH aJIMUHUCTPATOPaM pecypca 00 TOM Kak MOXXHO CKOpee;

2. Hcnone3yii 6e30macHbie BeO-CaiThl, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U TOMCKOBBIX CHCTEM;

3. Wcnonw3y#t ciokHbIE W pasHble mnapoiau. Takum o0pa3om, eciu TeOS B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH TOTyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, @ HE KO BCEM;

4. Ecnu Tebst B311oManu, To HE0OX0IMMO MPEAYIIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 10OABIEHBI

y TeOs B APY3bAX, O TOM, YTO T€OS B3IIOMAIIU U, BO3MOXKHO, OT TBOETO UMEHU OYJIET pacChUIaThCS CIaM U
CCBUIKU Ha (PUIIMHTOBBIE CATHI;

5. VYcranoBu HagexxHbli napois (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;
1. He oTkpsiBaii ¢ailsiel 1 Apyrue BIOKEHUS B MUChbMax J1aXKe €CIM OHM MPHUIILIH OT TBOUX JAPY3eH.

Jlyurie yTOYHM y HUX, OTIIPABIISUIN JIK OHU TeOe 3TU (aiiibl;

Hudposas penyranus

[udpoBas pemyramus - OSTO HEraTHWBHAs WM TO3UTHBHAs WHQopManus B ceTu O Teoe.
Kommpomerupyromas uHGpopMaIus pa3MenieHHas B HHTEPHETE MOXKET CEPbe3HBIM 00pa3oM OTPa3HUTHCA
Ha TBOEH peaibHOM )KU3HH.

«udposas pemyranus» - 3T0 TBOH UMUK, KOTOPBIXA (hopMUpyeTcss U3 HHPOpMAaLUU O TeOe B HHTEPHETE.

TBOe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IMOJIOXKEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl O
OJMM3KUX — BCE ATO HAKAILJIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOnukanuu auyHoi uHdopmanuu B MHTEepHeTE, He
MOHMMAasi BO3MOXKHBIX ToOcCHeAcTBHA. Thl Jaxke HE CMOXKEHIb orajatbcsi O TOM, 4To (oTtorpadus,
pa3MenieHHast 5 JieT Ha3al, cTajia MPUYUHOM OTKa3a MPUHATH Te0s Ha paboTy.



KommeHTapuu, pasMenienue TBoux ¢ororpaduil u qpyrue ASWCTBUS MOTYT HE MCUE3HYTh JlaXe Iociie
TOT0, KaK Thl UX yJaIHIIb. Thl HE 3HAEIIb, KTO COXPAHUI 3Ty UH(POpPMAIIUIO, IIOTaja JIh OHAa B IIOMCKOBBIE
CHCTEMBI U COXPAaHWIJIACh JIU OHA, a TJIaBHOE: YTO MOAYyMAaloT 0 Te0e OKpYy Karollee JIFOH, KOTOpble HalayT
U yBUAAT 3T0. HaliT nH@OpMaIuo MHOTO JIET CIyCTs] CMOXET JII000M — Kak U3 100phIX NMOOYXKIEHUH,
TaK ¥ ¢ HAMEPEHUEM IIPUYUHUTH BpeA. ITO MOXKET OBITh KTO YT'OJHO.

OcHoBHBIE COBETHI 110 3aIMTe HM(POBOH penmyTanuu:

1. [Tomymaii, mpexkae 4em 4To-TO MyOJMKOBaTh M MepenaBaTh y ceOs B Ojore Wik B COLMATBHON
CeTH;

2. B mnactpoiikax mnpoduias ycTaHOBHM OTrpaHMYEHHsS HA MPOCMOTP TBOEro mnpoduis U ero
COZEPKUMOTO, CAEIIAN €ro TOIBKO « IS APY3€iiy;

3. He pasmemaii m He yka3piBaii MH(POpPMAIHMIO, KOTOpas MOXET KOTro-TMOO OCKOPOJISITh WIIH
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IKOJIbHUKA— aKTUBHBIE MOJIB30BaTENH U(poBOTrO mpocTpancTBa. OAHAKO Jaleko He BCe
3HAIOT, YTO TOJB30BaHHE MHOTMMH BO3MOXKHOCTAMH LU(POBOro Mupa TpeOyeT cOoOIIo/IeHUsl MpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTENIEKTyallbHass COOCTBEHHOCThY» OTHOCUTCS K PAa3IMYHBIM TBOPEHUSIM YEIOBEYECKOTO yMa,
HAuMHas C HOBBIX M300pETEHMH M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH , U
3aKaH4MBas KHUraMu, pororpadusiMu, KHHOPHUIbMaMU U My3bIKaJIbHBIMU [TPOU3BEICHUSIMU.

ABTOpCKME TpaBa — 3TO MpaBa Ha HHTEIUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOHM3BEACHUS HAYKH,
JUTEPATYpPhl U HCKYCCTBA.

ABTOpCKME TIpaBa BBICTYHNAIOT B KayeCTBE TapaHTHHM TOTO, YTO HHTEJUICKTYaJbHBIN/TBOPUECKUI TPy
aBTOpa He OyJeT HalpacHbIM, AaCT eMy CIpPaBEIMBbIE BOZMOKHOCTH 3apab0TaTh Ha pe3ysIbTaTaX CBOETO
TpYyJa, MOJY4YUTh U3BECTHOCTh U IPU3HAHUE.

Hukto 6e3 paspemieHusi aBTopa HE MOXET BOCHPOM3BOAWTH €ro MpPOU3BENIECHUE, PACIPOCTPAHSITh,
nyOJIUYHO JIeMOHCTPUPOBATh, MPOAABATH, UMIIOPTUPOBATh, IMyCKaTh B IMPOKAT, MyOJWYHO HCIOJHATS,
MOKa3bIBaTh/UCIIONIHATH B 3pupe mwiu pa3memiats B HTepHeTe.

Mcnonb30BaHUE «IUPATCKOTO» MPOTPAMMHOTO OOECIICYEHUSI MOXKET NMPUBECTH K MHOTUM PHCKaM: OT
MOTepU JAHHBIX K TBOMM aKKayHTaMm 10 OJOKHPOBKH TBOErO YCTPOWCTBA, I/I€ YCTAaHOBIICHHBIM He
jgeranbHas mporpamMma. He cTouT Takxke 3a0bIBaTh, YTO CYNIECTBYET JIeTalbHble W OecCIUIaTHbIC
IIPOrpaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopraJe

CereBUYOK.p() — TBOM TJIaBHBIN COBETYHMK B CETH. 371€Ch Thl MOXEIIh y3HATh O O€30MAaCHOCTH B CETH
MOHATHBIM M JIOCTYIIHBIM SI3bIKOM, a IPU BO3HMKHOBEHHHM KPUTHYECKOW CHUTyallud OOpaTHThCS 3a
COBETOM. A Takke MPHUHSTH y4acTHUe B KOHKYpPCaxX U CTaTh CAMBIM IIU(PPOBBIM IPaKIaHHHOM !

Marepuansl npeacTaBieHbl Ha caiite Equnblil ypok.pd.

https://www.eannblitypok.pd/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-
ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-
prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-
ofitsialnykh-internet-resursakh




