Ipunoxenne Ne2. UndpopmannoHHasi NaMATKA IS 00yYAOIIKUXCS /151 pa3MellleHus Ha
opunuanbubIx UHTEpHET-pecypcax

C KaXIIbIM TOJIOM MOJIOACKH B HHTEPHETE CTAHOBUTHCS OOJIBINE, a IKOJIBHUKHA OJHH U3
CaMbIX aKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, NMOMHUMO OTIPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOOJIeMbl. DTa MaMsTKa JO/DKHA MTOMOYb Tebe Oe30IacHo
HaXOJUTHCS B CETH.

Komnvromepnuvie supycoi

KomnploTepHslii  BUpPYC — 3TO  pPa3HOBUJIHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTIIMYUTETILHOW OCOOCHHOCTBIO KOTOPOW SIBISIETCS CHOCOOHOCTh K pa3MHOXeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl u
JaHHbIE, MOJKOHTPOJIbHBIE IMOJIb30BATENI0, OT UMEHH KOTOpOro ObuIa 3amylieHa 3apak€HHas
porpaMma, a TakKe MOBPEAUTh WM JaXKe YHUUYTOXHUTh ONEPALMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 11enioM. B 601bIIMHCTBE CllydaeB pacipOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTopbl 3aUTEI OT BPCIOHOCHLBIX ITPOTpaMM:

1. HMcnonp3yll COBPEMEHHBIE OIEPALMOHHBIE CHCTEMBbI, MMEIOIINE CEPbE3HBIN
YPOBEHbB 3aLUTHI OT BPEIOHOCHBIX ITPOrPaMM;

2. IlocrosHHO  ycTaHaBinuBal mauyt  (UM@pPOBBIE  3alIaTKH, KOTOpbIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LI€JIbIO JOPAOTKHU MPOTrpaMMbl) U JIpyrue
OOHOBJIEHUS CBOeH omnepanMoOHHOM cucTteMbl. CkauuBail HMX TOJNBKO C
opunmaneHoro caiita paspadorunka OC. Ecmum cymecTByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHHMSI, BKIIIOUH €r0;

3. Paboraii Ha cBoeM KOMIIBIOTEPE TMOJ IpaBaMu [OJb30BaTeNsd, a HE
aJIMMHHCTpaTOpa. JTO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrpamMm
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonp3yil  aHTHBUpPYCHBIE  IPOrpaMMHBbIE  MPOAYKTHI ~ H3BECTHBIX
IIPOU3BOIUTENEH, C aBTOMAaTUYECKMM OOHOBIIEHHEM 0a3;

5. OrpaHnyb GU3NYECKUHN AOCTYI K KOMIIBIOTEPY AJI MOCTOPOHHUX JIUII;

6. Mcnonb3yil BHEIIHME HOCUTENN MH(POPMALIMH, TaKue Kak (uienka, JUCK WIn
(aiin U3 UHTEepHETA, TOJIBKO U3 MPOPEPEHHBIX HCTOUYHUKOB;

7. He otTkppiBaif KOMIbBIOTEpHbIE (aiibl, MOITy4YEeHHbIE U3 HEHaI&XKHBIX
HUCTOYHHUKOB. Jlaxke Te (haiiibl, KOTOphIE MpHUCIaT TBOW 3HAKOMBIN. Jlyure
YTOUHU Y HETO, OTHPABJISUI JIU OH TeOe uX.

Cemu WI-FI

Wi-Fi - 510 He BuA nepenauun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIb Opena, Mapka. Eme
B 1991 rony Hmmepnanjackas kommanus 3apeructpupoBana openn «WECAy, aro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHHM Jomluia jApyras aOOpeBHarypa, KOTOpasl SBISETCS TaKOW ke
TexHoyioruei. 3to abopeBuarypa «Wi-Fi». Takoe HazBaHue ObUTO JaHO C HAMEKOM Ha CTaHAAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HAYaeT «BBICOKAS TOYHOCTHY.

Jla, GecriaTHBIM WHTEPHET-AOCTYI B Kade, OTeNsX U a’dpomopTax SBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXO0JIa B MHTEPHET. HO MHOTHE KCIIEpPThl CYUTAIOT, YTO OO0IIe0CcTyTHbIe Wi-
Fi cetu He aBnsaroTCs O€30IIaCHBIMU.
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CogeThl 10 6e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1.

He mepenaBaii cBoro nuHyr0 HHMOpMAIMIO 4epe3 obOmenoctymubie Wi-Fi
cetn. Paboras B HHX, JKelaTeIbHO HE BBOJUTH MMAPOIU JIOCTYIA, JJIOTUHBI U
KaKue-TO HOMepa,

Hcnonb3yit 1 OOHOBISI aHTUBUPYCHBIE MpOTrpaMMbl u Opanamayep. Tem
cambIM Thl 00e30MacuIlb ce0sl OT 3aKauKH BUpPYyca Ha TBOE YCTPOMCTBO;

[Tpu ucnons3zoBanuu Wi-Fi otkimroun ¢pynkimio «O0mui goctym K daiinam u
npuHTepamy. JlaHHas QyHKIUS 3aKpbITa [0 YMOJYaHUIO, OJHAKO HEKOTOphIE
MOJIB30BATEIN AKTHBUPYIOT €€ s yno0CTBa UCIONB30BaHUsS B paboTe WIH
yueoe;

He ucnons3yii nyonnunsiii WI-FI s nepepaun Tu4HBIX JaHHBIX, HAIPUMED
JUTSL BBIXOJIa B COITUAIBHBIE CETH WM B JICKTPOHHYIO MOUTY;

Nnonw3yit Tonpko 3amuiieHnoe coenunenue yepes HTTPS, a ue HTTP, t.e.
pu Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOunbHOM Tenedone otkimoun ¢Gyukiuio «lloakmouenne kK Wi-Fi
aBTOMarudeckn». He momyckail aBTOMaTHYECKOTO MOAKIIOYEHUS YCTPOMCTBA
k cetssm Wi-Fi 6e3 TBoero cormnacus.

COI/H/lCl]Zbele cemu

ConuanbHble CETM aKTMBHO BXOJST B HAlly KU3Hb, MHOTHE JIOAU PabOTAalOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMApP]] YEIOBEK, UYTO SBJSETCS OJHOU
CeIbMOI BCEX JKHTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHUMAIOT, 4TO WH(pOpMAIHS,
pasMelleHHas UMH B COLIMAJIbHBIX CETAX, MOXET ObITh HalJleHa M UCIOJIb30BaHA KEM YrOAHO, B
TOM 4HCJI€ HE 00513aTeNbHO ¢ OJ1aruMu HaMEPEHHSIMH.

OCHOBHBIE COBETHI IO O€30IAaCHOCTH B COIMAJIBHBIX CCTAX!:

OrpaHuyb COUCOK Japy3el. Y TeOst B APY3bsAX HE JOJKHO OBITH CIIy4alHBIX U
HE3HAKOMBIX JTIOJCH;

3amumail cBoro yacTHYIO *Hu3Hb. He ykasbiBail mapoiu, TenedoHsl, aapeca,
JaTy TBOETrO POXKJEHUS U APYTYIO JUYHYI0 HHPOPMAIHUIO. 3I0yMbIIIIEHHUKN
MOTYT HCIOJIb30BaTh Jake MH(POpPMALHMI0O O TOM, KaK Thl U TBOU POAUTENH
IUTAaHUPYETE IPOBECTU KAHUKYJIbI;

3amumail cBO pemyTaluio - JepKU €€ B YHCTOTE U 3ajaBail ceGe Borpoc:
xoTea Obl Thl, YTOOBI ApPYyrue MOJb30BATENM BHUAEIH, YTO Thl 3arpyKaeb?
[Toxymaii, mpexze 4em 4To-TO OMyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

Ecau 1Bl roBopuib ¢ JIOABMH, KOTOPBIX HE 3HAellb, HE HCIIOIB3YH CBOE
pearbHOe MMS U JIPYTYIO JIMYHYIO WHGOpMAlMU: MMs, MECTO >KUTEIbCTBA,
MECTO yueObl U IIPOUee;

N36erait pasmenienus Qotorpaduii B MHTepHere, rne Thl H300pakeH Ha
MECTHOCTH, TI0 KOTOPOW MOHO OIIPEAEIUTh TBOE MECTOIOJIOKEHHE;

[Ipu perucrpanuu B couMagbHOW CETH HEOOXOIMMO HCIIOJIb30BATh CIIOKHBIE
napoJiu, cocTosimue u3 OykB 1 HU(p U C KOJIMYECTBOM 3HAKOB HE MeHee §;
JInst conaibHOM CEeTH, TIOYTHl UM JPYTHUX CAUTOB HEOOXOAMMO HCIOJIb30BaTh
pasHble mapoiu. Torna ecinu Te0si B3IOMAOT, TO 370YMBIIUIEHHUKU TOJTy4aT
JOCTYII TOJIBKO K OIHOMY MECTY, a HE BO BCE Cpasy.
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9ﬂ€Kl7’lDOHHbl€ oenbau

DJEeKTPOHHBIE JIEHBI'M — 3TO OYEHb YIOOHBINA CIIOCOO MIIATEXKEH, OAHAKO CYHIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITH I€HbIU.

:‘)J'IGKTpOHHBIe JCHBI'N ITOSABHIIMCH COBCEM HCIAaBHO WM HMMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHn GyHKIMOHHUPYIOT M O HUX Y>K€ IMIPOIHCAHO B 3aKOHE, TI€ X Pa3IeIIsIOT
Ha HECKOJIBKO BUJOB — AHOHUMHBIC U HE aHOHUMHBIE. PasHuIa B TOM, YTO aHOHUMHBIE - 3TO T€E,
B KOTOPBIX pa3pemaercs NPOBOJAUTH ONepauud 0e3 HIAeHTH(UKALWU IOJIb30BaTeNs, a B
HEAaHOHMMHBIX MJIEHTU(DUKALIMHU T0JIb30BaTENIs ABISAETCS 00s13aTEIbHOM.

Taxoke cienyer pasnuyarh 3JIEKTPOHHbIE (UaTHBIE NEHBIU (pPaBHBI rOCYIAapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HE(PHUATHBIE IEHbI'M (HE paBHbI TOCYJAapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI TI0 OE30IACHOM paboTe € NEKTPOHHBIMH JCHbIaMH:

1. TlpuBsxu K cueTy MOOMJIbHBIA TelneoH. DTO caMblii YAOOHBIM M OBICTpHIiA
croco0 BOCCTaHOBHUTH JOCTYN K cuery. [IpuBsi3aHHBIN Tene(oH MMOMOXKET,
ecin 3a0yaellb CBOM IIATEXHBIM @aposib WM 3aiiiemb Ha calT c
HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonp3yit opHopa3zoBble mnaposuu. [locne mnepexoma Ha  yCHICHHYIO
aBTOpU3aLMIO TeOe y)xe He OyleT yrpokaTh ONACHOCTb KPaXKH MJIM IepexBaTa
IJIaTEKHOTO MapOJIs;

3. BeiOepu cnoxubiii mapois. IlpecTynHukam Oyaer He NpPOCTO yrajaaTh
CJIO>KHBIN Mapoiib. HanexHsle mapoan — 3T0 Mapoiu, KOTOpPbIE COAEpKAT HE
MeHee § 3HaKOB M BKJIIOYAIOT B c€0sl CTPOYHbIE U IPONUCHBIE OYKBBI, TU(PHI
U HECKOJIBKO CMMBOJIOB, TaKM€ KaK 3HaK JIojulapa, pyHTa, BOCKINLATEIbHBIN
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIEIIb.

aﬂeKWlDOHHa}l nouma

DNEeKTpOHHAs OYTa — 3TO TEXHOJIOTUS U IPEIOCTABIISIEMBIE €10 YCIIYTH 10 TIEPECHUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OO6b1yHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOIUM oOpa3zom:
UMs_TIONIB30BaTeSI(@UMsL_JoMeHa. Takke KpoMme Iepeauyd MpoCTOro TeKCTa, HMEeTcs
BO3MOXKHOCTb MepeaaBaTh (paisbl.

OCHOBHBIE COBETHI 110 6€30TacCHOM padoTe ¢ ANEKTPOHHOU MTOUTOM:

1. Hapgo BeIOpaTh mMpaBUIIBHBIN MOYTOBBIN cepBUC. B HHTEepHETE €CTh OrPOMHBIN
BBIOOP OeCIIaTHBIX MOYTOBBIX CEPBHUCOB, OAHAKO JIy4Ile JIOBEPSATh TEM, KOTO
3HACIlb U KTO IEPBLIA B PEUTHUHTE;

2. He ykaspiBail B JMyHOW mouTe JMYHyr0 HH(opmanuio. Hampumep, myunie
BBIOpATh «MY3bIKaJIbHBIN (hanaT@» mnu «pok2013» BMecTo «Temal3y;

3. Hcnonp3yil ABYX3TanHyI aBTOPU3ALUIO. DTO KOI/a MOMUMO Maposisd HYKHO
BBOJIUTH KOJI, IpHUChLIaeMblil mo SMS;

4. BpiOepu clOXHBIN Tapodib. [ KakIOTro MOYTOBOTO SIIMKA JTOJDKEH OBITh
CBOM HAJC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;
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Ecnu ecTp BO3MOYKHOCTD HallUCaTh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIb3YH
3Ty BO3MOKHOCTb;

Hcnons3yil HECKOIBKO MOYTOBBIX SAIIMKOB. [IepBbIN I 4aCTHOM NEPENUCKU
C ajapecaTaMy, KOTOPBIM Thl JIOBEpsCLIb. JTO 3JIEKTPOHHBIN aJpec HE HaJ0
MCIOJIb30BATh MIPHU PETUCTPALIUU HA POpyMax M calTax;

He otkpsiBaii (aiiibl U qpyrue BIOKEHUS B MHUCbMAaX Ja)Ke €CJIM OHU MPUIIUIH
OT TBOWX Jpy3eil. Jlydine yrodyHM y HUX, OTHPABISUTM JIK OHU Tebe 3T
(haiinbr;

[Tocne okoH4yaHus pabOTHI HA MIOYTOBOM CEPBUCE MEPE 3aKPHITHEM BKJIAJIKH
C caiiToM He 320y HaXaTh Ha «BeIATHY.

Kubepbyinunz uau eupmyaibioe u30eeameibCmeo

KubepOymnuHr — mpecieoBaHUE COOOMICHUSIMH, COJEPXKAIIMMH  OCKOPOJICHHUS,
arpeccHio, 3aryruBaHue; XyJIUTAHCTBO; COLUAIbLHOE OOMKOTHPOBAHKME C MOMOIIBIO PA3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYILTUHTOM:

1.

He Opocaiicst B Ooii. Jlydmmii crmoco0: MOCOBETOBAThCS Kak ceOs BECTH H,
€CIIM HeT TOro, K KOMYy MOXHO OOpaTUThCs, TO BHayalle yCIIOKOUThCS. Eciu
Thl HayHElIb OTBEYaTb OCKOPOJEHUSIMU Ha OCKOPOJEHHUS, TO TOJBKO E€Ile
0O0JIBIIIE PA30XIKEITh KOHDIIUKT;,

VYnpasisii cBoeil kubeppenyranmei;

AHOHUMHOCTB B ceTd MHHUMas. CyIiecTBYIOT ClIOCOObI BBISICHUTB, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

He croutr Bectm XynuraHckuii oOpa3 BHpPTyaslbHOM ku3HH. HHTepHer
¢buKcupyer Bce TBOM JIEHCTBHS M COXpaHsET UX. YIalUTh UX OyAeT KpaiiHe
3aTPyJHUTENBHO;

Co0:roait cBOM BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyit  enuHuunbld  HeratuB.  OJHOpPa3oBbIE  OCKOPOUTENBHBIE
cooOmieHuss Jyd4mie UrHopupoBaTh. OOBIUHO arpeccust Mpekpaliaercs Ha
HaYyaJIbHOM CTaIduH;

ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILEHUSIMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKMPOBKU OTHPAaBKH COOOIEHUH C
OIIPEEIIEHHBIX a/IPECOB;

Eciu Te1 cBunerens kubepOymimHra. TBoM NeWCTBUA: BBICTYNUTH NPOTUB
IIpecea0BaTesl, I0Ka3aTh €My, YTO €r0 JEHCTBUS OLICHUBAIOTCS HETaTHUBHO,
MOJJIEPKaTh )KEPTBY, KOTOPOM HY)KHA MCUXOJIOTHYECKasi TOMOIIIb, COOOIINUTh
B3pOCIIBIM O (haKTe arpecCUBHOIO MOBEACHUS B CETH.

Mobunvnviti menegon

CoBpemenHble cMapTHOHBI U TIJIAHIIETH coAepkar B ceOe BIONHE B3POCIBIN
(GyHKIIMOHAT, W TeNeph OHM MOTYT KOHKYPHPOBaTh CO CTAllMOHAPHBIMH KOMITHIOTEPAMHU.
OpnnHako, CpeICTB 3alIUTHI AT MOAOOHBIX YCTPOMCTB MOKa O4eHb Masio. TecTUpoBaHHE U MOUCK
yS3BUMOCTEN B HHUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s IIK, To ke camoe kacaercsa u
MOOUITBHBIX MPUIIOKEHHH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl y)Ke MPaKTHUECKH JOTHAIM HACTOJbHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a COO0N OONBIIYI0 CIIOXHOCTh M MEHBIIYIO

3aIUIICHHOCTb.
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Jlaneko He BCe MPOU3BOJAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUCCKUE
YSI3BUMOCTH 1711 CBOUX YCTPOMNCTB.

OCHOBHBIE COBETHI JIIA 0€e30I1aCHOCTH MOOHUIBLHOTO TCJ'IC(l)OHaZ

1. Hwuuero He sBisieTcs Ho-HacToseMy OecniaTHbIM. Bynb ocropokeH, Belb
Korjga Ttebe mpeyiaratloT OecIulaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IUIaTHBIE YCIIYTH;

2. Nlymaii, nmpexxae yem otnpaBute SMS, ¢oro uinu Buaeo. Thl TOUHO 3HAEMIb,

rzie oHu OyayT B KOHEYHOM UTOre?

Heo6x0a1Mo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBHPYCHBIE IPOrPaMMBbI 17151 MOOUJIBHBIX TENIE(OHOB;

5. He 3arpyxail mpuiokeHHst OT HEU3BECTHOIO HCTOYHHUKA, BEAb OHU MOIYT
CoJIepKaTh BPEJOHOCHOE ITPOrpaMMHOE 00ecIieueHue;

6. Ilocie Toro kak Thl BbliijielIb C caiiTa, TJje BBOAWI JMYHYIO HH(OpMALUIO,
3aiiIi B HACTPOUWKHU Opay3epa u yaaiu cookies;

7. llepuonnyecku mpoBepsil Kakue IUIATHBIE YCIYTM aKTUBHPOBAHBI HA TBOEM
HOMEDE;

8. MaBaii cBoif HOMep MOOMJIBHOrO Telie)OHA TOJBKO JIOASM, KOTOPBIX TbI
3HaelIb U KOMY JIOBEPSEIIb;

9. Bluetooth nomxeHn OBITH BBIKIIOYEH, KOrjJa Thl MM He mosb3yemibes. He
3a0bIBail HHOT 1A TIPOBEPSITH ITO.

Phw

Online uepul
CoBpeMeHHbIE OHJAMH-UTPBI — O3TO KpacOYHbIE, 3aXBATHIBAIOLINE pa3BICUYCHUS,

00BEAMHSIONINE COTHU ThICAY YENIOBEK 10 BceMy Mupy. Urpoku ucciaenyroT JaHHBIH UM MHP,
00MIAI0TCS IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXKaroTcs ¢ MOHCTPAaMM U TOJIY4YaroT OIIBIT.
3a yIOBOJILCTBHE OHHU IIATAT: MOKYMNAOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM IpUOOpETaroT
KAaKHe-TO OILIHUH.

Bee atm cpenctBa MIyT Ha MOAAEPKAHME M Pa3BUTHUE WIPBI, a TaKXkKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPH3AlL[MHM, BBIMYCKAIOTCSI HOBBIE MAaT4U
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nmomo6HBIX Urpax CTOMT omacaTrbcs HE CTOJNIBKO CBOMX CONEPHUKOB, CKOJIBKO KPakKu
TBOETO MapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJIBLIIMHCTBA UTP.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnam apyroil urpok BeieT ceOs IUIOXO WIIM cO3JaeT TeOe HENpUATHOCTH,
3a0JIOKUPYH €T0 B CITUCKE UTPOKOB,;

Iloxxamylics aIMHUHUCTpAaTOpaM WIPbl Ha IJIOXO€ MOBEJEHHE 3TOrO WUIPOKA,
KeJlaTeIbHO MPUIIOKUThH KaKHe-TO JI0Ka3aTelbCTBA B BUJIE CKPUHOB;

He yka3biBaii muunyto nHpopmanuio B mpodaiisie urpsr;

VYBaxail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnuBaii HeoumaabHbIe TATYH U MOJIHI,

Hcnonb3y# ClI0KHBIE U pa3HbIE N1apOJIu;

Jlasxe BO BpeMsi UIpbl HE CTOUT OTKJIIOUaTh aHTUBUpYC. [loka Thl Urpaemip,
TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

N

Noukw

Duriune Ui Kpaxca 1UYHbLX OQHHbIX



https://www.google.com/url?q=http://gimn-keg.ru/setevichok.htm&sa=D&ust=1602406607805000&usg=AOvVaw2EQxI1hhLObaWWJIYiFILd
https://www.google.com/url?q=http://gimn-keg.ru/setevichok.htm&sa=D&ust=1602406607806000&usg=AOvVaw1nm5cAOx93Xn5A3foOReWw

OObIUHONM KpaXke JeHer W JOKYMEHTOB CErOAHs yXe HHKOro He yaAuBHfIIb, HO C
pa3sBUTHEM HWHTCPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH IIEPEMECTHIINCh B  HMHTEPHET, U
IIPOJIOJDKAIOT 3aHUMATHCS «JIIOOUMBIMY JETIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIUHT, TJIaBHAs II€Tb
KOTOPOTO COCTOHMT B IOJY4YEHHHM KOH(UACHIMAIBHBIX TaHHBIX IOJIB30BATENCH — JOTWHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercst kak ¢ummunr (ot fishing — priOHas noBs,
password — mapouis).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl mojo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKHPOBATh €€ U COOOIIUTH aIMUHHCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonb3yii Ge3omacHble BeO-CalThl, B TOM 4YHCIIE, UHTEPHET-MAra3uHoB M
IIOMCKOBBIX CUCTEM;

3. Hcrnonb3yih croxsble U pasHble naposd. Takum oOpaszom, eciu TeOd
B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKHU TOJIy4aT JOCTYH TOJBKO K OJJHOMY TBOEMY
po(HITIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B310MalM, TO HEOOXOAUMO NPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpble J00aBiieHbl y TeOs B Jpy3bsiX, O TOM, YTO TeOs B3JIOMalU H,
BO3MOXXHO, OT TBOEr0 HMMEHM OyJIeT pacchliaThCsl ClaM M CChUIKM Ha
(UIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbIH maponb (PIN) Ha MOOMIBHBIN TenedoH;

OTkITI04M cOXpaHEeHue Maposst B Opaysepe;

7. He otkpsiBaii (ailsibl U qpyrue BIOKEHUS B MUCHMAX JIaXKe €CIIM OHH MPHIILIA
OT TBOUX Jpy3eil. JIydlie yTouHU y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (ailibl.

o

Lugposas penymayus

[Mudposast penyranust - ’TO HETaTUBHAS WM NMO3UTHBHas MH(pOpMalus B CETH O Tede.
Komnpomerupyromas uHpoOpMaius pa3MelleHHass B MHTEPHETE MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peanbHOU ku3HU. «ludpoBas pemyranus» - 370 TBOM UMHIIK, KOTOPBIN
dbopmupyercs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe mecTo KUTCIILCTBA, y‘Ie6LI, TBOC q)HHaHCOBOe IIOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa
" pacCKka3bl O OJIM3KUX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noJpoCcTKH JIETKOMBICIEHHO OTHOCSATCS K MyONMKaluu JUYHON MHpopManuu B
WnuTepHere, HE MOHUMAs BO3MOKHBIX MOCIEACTBUI. Thl axke HE CMOXKEIb JO0raaTbCsi O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pasmemienue TBoux ¢ororpadguit u apyrue JedCTBHS MOTYT He
HCYC3HYTh JaXC€ IIOCJIE€ TOro, KakK Tbl HMX YJaJlWIIb. Ter He 3HaClb, KTO COXpaHWI ITYy
UH(OPMALIKIO, ToTaNa U OHA B MOMCKOBBIE CUCTEMbI M COXpPAaHHWJIACh JIM OHA, a TJIaBHOE: YTO
NOyMaloT 0 Tebe OKpYyXarollee JII0U, KOTOpble HaWAyT U yBUAAT 3To. Haiitu nndopmanuio
MHOTO JIET CHYCTS CMOXeT 00N — Kak U3 J00phIX MOOYXAEHWil, Tak U C HaMEepeHHEeM
NPUYUHUTH Bpel. TO MOKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBON permyTaruu:

1. Tlomymaii, mpexae yeM 4TO-TO IMyOJWMKOBAaTh M IepefaBaTh y cebs B Oiore
WA B COITMATLHOM CETH;
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2. B mHactpoiikax mnpoduias YCTaHOBM OrpPaHMYEHHUS HA IPOCMOTP TBOETO
npoGuIsd ¥ €ro COAEPAKHUMOT0, CAEIal €ro TONBKO Il ApYy3eil»;

3. He pa3memiaii u He yKkas3piBail MH(QOpPMALUIO, KOTOpas MOXKET KOTo-JIn0o
OCKOPOJISATH UK OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE HIKOJIBHUKH— aKTHBHBIE [OJIb30BAaTEIN IUGPOBOrO MPOCTPAHCTBA.
OpHako Aanexo He BCe 3HAIOT, YTO MOJIb30BAHWE MHOTMMHU BO3MOKHOCTSIMH ITH(POBOrO MHUpa
TpeOyeT coOI0IeHHS TPaB HAa UHTEIUIEKTYalbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEIJIEKTyalbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPAa3iIHYHBIM TBOPEHUSIM
YeII0OBEYEeCKOr0 yMa, HauMHasi C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOIYKTHl M YCIyTHW , W 3aKaH4yuBas KHHUramu, Qororpadusmu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TIpaBa — 3TO MPaBa Ha MHTEIUICKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEIACHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE ITpaBa BBICTYNAIOT B KaUE€CTBE TapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyIeT HAmpacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3ysbTaTaxX CBOEro TPyZa, NOJYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro 6e3 paspemieHust aBTopa He MOKET BOCIIPOU3BOIUTH €TI0 IPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOoJIMYHO JIeMOHCTPUPOBATh, MpPOAABATH, HWMIIOPTHPOBATH, IyCKaTb B IPOKAT, MyOJIWYHO
UCTIOJIHATS, IOKA3bIBATH/UCIIOIHTE B AHpe WM pazmemaTs B IHTepHeTe.

Hcnonp30BaHne «IIMPATCKOT0» MPOrPAMMHOI0 00€CIIEYEHHSI MOYKET IIPUBECTU K MHOTUM
pHCKaM: OT IMOTEpH JAaHHBIX K TBOMM AaKKayHTaMm [0 OJIOKHPOBKHM TBOErO YCTPOMCTBa, Ile
YCTAaHOBJIEHHBIM HE JierajpHas mnporpamma. He crTout Ttaxke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble ¥ OecCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopmane

CereBu4yok.pd — TBOH TIJIaBHBI COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Yy3HaTh O
0€30MacHOCTH B CETU TOHSITHBIM U JOCTYIHBIM SI3BIKOM, & TIPU BO3HUKHOBEHUM KPUTHUYECKOU
CUTyalluu OoOpaTHThCS 32 COBETOM. A TakKe MPHUHSATH y4acTHe B KOHKYypcax M CTaTh CaMbIM
M (POBBIM TpaXkTaHUHOM !
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