ITamsaTKa 0 cIOCO0aX COLUAIBHON MHKEHEPUHM U HEOOXOIUMBIX Mepax
0e30macHOCTH

CouunanbHasi MHXKEHEPHUs WM «aTaka Ha YEJOBEKa» — 3TO COBOKYIHOCThb
MICUXOJIOTUYECKUX U COLMOJIOTMYECKUX MPUEMOB, METOJOB U TEXHOJOTUU, KOTOPbIE
MO3BOJISIIOT MOJIYYUTh TOCTYMN K KOH(UIESHIUATFHON HHPOPMALIHH.

KubeprnpecTymHUKHN BCe yalle MCIOJIb3YIOT METOAbl COUMAIBbHON MHKEHEPUU
JUTsl IPOHUKHOBEHUS B MHGPACTPYKTYypy OpraHu3aluu npH 1eneBoi atake. CorjaacHo
CTaTUCTUKE, KOJIMYECTBO aTaK C HCMOJIb30BaHUEM COLMAIBbHOM MHXKeHepun B 2021
rojty BbIpocsio Ha 216%. 310yMBIIIIEHHUKY, IPEANTPUHUMAS TONBITKA HANTH JOCTYII

K CHCTEME WJIHM LIEHHBIM JaHHBIM, UCIIOJIB3YIOT CAMOE YA3BHUMOE 3BEHO — YEJIOBEKa.
[Ipocroit npumep — TenedOHHBIN 3BOHOK, /i€ TPECTYNMHUK BBIIAET ce0s 32 KOT0-TO
Jpyroro, MeITasich y3HaTh Y a0OHEHTAa KOH(PUACHIMAIbHYIO0 HH(OpMaIUIo, urpas Ha
YyBCTBax 4eJIOBeKa, OOMaHbIBasi WM IIaHTaxupysd ero. K cokajseHuto, MHOTue
OPOJIOJDKAKOT TMOMAAaThCsl HAa TaKUE JIOBYIIKM M JOBEPUYMBO paCCKa3bIBAIOT
COIIMAIbHBIM XaKepaM BCE, UTO UM HY¥KHO.

YenoBeyeckuil (HakTop MO-TIPEKHEMY OCTaeTCsi ciIabbIM 3BEHOM B JIOOOH
CUCTEME 3alllUThl, IMOATOMY CErOJHS KaK HHUKOIJa BO3pacTaeT MOTPEOHOCTh B
00y4YeHHH COTPYJHUKOB OCHOBaM MH(OPMAIMOHHON O€30MaCHOCTH.

Takke CTOUT OTMETUTbH, YTO Ha TEKYIIMI MOMEHT COLMAJIbHAs WHXCHEPHS
yCTaHOBMWJIA TPOYHYIO CBS3b C KHOEPIPECTYMHOCTHIO,

PaccmoTpum camble MOMyJIsIpHbIE METObI CONMATBLHON MHKEHEPUH

Tak Ha3piBaeMass «ATaka Ha 4YEJIIOBEKa» MOXET MPOU3BOJIUTHCS IO MHOTUM
CIIEHApHsIM, HO CYIIECTBYeT HECKOJIbKO Hamboliee paclpoCTPaHEHHBIX TEXHHUK
paboThI 3710YMBIIIJICHHUKOB.

dumuHr
OCHOBHOU YNOP HA HEBHUMAMENbHOCHb.

MeTton cbopa MoJIb30BaTEIbCKUX NAHHBIX JJI aBTOPU3AIUNA — OOBIYHO ITO
MacCOBBI€ PACCBUIKM CIlaMa IO 3JIEKTPOHHOW mouTe. B KilaccuueckoM clieHapuu
HA TIOYTY KEPTBHl TMPHUXOAUT TOMAJEIHPHOE TMHUCHMO OT KaKON-TO W3BECTHOM
OpraHu3aliy ¢ IPOChOON MEPEUTH MO CChIIKE U aBTOPU30BATHCA (BBOJ KOMOMHAITMHU
JoTuH/TIapoiib). YToOBl BBI3BaTH OOJBINE JJOBEpPHUS, MOIICHHHKH MPHUIYMBIBAIOT
CepbE3HBIC MPUUMHBI JISI TIEPEX0/ia M0 CChUIKE: HAIPUMEP, MPOCIT MOTEHIIUATIBHYIO
KEpPTBY OOHOBHUTH TApOJb WJIM BBECTH pa3IMYHOTO pOJAa TEPCOHAIBHYIO
unpopmarmto (OGO, Homep Tenedona, TOTKHOCTD U T.1.).

Tposin

OcHO8HOUL YNOp HA HEBHUMAMETbHOCHIb, D08epue.

Bupyc He 3ps moiay4yui cBo€ Ha3BaHHE T10 MIPUHIUITY PA0OTHI TPOSTHCKOTO KOHS
u3 ApeBHerpeueckoro Muda. Toapko TMpHUMaHKOM 37ech CTaHOBHUTCS email-
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COOOIIIeHHE, KOTOPOE MPU KIACCUUECKOM CIIEHApUU MOIIIEHHUKOB 00€IIaeT ObICTPYIO
NpUOBLIb, BBIUTPHIII WU APYTUE «30J0ThIe TOPbD» — HO B PE3yJbTaTe 4YEJIOBEK
MOJYyYaeT BUPYC, C MOMOIIBIO KOTOPOT'O 3JIOYMBIIIJICHHUKH KPAaAyT €ro JaHHbIE.
JlaHHBI BHJA aTaku TOXKE€ HEOOXOJAUMO OTHOCHTh K METOJaM COIMAIbHOMN
WH)XEHEPUHU, MOTOMY YTO CO3JaTEId BHpyca KaK MPaBUIO XOPOLIO 3HAIOT, Kak
3aMacKUpOBaTh BPEIOHOCHYIO MpPOrpamMMmy, 4YTOObl Bbl HABEpPHAKA KIUKHYJIU 10
HYKHOM CCBUIKE, CKauaju U 3amyCTHIN (ai.

Yacto COTPYAHUKM HENPEAHAMEPEHHO IIOMOTalOT 3JIOYMBIIUICHHUKY B
Pa3BUTUU aTaKu, Mepechljiasg 3apa)K€HHOE MUChMO KoJIJIeraM ¢ MPOoChOON OTKPHITH
BJIOKEHUE WM TMEPEeNTH Mo ccbuike. Hampumep, B Tene mucbMa HUCHOIB3YIOTCS
GbOpMYyJIUPOBKM U3 TOBCEAHEBHOW CIYXKEOHOM JCATEIBLHOCTH. «YBakKaeMble
HAaYaJIbHUKY TIOJIpa3/IeJICHU, HampaBiiseM Tpauk OTIYCKOB Ha TEKYIIUH TOJI.
IIpocum poBectn 10 cOTpyAHUKOB U T.A. C yBaxkeHUeM, otTaen KajapoB». Ilpu
MOJIOKUTETLHOM JJIsI 3JIOYMBIIIUICHHUKOB Pa3BUTUM COOBITUM MUCHMO MEPEChLIAeTCs
1o opraHu3aiu. B cBOIO ouepesib COTPYAHUK, MOJTYUYUBIIUN MUCHMO YK€ OT CBOETO
KoJuteru abCOTIOTHO HE MO03PEBAET O HAJTMYUU CChUIOK Ha BpeaoHocHoe [10.

Kak TonpKO B3JIOYMBINUICHHUK YOEIWUJICSA, YTO COTPYIAHUK TPHUHSIT €To 3a
KOJUJIETY WJIM KaKO€-TO JOBEPEHHOE JIUIIO, PAaCHpPOCTPAHUI MUCHMO MO OpraHU3alNH,
B XOJI€ NAJIbHEUIIEH NEepPEenucKu OH MOXET MOMBITAThCS MONYYUTh HYXKHYIO €My
UH(GOpPMAIIHIO, HE BbI3bIBas MOAO03pEeHMM. Tak MOKHO y3HATh BEPCHUIO UCIIOJIH3yEMOTO
[10, nanuuue aHTUBHpYca Ha paboyeM KOMIIBIOTEPE, IIEKTPOHHYIO MOYTY APYTHX
COTPYIHHUKOB, HOMEpa MOOUJIBHBIX TeledOHOB, CTPYKTypy KommnaHuu. Bce 370
OpEACTaBISET LEHHOCTh M MOXKET HCIOJIb30BAaThCsl TMpPU  IUIAHUPOBAHUU U
IPOBEJACHUU MOCIEAYIOIIUX COLIMOTEXHUYECKUX aTaK.

3/0yMBIIIECHHUKA YacTO OMNMPAIOTCA Ha CTpaX, KAAHOCTb, HAIEHKIbL,
OKHJIAHUSI U APYTU€ SMOLMUHU, KOTOPbIE MOTYT 3aCTaBUTh MOJb30BATENsl MOAAATHCS
CUIOMHUHYTHOM cnaboctu. Korma BHe3amHO Ha TMOYTY MPUXOAUT MUCBMO «CIUCOK
COTPYIHUKOB Ha YBOJIbHEHHE» — TI0Jb30BaTENbh 3a0bIBA€T 00 3IIEMEHTapHBIX
MpaBWIaX TEXHUKH KUOepOEe30MacHOCTH, OH Jaxe HE 3aJyMBIBACTCS, MOYEMY €My
BOOOIIE TIPHIILTIO MOJ00HOE TUCHMO.

Yacto ObIBaeT Tak, 4YTO UMEHHO TEMa MUChMa MOOYKIAET COTPYTHUKA OTKPHITH
€ro, MEePErTH TI0 CChUIKE, CKayaTh U 3aMyCTUTH (haiisl, He pa3dupasch — KTO ajpecar
Y [I0YEMY JIOMEH OTIPABUTEINS HAIMCAH KAK-TO CTPAHHO.

Ecnu He1ocTaTOuHO BHUMATEIBHO OTHECTUCH K MPOYTEHUIO TAKOTO MTUChMA, TO
MMOJBOX 3aMETHUTh HEMPOCTO.

[IpenckasyeMo cTpax yBOJIBHEHMS WM COKPALIEHUS — JOCTATOYHO MOIIHBIN
¢dakTop, 4TOOBI 3a0BITh O TMpaBUiaX HHGOPMAIMOHHON OE30MACHOCTH: MHUCHhMA C
TaKOW TeMOoW B OONBIIMHCTBE CIydaeB MOOYXKJaIM TMOJIb30BaTeNIel COBEPIIUTH
MOTEHIIMAIBHO OMACHOE AeKcTBUE. BBICOKMI MPOUEHT ycnexa MOKAa3blBalOT MUChMa,
A€ €CTh  CJIOBAa  «IPEMUSD»,  IOOLIPEHHE»,  «IIOBBIICHUE  3apIUIAThI»:



3JI0yMBIIIJIEHHUK MOKET TAKXK€E MONBITATHCS MPUBA3aTh TEMY PACCHUIKM K KAKOMY-TO
3HaMEHATEIILHOMY COOBITHIO (€CJIM PACIIONIAraeT, HapUMEp, CBEACHUSAMHU O HEJaBHO
MPOLIEAIIEM B KOMIAHUU KOPIOPAaTHBE), NPOPECCUOHATBHBIM U FOCYJapCTBEHHBIM
IIPa3IHUKAM.

Jopo:xkHoe s10,10K0

OcHogHoU ynop Ha 008epuUB0CHb, TH0OONBIMCINEO

[IpencraBnser co0oit ajganTalUi0 TPOSIHCKOTO KOHS H  COCTOMT B
HCTIOJIb30BaHUH buznyecKnx HOCHTEJCH (CD, bd1I-HaAKOIUTEIIEH ).
37I0yMBIIJICHHUK OOBIYHO TOA0pAchIBA€T TaKOW HOCUTENh B OOIIEIOCTYITHBIX
MeCTax Ha TEPPUTOPUU KOMMAHUU (MApPKOBKH, CTOJIOBBIE, paboune MecTa
COTPYJHHUKOB, TyaJieThl). J[Jis TOro, 4TOOBI Y COTPY/IHMKA BOSHUK UHTEPEC K TAHHOMY
HOCHUTEIIO, 3JIOYMBIIIJIEHHUK MOXET HAHECTH Ha HOCHUTENIb JIOTOTUI KOMIAHWUU U
KaKylo-HUOyAb ToAnuch. Hampumep, «iIaHHBIE O Tpojaxax», «3apruiaTta
COTPYJHUKOBY, «OTYET B HAJIOTOBYIO» U JIPYyTOE.

Ycayra 3a ycayry

OcHO8HOUL YNOp HA 008ePUUBOCMb

Ucnonb3yst 3TOT METOJ, 3JOYMBIIIJIEHHUK TIPEJICTABISAETCS COTPYIHUKOM
CIIyObl TEXHUYECKOW MOAJEPKKHM W CIpalIMBaeT O Haiuuuu cOoeB B pabote
IPOrpaMMHOIO OOECIeYEeHHs, TMpeAJiaraeT MUCHPaBUTh BO3HUKIIKE HEIMOJNAJIKU
B cUCTeME MO0 MPEeIyIpeIuTh O BEPOATHOCTH UX HACTYIUICHHS, XOTS HA CAaMOM JieJie
npo6siem B padote [10 He BozHMKa0. XKepTBa BEpUT B HATMUKME HEUCIIPABHOCTEH H,
BBITIOJHSSL YKa3aHUS XaKepa, TUYHO MepeaacT eMy JOCTYI K BAXKHON MH(GOPMAIIHH.

PacnipocTtpaneHHplli  clieHapWii, KOrja TOJb30BaTelIb CaM TOBOPUT 00
OTCYTCTBHM BpPEMEHH M COOOIIaeT HEOoOXOIWMBbIC TApOJXd IS TOTO, YTOOBI
COTPYIHHUK TEXHMYECKOW TOJCPKKU CaMOCTOSITEIHHO TPOBET HEOOXOIUMBIE
MaHUTTYJIAIHH.

OoOpaTHasi counaabHasi MHKEHePUs

OcHo8HOUL yNnop Ha 008epUUBOCHb, HEBHUMAMETbHOCHLb

Meronuka HampaBleHa Ha TO, 4YTOOBI JKepTBa camMa o0partuiaach K
COIIMAILHOMY HWHXXEHEPY M BbIJaja €My HEOOXOJUMBIE CBEICHHUS. IJTO MOXKET
JOCTUTATHCSI HECKOJIBKUMH MY TSMHU:

Bueapenue ocodoro 11O

OcHo6HOTL YNOp HA HEGHUMAMEbHOCHb

Ha snexTpoHHyI0 oUTy MOCTynaeT mMUChMO, HHPOPMUPYIOIIEEe 0 BO3MOXKHBIX
cbosx B paboTe YacTO WCIOIB3YEMOTO MPOTPAMMHOTO oOecredeHus (Hampumep,
naketr o(pUCHBIX mporpamMm). B 3TOM ke mUChMEe yKa3aHbl KOHTAKTHBIE JIaHHbBIC
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CHEIUANINCTa TEXHUYECKON MOIJEP/KKH, HCIOJIb3yEMBbIE 3J10yMBbIIUIEHHUKOM. [lpu
BO3HUKHOBEHUMH c00g B pabore BbiuenepeurcieHnoro I10, mnons3oBarens
BCIIOMHHAET O PpaHEe IMOCTYMHUBIIEM MNPEAYNPEKICHUM U  CBSI3bIBAETCA CO
3JI0YMBIIIUIEHHUKOM B JIMLIE TEXHUYECKOTO CIEIUAIHCTA.

Taxum o0pa3om, cuTyalus 3apaHee IOJACTPOEHA, II0JIb30BATENb CBSI3bIBACTCS C
couManbHbM xakepoM. Hanaxusast padoty IO, npousBoasTcs HEOOXOAUMBIE IS
B3JIOMa MaHUMIYJSLUMU. A KOIJa B3JIOM OOHApyKUBAETCS, COLUMAIbHBIA HHXKEHEP
OCTaéTcs BHE MOAO3PEHHUs (IIOCKOJIBKY CO3MAaeTCsl BIEYATICHUS, YTO OH IOMOraj
BaMm).

SAKVIFOYEHUE
C  yderoM  U3I0KEHHOrO, CaMble  PACIPOCTPAHEHHBIE  CLECHApHUU

BBIIIICYKA3aHHBIX aTaK peaqu3yroTcs myTem email-pacchuiok.

[IpuuuHOt TOMY OTHOCHUTENIbHAS JICIICBHU3HA W MPOCTOTA TAKUX METOJIOB, a
TaK)Xe BhICOKast Y(PHEeKTUBHOCTB.

Ha Ttexymmuii MOMEHT 1IeIeBOM BEKTOp TMOAOOHBIX aTaK 3HAYUTEIBHO
CMECTWIICS OT TIOJy4YeHHs JocTyna K wuHopMamuu K €€ YHUYTOXKCHHIO
(OTOKMPOBAHUIO) yTEM MPUMEHEHHUS BUPYCOB-IIH(PPOBATIBIIAKOB.

JI7d psioBBIX MOJIB30BATENIEM CaMblii aKTyaJbHBIM M JIEMCTBEHHBIM COBET —
BCEI/la OCTaBaTbCAd OIUTENBHBIMU, MPOBEPITH HHPOpPMALUIO OO0 OTIpABUTEIIE,
NpEeXe YeM IMEepPEerTH MO CChUIKE WM CKaudaTh MpejuiaraeMbiil (aitn — yOeauTbes,
YTO 93TO HE BpeAOHOCHBIM pecypc. [lomyuyeHHsie ¢aiapl Tepen OTKPHITUEM
HEOOXOIMMO TPOBEepUTh ¢ Tmomolblo aHtuBupycHoro IIO. Croutr Takxke
yIOCTOBEPUTHCS, YTO JOMEH OTIPABUTENS JISTUTUMHBIN WU peanbHblil. B ciydae
BO3HUKHOBEHHUSI COMHEHUH, PEKOMEHIYETCS MPOBEPUTD, NEUCTBUTEIBHO JIU ajpecar
OTIIPABIS JAHHOE MUCHMO W SIBJISETCS JIM OH HACTOSIIHUM BIIAJIETbIIEM JOMEHa U
(W) DJIEKTPOHHOTO SIIIMKA, CBA3aBIIMCh C HUM KAaKUM-TO aJbTEPHATUBHBIM
crocoOoM, HampuUMep, Yepe3 MECCEHKEep WIH 10 TelieoHy.

CBOEBpEMEHHOE BBHISIBIICHHE W TMPECCUYCHHE aTaKu TO3BOJIUT H30EXKaTh
CEpPbE3HBIX MOCIIECICTBUMN.

UTto KacaeTcsi OpraHu3alMOHHBIX MEP, TO OCHOBOM SIBIISIETCSI CUCTEMATUUYECKOE
MOBBIIIIEHWE OCBEJOMJICHHOCTH COTPYJHUKOB B 00JacTd WHGOOPMAIIMOHHON
0€30MacHOCTH.

Uccnenoranne kommnanuii B o6iactu Mb nokassiBaroT, uto 38% opranuzanuii
BOOOIIE HE MPOBOJAT TPEHUHTHU JJII COTPYIHUKOB 0 Boripocam Wb, a 37% nenator
3T0 opManbHO, 0€3 Kakoi-mnbo mpoBepku >(PPeKTUBHOCTH. XOTS TMPOBOJIUTH
MEePUOUIECKOe 00yUeHHEe C KOHTPOJIeM WH()OPMHUPOBAHHOCTH KaXIOTO COTPYAHUKA
KpaiiHe BaxHO. [Ipu 3TOM mpollecC MNOBBIINIEHUS OCBEIOMJIEHHOCTH JOJKEH B
MEPBYIO oOuepelb ObITh HAMpaBieH Ha MPAKTUYECKYIH) CTOPOHY OOecreyeHus
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0e30MacHOCTH, a KaXIbli COTPYJHUK JOJDKEH IMOHUMAaTh CBOM OOA3aHHOCTH U
OTBETCTBEHHOCTH 3a oOecneuenue Ub.

OTnnyHas mpakTHKa, KOTJa COTPYAHMKH OIOBEIIAIOT monpasnencHus Mb o
TOM, YTO UM MPULUIO COMHHUTEIBHOE MHUCbMO, OCOOEHHO €CJIM 3aMEeTHO, YTO Haj
pacchUIKON THIATENbHO MopaboTanu. B Takom ciydae, maxke eciu 3apaxxeHUE WIH
yT€UYKa UMEIU MECTO, €II€ MOYKHO YCHETh ONEPATUBHO OTPEArHpPOBAaTh HA aTAKy U
MIPUHATH KOHTPMEPBL.

OcHOBHBIE MEPbI o 3almuTe oT BBIIIECIICPECYNCTICHHBIX BHUI0B
CoOMaJIbHbIX aTak.

— CoxpansiiTe 6auTeJbHOCTBb. Becerna obpamaiite BHUMaHue Ha OTIPABUTENS
NUCEM M ajpec caiiTa, rjie coOupaeTech BBECTH KaKHE-TO JIMYHBIE JaHHBIE.
Ecam aro mouyra Ha JOMEHE KpPYyNHOM OpraHu3aluH, YAOCTOBEPBTECH, UTO
JOMEH HMMEHHO Takoi M B HEM HET omne4yaToK. Eciaum e€cTh COMHEHHS —
CBSDKMTECh  C TEXNMOAJAEPKKOM WJIM MPEACTABUTENIEM OpraHu3alud 10
oQUIMaANTbHBIM KaHAJIaAM.

— Hcnoab3yiiTe TOJBKO J0BePEeHHBIE HOCUTEIN HH(POPMALIUM.

— He nmepexoauTe Ha NOAO3PUTENbHbIE CAWTBI M He CKaYuBaHlTe
COMHHUTeJbHBbIC (AlJIbI, OJUH W3 CaMbIX JIYIIHX MOMOUIHUKOB COL[MATIbHOMN
UH)XKEHEpUU — JIFOOOTBITCTBO.

— He wucmoab3yiiTe OIMH M TOT e MapoJib /I JOCTyNa K JUYHBIM U
KOPIOPAaTHUBHBIM (pabounM) pecypcam.

— Hcnoab3oBanue AHTUBUPYCHOIO NPOrpaMMHOI0 o0ecrneyeHus.
Henonymienue ero oTKIIO4eHUS.

— CucremMaTHyecKuii HMHCTPYKTa:X. Bce COTpyIHMKM  JIOJDKHBI  OBITh
IPOUHCTPYKTUPOBAHBI O TOM, KaK BECTH ce0s MPU OOHAPY>KEHUH MOMBITOK WU
OCYILIECTBIICHUS] HE3aKOHHOT'O IPOHUKHOBEHHSI.



