IMamsTka 11 o0yvaromuxcs 00 HHGpOpMANMOHHOH 0€30IIACHOCTH JeTeil

C KaxIbIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTCS OOJIbIIE, a MIKOJIbHUKU
OJIHM W3 CaMbIX AaKTUBHBIX IOJb30Bareiie PyHera. Mexnay Tem, NOMHMO
OTPOMHOTO KOJMYECTBA BO3MOXKXHOCTEH, WHTEPHET HECET W MPOOJIeMBI. JTa
IaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOAUThHCS B CETH.

HEJIb351

1. Bcem moapsim cooOmath CBOIO YacTHYH HWH(MOpMaIuioo (HACTOSANIUE WM,
dbamunuto, TenedoH, agpec, HOMEp IIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH
CEMBU U ApYy3ei);

2. OTKpI)IBaTI) BJIOXXCHHBIC (bap”mm BJIGKTpOHHOI;'I II0YTHI, KOrga HC 3HACIIb
OTIIPABUTCIIA,

3. FPY6I/ITI>, MNpUuaupaTbCia, OKA3bIBATh MABJICHUC — BCCTH ce0sI HEeBEKIIMBO U
arpcCCUBHO,

4. He pacniopsikaiicst JeHbIaMH TBOEH CeMbH 0€3 pa3pelleHus CTapiInX — BCeraa
CITpallINBal POAUTEIIEH;

5. He BcTpeuaiics ¢ HTEpHET-3HAKOMBIMU B PEATIbHOM KU3HU — IIOCOBETYNCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSCILIb.

OCTOPOXHO

1. He Bce mumyT npasny. Yurtaemns o cebe Henpasay B MIHTepHETEe — co00mu 00
9TOM CBOMM POJIUTEIISIM HJIH ONIEKyHaM;

2. IlpurnamaroT NnepenuchBaThCs, UrpaTh, OOMEHUBATLCS — MPOBEPH, HET JIU
IOJIBOXA;

3. Hezakonnoe xonupoBanue (aitsioB B UHTepHETE — BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIIbIM O MpobJieMax B CETH — OHM BCEria MOMOTYT;

5. Ucnonp3yit HacTpoWKU 0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKAYHTHI B COLICETSIX U IPYTUX MOPTAIAX.

MOXHO

1. YBaxaii qpyrux mnoyib30BaTeNe;

2. ITonp3yembess UHTEpHET-UCTOUHUKOM — JIENIAN CCBUIKY HA HETO;
3. OTKpBIBal TOJBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. O6martbes 3a MOMOIIBIO B3POCIBIM — POAUTENTH, ONEKYHBI M aIMUHUCTPALIUs
CalTOB BCET1a IOMOT'YT;



5. Tlpoitnn obyuyenue Ha caite "CeTeBHYOK" M MOIY4YH MAcHopT LU(POBOIrO
rpakgaHuHa!

KoMmnbroTepHbie BUPYChI

KomnpioTepHslii BUpyC — 3TO pPa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrpamM,
OTJIMYUTENIBHOW  OCOOCHHOCTBIO  KOTOPOM  fABIIETCS  CHOCOOHOCTh K
pasMHOXXEHHUI0. B jomonmHeHue K 3TOMY, BHUPYCHI MOTYT TMOBPEAWTH WIIU
MOJHOCTBIO ~ YHHYTOXHUTH Bce (aillbl W JaHHbIE, TOJKOHTPOJIbHBIC
HOJIb30BATENI0, OT IMEHU KOTOPOro OblIa 3amylleHa 3apaKeHHas MporpaMma, a
Tak)Ke MOBPEIUTh WIH JIaXKe YHUUYTOXKHUTH OINEPAIOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 1iesnioM. B G0JBIIMHCTBE CilydaeB pacHpOCTPaHIIOTCS BUPYCHI Yepe3
UHTEPHET.

MCTOI[BI 3alIUThI OT BPCAOHOCHBIX ITPOT'PAMM.

1. Mcrionb3yil COBpEMEHHBIE OINEPAIMOHHBIE CHUCTEMbI, UMEIOIINE CEPHE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX ITPOrPamMM;

2. IlocrosHHO ycraHaBinuBail mnayTd (OUGpPOBBIE 3alIaTKU, KOTOpPbHIE
aBTOMATUYECKM YCTAHABIIMBAIOTCS C LIETBIO JTOPAOOTKU MPOTpaMMBbl) U JIpyrue
OOHOBJICHHSI CBOEM omepalmoHHOW cuctembl. CkauMBall HX TOJBKO C
opumansHoro caira paszpadorunka OC. Ecoum cymiecTByeT pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEpE TII0J] TpaBaMU I[OJH30BATENs, a HE
aMUHHUCTpATOpa. DTO HE MO3BOJUAT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonp3yil  aHTUBHPYCHBIE TIPOTpaMMHBIC  IPOAYKTBI ~ WM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBIICHHEM 0a3;

5. Orpannub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Ucnonb3yil BHENTHUE HOCUTENN MH(OpMALUK, Takue Kak (Jemka, JUCK WU
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbiBail KOMIbIOTEpHBIC (Qailyibl, MOJTYYEHHbIE M3 HEHaJEKHbIX
UCTOYHUKOB. Jlaxke Te (halapl, KOTOpble MpHUCHal TBOM 3HAKOMbINA. Jlyurie
YTOYHU y HETO, OTIPABJISUI JIU OH TeOE UX.

Cern WI-FI

Wi-Fi — 310 He B mepeaadyd JaHHBIX, HE TEXHOJIOTHS, a BCEro JIHIIL OpeH,
mapka. Eme B 1991 romy Hunmepmanackas KOMIaHUS 3aperUCTpUpoBaiia OpeH
"WECA", uro o6o3Hauano cinoBocoueranue "Wireless Fidelity", kotopsiii
nepeBouTCS Kak '"OecrnpoBojiHas TOYHOCTH". Jlo Halmero BpeMeHHu Joluia
npyrasi abOpeBuatypa, KOTOpasl SIBISIETCSl TaKOM K€ TEXHOJOorueu. ITo
abopeuatypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JIaHO ¢ HAMEKOM Ha CTaHAApT



BbIciell 3ByKoBoi TexHuku Hi-Fi, uTto B mepeBoge o3HauaeT '"BbICOKas
ToyHOCTh". Jla, OecIIaTHBIA MHTEPHET-IOCTYIl B Kade, OTeIsIX M a’poroprax
SIBJIICTCSI OTJIMYHON BO3MOXXHOCTBIO BbIXOJa B MHTepHET. HO MHOTHE 3KCIIEpTHI
CUHMTAIOT, yTO oOmeaocTynHbie Wi-Fi ceTn He SaBstoTCS O€301aCHBIMU.

CoBeTsl 110 0e30MaCHOCTH PabOTHI B 00LIETOCTYIHBIX ceTssx Wi-fi:

1. He mepenaBaii cBoro juuHyr0 WH(OpManuio depe3 odOmeaoctymabie Wi-Fi
cetn. Paboras B HUX, KEJaTEJIBHO HE BBOJUTHL MApPOJIM JOCTYIA, JIOTHHBI H
KaKHe-TO HOMepa;

2. Wcnone3yih U OOHOBISII aHTUBHUPYCHBIE Mporpammel U Opanamayep. Tewm
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otxmoun ¢pyakuuo "OO6mumii goctyn K daitiam u
npuHTepam". JlaHHas (QyHKIUS 3aKpbITa MO YMOJYAHHIO, OJHAKO HEKOTOPHIE
MOJIb30BAaTEM AKTUBUPYIOT €€ Uil yJ00CTBa HCIIOJIb30BaHHSA B paboTe WU

yueoe;

4. He ucnons3yit myonuunsidi WI-FI nns nepenaym mudHbIX JTaHHBIX, HAIIPUMED
JUISL BBIXOJ1a B COLMAJIbHBIE CETU WK B JIEKTPOHHYIO IOYTY;

5. Ucnonb3y# TosbKO 3amuiieHHoe coeaqunenue yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-azipeca BBOAM UMEHHO "https://";

6. B moOuiabHOM Tenedone otkmoun ¢ykiuo "Tlogkmouenue k  Wi-Fi
aproMarnuecku". He nomyckail aBTOMAaTHYECKOTrO MOAKIIIOUEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConmnajbHbIe CeTH

CounalibHbI€ CETH aKTUBHO BXOJST B HAIly YKW3Hb, MHOTHE JIFOAU pabOTalOT U
JKUBYT TaM TMOCTOSIHHO, a B Facebook y»xe 3apeructpupoBad MUIHapa YEIOBEK,
9TO SBISACTCS OJHOM CEABPMOM BCEX JKHUTENCH IIaHeThl. MHOTHE IT0JIb30BaTEIIN
HE TIOHMMAIOT, YTO HHQOpMaIUs, pa3MEIIeHHass UMU B COLMAIbHBIX CETSX,
MOXET OBITh HalJieHa M WCIOJb30BaHA KEM YrOJHO, B TOM 4YHCJE HE
00s13aTENBHO ¢ OJIATUMU HAMEPEHUSMU.

OCHOBHBIE COBETHI MO 0E€30MACHOCTH B COIMAILHBIX CETAX:

1. Orpannub cnucok apy3ei. Y Te0sl B Ipy3bsiX HE JOJDKHO ObITh CIyYalHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuimiail cBOIO 4YacTHYIO ku3Hb. He ykaswiBail mapoinu, TenedoHbl, aapeca,
JaTy TBOETO POXKIEHUS U JAPYTyI0 JUYHYI0 HH(POpMAIKO. 3T0YMBIIUICHHUKH
MOTYT HCIOJIb30BaTh Jaxe HHQPOPMAIMI0O O TOM, KaK Thl U TBOU POJAUTEIH
IJIAHUPYETE MPOBECTH KAaHUKYJIbI,



3. 3amumiail cBOIO pemyTanuio — AepKHU €€ B YMCTOTE M 3a/aBail cebe BOMmpoc:
XOTes Obl Thl, YTOOBI ApPYTHE€ IOJb30BATEIU BHJEIHM, YTO Thl 3arpyskacuib?
[Tomymaii, mpesx/ie 9eM 4TOo-TO OIMyOJIMKOBATh, HATIMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOpUIIbL C JIFOJAbMH, KOTOPBIX HE 3HA€llb, HE HCIOJbB3YH CBOE
peasibHOe UMS U APYTYIO JUYHYIO HH()OpPMALIUU: UMSI, MECTO KUTEIbCTBA, MECTO
yueObl U IIpoUee;

5. U36eraii pasmemenust dotorpaduii B MHTEpHETE, TIE THI M300paykKeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIPE/ICITUTH TBOC MECTOTIOI0KCHHE;,

6. Ilpu peructpanuu B COIUAIBLHON CETH HEOOXOAMMO HCIOIB30BAThH CIOKHbBIC
NapoJIH, COCTOSIINE U3 OYKB M IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Ans couuanbHOM CETH, MOYTHI U JAPYTUX CAMTOB HEOOXOIUMO HCIOJIb30BaTh
pasnble maposid. Torma ecim TeOsl B3IOMAKOT, TO 3JOYMBIIUIEHHUKH MOJIy4aT
JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

OJNEeKTpOHHBIE JEHbIM — 3TO OYEHb YJIOOHBIM crmoco0 IIaTtexei, OgHaKo
CYILECTBYIOT MOILICHHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TU JIEHBIU. DJIIEKTPOHHBIC
JEHbI'M IIOSIBUJIMCh COBCEM HEJABHO M HMMEHHO M3-32 3TOTO0 BO MHOTHX
rocyAapcTBax J10 CHX IOp HE IPOIMCaHOo PO HUX B 3akoHax. B Poccun xe oHn
(GYHKIIMOHUPYIOT M O HHMX YX€ IPOIKCAHO B 3aKOHE, IJIE UX DPa3AeisiloT Ha
HECKOJIBKO BHUJOB — AaHOHUMHBIE M HE aHOHMMHbIE. PasHuna B TOM, YTO
AHOHMMHBIE — 3TO T€, B KOTOPBIX pa3peuiaeTcss NPOBOAUTH omepauuu 0e3
UIACHTU(UKALIMK  TOJh30BATENs, a B  HEAHOHUMHBIX  HWACHTH(PUKALUS
I10JIb30BATENS SBJSIETCS 00s13aTenbHON. Takxke cienyeTr pa3ianyaTh MIEKTPOHHbBIE
¢duatHple JeHbI'M (paBHBI TOCYJAPCTBEHHBIM BAJIOTaM) U DJIEKTPOHHBIE
He(UaTHbIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI M0 0€30IMaCHOU padOTE C DIEKTPOHHBIMU N€HbIAMU:

1. ITpuBsKu K cdeTy MOOUIBHBIN TenedoH. DTO caMblil YAOOHBIM U OBICTPHIN
Croco0 BOCCTaHOBHUTH JOCTYM K cueTy. [IpuBs3anHbIi TenedoH TOMOXKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM TapoJib WM 3aifjielllb Ha CalWT ¢ HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonw3yih onHopaszoBele mnaposu. llocie mnepexola Ha YCUJIECHHYIO
aBTOpU3AIMIo TeOe yke He OyleT yrpoaTh OMAaCHOCTh KPaKy WM TIepexBara
IJIATEKHOTO MapoJIs;

3. Boibepu cnoxsbiii maponb. [IpectymHukam OyneT He NpOCTO yraaathb
CIIOKHBIN mMapoib. HajexxHble mapoiu — 3TO Haposid, KOTOPHIE COAEpKaT He
MeHee 8 3HAKOB W BKIIOYAIOT B c€0s CTPOUYHBIC U MPOMHUCHBIC OYKBBI, IU(PPHI U
HECKOJIbKO CMBOJIOB, TaKW€ KakK 3HaK JoJuiapa, GyHTa, BOCKIMIATEIbHBINA 3HAK
u T.11. Hanpumep, $tROng!;;



4. He BBOM CBOM TUYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JTOBEPSIEIIIb.
DJIeKTPOHHASA MOYTA

DJIEKTPOHHAS TOYTa — 3TO TEXHOJIOTHMA W MPEAOCTABISIEMBIE €0 YCIYTd IO
MEPEChUIKE U MOJYUYCHUIO JIEKTPOHHBIX COOOIIEHUM, KOTOPBIE pacIpeaeIIsIIOTCS
B KOMIIbIOTEPHON ceTu. OOBIYHO 3JICKTPOHHBIA TMOYTOBBIN SIIUK BBITJISIAUT
CIEIYIONUM  00pa3oM: HMsI_TOJh30BaTEIA(@HUMS_JTOMEHA. Takke Kpome
nepeadr MPoOCTOTro TEKCTA, UMEETCS BO3MOKHOCTh TIepe1aBaTh (pailibl.

OCHOBHBIE COBETHI IO 0E30MACHOU PA0OTE C DIIEKTPOHHOU ITOYTOM:

1. Hamo BeIOpaTh mpaBUJIbHBINA MOYTOBBINA CEpBUC. B MHTEpHETE €CTh OrPOMHBIM
BBIOOp OECIUIATHBIX TMOYTOBBIX CEPBHUCOB, OJHAKO JIYYIIIE€ JOBEPSATH TE€M, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBail B JMYHOM modyTe JuuHylo uHGopmanuio. Hampumep, myurie
BBIOpATh "My3bIKaIbHBIN (panaT@" unu "pok2013" Bmecto "Ttemal3";

3. Wcnosb3yil IBYXATAllHYI0 aBTOPU3AIMIO. JTO KOT/Aa MOMUMO TapoJis HYKHO
BBOJUTH KOJ, MPUChUIaeMblid M0 SMS;

4. BoiOepu CloXHBIA mapoib. s KakI0ro MOYTOBOIO SIIIMKA JIOJKEH OBIThH
CBOM HAJI€KHBIM, yCTOMYMBBIN K B3JIOMY I1ApOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YyH
3Ty BO3MOKHOCTH;

6. Mcnosnb3yil HECKOJBKO MOYTOBBIX AIMIMKOB. [1epBbIi 151 4aCTHON MEPENUCKH
C aapecaTaMH, KOTOPBIM Tbl JOBEpSi€lIb. JTO JJIEKTPOHHBIM aapec HE HaI0
MCIIOJIB30BaTh MIPU PErUCTpalu Ha (hopyMax U cailTax;

7. He oTkpbiBait daiiisl U Apyrue BIOKEHUS B MUChbMaX, JaKe €CIIM OHU MPUIILTH
OT TBOUWX Jipy3ei. Jlydiie yTouHu y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (aiibl;

8. ITocie okoH4YaHUsT pabOTHI Ha MOYTOBOM CEPBUCE IEPE] 3aKPHITHEM BKIIAJIKU
C caiiToM He 3a0yap HaKaTh Ha "BeiidT".

Ku6epOy1jimHr wiin BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymmHr — npecieoBaHue COOOIICHUSIMH, COACPKAIUMHU OCKOPOJICHMUS,
arpeccHio, 3amyruBaHue; XYJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C
MTOMOIIIBIO Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 0OPKLOE ¢ KMOEPOYIIITMHTOM:

1. He Opocaiics B 60ii. Jlyummuii croco0: mMocoBETOBaThCS Kak ce0si BECTHU W,
€CIIK HET TOTO, K KOMY MOXHO OOpaTHThCS, TO BHAYaJIe YCIIOKOUTHCS. Ecim ThI
HAYHEIIb OTBEYAaTh OCKOPOJICHUSMH HA OCKOPOJICHHS, TO TOJBKO eIe OOJIbIie
pa3okKenb KOHDIUKT;



2. YopaBinsii cBoei kubeppernyTaimei;

3. AHOHMMHOCTH B ceTd MHUMasi. CyIlecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT
34 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIWUTaHCKUW oOpa3 BUPTyaldbHOW XKu3HU. HHTepHET
¢ukcupyer Bce TBOM ACHCTBHUS U COXpaHsIeT UX. YJalIUTh UX OyAeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuuHuyHbli HeraTuB. OJHOpPa30Bble  OCKOPOUTETHHBIC
COOOIIeHHST Jydllle HUrHopupoBartb. OOBIYHO arpeccusi MpeKpaniaeTcss Ha
HaYaJIbHOU CTaJINH;

7. ban arpeccopa. B ImporpamMmax oOMeHa MIHOBEHHBIMH COO6IH€HI/I$IMI/I, B
COIIMAJIbBHBIX CCTAX CCTb BO3MOKHOCTD 6JIOKHpOBKI/I OTIIPpaBKH COO6H1€HHﬁ C
OIIPCACIICHHBIX apPCCOB;

8. Eciu Tl cBumerens kuOepOysuivHra. TBou JEHCTBUA: BBICTYNHUTH MPOTUB
npecieaoBaTensl, MokKa3aTb €My, YTO €ro JEUCTBUS OLEHUBAIOTCS HETAaTUBHO,
MOJJIePKaTh >KEPTBY, KOTOPOM HY)KHA IMCHXOJIOTHYECKash MOMOIb, COOOIIUTh
B3pPOCIBIM O (haKTe€ arpeCcCUBHOTO MOBEICHUS B CETH.

MooOuiabHbId TesedoH

CoBpemeHHbIE cMapT(POHBI U TUIAHIIETHl COJIEPkKAT B ceO€ BIOJHE B3POCIIBIMA
(GyHKIIMOHAN, W Temepb OHM MOTYT KOHKYpUpPOBAaTh CO CTallMOHAPHBIMU
KoMmmnbroTepamMu. OJHAKO, CPEICTB 3alIUTHI JJi1 MOAOOHBIX YCTPONCTB IOKa
OYCHb Mayio. TecTUpOBaHME U TMOUCK YSI3BUMOCTEH B HUX MPOUCXOJIUT HE Tak
WHTEeHCHBHO, Kak g 1K, To e camoe kacaeTcs M MOOMIBHBIX MPHIOKESHUM.
CoBpeMeHHBIE MOOMIIBHBIC Opay3epbl yKe MPaKTHYECKU JTOTHAIM HACTOJIHHBIC
aHaJIOTH, OJIHAKO pacIIupeHue (QyHKIHMOHAIA BJIEYET 3a COOOM OOJIBIIYIO
CIO0KHOCTh W MEHBIIYI0 3allMIIEHHOCTh. JlaJleko He Bce MPOU3BOAUTENIN
BBIITYCKAIOT OOHOBJICHUS, 3aKPBHIBAIOIINEC KPUTHUSCKUE YSI3BUMOCTH JJISI CBOMX
YCTPOWCTB.

OCHOBHBIE COBETHI JIUII 0€30MACHOCTH MOOMJILHOTO TenedoHa:

1. Huuero He siBIsE€TCS MO-HAcCTOsIIeMy OecruiaTHbIM. byab ocToposkeH, BeIb
Korga tede mpenjaraloT OECIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO IJIATHBIC YCIIYTH;

2. Jlymaii, npexze yeM oTnpaBuTh SMS, ¢hoto win Buaeo. Thl TOUHO 3HAEIb,
r7ie OHU OyJyT B KOHEUHOM uTOre?

3. HeoOxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(]oHa;

4. Vcnionb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsI MOOMIIBHBIX TeJIe()OHOB,



5. He 3arpyxail npunoeHuss OT HEU3BECTHOIO HMCTOYHHKA, BEAb OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

6. Ilocie Toro kak Thl BHIMJACIIb C caiiTa, TJe BBOJIWI JHUYHYIO MH(OpMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

7. Ileproguyeckn npoBepsiid, KaKUe IUIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. JlaBail cBoll HOMEp MOOMJIBHOTO Tele(oHA TOJIBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

9. Bluetooth momkeH OBbITh BBIKIIOUEH, KOTJIa Thl UM HE IoJib3yemibcs. He
3a0bIBail HOT 1A IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI — 3TO KPacOYHbIC, 3aXBaTHIBAIOIINE Pa3BICUCHHUS,
OOBEIUHAIOMINE COTHU THICSY YEJIOBEK MO Bcemy MHpYy. UTrpoku ucciemyror
JaHHBIA UM MHUp, OOIIAIOTCS IPYT C JPYTOM, BBINOIHSIIOT 3aJaHUsl, CPAXKaOTCA C
MOHCTpPaMH U MOJIyYalOT OMbBIT. 3@ YJOBOJIbCTBUE OHU IUIATAT: MOKYIMAKOT AUCK,
OIJIAYMBAIOT a0OHEMEHT WM MpUOOpeTaoT Kakue-To onuuu. Bee 3tu cpencrtsa
UAYT Ha TOJJEpXKaHUE M Pa3BUTHE WIPbHI, a TaKKE HAa caMy O€30MaCHOCTb:
COBEpIICHCTBYIOTCS CHCTEMbl aBTOpPU3AlLlMU, BBINYCKAIOTCS HOBBIE IaT4u
(undpoBbIe 3amIaTKU JUIsl IPOrpaMM), 3aKpbIBAlOTCS YSI3BUMOCTH cepBepoB. B
NOJJOOHBIX UIpax CTOMUT OMACaThCi HE CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO
KpaXd TBOEro TMapojs, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3aLMU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOET'O HUI'POBOI'O aKKAYHTA.

1. Ecnu apyroit urpok BemeT ceOs IJIOXO MM CO3/JaeT TeOe HENpUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanylicss aIMUHHACTpATOpaM WIPhl HA IJIOXO€ IMOBEAECHUE ITOTO HUIPOKA,
JKEJIATENBHO MTPUJIOKUTH KaKue-TO I0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3bIBail muuHyto nHGopMaluio B mpodaiiiie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuIManbHbIC TATIYH U MOJIBI;

6. Mcrionb3yil CI0KHBIE U Pa3HbIE APOJIH;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIKOYATh aHTUBUpPYC. [Ioka ThI uUrpaems,
TBOM KOMITBFOTEP MOTYT 3apa3UTh.

OUIIHHT WA Kpaika JIMYHBIX JaHHbIX



OOBIYHOM KpaXkel JeHer U JOKYMEHTOB CETOJIHS YK€ HHUKOTO HE YIUBHIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJOTHHA  3JIOYMBINIICHHUKA  TEPEeMECTUIINCh B
UHTEPHET, W MPOJOJDKAIOT 3aHUMAThcs "MOOMMBIM" nenoM. Tak MosBHIACH
HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA W (DUILIUHT, TJIaBHAS 1€JIb KOTOPOTO
COCTOWT B MOJIY9CHUN KOH(MHUICHIIMATHHBIX JTaHHBIX MOJIb30BaTEICH — JIOTHHOB U
naposiei. Ha anrmuiickom s3eike phishing uurtaercs kak ¢umunr (ot fishing —
pBIOHAs JIOBJIs, password — mapoJib).

OCHOBHBIE COBETHI 10 00pKOE ¢ DUIITMHTOM:

1. Cneau 3a cBOMM akkayHTOM. Ecnu Thl mogo3peBaeiib, YTO TBOSI aHKETa ObuIa
B3JIOMaHa, TO HEOOXOJIMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aJMUHHCTpATOpam
pecypca 00 3TOM Kak MOXKHO CKOpEE;

2. HUcnonb3yit Oe3omacHble BeO-CalThl, B TOM YHCJIC, UHTEPHET-MarasuHoB U
ITIOMCKOBEIX CHCTEM;

3. Hcnonw3yil cloxHble W pa3Hble mnaponu. Takum o00pa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBINIUICHHUKH ITOJy4YaT JIOCTYN TOJBKO K OJHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecnu 1e0d B310MaiM, TO HEOOXOIUMO MPEIYyIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIC 100aBJICHBI Y TE€OS B APY3bSX, O TOM, UTO T€Os B3JIOMaIU U, BO3MOKHO,
OT TBOETO UMEHH OYyJI€T PacChUIaThCA ClaM U CChUIKM Ha (PUIITMHTOBBIE CAMTHI;

5. YcranoBu Haaexubii napois (PIN) Ha MOOWIBHBIN Tene(OH;
6. OTKIIIOUM COXpaHEHHUe MapoJisi B Opaysepe;

7. He oTkphIBail aiiibl U Apyrue BIOKEHUS B MUCbMaxX, JaXXe €CJIM OHU MPUILUIIH
OT TBOUWX Jipy3ei. Jlydiie yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 9TH (Haiiiibl.

Hudposas penyrauus

[Hudponas pernyraius — 3TO HEraTUBHAS WM MMO3UTUBHASI HH(OPMALIKS B CETH O
tebe. Kommpomerupyromias uHdopManus, pa3MelieHHas B UHTEPHETE, MOXKET
Cepbe3HbIM 00pa3oM OTpa3uTbCid Ha TBOeW peanbHOM xu3HH. "Lludposas
penyTtanus" — 3TO TBOM UMUK, KOTOPBIM (hopMupyetcs: u3 uHhopMmaluu o Tede
B MHTEpHETE. TBOE MECTO >KUTEIhCTBA, yueObl, TBOC (PMHAHCOBOE MOJIOKEHHUE,
OCOOEHHOCTH XapaKTepa M paccka3bl O OJIM3KUX — BCE ITO HAKAIUIMBAECTCS B
ceTd. MHorue NmoApOCTKHU JIETKOMBICIEHHO OTHOCSTCS K MyOJMKaUWW JTUYHOU
uHpopmaruu B VIHTepHETE, HE MOHUMAsE BO3MOXKHBIX TTOCIICICTBUN. ThI JaxKke HE
CMOJKEIIb IOTAaThCs 0 TOM, 4To poTorpadusi, pa3mMerieHHas 5 JeT Ha3al, cTaia
MPUYUHON OTKa3a MPHUHATH Te0s Ha padoTy. KomMeHTapuu, pa3MeinieHne TBOuX
dboTorpaduit u Apyrue ACUCTBUS MOTYT HE UCUE3HYTH JIa)Ke TMOCTE TOTO, KaK ThI
UX ynanuiib. Thl HE 3HACIIb, KTO COXpaHWI 3Ty HH(OpMAIIKIO, TIoTasia I OHA B
MIOMCKOBBIE CHCTEMbI U COXPAHWJIACH JI OHA, a TJIaBHOE: YTO MOIyMaroT O Tede
OKpYXalolllie JIIOAU, KOTOpble HaWayT W yBUIAT 3TO0. Haittu umudopmanuio



MHOTO JIET CIyCTSI CMOXET 000N — Kak W3 MOOphIX MOOYXKICHHM, Tak U C
HaMEpEHUEM MPUYUHUTD BpeJl. ITO MOXKET ObITh KTO YTO/IHO.

OCHOBHBIE COBETHI 110 3aIUTC I.[Hd)'pOBOfI penyranuu.

1. Ilogymaii, mpexae 4em 4To-To MyONMKOBaTh W MepefaBaTh y ceds B Oiore
WJIM B COLIMAJILHOM CETH;

2. B mnactpoiikax mnpoduisi YCTaHOBM OTpPAaHMYEHHUS HA IPOCMOTP TBOETO
npoduIs U €ro COACPAKUMOTro, cliesiail ero TOJabKo "1 Apy3eit'”;

3. He pa3memiaii u He ykaspiBaii WH(GOpPMAIIMIO, KOTOpas MOXKET KOT0-THO0
OCKOPOJIATH UJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE  IIKOJNBHUKH —  AKTUBHBIE  IOJB30BATENH  IIU(PPOBOTO
npoctpancTBa. OJHAKO Jalleko HE BCE 3HAIOT, YTO IMOJb30BaHHE MHOTMMHU
BO3MOXHOCTSIMM  IIMPpOBOro Mupa TpeOyeT coOJOJIeHHs IpaB  Ha
UHTEIJIEKTYyaJIbHYI0 COOCTBEHHOCTb.

TepmMuH "WHTENJIEKTyaldbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3IM4YHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAuWHAs C HOBBIX M300pETEHHUI M 3HAKOB,
0003HayarKMX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYMBAsi KHUTaMH,
doTorpadpusiMu, KHHOPUIBMAMHU U MY3bIKAJIbHBIMUA TPOU3BEICHUSAMH.

ABTOpCKME TIpaBa — O3TO MpaBa Ha HHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha
MPOM3BEICHUSI HAYKHU, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT
B KaueCTBE TrapaHTUU TOTO, UTO UHTEIUICKTYaJIbHBIN/TBOPUECKUN TPYJ aBTOpA HE
OyJeT HampacHbIM, JacT €My CIIpaBeJIUBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TPyJa, MOJTYYUTh HW3BECTHOCTh W mpu3HaHue. Hukto 6e3
paspelieHus aBTOpa HE MOXKET BOCIPOM3BOIAUTH €ro  IMPOU3BEICHUE,
pacnpocTpaHsiTh, MyOJIMYHO JIEMOHCTPUPOBATH, MPOJABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO UCTIONHATH, MOKA3bIBATH/UCTIOIHATE B d(Upe WIH
pasMmewars B IHTEpHETE.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 00E€CTICUCHUST MOXKET MPUBECTH K
MHOTHM PUCKaM: OT TIOTEPH JaHHBIX K TBOMM aKKayHTaM JI0 OJJOKUPOBKH TBOETO
YCTPOWCTBA, TJ€ YCTAaHOBJIEHA HelerajbHas mporpamMma. He cTOUT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETaldbHbIE W OECIUIATHBIE MPOTPAMMBI, KOTOPHIC
MOYKHO HAUTHU B CETH.

O nopmarne

CereBUUYOK.p(h) — TBOM TJIaBHBIM COBETYHMK B CETH. 3[1€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIIHBIM SI3bIKOM, a IPU BO3HUKHOBEHHUU
KPUTHUYECKON CUTYyallMM OOPATUTHCS 3a COBETOM. A TakKe NPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



Tucomo Munobpnayxu Poccuu om 14.05.2018 Ne 08-1184
O nanpasneHuu uHgopmayuu



