C KaxablM rogoM MOSIOAEXM B MHTEPHETE CTAHOBUTLCS 6OJbLUE, @ WKOMbHUKN OAHU U3 CaMbIX aKTUBHbIX
nosb3oBaTenei PyHeTa. Mexay TeM, MOMUMO OFPOMHOIO KOJSIMYECTBA BO3MOXHOCTEN, UHTEPHET HECET U NPO6/IEMBI.
DTa namsaTKa Ao/1KHa NoMoub Tebe 6e30MacHO HaXoAMTbLCS B CETU.
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Online urpbi

CoBpeMeHHble OHMAaMH-UrPbl — 3TO KPaco4Hble, 3aXBaTbiBaloWME pa3sBieyeHuns, 06beanHSIoWME COTHM Thicay
YenoBeK Mo BCceMy MUpy. Urpoku NCCeaytoT AaHHbI UM MUp, 06LWAI0TCA APYr C APYrOM, BbIMOSHAOT 3a4aHus,
CpaXaloTCa C MOHCTPAMu 1 NoJyyaloT OnbIT. 3@ yAOBOMLCTBME OHM MNATAT: MNOKYMNalT AUCK, OM1avynBaloT aboHEMEHT
UM NpUoBpeTaloT Kakne-To onumu.

Bce 3Tu cpeacTBa MAyT Ha NoaAepXXaHue W pasBUTUE UIPbl, @ Takxe Ha caMy 6e30MacHOCTb: COBEPLUEHCTBYHOTCS
CUCTEMbI aBTOPU3aLMK, BbIMyCKaKTCS HOBble NaTuu (UMbPOBbIE 3an1aTky ANs NporpaMM), 3aKpblBaloTCs
YSI3BMMOCTM CEPBEPOB. B NOA06HbIX Urpax CTOMT OnacaTbCs HE CTONIbKO CBOMX COMEPHUKOB, CKOJTIbKO KPaXXu TBOEro
napossi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpu3aumu 60NbLNHCTBA Urp.

OCHOBHbIe cOoBeTbl N0 6€30NacHOCTN TBOEro MrpoBOIro aKKayHTa:

1. Ecnv pgpyroi urpok Beaet cebs nnoxo nam cospaet tebe HenpuaTHOCTU, 3a6N10KUPYI ero B CNUCKE UFPOKOB;
2. Noxanynca agMMHMCTpaTOpaM Urpbl Ha naoxoe NoBeAeHWe 3TOro0 UrpoKa, KenaTenbHO NPUI0XUTb Kakme-To
AoKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBalt nn4Hyto nHdopmauuto B npodaiine urpol;

4. YBaxan Apyrmx y4yacTHMKOB MO urpe;

5. He ycTtaHaBnvBai HeoduumanbHble Nativ U Moabl;

6. Micnonb3yn CnoxXHble N pa3sHble Naponu;

7. Naxe BO BpeMs MUrpbl He CTOUT OTK/IOYaTb aHTUBMPYC. [ToKa Tbl UrpaeLb, TBOM KOMMAbIOTEP MOryT 3apas3uThb.

LindppoBas penyraums

Uundposas penytaums - 3To HeraTMBHas MauM No3nTMBHaa MHGoOpMaums B ceTu o Tebe. KomnpomeTupytoLas
MHbOpMaums pa3MeLLleHHass B UHTEPHETE MOXeT cepbe3HbiM 06pa3oM OTPasnTbCS Ha TBOEW peanbHOMN XKU3HMU.
«Undposasa penytaums» - 3To TBOWM MMUAX, KOTOPbI hopMupyeTcs us nHgopmaumm o tebe B MHTEpHeTe. TBoe
MeCTO XWUTenbCTBa, y4yebbl, TBOe pMHaAHCOBOE NoNoXeHNe, 0COBEHHOCTU XxapakTepa U pacckasbl 0 611M3KMX — BCe
3TO HakanJIMBaeTCsl B CETU.

MHoOrme NoapoOCTKMN NTErKOMbICIEHHO OTHOCATCA K NMybnunkaumMm nnyHon nHpopmaumm B MIHTepHeTe, HE NOHMMas
BO3MOXHbIX NOCNeACTBUIA. Tbl faxe He CMOXeLlb AoragaaTbCsl 0 TOM, 4To doTorpadus, pa3melleHHas 5 net Hasag,
CcTana NpuUYMHOM OTKasa NMpuHsTb Tebs Ha paboTy.

KoMMmeHTapuu, pasmelueHne TBoux otorpadumini u Apyrue AeACTBUS MOTYT HE MCYE3HYTb Jaxe Mocse Toro, Kak Tbl
WX yaanuvib. Tbl HE 3HaeLlb, KTO COXpaHua 3Ty MHGOpMauMio, nonana iv oHa B NMOWCKOBbIE CUCTEMbI U COXPaHUNach
I OHa, @ FNaBHOoE: YTO NoAyMatoT 0 Tebe oKpyXKatoLee Noan, KOTopble HANAYT U yBUAAT 3T0. Halitu nHdbopmauuio
MHOIO NIeT CNYCTS CMOXET Nt06oM — Kak u3 fo6pbix NO6YyXAEHUIN, Tak U C HAMEPEHMEM NPUYNHUTL Bped. DTO MOXeT
6bITb KTO YrogHo.

OCHOBHbIE COBETbI N0 3awuTe UMPPOBOIA penyTauum:



1. Moaymaii, npexae 4yeM 4To-TO Ny6nMKOBaTh M NepedaBaTb y cebs B 610re nnm B coumanbHON ceTu;

2. B HacTpolikax npodwuns yCTaHOBM OrpaHUYeHUst Ha MPOCMOTP TBOEro Npoduia U ero COAEPXXMMOro, caenai ero
TONbKO «ANsa Apy3en»;

3. He pa3mewali u He yKasbiBal MHOPMaLNIO, KOTopasi MOXET Koro-nmbo ockopbnsTbe nnm obmxatb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LWKO/bHUKU— aKTUBHbIE NOMb30BaTENN LM@pPOBOro npoctpaHcTea. OAHAKO Aaneko He BCe 3HAlOT, YTo
nosb3oBaHMe MHOTMMWN BO3MOXHOCTSAMU LMDPOBOro Mmpa TpebyeT cobntoaeHns npaB Ha MHTENNIEKTYaNbHYHO
CO6CTBEHHOCTb.

TepMUH «MHTeNNeKTyanbHass CO6CTBEHHOCTb» OTHOCUTCS K Pa3/IMYyHbIM TBOPEHUSIM YEIOBEYECKOro YMa, HaunHas C
HOBbIX M306pETEHUNIA N 3HAKOB, 0603HaYatOWMX CO6CTBEHHOCTL HA MPOAYKTbI U YCIYTM , U 3aKaHUMBas KHUraMmu,
doTorpacdmamMu, KMHoUIbMaMK U My3bikasbHbIMU NPOU3BEAEHUAMU.

ABTOpCKME NpaBa — 3T0 MpaBa Ha UHTENsIeKTyanbHY0 CO6CTBEHHOCTbL Ha NPOM3BEAEHUS HAYKKU, MTepaTypbl 1
MCKyCCTBa. ABTOPCKME MpaBa BbICTYNAalT B KAYeCTBE rapaHTuM TOro, YTO MHTEIEKTYasbHbIA/TBOPUYECKUI TPYA
aBToOpa He 6yAeT HampacHbIM, JACT eMy CrpaBeAs/iMBble BO3MOXHOCTU 3apaboTaTh Ha pesyfibTaTax CBOEro Tpyaa,
Nosy4YnTb U3BECTHOCTb U NMpuU3HaHue. HUKTO 6e3 paspelueHns aBTopa He MOXET BOCMpPOU3BOAUTb ero
NpousBeAeHNe, pacnpoCTpaHsaTb, Ny6NMYHO AEMOHCTPUPOBATL, NPOAABaTh, UMMNOPTUPOBATL, MyCcKaTk B MPOKaT,
ny6ANYHO UCMOSHATL, NOKa3blBaTb/UCMNONHATL B 3dMpe UM pasMmellaTtb B MHTepHeTe.

Vicnonb3oBaHue «nNMpaTCKoro» NporpaMMHOro obecrneyeHms MOXeT NPUBECTUM K MHOMMM PUCKaM: OT NMoTepu AaHHbIX
K TBOMM aKkayHTaM 0 6/1I0KMPOBKM TBOEro YCTPOMCTBA, rAe YCTAHOBMIEHHbIW He neranbHas nporpamMmma. He ctout
Takxke 3abblBaTb, YTO CyLLECTBYET ferasbHble U 6ecnnaTHble NporpaMMbl, KOTOPblE MOXHO HaWTW B CETU.

CoumnanbHblie ceTn

CoumanbHble CETU aKTUBHO BXOASAT B Hally XU3Hb, MHOIME N0AN pa60Tar0T M XXUBYT TaM NOCTOAHHO, a B Facebook
YK€ 3aperucTpupoBaH MunvMapa YefioBek, YTo siB/SieTCS OAHOM CeAbMOM BCEX XUTenen nnaHeTsl. MHorne
nosib3oBaTeENN HE MOHUMAIOT, YTO VIHCbOpMaLI,MH, pa3MelleHHaa UMKU B COUMaNbHbIX CETAX, MOXET 6bITb HallaeHa n
MCNoSib30BaHa KeM yrogHo, B TOM yucie He obs3atenbHO ¢ 61aruMm HaMepeHuUsMn.

OCHOBHbIE COBEeTbI N0 6€30MacHOCTM B COLMAJIbHbIX CETAX:

1. OrpaHunyb cnNncok apysen. Y 1ebs B Apy3bax He AOKHO 6bITb Cly4amHbIX U HE3HAKOMbIX No4eNn;

2. 3awmwar cBOK YacTHYIO XM3Hb. He ykasbiBait naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHUS U APYTyio
NNYHY0 MHDOPMaUUIO. 3N10YMbILLIEHHUKW MOMYT UCMOMb30BaTh AaXxke MHMOPMaLUI0 O TOM, Kak Tbl U TBOW pOAUTENU
niaHupyeTe NPOBECTN KaHWUKYbl;

3. 3awumwan ceoo penyTaumio - AepXu ee B YNCTOTe 1 3ahaBav cebe Bonpoc: xoTen 6bl Tbl, YUTOObLI Apyrue
nonb3oBaTeNu BUAENU, YTO Thbl 3arpyxaews? Mogymaii, npexae 4yem 4to-To onybnmKoBaTh, HanMcaTb U 3arpy3uTb;
4. ECnv Tbl FOBOPULLb C IIOABMU, KOTOPbIX HE 3Haellb, HEe UCMOJMb3YI CBOE peasbHOe UMSA U APYFYIO JINYHYIO
MHbOPMaUnN: UMSl, MECTO XUTeNbCTBa, MECTo y4ebbl 1 npoyee; 5. U3beran pasmewleHns dotorpacduin B UHTEepHeTE,
rae Tbl U306paxkeH Ha MeCTHOCTU, MO KOTOPOWN MOXHO OMpeaenUTb TBOE MECTOMOJIOXKEHNE;

6. Mpw perncTpaummn B coumanbHON ceTn He0H6X0ANMMO MCMOb30BaTb C/I0XKHbIE Maposin, cocToswme ns 6yks n umdp
M C KONMYECTBOM 3HAKOB He MeHee 8;

7. N3beraii pasmeleHmns dotorpaduin B IHTepHeTe, rae Tbl M306pa)keH Ha MECTHOCTU, MO KOTOPOM MOXHO
onpeaenvTb TBOE MECTOMOMOXEHME.

KnbéepbynnvHr vnm BuptyanbHoe
n3aeBaTeNnibCTBO

KnbepbynnuHr — npecnenoBaHme cooblleHNs MK, coaepXkaliuMm ockopbneHusl, arpeccuto, 3anyrmBaHue;
XYJIMFAHCTBO; coumnanbHoe 60MKOTUPOBaHNE C MOMOLLbLIO Pa3/IMYHbIX UHTEPHET-CEPBUCOB.



OcCHOBHbIe coBeTbl No 6opbbe c kn6epbynnnHrom:

1. He 6pocaticsa B 60i. Jlyuwmnin cnocob: nocoBeToBaTbCa Kak cebsi BECTU U, €CIM HET TOro, K KOMY MOXHO
06paTnTbCH, TO BHaYane yCrnokouTbcs. ECnun Tbl HavHewWb 0TBeYaTb OCKOP6AEHUAMM Ha OCKOPHNEHUS, TO TONbKO
ele 60nblIe pasoxXKellb KOHMINKT;

2. YnpaBnsi cBoen kmubeppenyTauueii;

3. AHOHMMHOCTb B ceTh MHMMas. CyLLecTBYIOT CNocobbl BbISCHUTb, KTO CTOUT 3@ @aHOHMMHbIM aKKayHTOM;

4. He CTOUT BeCTM XynuraHckuii obpas BUPTyanbHOM XU3HU. MIHTepHeT dUKCcMpyeT BCe TBOU AENCTBUS U COXpaHsaeT
ux. Yaanutb nx 6yaeT kpariHe 3aTpyaAHUTENBHO;

5. Cobntopali cBOWM BMPTYyasbHYO YEeCTb CMOJIoAY;

6. IrHopmnpyw eamHn4YHbIn Heratne. OAHOPa30oBble 0CKOpPbUTENbHble cooblieHns ny4ywe nrHopnposatb. O6bIYHO
arpeccus npekpalwaeTcs Ha HadanbHOW CTaauu;

7. ban arpeccopa. B nporpaMmmMax obMeHa MrHOBEHHbIMW COOBLLEHNAMM, B COLMANbHbBIX CETSX €CTb BO3MOXHOCTb
6/10KMPOBKM OTNPaBKK COOBLLEHWNI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBOM AeACTBUS: BbICTYNUTb NPOTMB NpecnenoBaTens, nokasaTb eMy, 4YTo ero
[AeNCTBUSA OLEHUBAOTCA HEraTMBHO, NoAAepXKaTb XKEePTBY, KOTOPOWM HyXHa NCUXONornyeckast noMoLlb, coobwnTb
B3pOC/bIM O haKTe arpecCcMBHOrO NoBeAeHUs B CETW.

DNEeKTPoOHHasaA no4rta

DNeKTPOHHas NMoYyTa — 3TO TEXHOJIOMUA U NPefOCTaBsieMbIE €0 YC/TYTM MO Nepechbisike N NOSYyHYEHUIO 31EKTPOHHbIX
coobLeHnI, KOTopble pacnpeaensitoTCs B KOMMNbOTEPHOW ceTU. OBbIYHO 3/1EKTPOHHbIV NMOYTOBbIV SALWMK BbIFNSANUT
cneayowmm o6pasoM: NMsa_nonb3oBaTensi@uMs_aoMeHa. TakxXe KpoMe nepeaayvm npocTtoro TekcTa, MMeeTcs
BO3MOXHOCTb NepefaBaTb dannbl.

OCHOBHble coBeTbl N0 6e30nacHoii paboTe C 3/1IEKTPOHHON NOUTOI:

1. Hapo Bbi6paTb NpaBubHbLINA MOYTOBLIN CepBUC. B MHTEPHETE eCTb OrpOMHbIN BbI6Op 6ecnnaTHbIX NOYTOBbLIX
CepBUCOB, 0OAHAKO Nyylle A0BEPATb TEM, KOrO 3Haellb 1 KTO NepBblii B peUTUHIE;

2. He ykasbiBali B IMYHOM No4yTe NNYHYO MHpOpMaumo. Hanpumep, nydwe BbibpaTb «My3blKasbHbIM_daHaT@» unum
«pok2013» BMecTO «TemMal3»;

3. Ucnonb3yi ABYX3TanHyl aBTopu3auunio. 3TO KOraa NOMUMO Napons HY>XXHO BBOAWUTb KOA, NpucblnaemMslin no SMS;
4. Ecnn eCcTb BO3MOXHOCTb HanncaTb CaMOMYy CBOWM JIMYHbI/ BONPOC, UCMOJIb3Yi 3TY BO3MOXHOCTb;

5. Ncnonb3yi HECKObKO MOYTOBbIX AWMKOB. [epBbli AN YacTHOW Nepenucku C agpecaTaMu, KOTOPbLIM Thbl
AoBepsiellb. 3TO 3/IeKTPOHHbIN agpec He HaA0 MCNOoNb30BaTb NPU perucTpaunm Ha dopymax u canTax;

6. He oTkpbiBal dainbl 1 Apyrne BAOXEHUS B MMCbMaxX AaxKe eCcin OHU MpULLAN OT TBOMX ApYy3el. Jlyylle yTOUYHN Y
HWUX, OTNpaBNAnn nn oHn Tebe 3Tn dannsl;

7. Nocne okoHYaHUsA paboTbl Ha NOYTOBOM CepBUCE Nepes 3aKpbITUEM BKIAAKM C CalTOM He 3abyab HaxaTb Ha
«BbIiTN»;

8. Bbibepu cnoxHbI Naponb. AN KaXxaoro NoYTOBOro swmka A0/HKEeH 6biTb CBOW HaAEXHbIN, YCTONUMBbLIN K B3/IOMY
napornb.

KoMnbroTepHblie BUPYCbI

KOMMbOTEPHbI BUPYC — 3TO pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OT/IMYNTENbHOM 0COBEHHOCTLIO KOTOPOW
SIBNSIETCS CNOCOBHOCTb K pa3MHOXeHMUI0. B AonoNHEHME K 3TOMY, BUPYCbl MOTYT MNOBPEAUTb UKW MOMHOCTLIO
YHUUTOXUTb BCe dalfibl U AaHHble, MOAKOHTPOJIbHbIE NOJSIb30BATENO, OT MUMEHU KOTOPOro 6bia 3anylieHa
3apaxé&HHasl NporpamMMa, a Takxe NOBpeAnTb UK Aaxe YHUYTOXWUTb OnepaumoHHY CUCTEMY CO BCeMM daitnamum B
uenom. B 60nblUMHCTBE ClyYaeB pacnpoCTPaHaTCS BUPYCbl Yepe3 UHTEPHET.

MeToabl 3alWMTbl OT BP€AOHOCHbIX NMpPOorpamMmM:

1. Ncnonb3yi coBpeMeHHble onepaLMoHHble CUCTEMbI, UMEIOLLUME CePbE3HbIA YPOBEHb 3alUMTbl OT BPEAOHOCHbIX
nporpamm;

2. MNocTosiHHO ycTaHaBnMBai nayth (UndpoBble 3annaTkn, KOTopble aBTOMaTUYECKM YCTaHaBAMBAIOTCS C Liefblo
AopabTky nporpammbl) U Apyrue o6HOBEHMS CBOEN onepauMoHHONM cnctembl. CkaumBam ux Tonbko ¢ oduumanbHOro
caiiTa paspaboTtunka OC. Ecnm cywecTByeT peXxuM aBTOMaTM4Yeckoro o6HoBIEHWS, BKIOUK ero;

3. PaboTait Ha CBOeM KOMMbIOTEPE NoA NpaBaMu Nonb30BaTeNs, a He aAMUHUCTPATopa. DTO HE NO3BONAUT
60/1bLUIMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaIMPOBaTbCs Ha TBOEM MEPCOHaNbHOM KOMMblOTEpPE;



4. cnonb3yih aHTUBMPYCHbIE MPOrpaMMHbIE NPOAYKTbl U3BECTHbIX NPOM3BOAUTENEN, C aBTOMATUYECKMM
obHoBneHneM 6as;

5. OrpaHnyb pu3smyecknit 4OCTYN K KOMMbIOTEPY A8 NOCTOPOHHUX NULL;

6. Micnonb3yin BHelWHWe HocuTenn nHdopMauumn, Takne Kak gnewka, AMCK Unu gainn n3 MHTepHeTa, TONbKO U3
npodepeHHbIX NCTOYHUKOB;

7. He oTKpbiBal KOMNbIOTEPHbIE Paiibl, NONYYEHHbIE U3 HEHAAEXHbBIX NCTOYHUKOB. [laxe Te dainbl, KoTopble
npucnan TBOM 3HaKOMbIN. Jlyyllue yTOYHW Y Hero, oTnpasasn /v OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BuA nepegayn AaHHbIX, HE TEXHOJI0MMS, a BCero nnwb 6peHa, mapka. Ewe B 1991 rogy
HuAepnaHAcKas KoMnaHus 3apeructpuposana 6peng «WECA», yto o6o3Hauano cnosocoyetaHme «Wireless
Fidelity», koTopbIn NepeBoaMTCA Kak «b6ecnpoBoAHas TOYHOCTbL». [Jo Halwero BpeMeHu Aownia apyras
abbpeBuaTypa, KOTOpas SBNSETCSA TakoW e TexHosnorven. 1o abbpesmatypa «Wi-Fi». Takoe Ha3BaHWe 6bin0 AaHO
C HaMeKOM Ha CTaHAapT BbICLUNI 3BYKOBOW TexHMKM Hi-Fi, 4To B nepeBoAe 03HayaeT «BblCOKast TOMHOCTb>.

[a, 6ecnnaTHbIM MHTEPHET-A0CTYN B Kade, 0Tenax u asponoprax ABASETCS OT/IMYHON BO3MOXHOCTbIO BbIXOAA B
WHTEpHET. HO MHOrMe aKkcnepTbl CYMTAKOT, YTo obwenoctynHole Wi-Fi ceTn He aBnsatoTca 6e3onacHbIMK.

CoBeTbl N0 6e3onacHocTn pa6borte B o6uwenocTtynHbix cetax Wi-fi:

1. He nepepaBai cBoto NMuHyto nHdopmaumio yepes obwenoctynHeole Wi-Fi cetn. Pabotas B HUX, XenaTenbHO He
BBOAWTL Naposin JOCTYMa, IOTMHbI U KakKne-To HOMepa;

2. Ncnonb3yn 1 06HOBNSAN aHTMBUPYCHblE NporpaMMmbl U 6paHaMayep. TeM cambiM Tbl 06e3onacuilb cebsa OT 3aKauku
BMpYyCa Ha TBOe YCTPOMNCTBO;

3. Mpw ncnonb3zosanun Wi-Fi oTknoun dyHkumio «O6wmii goctyn K dannam v npuHtepam». [laHHas pyHKums
3aKpbiTa No YMO/YaHUIO, OA4HAKO HEKOTOpble NOJib30BaTENN aKTUBUPYIOT eé Ansa yaobcTea ncnosb3osaHusa B pabote
unu y4yebe;

4. He ncnonb3y nybnnunbinn WI-FI ans nepepaym NNUHbIX AaHHbIX, HAaNnpuMep ANS BbIXOAA B COLMalbHble CETU UN
B 3/IEKTPOHHYO MOYTY;

5. monb3yii Tonbko 3alwuuieHHoe coeamHeHne Yyepes HTTPS, a He HTTP, T.e. npn Habope Beb-aapeca BBoAM
UMeHHo «https://»;

6. B MobunbHoM TenedoHe oTkntoum dyHkumio «MoakntoveHne k Wi-Fi aBTomaTudeckn». He ponyckan
aBTOMaTMYECKOro NoaK4YeHns yCTponcTea K cetsam Wi-Fi 6e3 TBoero cornacus.

OULLUMHI UIn KpaX<a JINYHHbIX AaHHbIX

O6bIYHOI Kpaxel AeHer U AOKYMEHTOB CEroAHs yXe HUKOro He yaunBuflub, HO C pa3BUTUEM UHTEPHET-TEXHONOIUIA
3/10YMbILNEHHUKN NEPEMECTUINCE B MHTEPHET, U NMPOAOIXKAKT 3aHMMAaTbCS «N06UMbIM» AefnoM. Tak nosiBunach
HOBasi yrposa: MHTEPHEeT-MOLIEHHNYECTBa UK ULLIKHT, FNaBHas Leflb KOTOPOro COCTOUT B MOSyYeHUU
KOHMMAEHUMaNbHbIX AaHHbIX MOMb30BaTeNel — NOrMHOB M Naponen. Ha aHrnuiickom s3bike phishing uMTaeTcs kak
duwmHr (ot fishing — pbibHas nosns, password — naposb).

OCHOBHbIe coBeTbl Mo 6opbbe ¢ hUmnHrom:

1. Cnean 3a cBOMM akkayHTOM. Ecnum Tbl nofgo3peBaellb, YTO TBOS aHKeTa 6blia B3loOMaHa, To He06X0AUMO
3abnokMpoBaTb ee U CoobWMTb aAMMHNCTPAaTOPaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canTbl, B TOM YNCNE, UHTEPHET-MArasnHoB M NONUCKOBbIX CUCTEM;

3. Ucnonb3yi cnoxHble n pasHble naponn. Takum obpasom, ecnun Tebs B3OMatOT, TO 3M10yMbIlWIEHHWUKM Nony4YaT
AOCTYN TOJIbKO K OAHOMY TBOEMY MpOodWUIo B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heob6xoaMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble AobaBrieHbl y Tebs B
ApYy3bsiX, O TOM, 4YTO Tebs B3IOManu 1, BO3MOXHO, OT TBOEro MMeHW ByaeT paccblaTbCs CnaM U CCbISIKU Ha
UWNHTOBbIE CaliThbl;

5. YcTtaHoBuM HagexHbI naponb (PIN) Ha MO6UNbHbLIN TenedoH;

6. OTkNO4YM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBali dainbl 1 Apyrne BAOXEHUS B MMCbMaxX Aaxe eC/in OHW MpULLAN OT TBOMX Apy3el. Jlyylle yTOUYHN Y
HUX, OTNPaBASAN NN OHU Tebe 3TK dannbl.



DNeKTPOHHbIE AeHbI'n

DNEKTPOHHbIE IEHbIMM — 3TO OYEHb YA0BHbIV CNOCco6 NnaTexei, 0AHAKO CYLLECTBYIOT MOLIEHHUKN, KOTOpblE XOTAT
Nnosly4nTb 3TN OAEHBIU.

DNeKTPOHHbIe AeHbIV NOSBUINCE COBCEM HEAaBHO U MMEHHO U3-3a 3TOr0 BO MHOMMX rocygapcTeax A0 CUX MOp He
NMpoMNMCaHo NpPO HMX B 3aKOHaXx. B Poccunm xe oHN YHKLUNOHUPYIOT U O HUX YXKe MPOMNMUCaHO B 3aKOHe, rae mx
pa3faensiioT Ha HECKOJIbKO BUAOB — @HOHUMHbIE N HE @aHOHMMHbIe. Pa3Huua B TOM, YTO @aHOHUMHbIE - 3TO Te, B
KOTOPbIX pa3spellaeTcs NpoBoANTb onepaumn 6e3 naeHTudmKauum nonb3oBaTens, a B HEaHOHMMHBbIX
naeHTUdunKaLmMn Nonb3oBaTens aBNsaeTcs obsa3aTesibHOn.

Takxe cneayeT pasnnyaTb 3/EKTPOHHbIE MaTHbIE AeHbIM (PaBHbI FOCYAapCTBEHHbIM BatoTaM) U 3NEKTPOHHbIE
HedwuaTHble AeHbIM (HEe paBHbl FOCYAapCTBEHHbIM BasitoTaM).

OCHOBHbIe coBeTbl No 6e3onacHom pa60‘re C OJ1IEKTPOHHbIMU A€HbraMum:

1. MpuBaAXMK K cyeTy MOBUNAbHBIN TenedoH. DTO caMbii YAOOHbIN 1 6bICTPbIN CNOCO6 BOCCTAHOBUTL AOCTYM K CYETY.
MpuBsi3aHHbIN TenedoH NOMOXeT, ecnn 3abyaellb CBOM NaTeXHbI Naposb WK 3aiellb Ha CakT C HE3HAKOMOro
YCTPOWCTBa;

2. Ucnonb3yi ogHopa3oBble Nnaponu. lNocne nepexoAa Ha yCuieHHyo aBTopusaumio Tebe yxe He byaeT yrpoxartb
0OMacHOCTb KpaXwu WUnu nepexsaTta NaTeXHoro napons;

3. Bbibepu cnoxHbii naposnb. MNpectynHmkam 6yaeT He NpoCTO yragaTb CIOXHbIA Naposnb. HagexHble naponn — 370
naponu, KoTopble coAep>aT He MeHee 8 3HaKOB M BKOYAIOT B cebs CTpOUHbIE U NPOMNUCHbIe 6YKBbI, LUdPbI 1
HEeCKONbKO CMMBOJIOB, Takne Kak 3HaK Aosnapa, dyHTa, BOCKaMUaTeNbHbIN 3HaK 1 T.N. Hanpumep, $tRONg!;

4. He BBOAM CBOW NINYHbIE J@aHHble Ha caiTax, KOTOPbIM He AoBepseLlb.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapThOHbI U NMIaHWeTLl coaepxaTt B cebe BMoHe B3poC/blii hyHKUWOHAN, U TeNepb OHU MOTYT
KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbloTepaMu. OAHAKO, CPEACTB 3alMTbl A58 NOAOGHbIX YCTPOMCTB Noka
ouyeHb Mano. TecTMpoBaHWE U MOUCK YS3BUMOCTEN B HUX MPOUCXOAMUT HE Tak MHTEHCUBHO, Kak ans MK, To xe camoe
KacaeTcsl U MOBUIIbHbIX NMPUNOXeHNH. CoBpeEMEHHbIE MOBUIIbHBbIE 6pay3epbl yXe NPaKTUYECKWU AOrHAMN HAaCTOMbHblE
aHasnoru, ofHaKko paclmpeHune @yHKUMOHaNa BeYeT 3a co60ii 60/blUY CNOXHOCTb Y MEHbLUYIO 3aLUMULEHHOCTb.
[aneko He BCe NpoM3BOAUTENN BbIMYCKAOT O6HOBMEHUS, 3aKPbIBAOLIME KPUTUYECKME YS3BUMOCTU A/t CBOMX
YCTPOWCTB.

OCHOBHbIe coBeTbl Ans 6e30nacHOCTU MO6UJIbHOIO 'renecboua:

1. Huuero He ABnseTca no-HacToswemy 6ecnnatHbiM. Byab ocTopoxeH, BeAb koraa Tebe npeanaratoT 6ecnnaTtHbIn
KOHTEHT, B HEM MOIYT 6bITb CKPbITbl KAKMe-TO MaTHble YCIyru;

2. Aymaii, npexae 4yem otnpaBuTb SMS, $hoTo Unm BuAeo. Tbl TOYHO 3HaelWb, rae oHu 6yayT B KOHEYHOM uTore?

3. Heo6x0anMo 06HOBNSTL ONEpaLMOHHYI CUCTEMY TBOEro cMapTdoHa;

4. Ncnonb3yn aHTUBUPYCHble NporpaMMbl Ans MOBUNbHbLIX TenedoHOoB;

5. He 3arpy>ait npunoXxeHuns 0T HEU3BECTHOIO UCTOYHMKA, BEAb OHW MOFYT COAEpXaTb BPeAOHOCHOE NporpaMMHoe
obecrneueHue;

6. Mocne TOro Kak Tbl BblAeLWb C caliTa, rae BBOAMA NIMYHYIO MHbOPMaUnio, 3aiiaimM B HaCTpoikn 6pay3sepa 1 yaanu
cookies;

7. Nepuoanyeckn npoBepsii Kakmne nnaTHble yCyrM akTUBMPOBaHbl Ha TBOEM HOMeEpE;

8. Bluetooth gonxeH 6bITb BbIK/OYEH, KOr4a Thl UM HE Nofb3yelwbcs. He 3abbiBai MHOrAa NpoBepsTb 3T0;

9. [laBai cBo/ HOMep MOb6UNbHOro TenedoHa TONbKO NH0ASM, KOTOPbLIX Tbl 3HAELb U KOMY AOBepsieLlb.

O nopTtane

CeTeBMYOK.pd — TBOM MMaBHbI COBETYMK B CETU. 34eCb Tbl MOXELIb Y3HaTb O
6e30MacHOCTV B CETU MOHATHLIM U AOCTYMHbIM $i3bIKOM, @ MPU BO3HWKHOBEHUM
KpUTUYECKOM CuTyaumm obpaTnTbCs 3@ COBETOM.
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NHbopMaLMOHHO-M03HaBaTeNbHbI NopTan A5t NOAPOCTKOB.

Mpwn nopgaepxkn HIM «Jlura 6esonacHoro nHTepHeTa», FlocyaapcreeHHas yma PO n Coset ®eaepaunmn PO. MNpoekT
UMeeT NONOXUTENbHOE 3KCNEePTHOE 3aktyeHne MuHMcTepcTea o6pasoBaHms U Hayku PO,

[MepenTtn Ha nopTtan
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