NH®OPMALNOHHAA MAMATKA AJTA OBYUYAKOLWNXCA ANA PASMELLEHNA HA
OPNUNATIBHBIX MHTEPHET-PECYPCAX

1 KaXzbIM FOOM MOJIOAEXW B MHTEPHETE CTAHOBWUTHLCS GOMbLUE, A LUKOMbHUKM OfHN 13 CamblX
aKTMBHbIX  monb3oBateneli  PyHeTa.  Mexay TeMm, MNOMMMO  OFPOMHOFO  KOJMYecTBa
BO3MOXXHOCTE, MHTEPHET HeceT M MpobneMbl. Ta NamMsaTKa Jo/MKHA NOMoYb Tebe 6e30macHo
HaxXoAWTbCS B CETW.

KoMnbloTepHble BMUPYChI

KOMNbIOTEPHBIA BUPYC - 3TO Pa3sHOBUAHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTAUYMTENbHON
0COOEHHOCTHHO KOTOPOW SBMSIETCS CNOCOBA0CTb K PasMHOXEHWIO. B [OMOMHEHWE K 3TOMy,
BMPYCbl MOTYT TMOBPEAMTb WAN  MOMHOCTBIO  YHUUTOXUTL BCE  (Daiinbl U AaHHBbIe,
MOAKOHTPO/bHbIE MO/Mb30BATENO, OT MMEHM KOTOPOro Gbifa 3amyLil;eHa 3apaXkeHHast Mporpamma,
a TaKKe MOBPeauTb WM [aKe YHUUTOXMUTb OMepalMoOHHYH CMCTeMy CO Bcemu (aiinamm B
Lenom. B 60NbLUMHCTBE CyyYaeB pacnpoCTPaHSHTCS BUPYChI Yepe3 MHTEPHET.

MeToAb! 3aLnTbl OT BPeLOHOCHbIX NPOrpaMm:

1 Vcnonb3yii CoBpeMEHHbIE OrMepaLyoHHble CUCTEMBI, UMEIOLLME CEPbE3HBIA YPOBEHb 3aLLMTbI
OT BPEAOHOCHBIX NPOrpamm;

2. TlocTOsHHO ycTaHaBnMBail MayTh  (UMGPOBbIE  3amnaTKK, KOTOPble aBTOMATUYECKU
yCTaHaB/MBAlOTCA C Lefblo  JopaboTKM  Mporpammbl) W pyrve OGHOB/EHWS  CBOEW
ornepaumoHHON cucTembl. CKaumBail UX TOMbKO C omumasibHOro calita paspabotymka OC. Ecnm
CYLLECTBYET PEeXXMM aBTOMaTUYeCKOro 06HOB/IEHWS, BK/HOUM €ro;

3. PaboTali Ha CBOEM KOMMbIOTEPE MOA MpaBaMu MO/b30BaTeNs, a He agMUHUCTpaTopa. 3TO He
MO3BOMUT 6O/bLUMHCTBY BPELOHOCHBLIX NPOrpaMM MHCTa/IIMPoBaThCA Ha TBOEM MEPCOHA/IbHOM
KOMMbIOTEPE;

4. VIcnonb3yin aHTMBUPYCHbIe NPOrpamMmMHble NMPOAYKTbI M3BECTHLIX NPOV3BOAUTESNEN, C
aBTOMaTUYeCKUM 06HOB/EHNEM 6a3;

5. OrpaHunyb (Pr3MYEeCKMii JOCTYN K KOMMbIOTEPY A1 MOCTOPOHHUX ML,

6. \cnonb3yii BHELLHWE HOCUTENN MHOPMaLMK, Takmne Kak qrielka, AUCK Unmn daiin u3
WHTEPHETa, TONbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He OTKpbIBail KOMMbIOTEPHbIE (Daisibl, NOMYYEHHbIE M3 HEHAAEXHbIX UCTOYHWMKOB. [axe Te
(haiinbl, KOTOpble NpUCNan TBOW 3HAKOMbIW. JTy'uLle YTOYHM Y HEro, OTNPaBAs /v OH Tebe UXx.

Cetnn WI-FI

Wi-Fi - 3T0 He BMA Nepefayn faHHbIX, He TEXHOMOIMA, a BCero b 6peHsd, mapka. Ewe B 1991
rogy HugepnaHackas KomnaHus 3apeructpuposana 6peHg "WECA™, u4to 0603Hayasno
cnosoco4eTaHmne "Wireless Fidelity", koTopbliii nepeBoanTCs Kak "'6ecnpoBogHast TOUHOCTb" .

[l0 Hawlero BpemeHun foLuna gpyras abbpesmatypa, KOTopas ABMSETCA TaKOM e TEXHOOrMeil.
310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHMe ObLIO [aHO C HAMEKOM Ha CTaHAapT BbiCLUEN
3BYKOBOW TeXHWMKM Hi-Fi, 4To B NepeBoje 03Ha4aeT "BbICOKas TOYHOCTL".

[a, 6ecnnaTHbli WHTEPHET-AOCTYN B Kae, OTENsX M a’sponopTax ABASETCH OT/IMYHON
BO3MOXXHOCTbIO BbIXOfa B MHTEPHET. HO MHOrMe 3KCMepTbl CYMTAIOT, YTO 06LWenocTynHble Wi-
Fi ceTn He sBNAOTCA 6€30MacHbLIMM.

CoseTbl N0 6e30MacHOCTN PaboThbl B 06LLEeAOCTYMHbIX ceTax Wi-fi:

1 He nepepaBail CBOKO NMYHYTO MHGOpPMaLMIO Yepe3 obLenocTynHble Wi-Fi ceT. PaboTas B
HUX, >KenaTe/lbHO He BBOAUTL Maposiv JOCTYNa, IOMMHbI U Kakre-TO HOMepa;

2. \cnonb3yii 1 06HOBASN aHTMBMPYCHbIE NpOrpaMMbl 1 6paHaMayep. Tem CaMbIM Tl
o6e3omnacuLb cebst OT 3aKauku BUpYyca Ha TBOE YCTPOCTBO;



3. Mpwu ncnonb3oBaHuy Wi-Fi oTioTioun yHKUMIO "O6LmiA JOCTYN K (paitnam 1 npuHTepam”.
[daHHaa (yHKUMA 3aKpbITa MO YMOMYaHWIO, OAHAKO HEKOTOPbIE MO/b30BATE/IN AKTUBMPYIOT ee
[N19 y[06CcTBa 1UCMO0b30BaHMS B paboTe unm yyebe;

4. He ncnonb3yin ny6nnuHeii WI-FI gns nepefjaun MMYHbK LaHHbIX, Hanpumep 415 BbIX04a B
coupanbHble CETU UK B 3/IEKTPOHHYIO MOYTY;

5. Ncnonb3yii TONbKO 3aluieHHoe coeanHeHne vyepes HTTPS, a He HTTP, T.e. npu Habope
Beb-afpeca BBOAM UMEHHO "https://*;

6. B M0OOMNbHOM TenegoHe OTKNKOUM PyHKUMO “lMogkntoveHne K Wi-Fi aBTomatnyeckn”. He
[0NyCcKain aBTOMaTUYeCKOro NoAKIYeHns ycTporcTea K ceTam Wi-Fi 6e3 TBOero cornacus.

CounanbHble ceTn

CoupanbHble CETWM aKTMBHO BXOAAT B Hally >XM3Hb, MHOTUe /OAM PaboTalT W XKMBYT Tam
NOC*rosiHHO, a B Facebook y)Ke 3aperucTpupoBaH MWANWapA YenoBeK, YTO ABMSETCA OAHOM
CeAbMOI BCex >XWTenei nnaHeTbl. MHOMMe NOMb30BATENM He MOHWMAIOT, YTO WMH(OpMaLms,
pasMeLLeHHas MW B COLMasbHbIX CETAX, MOJCET ObITb HalieHa 1 UCMOoNb30BaHa KeM YrofHo, B
TOM uuc/e He 0653aTe/IbHO C 6narmMy HaMepeHUsMK.

OCHOBHbIe COBETbI M0 6€30MaCHOCTN B COLMAbHBIX CETSX:

1 OrpaHuyb CNnCOK Apy3eid. Y Tebs B ApY3bsiX He AO/HKHO ObITb CyYaliHbIX N HE3HAKOMbIX
nofen;

2. 3awyiliain CBOK YaCTHYH XM3Hb. He ykasbiBali naponu, TeneoHbl, agpeca, AaTy TBOEro
POXAEHUA W APYTYHO NINYHYIO MH(OPMaLM0. 3/10YMbILNEHHUKA MOTYT MCMO/b30BaTh AaXKe
VH(OpMaLMIO 0 TOM, KaK Tbl U TBOW POAUTENN NIaHUPYeTe NPOBECTU KaHWKY/IbI;

3. 3amuiai CBOK penyTaumio - [epXXn ee B YMCTOTE M 3afaBail cebe BOMpoC: XOTen 6bl Thbl,
4yTo6bl Apyrve MNonb30BaTe/IM BUAEMN, YTO Tbl 3arpykaewb? [Mogymai, npexae 4em 4TO-TO
ony6A1KoBaTb, HammcaTb W 3arpysnTb;

4. Ecnv Tbl roBOpULLb C NIOABMU, KOTOPbIX He 3Haelllb, He UCMO/b3Yi CBOe peasibHOe UMIS U
APYTYHO IMYHYIO MH(OPMaLMK: MMS, MECTO XXMUTeNbCTBa, MECTO Y4ebbl 1 MPOoYeE;

5. N3beraii pasmeLLeHns oTorpagmini B VIHTepHeTe, rae Tbl M306paXXeH Ha MeCTHOCTH, MO
KOTOPOI MOXXHO OMpejeninTb TBOE MECTOMOMOXKEHUE;

6. Mpw perncTpayuy B COLMaILHON CETU HEOOXOAMMO UCNOMb30BaTb COXKHbIE NAPOK,
COCTOSLLME U3 BYKB M LGP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHOW CETW, MOYTbI U APYrMX CaiiTOB HEOOXOAMMO MCMO/b30BaThb PasHble Maposu.
Torga ecnu Tebs B3/IOMAOT, TO 3N10YMbILLIEHHUKM M0M)MNaT AOCTYN TOMbKO K OAHOMY MeECTy, a
He BO BCe cpasy.

ANEKTPOHHbIE AeHbIN

SNEKTPOHHbIE AEHbIY - 3TO 0YeHb YA06HbIA CNOCo6 NnaTexeld, 04HAKO CYLLECTBYHOT
MOLLEHHWKM, KOTOpble XOTAT MOMYYNTb 3TU eHbIN.

ONEeKTPOHHbIE eHbIN NOABUINCL COBCEM HeaBHO M UMEHHO 13-3a 3TOr0 BO MHOTUX
rocyfapctasax Ao CMX Nop He NPOMNMCaHO MPO HMX B 3aKOHaX.

B Poccun e OHW (YHKLMOHMPYIOT 1 O HUX Y)Ke NPOMMCaHO B 3aKOHe, e UX pasfensatoT Ha
HECKO/IbKO BUOB - aHOHUMHbIE N He aHOHWMHbIE. Pa3HMLA B TOM, YTO aHOHWMHbIE - 3TO Te, B
KOTOpbIX pa3peLuaeTcs NpPoOBOAMUTL ornepauun 6e3 uaeHTUMKauMM nonb3osatens, a B
HEeaHOHUMHbIX MAEHTUPMKALMA MONb30BaTENA ABNAETCA 0643aTe/IbHOMN.

TakKe cneflyeT pasnmyatb 3NeKTPOHHbIE (PUaTHbIe AeHbrM (paBHbl FOCYAaPCTBEHHBIM Ba/lIOTaM)
W 3NEeKTPOHHble He(maTHbIe AeHbIN (He paBHbI FOCYapCTBEHHbIM Ba/itoTaM). OCHOBHbIE COBETI
no 6e3onacHoi paboTe C 3NEKTPOHHLIMU AeHbIaMMu:

1 TpuBAXM K CYeTy MOOWIbHBLIA TeneoH. ITO camblid YAOOHLIA UM BbICTPbIA CNOCO6
BOCCTAHOBWUTb [JOCTYN K cuyeTy. [lpuBs3aHHbIA TenetoH MOMOXET, ecnu 3abyzellb CBOV
MNaTeXHbIA Naposb UK 3aifeLlb Ha CaliT C HE3HAKOMOIO YCTPOICTBA;



2. Vicnonb3yin ogHopa3oBble Maponun. locne nepexoda Ha YCUMIEHHYHO aBTOpM3aumio Tebe yxe
He OYZeT YrpoXaTb OMacHOCTb KPaXKn UK repexsarta niaTeXHoro napons;

3. Bbibepu CrnoXHblin naposnb. [MpecTyrnHukam 6yaeT He MPOCTO yragaTb C/IOXHbIA Maposib.
HapgexxHble naponun - 3To Naponn, KOTopble CoAaepXaT He MeHee 8 3HAKOB W BK/IHOYAKOT B Cebs
CTPOYHbIE W MNPOMUCHbIE OYKBbI, LUUPPbI U HECKOMbKO CUMBOMOB, TakMe Kak 3HaK [on/apa,
(hyHTa, BOCKMUATENbHBIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOM NNYHbIE AaHHbIE Ha CaliTax, KOTOPbIM HE [OBEpsieLLb.

ONeKTPOHHasa noyrta

JNeKTpoHHas no4yta - 3TO TEXHOMOrMS U MPeAOCTaB/sSiEMble €K YCAYrn MO MEPECLITKE W
MOMYYEHUID 3MEKTPOHHBIX COOOLLEHWIA, KOTOPbIE pacrnpeienstoTcsi B KOMMbIOTEPHOM CETW.
OG6bIYHO  3NEKTPOHHbI MOYTOBLIA . AWMK  BbLIMNAAUT  Cregylowym  06pasom:
MMSi_MONb30BaTENA@UMSA_[OMEHa. TaKXe Kpome nepedadn npocToro TeKcTa, WMEeTcs
BO3MOXXHOCTb Nepefasath (aisibi.

OCHOBHbIe COBETbI M0 6e30MacHON paboTe C 3NEKTPOHHOM MOYTOMN:

1 Hapo BbiGpaTb MpaBU/ibHLIA MOYTOBbIA CePBUC. B WMHTEpHETe ecTb OrpoMHbIA BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Mydlle A0BEPATb TeM, KOFO 3Haellb U KTO NepBblii B
PENTUHTE;

2. He yKasblBali B IMYHOIN NOYTE NINYH}TO MHGopMaumo. Hanpumep, nydlle BblopaTb
"My3bIKa/lbHbI_(haHaT@" nnmn "pok2013" BmecTo "Temal3";

3. Micnonb3yii AByXaTarnHyto aBTopm3aumnio. 310 KOr4a NoMUMO Naposns HYXXHO BBOAMTb KOZ,
npucblinaemblin no SMS;

4. Bbl6epy CNOXHbIN Naposb. 18 KaKA0ro NoYTOBOrO ALLUMKA JO/MKEH ObITb CBOW HaLEXKHbIN,
YCTOYMBbI K B3/10MY Napofb;

5. Ecnn eCTb BO3MOXHOCTb HamnmcaTb CaMOMY CBOW NINYHbIA BONPOC, UCNO/b3YI 3Ty
BO3MOXHOCTDb;

6. VIcnonb3yii HECKOMbKO MOYMTOBbIX ALMKOB. [MepBbli An8 YaCTHOW Nepenncku ¢ agpecatamu,
KOTOPbIM Tbl fl0BEPSELLb. ITO 3/IEKTPOHHbLIN afpec He Hafo MCMo/b30BaTh NPWU perncTpauum Ha
thopymax u canTax;

7. He OTKpbIBai haitnbl 1 Lpyrve BNOXKEHUA B NUCbMAX, AaXe eC/IN OHW MPULLIN OT TBOMX
Apy3eit. Jlydile yTOYHWN Y HUX, OTNPaBASAN NI OHW Tebe 3TW (hainbl;

8. INocne 0KoHYaHWs paboTbl HA NOYTOBOM CEPBUCE MePes 3aKPbITUEM BKNaAKN C CaATOM He
3a0yapb HaxXaTb Ha "BbiATn".

Kn6ep6ynnmHr nnm BUpTyasibHOe U3aeBaTe/IbCTBO

Knbep6ynnuHr - npecnefoBaHne cooBLLEHNSMM, COAEPXKALLMMI OCKOPGIEHMS, arpeccuio,
3anyryBaHne; XyUraHcTBO; coLmanbHOe GOMKOTMPOBaHNE C MOMOLLbHO PasINYHBCC MHTEPHET-
CEpPBMCOB.

OCHOBHbIe COBETHI M0 60pb6e C KMOEPOYNIMHIOM:

1 He 6pocarica B 601. Jlyylumii cnocob: nocoBeToBaTbCs Kak Cebs BECTU W, €C/K HET TOro, K
KOMYy MOXHO 00paTuTbCA, TO BHayase YCNOKOUTbCA. ECAM  Tbl HayHewb OTBeYarb
OCKOPO6/1IEHMAMUN Ha OCKOPO/IEHNA, TO TOMBKO eLle 60/bLUe Pa30oXOKeLLb KOH(INKT;

2. YNpaBnsil CBOe KnbeppenyTaumen;

3. AHOHMMHOCTb B CeTU MHUMasA. CyLLEeCTBYHOT CMOCOObI BbIACHUTL, KTO CTOUT 3@ @HOHUMHbIM
aKKayHTOM,;

4. He CTOUT BECTWN XY/IUTAHCKUIA 06pa3 BUPTYasbHON XM3HW. IHTEPHET (PuKCHpYeT BCe TBOM
[EeNCTBUSA 1 COXPaHSET UX. Y anuTb UX 6yaeT KpaiHe 3aTpyAHUTENbHO;

5. Cobnofaii cBOKO BUPTYasibHYHO YeCTb CMOJIOAY;



6. IrHopupym eavHNYHBINA Heratue. OLHOPa30Bble OCKOPOUTE/NbHbIE COOOLLEHMSA NyuLLle
nrHopvposatb. O6bIYHO arpeccus NPeKpaLLlaeTcs Ha HavyalbHON CTaguu;

7. bas arpeccopa. B nporpammax 06MeHa MTHOBEHHbIMU COOOLLEHUAMY, B COLMANbHLIX CETAX
€CTb BO3MOXXHOCTb 6/TOKMPOBKY OTNPaBKM COOOLLEHWIA C ONpefeNieHHbIX afpecos;

8. Ecnu Tbl cBUAETENb KN6epbynnvHra. TBOU AeCTBUA: BbICTYNUTb NPOTUB NPecnefoBatens,
rokKasatb eMy, YTO ero [e/iCTBMA OLeHUBAIOTCA HEraTUBHO, NOAAEPXKATb XEePTBY, KOTOPOM
HY>XHa NMCUX0M0rMYeckas MOMOLLb, COOBLLMTL B3POC/IbIM O (hakTe arpecCUBHOrO NOBEAEHNS B
ceTm.

Mob6unbHbIN TenegoH

CoBpeMeHHble CMapT(OHbI 1 NJIaHLETbl COAepXaT B cebe BroHe B3POC/bIA (DYHKLUMOHAN, Y
Tenepb OHU MOrYT KOHKYpMpOBaTb CO CTauMOHapHbIMKM KoMmnbtoTepamn. OfHaKo, CpeacTs
3almMTbl 4NS NOAOOHBIX YCTPOWCTB MOKa OYeHb Masio. TecTMpoBaHWe W MOWUCK YA3BUMOCTEN B
HUX MPOUCXOAUT He TaK WHTEHCMBHO, Kak ans MK, To >ke camoe Kacaetcs M MOOGWU/IbHbIX
MPUNOXEHWIA.

CoBpeMeHHble MOOU/IbHbIE Bpay3epbl YXKe NPaKTUYECKN AOMHaIM HACTO/bHble aHanork, OfHaKo
pacLuvpeHve (yHKLUMOHana BeYeT 3a Co60l 60MbLUYHO CMIOXHOCTb U MEHbLLYTO 3aLMLLEHHOCTb.
[laneko He BCe MPOU3BOAWTENN BbIMYCKaKOT 0OHOB/IEHNS, 3aKPbIBAIOLLNE KPUTUYECKME
YA3BUMOCTM [1 CBOMX YCTPOMCTB.

OCHOBHbIe COBETbI A/11 6e30MacHOCT MOBGWUNBLHOTO TesedoHa:

Huuero He sBnsieTcs No-HacToseMy O6ecrnnaTHbIM. Byab OCTOPOXEH, Befp Korga Tebe
npegnaraloT GecnnaTHbliAi KOHTEHT, B HEM MOrYT ObITb CKPbITbl KakKue-TO MAaTHble YCyru;
[ymait, npexge yem otnpasuTb SMS, oTo Mm BUAeo. Tbl TOYHO 3HaeLlb, rAe OHWU Oyt B
KOHEYHOM uTore?

Heo6xoa1mo 06HOBNATL OMepauyoHHYH0 CUCTEMY TBOErO CMapT(oHa;

icnonb3yil aHTUBMPYCHbIE NPOrpaMmbl /15 MOOWbHBIX Tene()OHOB;

He 3arpy>kail MpUNOXeHNA OT HEU3BECTHOIO UCTOYHMKA, Befb OHM MOFYT COfepXaTb
BPeAOHOCHOE NnporpaMmmHoe obecneyeHue; Moce TOro Kak Tbl BblAfeLb C CainTa, rae BBOAU
NNYHYI0 MHOPMaLMIO, 3aiin B HACTPOKK bpay3sepa 1 yaanm cookies;

Mepurogmyecky NpoBepsid, Kakve naaTHble YCayr akTYBUPOBaHb! Ha TBOEM HoMepe; [aBali
CBOI HOMepP MO6GWU/ILHOIO TeslepOHa TO/TbKO NHOAAM, KOTOPbIX Thbl 3HAELLb M KOMY [JOBEpPSeLLb;
Bluetooth fo/mkeH 6bITb BbIKNKOYEH, KOFAa Thbl UM He MoMb3yellbes. He 3abbiBaii MHOr4a
MPOBEPATH 3TO.

Online urpbl

CoBpeMeHHble OHMaMH-UIPbl - 3TO KPacouHble, 3aXBaTbiBatoLLMe pa3BeyeHns, 06beAnHSIOLLIME
COTHM TbICAY Ye/0BeK No BCeMy MupY. rpokn uccnepyroT faHHbIA UM Myp, 06LatoTes Apyr ¢
APYroM, BbIMONHAKT 3aaHns, CPaXatoTCsi C MOHCTpaMK M NOMyYatoT OnbIT. 3a YA0BO/LCTBUE
OHW MNATAT: MOKYNAaT AMCK, OMJa4ynMBatoT abOHEMEHT UM NPMOOPETAOT KaKue-TO Onuyn.

Bce 3Tn cpeAcTBa MAYT Ha MOALEPXKaHWe W pasBUTWE WIPbl, a Takke Ha caMy 0e30MacHOCTb:
COBEpPLUEHCTBYOTCA CUCTEMbI aBTOPU3aLMM, BbIMYCKAOTCA HOBble MaTyuM (LM(pOBbLIE 3annaTku
A/ NporpaMM), 3aKpbIBatOTCS YA3BMMOCTM CEPBEPOB.

B Nofo6HbIX Urpax CTOUT OnacaTbCsi He CTObKO CBOMX COMEPHMKOB, CKOTbKO KPaXkn TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopu3aummn 60/bLIMHCTBA Urp. OCHOBHbIE COBETHI MO
6e30NacHOCTM TBOEr0 MIPOBOrO aKKayHTa:

1 Ecnv gpyroi urpok Beaet cebsi N10Xo Uan co3aaeT Tebe HENPUATHOCTK, 3a6/10KMPYI ero B
CMMWCKE UTPOKOB;

2. Tloxanyiica agMUHMCTpaToOpaM Urpbl Ha N10X0e MOBeAeHME 3TOr0 UrpoKa, XXenartesbHO
MPUNOXKUTbL Kakue-TO [oKa3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasblBali IM4HY0 MH(OpMaLMIO B Npodaiisie nrpsbl;

4. YBaxai Apyrmx y4aCcTHUKOB MO Urpe;

5. He ycTaHaBnuBai HeouLanbHble Natyum U MOAbI;



6. Vicnonb3yii CNoXHble 1 pasHble Naponu;
7. [laxe BO BpeMsi Urpbl He CTOMT OTK/OYATb aHTUBMPYC. MoKa Tl Urpaellb, TBO KOMIMbIOTEP
MOTYT 3apasuTh.

OULLIVHT UN KpadKa JIMYHBIX JaHHbIX

O6bIYHON KpadKei [eHer U [OKYMEHTOB CErOfHS YXXe HUKOro He YAMBWLLb, HO C pa3BUTUEM
WHTEPHET-TEXHOMOMMIA  3M10YMbILLNEHHUKNA NEepPeMECTUNNCE B WHTEPHET, W NPOLO/IKAOT
3aHUMaTbCS "MOOMMbIM™ Le/IOM.

Tak nosiBunack HOBas }Tpo3a: MHTEPHET-MOLLEHHWUYECTBA U ULLIMHT, TN1aBHas Liefilb KOTOPOro
COCTOUT B NOMYYEHUN KOH(UAEHUMANbHLK AaHHbLIX MONb30BaTeNei - NIOTMHOB W naponein. Ha
aHrnuiickom asblke phishing uutaetca kak uwmHr (ot fishing - pbibHas nosns, password -
napo’ib).

OCHOBHble COBETbI N0 60pbbe C PULLNHIOM:

1 Cnegwn 3a CBOMM akkayHTOM. Eciv Tbl Nofo3peBaellb, YTO TBOS aHKeTa Oblna B3/IOMaHa, To
HeobXxo4uMo 3ab/10KMPOBaTh ee M COOOLMTL afMUHUCTPATOpaM pecypca 06 3TOM KakK MOXHO
CKopee;

2. Nicnonb3yii 6e3onacHble Be6-CainTbl, B TOM YWC/E, MHTEPHET-MArasuHoB 1 MNOUCKOBbIX CUCTEM;
3. Vcnonb3yih CnoxHble W pasHble naponu. Takum o6pasom, ecin Tebs B3OMarOT, TO
3/10YMbILLIEHHUKW MONYYaT LOCTYM TONLKO K OLHOMY TBOEMY NMPOGUII0 B CETW, & HE KO BCEM;
4ECN Tebs B3MOMaM, TO He0OXOAMMO NpefynpeiuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
f06aBneHbl y Tebs B Apy3bsX, 0 TOM, UTO Tebs B3/IOMasN 1, BO3MOXHO, OT TBOEr0 UMEHW OyaeT
paccblnaTbCs cnam M CCbIKN Ha (PULLMHIOBbIE CalTbI;

5. YcTaHoBM HagexHblin naposb (PIN) Ha MOOU/IbHBIN TeNeqoH;

6. OTK/OUN coXpaHeHWe napons B Gpaysepe;

7. He OTKpbIBai (haiinbl 1 fpyrue BNOXEHUSA B NUCbMAX, AaXe eC OHW NPULLIN OT TBOMX
Apy3ei. Jlydlle YyTOYHU Y HUX, OTNPaBNAAM M OHW Tebe 3TN (aiinbl.

Lingpposas penytaums

LingppoBas penytaums - 370 HeratuBHas WM MNO3UTMBHaA WHQopmaums B Cetm O Tebe.
KomnpomeTupytowas nMHpopmaums, pasvelleHHas B UHTEpPHETe, MOXET Cepbe3HbIM 006pa3om
OTPa3nTbCA Ha TBOEW peanbHON XM3HW. "Lindposas penyTtaums” - 3T0 TBOM MWDK, KOTOPbIN
(hopmmpyeTca 13 MH(opmMaLmmn o Tebe B MHTEPHETE.

TBOE MEeCTO XUTe/bCTBa, Y4ebbl, TBOe (PMHAHCOBOE NOMOXKEHWe, 0COBEHHOCTY XapakTepa v
pacckasbl 0 6/IM3KMX - BCE 3TO HaKar/IMBaeTCs B CETU.

MHorve noApoCTKM NErkOMbIC/IEHHO OTHOCATCA K Nyb6/MKaumMm JIMYHOM WHGopMauum B
NHTepHeTe, He NOHMMas BO3MOXHbIX NOCMEeACTBUN. Thbl faXe He CMOXELUb [0rafaTbCs O TOM,
4TO (hoTOrpagus, pasmelLeHHas 5 ieT Hasaf, CTana NPUUYMHOM OTKasa NPUHATL Tebs Ha paboTy.
KomMmeHTapum, pasmeLleHne TBoux hotorpaduii 1 apyrue JericTBus MOryT He UCHEe3HYTb Jaxe
rMoc/ne TOro, Kak Tbl UX yAainwb. Tbl HE 3Haellb, KTO COXpaHu/ 3Ty UH(OopMaLuio, rnomnana im
OHa B MOWCKOBble CWUCTEMbI WM COXpPaHWIacb /M OHa, a [NaBHOe: 4TO MoA3“MaloT O Tebe
OKpY>KatoLLpe Moan, KOTopble HagyT W YBUAAT 3T10. HaliTv MH(OPMALMIO MHOrO NIeT CnycTs
CMOXeT NH060IN - KakK M3 J06pbIX NOGYXAEHWN, TaK M C HaMepeHWeM MPUYUHUTL Bped. 3TO
MOXET ObITb KTO YrOAHO.

OCHOBHbIe COBETbI MO 3aLMTe LMGPOBOIA penyTauun:

1 MMoaymaii, npexzae 4Yem 4To-TO Ny6/IMKOBATh M Nepeaasath y cebs B 6/10re UK B COLManbHOM
cetu;

2. B HacTpoiikax npogwmns ycTaHOBM OrpaHNYeHNs Ha MPOCMOTP TBOErO NPOGnA U ero
COAEPXKMMOro, CAenai ero Tobko "ang apysen”;

3. He pa3meLuali 1 He ykasbiBail MH(OpMaLMIO, KOTOPas MOXET KOro-imbo 0CKOpONATb Un
006MKaTb.



ABTOpPCKOe npaso

CoBpemMeHHble LLUKOMIbHUKN - aKTMBHbIE MO/b30BaTENN LM(POBOro npocTpaHcTea. OpfHako
[aNleKo He BCe 3HalOT, YTO MO/b30BaHMe MHOMMMMW BO3MOXXHOCTAMU LIMPOBOro Mupa Tpebyet
CO6/IOEHNA MPaB Ha MHTE/INEKTYa/IbHYH0 COOCTBEHHOCTb.

TepMuH  "MHTennekTyanbHas COOCTBEHHOCTb" ~ OTHOCUTCA K Pa3/IMyHbIM  TBOPEHUAM
4e/I0BEYECKOro yma, HaumHas C HOBbIX M300peTeHNIA 1 3HaKOB, 0603HaYatoLWMX COBCTBEHHOCTb
Ha MNPOAYKTbI W YCNyrW, W 3aKaHuMBas KHUramu, goTorpauamu, KuHOUIbMamu W
MY3bIKa/IbHbIMW MPOU3BEAEHUAMM.

ABTOpPCKY/E MpaBa - 3TO Npasa Ha MHTeNNeKTya/lbHY0 COOCTBEHHOCTb Ha NMPOW3BEAEHNA HayKK,
nuTepatypbl M UCKyccTBa. ABTOPCKME NpaBa BbICTYMalOT B KayecTBe rapaHTUM TOro, 4TO
VHTENNEKTYaNbHbIA/TBOPYECKUIA TPY[, aBTopa He OyAeT HampacHbIM, JacT eMy Cnpasef/vBble
BO3MOXXHOCTM 3apaboTaTb Ha pesy/ibTartax CBOero Tpyfa, MonyyuTb U3BECTHOCTb W MpPU3HaHWE.
HwuiiTo 6e3 pa3peLLeHns aBTopa He MOXKeT BOCMPOW3BOANTL €ro Npon3BejeHne, pacnpoCTPaHATh,
ny6/MYHO [EeMOHCTPUPOBAaTL, MPOLaBaTh, MMMOPTMPOBATbL, MyCKaTb B MpoOKaT, My6/mMyHO
MCMNOMHATb, MOKa3blBaTb/UCMONMHATL B 3dmpe namn pasmeLLatb B VIHTepHeTe.

Vcnonb3oBaHre "NMpaTckoro™ nporpaMmmHOro obecneyeHms MOXKeT NPUBECTN K MHOTUM
pUCKam: OT NOTepY AaHHbIX K TBOMM aKkayHTam A0 6/10KMPOBKU TBOErO YCTPOWCTBA, rae
yCTaHOB/IeHa HeNeraibHas nporpamma. He cTouT Takke 3abbiBaTb, UTO CYLLECTBYIOT NerasibHble
1 6ecnnarHble NPorpaMmbl, KOTOPble MOXHO HalTK B CETU.

O noptane

CeTeBMYOK.p - TBOW rNaBHbI COBETUMK B CETU. 3[eCb Thbl MOXELLb Yy3HaTb 0 6e30MacHOCTU B
CeTV MOHATHbIM W [OCTYMHbIM A3bIKOM, a NPV BO3HWKHOBEHWM KPUTUYECKOW CUTyaLuu
06paTnTbCA 3a COBETOM. A TaKXe NPUHATb yvacTUe B KOHKYpCaxX M CTaTb CambIM LM(POBbIM
rpakaaHMHoMm!



