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AyTeHTHpHUKAIHS

BezonacHocts nHpopmanun

['ocynapcTBeHHast
uH(POPMALMOHHAS CHCTEMa

Joctyn x nHpOpMauu
HocTynHocTb

3amuTa uHGOpMAIIH
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amunaemas nHhopManus

Unentuduxanms

HNudopmannonHas cucrema

Nudopmanmonusie pecypesl

WNudopmannoHHble
TEXHOJIOTHUH

WNndopmanus

KonTponupyemas 30Ha

KonduaenmnuaibHOCTD

O6paboTka nmepcoHaTbHBIX
JaHHBIX

TEPMHWHBI U OIIPEJEJIEHUA

JleWicTBUSL 1O TPOBEpKE MOJUIMHHOCTU CyOBEKTa JOCTyma
B UH(OPMALIMOHHOM cucTeme

CocrosiHMe  3aIIMIIEHHOCTH  WHGPOpPMAlUUU, TPU KOTOPOM
obecrieyeHbl €€  KOH(QUACHUUAIBHOCTb,  JOCTYHHOCTh
U 1IeTIOCTHOCTh

WNudopmannonHas cucteMa, co3laBaeMast B LeJIAX peann3aluu
MOJTHOMOYHU I roCyJapCTBEHHBIX OpraHoB
u obecriedyeHuss oOMeHa HMHPOPMAMEH MEXAY OSTUMH
OpraHami, a TakXXe B MHBIX YCTaHOBJICHHBIX (eaepaTbHbIMU
3aKOHaMHM LIEJIAX

Bo3MokHOCTB MOTydeHus: HH(POPMAIUH U €€ UCTIOIb30BaHUS
Cocrosine uHpOpMaLUHU, XapaKTepU3yeMoe CIOCOOHOCTBIO
TEXHUYECKUX CPEACTB M HWH(POPMALMOHHBIX TEXHOJIOTUH
obecrneunBaTh OeCHpPEnsTCTBEHHBIH MOCTYNl K HH(pOpMAaLUU
CyOBbEKTOB, UMEIOIINX HA 3TO IMOJHOMOYHS

3amura uHGOpPMALUM, HAIpaBJICHHas Ha MpeAOoTBpalleHUe
MOJTyYCHHS 3alUInaeMor WH(GOpMAIMK 3aHHTEPECOBAHHBIMU
CyObEKTaMH C HapyLIEHHEM YCTAHOBJIEHHBIX HOPMAaTHUBHBIMHU
YW TPaBOBBIMH JIOKyMEHTaMH (aKTamu) WU 00JIaAaTesiMU
uHbopMallUd NpaB WIM NpPaBWI pa3rpaHUUYCHHUs JOCTyma
K 3alluiiaeMoi nHpopManuu

Wndopmanus, sBisomascs MOpeAMETOM  COOCTBEHHOCTH
W TIOJJIeKalIass 3alluTe B COOTBETCTBUH C TPeOOBAHUIMHU

IIPaBOBBIX JOKYMEHTOB WIH TpeOOBaHUAMH,
YCTaHABJIMBAEMbBIMU COOCTBEHHHUKOM MH(OpMaLuu
IIpucBoenune cyObeKkTaM " 00BeKTaM JocTyna
uaeHTu@ukaTopa # (WIM) CpaBHEHHE MPENbABISIEMOTO
uaeHTupuKaTOpa C IepeYHEM IIPUCBOEHHBIX
UICHTU(PHUKATOPOB

CoBOKYIHOCTb cojepxarieiicss B 6a3ax JaHHBIX MHPOpMALUU
u o0ecnieynBalOIIUX  ee  00paboTKy  MH(POPMAIMOHHBIX
TEXHOJIOTUI U TEXHUUECKUX CPEJICTB

OTnenbHBIE JOKYMEHTBI W OTIENIbHBIE MAacCHUBBI TOKYMEHTOB,
JOKYMEHTBl M  MacCHUBbl  JIOKYMEHTOB,  COJEprKalluecs
B MH(QOpPMALIMOHHBIX ~ cucTeMax (OMOIMOTEeKax, apxuBax,
¢doHax, 6aHKax JaHHBIX, HH(OPMAIIMOHHBIX CUCTEMAX JPYTUX
BU/JIOB)

IIponecchl, MeToAbl ToOuMCKa, cOopa, XpaHeHHs, OOpabOTKH,
MPEAOCTABIICHUSI, PACTIPOCTPAHECHUS] UH(POPMAIIMH M CIIOCOOBI
OCYILIECTBIIEHUS TAKUX ITPOLIECCOB U METOJI0B

Caenenus (coobmmenust, JTAHHBIC) HE3aBUCHUMO
oT (OpMBI X TPEACTABICHUS

[IpoctpancTBOo  (TEeppuUTOpHs, 3MaHHME, YacTh  3JaHUSA),
B KOTOPOM MCKIIFOYEHO HEKOHTPOJIMpYeMoe MpeObIBaHUE JIHIL,
HE MMEIOIIMUX T[OCTOSHHOTO WJIM  Pa3oBOTr0  JIOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPECTB

OO6s13aTenbHOE 715 BBIMOJIHEHUS JTUIIOM, TOJYYUBUINM JIOCTYII
K ompenelneHHol uHdopManuu, TpeOOBaHHE HE IepenaBaTrh
Takyto HWHPOPMAIMIO TPETBUM JHUIIAM 0e3  corjiacus
ee obnanaTens

JleiicTBus (omepanuu) ¢ NepPCOHAIBHBIMU JaHHBIMHU, BKJIIOYAs
cOop, cUCTeMaTH3alMi0, HAKOIUIEHUE, XpaHEHHE, YTOYHEHUE
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Onepatop

IlepcoHanbHbIEC TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmanuu

Y 93BUMOCTB

[lenocTHOCTH

(oOHOBNIEHUE, U3MEHEHNUE), UCITOIH30BaHUE, PACIIPOCTPAHCHHE
(BTOM umcne mepenady), oOe3TMYMBAHME, OJIOKHUPOBAHHE,
YHUUYTOKEHUE TIEPCOHANIBHBIX JaHHBIX

TPOKIAHUH WIA OPHIUYECKOE JIMIO, OCYUISCTBIISIOIINE
JEeSTeNIbHOCTh 10 JKCIUTyaTalMu UH()OPMAILIMOHHOW CHUCTEMBI,
B TOM 4HcClie 1Mo 00paboTke WHGOpPMAIUU, COJEpKaIIeHCs
B ee 0a3ax JTaHHBIX

JIrobast mHpOpMAIUA, OTHOCAIIASCS K MPSIMO WM KOCBEHHO
OTIpeIeIECHHOMY HJIU oTpesienisieMoMy (DU3HUECKOMY JIHILY
CoOBOKYNHOCTh ~ yclnoBHH M (DaKTOpOB,  CO3JAIOIIUX
MOTEHIUATILHYIO WIH peasibHO CYILIECTBYIOIIYIO
OIaCHOCTb, CBSI3aHHYIO c yTEUKOU uH(pOpMaIuu
W/WIM HECAHKIIMOHUPOBAHHBIMU /WM HeNpeqHaMEePEHHBIMU
BO3JICUCTBHUSIMHU Ha HEe

HenocraTtok (cmabocTh) MIPOrpaMMHOTO
(mIporpaMMHO-TEXHUYECKOT'0) CPEACTBa WM MH(POPMALIMOHHON
CHUCTEMBbI B IICJIOM, KOTOpBI (KOTOpasi) MOXET OBbITh
WCTOJB30BaHA ISl peali3alui  yrpo3  0e30macHOCTH
nHpopmauu

YcroitunBocth  MHGOpMANIMKM K  HECAHKIMOHUPOBAHHOMY
WM cydyailHOMY BO3/ICHMCTBHIO HAa Hee B Ipolecce 00paboTKu
TEXHUYECKHMHU CPEJCTBAMH, PE3YJIbTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHHE U UCKAKEHUE MHPOPMAIUH



I'OCTP
IMonutnka

®dCb Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAILIEHU A

l'ocynapcrBennsiii crannapt Poccuiickoit @enepanuu
[NonuTrka nHpopMaMOHHOH Oe30macHoCcTH ['ocy1apcTBEHHOTO

010/PKETHOTO JIOIIKOJILHOTO 00pa30BaTeIbHOIO YUPEKICHUS
nerckuii can Ne 62 @pynzenckoro paiiona Cankr-IlerepOypra

DdenepanbHas ciryx6a 6e3omacHocT Poccuiickoit deneparuu
denepanbHas ciayx0a Mo TEXHUUECKOMY M SKCIIOPTHOMY KOHTPOJTIO



1 OBIIME MMOJIOKEHUSA

Hacrosimas [lonutrka siBasieTcst JOKyMEHTOM, OIPEIEIISIONIMM HAaPaBJICHUS AEITEIbHOCTH
B o0OJyiactu obecrnieueHusi THHOPMAITMOHHON O€30ITaCHOCTH M MPEICTABIIsAECT COO0M
CHCTEMaTH3MPOBAHHOE U3JIOKECHHE TIeIIeH U 337124 MHPOPMAIMOHHOW 0€30MaCHOCTH, KaK OJTHO WIIH
HECKOJIBKO MPABHJI, TPOIEIYP, MPAKTHYECKUX PUEMOB U PYKOBOASAIINX MPUHIMIIOB, KOTOPHIMHU
pykoBoJCTBYeTCs ['0Ccy1apCcTBEHHOTO OFOKETHOTO JOIIKOJIBHOTO 00Pa30BaTEIBHOTO YUPEIKICHHUS
nerckuii can Ne 62 @pynzenckoro paiiona Cankr-IlerepOypra, a Takke OpraHU3aluOHHBIX,
TEXHOJIOTUYECKUX U TPOLEIYPHBIX aCIeKTOB oOecrieueHus: HHPOPMALMOHHON O€30MMacHOCTH.

[Tonoxkenuss  Hacrosimed  [lomuTuky  HE  pacpoOCTpaHSIOTCS  Ha  oOecredeHue
MH(POPMALIMOHHOM 0€3011aCHOCTH CBEAECHUH, COCTABIISIIOILUX MOCYJapCTBEHHYIO TalHY.
OcHoBHO 3a7aueil B o6nactu nHGOpMaoHHON Oe3omacHocTH ['ocynapcTBEHHOrO OIOKETHOTO
JIOUIKOJIFHOTO 00pa30BaTeIbHOTO YUpEeKIAeHHUs NeTCKuil can Ne 62 @pynszenckoro paiiona CaHKT-
[lerepOypra mpu3HAET COBEPIICHCTBOBAHME MEP W CPEACTB OOECredeHHs 3alluThl WH(OpMaIuu
uH(pOpMaLMOHHBIX pecypcoB KoMmuTeT B KOHTEKCTE pPa3BUTHS 3aKOHoAaTeldbcTBa Poccuiickoii
Qenepaui 1 HOPM PETYJIUPOBaHHUS WH(POPMALMOHHON NESITEIBbHOCTH B TEKYIIUX YCIOBHUSX
byHKIMOHUPOBAaHUS HHOOPMAITHOHHOTO TIOJIS.

[Tpu paszpabotke [loNUTUKH YUUTHIBAIMCH OCHOBHBIC MPHUHIIMIIBI CO3/IaHUSI CUCTEM 3aIIUThHI
uHpopMaIMK,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPraHU3AI[MOHHO-TEXHUYECKUX  Mep
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-IPOTPAMMHBIX CPEICTB 3alUThl HH(pOpPMALIUH.

B  pamkax cBoeil  nmesrenbHOCcTH  [ocymapcTBeHHOe — OIOJDKETHOE  JIOMIKOJIBHOE

oOpa3oBaTenbHOE yupexaeHue aerckuit canx Ne 62 dpynzeHckoro paiiona Cankr-IlerepOypra
00s3yeTcss MpeANpUHUMATh  BCE BO3MOXKHBIE MEpbl JUIS 3alllUThl MHPOpPMAIUU OT Yrpo3
0e30macHOCTH UH(pOpPMALIUH.

TpeboBanusi WHPOPMAIMOHHOW OE30MAaCHOCTH, COOTBETCTBYIOT WEJSM JIESITEIbHOCTH
['ocynapcTBEHHOro OIOJIKETHOTO JOMIKOJIBHOIO 00pa3oBaTENbHOTO YUPEXKAECHUS JETCKUH caj
Ne 62 ®pynzenckoro paiiona Cankt-lletepOypra u mnpenHa3HadeHbl JJIi CHUXKEHMSI PUCKOB,
CBSI3aHHBIX C peanu3anueit yrpo3 6€30macHOCTH UH(OPMAIIIH.

[TonmuTuka noctynmHa BceM paboOTHUKAM ['ocyqapCTBEHHOro OOIKETHOIO JOIIKOIBHOIO
00pa3oBaTeNbHOTO yupexieHus AeTckuit cay Ne 62 @pyHszeHckoro paifona Cankr-IlerepOypra u
BCEM I10JIb30BATENISIM €T0 PECYpPCOB.



2 IEJH A 3AJTAYU OBECIIEYEHUSI HTH®OPMAIIMOHHOM BE3OITACHOCTHU

Cy0bekTbl HHGOPMANMOHHBIN OTHOLEHU

CyObekramu Tipu  oOecriedeHuH HWHQPOPMAIMOHHOW 0e30macHOCTH B ['ocyaapCcTBEHHOM
OIO/DKETHOM  JIOIIKOJBHOM  00pa3oBaTeIbHOM  yupekaeHuH JCTCKOM caay Ne 62 ®DpyH3eHCKOro
paitfona Cankr-IlerepOypra siBisttoTCS:

pabOTHUKHU CTPYKTYPHBIX MOAPa3eIeHHU (B TOM YHCIIE YBOJCHHBIE);

rpaxate, paboTaromue o J0roBopam rpa)xJIaHCKO-IIPaBOBOTO XapaKTepa;

¢du3nyeckue JnLa, MPEJCTABUTENM KOHTPAareéHTOB B PAaMKax MCIOJHEHHUsS JOTOBOPHBIX
00513aTEeJILCTB;

¢usnyeckue Jmna, MoJaBlIMe oOpalieHue B ajapec ['ocyaapCTBEHHOTO — OHOUKETHOTO
JIOLIKOJIBHOTO 00pa3oBaTebHOro yupexaeHus IeTckui can Ne 62 ®dpynzeHckoro paiioHa CaHKT-
[TerepOypra;

IOPUAMYECKHE JIMIIA, B PAMKaX HCIIOJIHEHUS JOTOBOPHBIX 0053aTENbCTB UM BO UCIOJIHEHUU
TpeOoBaHUI cO CTOPOHBI 3aKoHO1aTeNnbcTBa Poccuiickoit denepaunu;

OpraHbl TOCYJJapCTBEHHOH BJIACTH.

O0bexThl HHPOPMANMOHHBIX OTHOIIEHHU I

Oo6bexramu HH(GOPMAITMOHHBIX OTHOIICHHMN SBIISIFOTCS:

UH(pOPMaLMOHHBIE pecypchl 'ocy1apcTBEHHOr0 OI0KETHOTO IOIIKOJIBHOTO
00pa3oBaTeNbHOTO yupexaeHus aeTckuit cax Ne 62 @pynzeHckoro paiiona Cankr-IletepOypra;

rocyJapcTBeHHble  MH(OpManMOHHbIE cucTeMbl  OnepaTopoM  KOTOPBIX  SIBJSETCA
['ocymapcTBeHHOE OFO/KETHOE JOIMIKOIBHOE 00pa30BaTeIbHOE YUpEeKIEHUE AeTckuid can No 62
®pyn3eHckoro paiiona Cankr-IlerepOypra;

nporeccel 00paboTku MHPOpPMAaUUMU B HH(POPMAIMOHHBIX CHCTeMax | ocymapcTBEHHOTO
OIO/IKETHOTO JIOUIKOJILHOIO 00pa3oBaTelbHOTO yupexkaeHus nerckuil cax Ne 62 DpyH3eHCKOTo
paiiona Cankr-IlerepOypra nmHpoOpMalMOHHBIE TEXHOJOTHH, pEerjaMeHThl W Mpoueaypsl cOopa,
00pabOTKH, XpaHEHUs U Tepenadu nHpopMalnu;

uHpopmanmoHHass HWHPPACTPYKTypa, BKIIOYAIOMIAsS CHUCTEMBI OOpaOOTKH, XpaHEHUS
U aHanM3a WHQOpPMAaLUHU, MPOrpaMMHBIE M IPOrpaMMHO-aNNapaTHble CPeACTBa, B TOM YHUCIE
KaHaJbl CBSA3H U TEIEKOMMYHUKALIUN;

CHCTEMBI U CPE/ICTBA 3aLUThl HHPOPMALIUHN, OOBEKTHl ¥ MOMEIEHHS, B KOTOPHIX pa3MelleHbI
cpeacTBa 00pabOTKU HHPOPMALIHH.

Hean o0ecnieyennst HHPOPMANMOHHOI 0€30NIACHOCTH

OcHoBHOM 11enbI0 0OecneueHust "HPOpMamoHHOH Oe3omacHocTH ['ocynapcTBEHHOTO
OrO/IKETHOTO JIOLIKOJILHOT'O 00Pa30BaTeNbHOIO yupexaeHus neTckuii cag Ne 62 dpyH3eHckoro
paiiona CankTt-IleTepOypra sSBISIOTCS AEHUCTBUS HANIPaBJICHBI HA JOCTHXKCHHE 3aIUTHI CYObEKTOB
UH(POPMALIMOHHBIX OTHOUIEHUH OT BO3MOKHOTO HAHECEHUSI UM MaTepUalIbHOTO, (PU3NYECKOTO,
MOpaJIbHOIO WM UHOTO yliepOa, MOCPeCTBOM CIy4YailHOro Wil MpeaHaMEPEHHOTO BO3/IEHCTBUS
Ha UH(OPMAIIHIO, B TOM YHUCIIE:

obecrnieyeHus OTKa30yCTOMYUBOTO (GYHKIIMOHUPOBAHUS MIPOrPaMMHBIX
U anmapaTHO-TIPOTPaMMHBIX  cpelAcTB  ['ocynapcTBEHHOro  OIOPKETHOTO  JIOLIKOJIBHOTO
o0pa3oBaTenbHOT0 yupexaeHus nerckuit can Ne 62 @pyHieHckoro paiiona Cankr-IlerepOypra u
IIPEIOCTABIIIEMBIX CEPBUCOB;

coONIOAeHHs] TPaBOBOIO peXUMa HCIOJIb30BaHUS MAacCUBOB M CpeAcTB  00paboTKu
uH(pOopMaLnu;

NPEOTBPALICHNUs peau3alii yYrpo3 Oe30MmacHOCTH HMH(OpMAMM TMpH  OCYLIECTBICHUU
JesaTenbHOCTH ['0CyqapcTBEHHOT0 OIOPKETHOTO JIOIIKOJIBHOTO 00pa30BaTEIbHOIO YUPEKACHUS
nerckuii can Ne 62 @pynzenckoro paiiona Cankr-IlerepOypra.

3anauu odecnneyeHuss HHPOPMAINUOHHOMN 0€30MACHOCTH

JocTmwkenue nenei odecrieueHuss HHHOPMAIIMOHHON 0€30MacHOCTH M CBOWCTB MH(pOpPMaIINHY,
['ocymapcTBeHHOE OFOJKETHOE JOUIKOJIBLHOE 00pa3oBaTeIbHOE YUpeKIeHUe NeTckuii cag No 62
@®pyn3enckoro paiiona Cankt-IletepOypra pemaeTcst caeyonMe 3a1a4aMu:

3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYNAa K MH()OPMAIIMOHHBIM PECYpCaM;
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pasrpaHUyYeHHs JOCTYMa TOJIb30BaTeNIel K MHPOPMAIMOHHBIM, alllapaTHBIM, IPOTrPAMMHBIM
U MHBIM pecypcaM;

perucTpalMy M IEepPUOAMYECKOr0 KOHTPOJsA JeMCTBUH IoJb30BaTened Impu oOpaboTke
3anUImaeMoi HHpOpMaIK U IEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JCHCTBUH;

KOHTPOJISI LIEJIOCTHOCTH CpEIbl UCIOJHEHHUS MpPOrpaMM U €€ BOCCTAaHOBJIEHUE B CIy4yae
HapyIICHHUS;

obecrieyeHUs ayTeHTH(QUKAIMM W  UACHTUQUKALMKM  [OJb30BaTENeH, y4acTBYIOILUX
B HH(OpPMAITMOHHOM OOMEHE;

oOecrnieueHus HCIIPABHOCTHU IIPUMEHSIEMbIX B MH(POPMAIMOHHBIX cUCTEMax
["'ocyaapcTBEHHOro OIOKETHOI'O JOLIKOJBHOIO 00pa30BaTEIbHOIO YUpEXJIEHHs JeTCKHUM cax Ne
62 ®pynszenckoro paitona Cankr-IlerepOypra cpeacTB 3aMThl HH(POPMAILINH;

CBOEBPEMEHHOI'0 BBISIBIIEHME HCTOYHHUKOB Yrpo3 O€30MacHOCTH HH(pOpMaLUH, HIpUYUH
U YCJIOBUH, CIOCOOCTBYIOIIMX  HAHECEHHIO  ymiepbda  3aMHTEPECOBAHHBIM  CYOBEKTaM
MH(POPMALIMOHHBIX OTHOIIEHUH;

CO3/IaHUEM CITy’KObl MOHHUTOPHHTA M PEarMpoBaHUsl HA Yrpo3bl 0€30MacHOCTH WH(pOpMAIHU
U HETaTHUBHBIE [1OCIIE/ICTBUS,

CO3JaHMEM YCIIOBUM JJIi MUHUMHU3ALKMUM HAHOCHMOTO yuiep0a HENpaBOMEPHBIMHU
NEHCTBUSMH, W YCTpAaHEHHE IIOCIEICTBUI HapylIeHuss WH(POPMAIMOHHON O0e30IacHOCTH B
['ocyaapcTBEHHOM OIOKETHOM JIOIIKOJIBHOM OOpa30BaTEIbHOM YUPEXKACHUU AeTcKuil cay Ne 62
®pyn3eHckoro paiiona Cankr-IlerepOypra.

Pemenue BblenepeuncieHHbIX 3agad B ['ocynapCTBEHHOM OOJKETHOM JIOIIKOJIBHOM
00pa30oBaTeIbHOM YUpeXJeHUU aeTckoM caxy Ne 62 @pynseHckoro paiiona Cankr-IlerepOypra
OCYIIIECTBIISIETCS IOCPEACTBOM:

ydyeTa Bcex MOAJIeKaIIUX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

KYpPHAJIMPOBAHUS IeHCTBUIN NIEpCOHAIIA, OCYILECTBISIONIEr0 00CIy)KUBaHUE U MOAU(DUKAIIIO
IPOTPaMMHBIX M ITPOrpPaMMHO-AIAPATHBIX CPEJICTB MH(YOPMAIIMOHHBIX CUCTEM;

pernmamMeHTanMu  MporeccoB  00paboTku  MHPOpManuMM, — JEeHCTBUH  paOOTHHUKOB
['ocynapcTBEHHOTrO OOKETHOTO JIOLIKOJIBHOIO 00pa30BaTENbHOIO YUpPEXkKACHUS NeTCKUi cax Ne
62 dpynzenckoro paiioHa Caskt-IleTepOypra, OCYIIECTBISIIOIMX SKCIUTyaTalldi0 MPOrpaMMHBIX
U MIPOrpaMMHO-aMNMapaTHBIX CPEJICTB, Ha OCHOBE YTBEPKACHHBIX
OpraHU3alMOHHO-PACHOPSAUTENBHBIX TOKYMEHTOB IO 3alIUTe HHPOpPMaLuH;

Ha3HAYEHUs U MOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALMIO U OCYILLECTBICHHUE
MEPONPUITHIA IO 0OecriedeHnI0 UHPOPMAIIMOHHOW 6e301acHOCTH B ['ocyaapcTBEHHOM O0JKETHOM
JIOLIKOJILHOM 00pa30BaTebHOM yUpexIeHUH JeTckoM caay Ne 62 dpyHieHckoro paiiona CaHKT-
[TerepOypra;

HAJEICHUST KaXJIOr0 paO0OTHHKAa MHHHMAJIbHO HEOOXOJWMBIMH TpaBaMH TIpu  paboTe
B MH(POPMALMOHHONW HHPPACTPYKTYpPE COTIIACHO UX JOKHOCTHBIM O0S13aHHOCTSIM;

COOJTIOJICHHS] BCEMU PAOOTHUKAMM, SKCIUTYaTUPYIOUIMMU U OOCITY)KUBAIOIIMMHU [TPOrpaMMHBIE
U IporpaMMHO-allllapaTHbIE  CpPEACTBa, TPEOOBAHMU  OpraHU3aLMOHHO-PACIIOPSIUTEIbHBIX
JIOKYMEHTOB I10 BOIIpocaM obecnieueHus: MHQOpMaIIMOHHON 0€3011acHOCTH;

NEPCOHATBHON OTBETCTBEHHOCTBIO KaXJI0TO paOOTHMKA 3a CBOM JIEHCTBHS, y4acCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B IpOLIECCax aBTOMATH3UPOBAHHOM 00pabOTKU
nH(pOpPMallMU U UMEIOILEro JOCTYII K pecypcaM HHPOPMAIIMOHHBIX CHCTEM;

peanu3anuei TEXHOJOTHYECKHX MPOIECCOB 00paboTku WHOOpMAIMKU C HUCIMOJIH30BAHUEM
KOMIUIEKCOB ~ OpPraHM3al[MOHHO-TEXHUYECKMX MEp 3allluThl IporpaMMHOro oOecredeHus,
IIPOrPaMMHO-aINIAPaTHBIX CPENICTB;

OPUHATHS Mep Mo obecneueHuio (U3MYECKOW IETOCTHOCTH IMPOrpaMMHO-aNmapaTHBIX
CpeACTB MH(POPMALMOHHBIX CHUCTEM M MOJJCp)KaHUEM HEOO0XOAWMOTO YPOBHS 3aIlMIICHHOCTH
KOMIIOHEHTOB;

UCIIOJIb30BaHUS MPOTPaMMHBIX U IPOrpaMMHO-aNNapaTHBIX CPEJCTB 3alUThl MH(DOpMaIUK
obpabaTeiBacMoM B ['oCynapCTBEHHOM OIOJKETHOM JOMIKOJILHOM OOpa30BaTEIIbHOM YUPEKICHUN
nerckom cany — Ne 62 @pynszeHckoro paiiona Caskt-IletepOypra M aIMUHHCTPATUBHOM
HOJAEP)KKON UX UCIIOIb30BAHUS,;



KOHTPOJISI ~ COOJIIOJICHHSI — MOJB30BATEIsIMH  MH(OPMAIIMOHHBIX  CHCTEM  TpeOOBaHMMA
1o oOecreyeHn0 NHPOPMAITMOHHOM 6€30MaCHOCTH;

poBeJeHUS aHa3a 3(PPEKTUBHOCTH MPUHATHIX MEP 3aIIUTH HHPOPMAITUH U IPUMEHSIEMBIX
CPEICTB 3amuThl HHPopMaIK B ['ocymapcTBEHHOM OFOKETHOM JIOIIKOJIHLHOM 00pa30BaTeIbHOM
yapexaeHuu aetckom caay Ne 62 dpynzenckoro paiiona Cankrt-IlerepOypra;

pa3paboTKM M pealu3alud TMPeUIOKEHU IO COBEpPUICHCTBOBAHUIO CHUCTEM 3alllUThI
uHpopManu B ['ocymapcTBEHHOM OIOKETHOM JOLIKOJIBHOM OOpa30BaTENbHOM YUPEKICHUU
nerckoM cany Ne 62 @pynsenckoro paiiona Cankr-IlerepOypra.

3 TPUHIMIIBI OFECIHIEYEHUA THO®OPMAIIMOHHOM BE3OITACHOCTH

Obecnieuenne MHGOPMALIMOHHONW 0€30MAaCHOCTH, JTOJDKHO OCYIIECTBISITHCS B COOTBETCTBUU
CO CJICAYIOIMMHU OCHOBHBIMHA ITPUHIWUIIAMHU

IIpyHUMI 3aKOHHOCTH

[Tpu BBIOOpE MEPONPUATHIA 1O 3aMUTE HHPOPMAITUH, TOHKHO COONIIOIAThCS JEHCTBYIOIIEE
3akoHoAaTenbcTBO Poccuiickoit @eneparuu B chepe 3amuThl HHOPMALIUH.

Bce pa6OTHI/IKI/I JOJDKHBI UMCTH HPCACTABJICHUC 00 OTBETCTBEHHOCTH 3a MMpaBOHAPYILICHUA
B chepe 3ammtel uHbopmanuu. [IporpamMMmHo-amnmapaTtHble  CpeACTBA, MPUMEHSEMBIE
B ['ocynapcTBeHHOM OFOPKETHOM JIOIIKOJIEHOM 00pa30BaTeIbHOM YUPEKIACHUU JETCKOM caxy Ne
62 ®pynsenckoro paiiona Cankt-IlerepOypra, IOMKHBI UMETh COOTBETCTBYIOIIWE JIHIICH3HH,
opuIIMaTBEHO TPUOOPETAThCS Yy MpEACTaBUTENEH pPa3pabOTUYMKOB ATHUX CPEACTB WIIUA SIBIATHCS
UHTEIJICKTYaTbHOM ~ COOCTBEHHOCTBIO [ 'OCyZapCTBEHHOro  OMOKETHOTO  JIOMIKOJIBHOTO
00pa30BaTeNbHOTO yupexaeHus neTckoro caga Ne 62 @pynszeHckoro paiiona Cankr-IlerepOypra.

IIpuHIMI CHCTEMHOCTH

HpI/I CO3JaHKM CUCTEMBI 3alIUThI JOJKHBI YUYUTBIBATHCA AKTYaJIbHBIC YI'PO3bI 0e30MacHOCTH
uH(pOpMaIii, BO3MOXKHbIE OOBEKTHl M HAMpaBICHHs aTaKk Ha HEE CO CTOPOHBI HapYIIUTEIEH.
Cucrema 3alUTBl JOJDKHA CTPOUTHBCA C YUYCTOM HE TOJBKO M3BCCTHBIX KaHAJIOB YTCUKHU
uH(pOpMaIlMK, HO U C YYETOM BO3MOXKHOCTHU TOSIBJICHHS HOBBIX YS3BHMOCTEH B MpPOTpPaMMHOM
obecreueHuu.

IpyuHIMI KOMIIEKCHOCTH

KomriekcHOe MCnob30BaHNE CPECTB 3aIIUTH MHPOPMALIMU MPEIOoIaraeT corjJacoBaHHOE
MPUMEHEHUE TIPH TOCTPOSHUH IIEJIOCTHON CUCTEMBI 3alllUThI, IEPEKPHIBAIOIICH BCE CYIIIECTBEHHBIS
yrpo3bl 6e30omacHOCTH MHGOpMAIMU. 3aluTa J0JDKHA CTPOUTHCS SlIenoHupoBaHo. dusndeckas
3aIUTa J0JDKHA 00ecTieunBaThes (GPU3MUECKUMHU CPEJICTBAMU M OPTaHU3AIIMOHHBIMU MEpPaMH.

HpI/I MMOCTPOCHUHN, BHCAPCHUHN U SKCILTyaTallud CUCTEMBI 3alllUThI I/IH(];)OpMaIII/II/I PYKOBOJACTBO
['ocymapcTBEeHHOTO OIOPKETHOTO JAOIIKOJIBHOTO 00pa3oBaTENbHOTO YUYPEKIACHHS JETCKOTO caaa
No 62 ®pynzenckoro paiiona Cankt-IletepOypra obecneunmBaeT ycimoBus s 3¢h(EeKTHBHON
KOOpJMHAIINH JEHCTBUI BCEX JIHII, 00eCTIeUNBAIOIINX HHPOPMAITMOHHYIO 0€30MaCHOCTbD.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3zpaboTka cucTemsl 3amuThl HHPOPMAIUHN JOKHA BECTUCH MapalieIbHO ¢ pa3padOoTKOH
¥ MTHPOPMAITMOHHOMN CHCTEMBI.

IpuHIUN NpeeMCTBEHHOCTH

[TocTostHHOE COBEPIICHCTBOBAHWE MEP M CPEACTB 3alUThl HWHPOPMAIMK HAa OCHOBE
MPEEMCTBEHHOCTH OPTaHM3AIIMOHHBIX M TEXHUYECKHX PEIICHH, KagpOBOTO COCTaBa, aHaIU3a
(GyHKIIMOHUPOBaHUST MH()OPMALIMOHHBIX CHUCTEM U CHUCTEMBl €€ 3allUThl C YYETOM H3MEHEHUH
B METO/JaXx W CpeACTBax IMepexBara HH(OpMAalnUMU, HOPMATHUBHBIX TpeOOBaHUN IO 3alIUTe
uH(pOpMaLIUH.

IpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha oOecnieueHre nHHOPMAITMOHHOM 0€30IMaCHOCTH U IICHHOCTH
UH(POPMALIMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXKHOrO Yyiiepba OT HX pasriamieHus,
YHUUTOXKEHUS U UCKakeHus. Vcronb3yeMble Mephl U CPEJCTBa 3aIIUThl HH(OPMAaLUK HE JOKHBI
YXyJIIaTh 3PrOHOMUYECKHE TIOKA3aTeI KOMIIOHEHTOB MH(OPMAIIHOHHBIX CUCTEM.

I[IpuHUUN 0TBETCTBEHHOCTH



Bo3znoxeHnne 0TBETCTBEHHOCTH 3a o0ecredeHre 0e30nacHOCTH HHGOpMAaIKi U ee 00padoTKH
Ha Kaxaoro pa6OTHI/IKa B IIpcaciax ¢€ro MOJHOMOYHU. B COOTBETCTBUH C 3TUM MMPUHIUIIOM
pacrpeziefieHue MpaB M O0S3aHHOCTEH paOOTHUKOB CTPOUTCS TaKUM 00pazoM, 4TOOBI B ciyyae
JTr000T0 HAapyIIEHUs ObLT H3BECTEH HAPYLIUTENb.

IpyuHUMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

HNudopmMannoHHbIe TEXHOJIIOTUH, IPOTPaMMHBIE M IPOTrPaMMHO-ANIapaTHbIE CPEJICTBA, MEPHI
3alUThl UHPOPMAIIMK JOJDKHBI OBITH PEAIM30BaHbI [0 COBPEMEHHBIM pPELICHUSM, 00OCHOBAHBI
C TOYKHU 3PCHUA JOCTUIKCHHA 3aaHHOTO YPOBHSA 3alIUIICHHOCTH I/IH(bOpMaL[I/II/I A DKOHOMHYECKOU
1[eJeCO00pPa3HOCTH, a TaKXKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUSAM
1o 6e30MacHOCTH HH(POPMALIUH.

Hpunuun npodeccuonanma

Peanuzanus mep 3ammrthl MHOOPMAIMM W AKCIUTyaTallMsl CPEJCTB 3aIUTHl WHGOpMAIUU
JOJI’KHA OCYHIECTBIATHCS MPO(PECCHOHAIBHBIMU CIIEIIMATUCTAMH.

[IpuBneueHue crienaTu3uPOBAHHBIX OPraHU3AIUI K Pa3pabOTKe CPEICTB U pealln3allii Mep
3aluUThl WH(GOPMALIUU, TOATOTOBIEHHBIX K KOHKPETHOMY BUAY ACSITENBHOCTH MO OOECIEUEHUIO
06e30macHOCTH MH(OPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHYECKON pabOThl U JIMLIEH3UU
Ha MPaBO OKa3aHUs YCIYT B 3TOM 00sacTu.

IpuHIUN MUHEMHA3ANUH TPUBHJIETHIT MOb30BaTe/Nel

ObecnieueHne Moab30BaTENCH MPUBUIETUSIMU MUHUMAIIBHO JOCTATOYHBIMU JUIS BBITTOJIHEHUS
MU CBOUX JOJIKHOCTHBIX o0s;3aHHOCTEH B FOCYI[apCTBeHHOM 6IOI[)KCTHOM JOIIIKOJIbPHOM
00pa3oBaTeNbHOM YUpexaeHUu aeTckoM cany Ne 62 dpynienckoro paiiona Cankr-IlerepOypra.

4  OCHOBHBIE TPEBOBAHMS 110 3ALIUTE UH®OPMALINN
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl HH(POPMAIMH JOJDKHA TPEAYCMAaTPUBATh KOMILJIEKC OPTaHU3allMOHHBIX,
IPOTPaMMHBIX U MPOrpaMMHO-aINapaTHBIX CPEACTB U Mep IO 3aluTe MHGOpMAlUK B MpoLEcce
ee 00paboTKH.

Beinonnenne tpeboBaHuil JOCTUTAeTCs 3a CUeT pean3alui Ha 00beKTax MHPOopMaTU3aluu
Mep MO 3aIuTe HHPOPMAIINH:

UCHTUPHUKAIMY U ayTEeHTU(DUKAIMH CYyObEKTOB 10CTyNa U OOBEKTOB JI0CTYIIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyNa K 00bEKTaM JI0CTYIa;

OTPaHUYEHUIO IPOTPAMMHOMN CPEbI;

3alIUTe MAIIMHHBIX HOCUTENEH MepCOHATbHBIX TaHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AHTUBHUPYCHOM 3aIlNTE;

0OHapY>KEHHIO BTOPKEHUIA;

KOHTPOJTIO (aHAIM3Y) 3alIUIIEHHOCTH EPCOHANBHBIX TaHHBIX;

00€CTeYeHNIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U MIEPCOHAIBHBIX JIAHHBIX;

00ECTIeYeHHIO JTOCTYITHOCTH TEPCOHABHBIX JTAHHBIX;

3aIUTHI CPeJibl BUPTYaTU3aliH;

3alIATHl TEXHUYECKUX CPEJICTB;

3alUThl UH)OPMAIIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBS3H U Nepeadl JaHHbIX;

BBISIBIICHUIO HHIIUICHTOB U pearnpoBaHUe Ha HHX;

yIpaBleHUIO0 KOHUrypanue HMHOOPMAIIMOHHOW CHUCTEMbIl M CHCTEMBl  3all[UThI
NIEPCOHATBHBIX JIAHHBIX.

['ocymapcTBeHHOE OIOKETHOE JOUIKOJIBHOE 00pa3oBaTeNbHOE YUPEkKACHUE IETCKHM caj
No 62 ®dpynzenckoro pairiona Cankr-IlerepOypra, kak obnagaTenp HHGOPMAIIUKA OTPAHUYEHHOTO
JIOCTYTIA, IIPH OCYIIECTBICHUU CBOMX IIPaB 00s3aHO:

coOiroaaTh npaBa ¥ 3aKOHHbIE HHTEPECH MHBIX JIULL;

NPUHUMATh HEOOXOAUMBIE MEPHI 0 3aLIUTE HHPOPMALINH;

OTpaHMYMBaTh JOCTYNl K HH(popmanuu, eciu Takas oOOsS3aHHOCTh YCTaHOBJIEHA
3aKoHoAarenbCcTBOM Poccuiickoit denepanuu.
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B tom uncie 'ocynapcTBeHHOE OOIKETHOE JIOLIKOJIBHOE O0pa30BaTEIbHOE YUPEXKIECHUE
nerckuii cag  Ne 62 @pynsenckoro paiiona Cankt-IlerepOypra, BmpaBe eciu HHOE He
MPEyCMOTPEHO 3aKOHOAATENLCTBOM Poccuiickoit deaepanuu:

paspemiath WM OTPaHUYMBATh JOCTYN K WH(POPMALUU, ONPEACTATHh MOPSJIOK U YCIOBHUS
TaKOIo IOCTYIIa;

UCIIO0JIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepeAaBatb MHQOPMALMIO JAPYrMM JIMIIaM Ha YCTAHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccniickoit denepanum OCHOBaHUY;

3alMIaTh YCTAHOBJIEHHBIMU 3aKOHOJAaTenbCcTBOM Poccuiickoit denepanun crocodbamu cBou
npaBa B CiIy4ae HE3aKOHHOTO IOJY4eHUS HH(POPMALUU WIM €€ HE3aKOHHOTO HCIOJIb30BAHUS
VHBIMH JINLIAMU;

OCYILIECTBIISITh WHBIE JEHCTBUS ¢ WHGpOpMAIMEd WIM pa3pemarbh OCYIIECTBICHHE TaKHUX
NeMcTBUM, eciau O3TH JeHCTBUA He MpoTUBOpedaT ¢eaepalbHbIM 3aKOHAaM U JAPYIMM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra uHGOpMALMKM  OTPAHUYEHHOrO  JIOCTyNa  IpPEJCTaBiIseT COOOH  HpUHATHE
OpraHU3aI[MOHHBIX U TEXHUYECKUX MEp, HAIIPAaBJIECHHBIX Ha:

coOuro/ieHre KOH(UASHIMAIBHOCTH HH(pOpMauK (MCKII0YEHHE HEPAaBOMEPHOIO JOCTYIa,
KOTIMPOBAHUS, IPEIOCTABIICHUS WIIM PACIPOCTPaHEHUS HH(OPMAIIHHN);

o0ecreyeHne HeJIOCTHOCTH HH(pOpMaLuK (MCKITI0UEHHE HEMPaBOMEPHOTO YHUUYTOKEHUS
WA MOJU(PHUIUPOBAaHUS HH(DOPMAIUH);

peanu3alMio IpaBa Ha JOCTYyn K MH(popManmuu (MCKIIOYEHHE HENpaBOMEPHOIO
OsoKMpoBaHUs HH(OPMAITHH).

CpencTBa 3aliuThl HHPOPMALIMK BHEAPSIOTCS 10 pe3yjbTaTaM IPOBEIEHUS OLEHKU PUCKOB
MH(}OPMaLlMOHHON O€3011aCHOCTH.

Opranu3anus 3alMThl HHGOpMALUH

[Tpu opranumzamuu B ['ocymapcTBEHHOM OFOJDKETHOM  JOIIKOJIBHOM — 00pa3oBaTelbHOM
yapexaeHun  aerckom caxy No 62 ®pynzenckoro paiiona Caskrt-lIleTepOypra 3amiuTh
UH(pOpMalKK, AOJKHBI BBIMONHAThCS TpeboBanus PenepanbHoro 3akoHa ot 27.07.2006 Ne 149-
@3 «O6 uHpopmanuu, UHGOPMAIMOHHBIX TEXHOJOTHSX M O 3allUTe HMH(OpMAalHUu», KOTOpHIE
PEryJIMpYyIOT OTHOIIEHMS, CBA3aHHBIE C YCTAHOBJIEHHWEM, U3MEHEHMEM U NPEKPALICHUEM peKuMa
0o0paboTku 3amuiiaeMoid uHpopMmanuu. B Tom uucie TpeboBaHus O 3amure MHQOpMaLMM, HE
COCTaBJIAIOLIEH TOCYJapCTBEHHYIO TaifHY, CO/IEpIKalllelcsl B rOCYIapCTBEHHBIX MH(POPMAIlMOHHBIX
cucreMax yrBepxkaenHble npukazoM OCTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepxkacHUU
TpeGoBaHuUH 0 3aIuTe MHPOPMAIIUH, HE COCTABJIAIOIIEH TOCYJapCTBEHHYIO TailHy, coaeprkaliencs
B TOCYAAapCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMax» IS TOCYAapCTBEHHBIX HH()OPMAIMOHHBIX
CHUCTEM 10 KOTOphIM [ocynmapcTBeHHOe  OMO/KETHOE  JIOIIKOJIbHOE  0Opa3oBaTelbHOE
yupexaenue  gerckuit cax  Ne 62 @pynzeHckoro paiiona Cankr-IlerepOypra sBisieTcs
OnepaTopom.

B TI'ocynapcTBeHHOM OFOKETHOM JIOUIKOJIBHOM OOpa30BaTEIbHOM YUPEKIACHUU JIETCKOM
cany Ne 62 ®pynzenckoro paitona Cankr-lIlerepOypra moMumMo peajgu3ald OCHOBHBIX Mep
3alATHl HHPOPMAIIMN OCYIIECTBIISETCS:

peryisipHas OLEHKa M  YOpaBJeHHEe pHCKaMH HMHGPOPMAlMOHHON  0Oe30macHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMHU TIPOIIETyPaMHU B OOJIACTH YIIPABJICHUS PUCKAMHU;

uH(GOPMUPOBaHUE, oOyueHue u MOBBIIICHHE KBaJTU(DUKAITIH paboOTHUKOB
['ocymapcTBeHHOrO OOJIKETHOIO JIOMIKOJBHOTO 00pa30BaTEIbHOTO YUPEXKACHUS AETCKOM caay
Ne 62 @pynzenckoro paiiona Cankt-IlerepOypra B chepe nHpopMaMOHHOI 0€301MaCHOCTH;

METOJMYecKasi TOMOIIh, pabOTHHUKaM B Bompocax oOecredeHuss HHEGOPMAIMOHHON
0e30IMacHOCTH;

aHAJIU3 U MMOMCK BO3MOKHOCTEH IO MOBBIIIEHUIO YPOBHS 3aIIMILEHHOCTH HH(OpMAIIHH.

Jnis opraHmzanuy 3aiUThl MHPOpManuu, [ocymapcTBeHHOE OOJKETHOE JOUIKOJIBHOE
obOpasoBarenbHOe yupexkaeHue nerckuii cay Ne 62 ®dpynzeHckoro paiiona Cankt-IleTepOypra
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BIIPaBE€ IPUMEHSTHh CPEACTBA M METOJbl TEXHUYECKOW 3alllUThl, NPEANPUHUMATH Jpyrue, He
IIPOTUBOpEYAIME 3aKOHOAATeNbCTBY Pocculickoit denepanuu, Mepsl.

B pamkax ofecnedeHus 3amurbl HMHQOpMAnMKM, B paMKax TPYIOBBIX OTHOILEHHM
HEOOXOMMO O3HAKOMHUTH TIOJ POCIHUCH PAOOTHUKOB, JOCTYH KOTOPbIX K HH(popMaruu
OTPaHUYEHHOTO JOCTYMA, HEOOXOAUM JUIsl BBINOJIHEHUSI UMU CBOUX JIOJDKHOCTHBIX OOSI3aHHOCTEH,
C mepeyHeM UWHGPOpPMAIMKA OTPAHUYCHHOTO JIOCTYNa, W TPHHATBIMA B [ OcymapcTBEeHHOM
OIO/IKETHOM JIOIIKOJIBHOM OOpPa30BaTEeIbHOM YUpEKIEHUU JeTckoM caay Ne 62 dpyH3eHckoro
paiiona Cankt-IlerepOypra Mepamu 3aIuThl HHPOPMAITUH.

Oc00eHHOCTH 321U THI NEPCOHATBHBIX JAHHBIX

IIpu opranuzanuum o60pabotkun B ['ocynapcTBeHHOM OO IKETHOM JIOLLIKOJIBHOM
00pa3zoBaTebHOM Y4YpexXIAeHUU AeTcKOM cany Ne 62 ®dpyHnieHckoro paiiona Cankt-IleTepOypra
NEPCOHANBHBIX JAHHBIX HEOOXOIMMO PYKOBOJACTBOBAThCs TpeOoBaHMsMH DepepalbHOro 3aKoHa
ot 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX TaHHBIX.

[lepeuenpr Mep, BBIOJNHEHHE KOTOPBIX obOecrieunBaeT locymapcTBeHHOE — OIOKETHOE
JOLIKOJIbHOE OOpa3oBaTeibHOE yupekaeHue nerckuid cag Ne 62 @pyH3eHckoro paitona CaHKT-
[TeTrepOypra B kauecTBe ornepaTopa MepCOHATbHBIX JAHHBIX, JOKEH BKIIIOYATh!

HazHaueHWe B l'ocygapcTBEHHOM  OHOJKETHOM  JIOUIKOJBHOM  00pa3oBaTelbHOM
yupexjeHun Jerckom caay Ne 62 dpynszenckoro paiiona Cankr-llerepOypra oTBETCTBEHHOIO 3a
OpraHu3alU0 00paObOTKU MEPCOHAIBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACISIONINX IPAaBMIa B OTHOIIEHUH 00pabOTKU MEPCOHATBHBIX
naHHbIX B ['ocymapcTBeHHOM — OIOJUKETHOM — JIOHIKOJIBHOM — OOpa30BaTEIbHOM  YUPEXKIECHUHU
nerckoM cagy Ne 62 ®@pynzenckoro paitona Cankrt-IlerepOypra, T0KaIbHBIX aKTOB IO BOMpPOCaM
00pabOTKM NEPCOHANbHBIX JAHHBIX;

IPUMEHEHUE OpPraHM3allMOHHBIX M TEXHUYECKMX Mep 10 oOecrnedeHuto Oe30MacHOCTU
NEPCOHANBHBIX JIAaHHBIX B COOTBETCTBMU cO craTheil 19 DenepanbHoro 3akona or 27.07.2006
Ne 152-@3 «O nepcoHABHBIX JaHHBIXY,

BBINOJIHEHHE TPEOOBAHUI 110 COCTAaBY U COJAEPKAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp
1o oOecrneyeHnto 0e30MacHOCTH NEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MH(OPMALMOHHBIX
cucTeMax NepCOHaNbHbBIX AaHHBIX yTBepkAEHHBIX [Ipukazom @CTOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpXKIEHUU COCTaBa U COJEP)KAHUS OPraHU3alMOHHBIX U TEXHHYECKUX MeEp IO
o0ecrieyeHnI0 O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MpHU UX 00paboTke B HMH(OPMAIIMOHHBIX
CUCTEMAaX NEePCOHAIbHBIX JaHHBIX),

OLIEHKY Bpeia, KOTOpPbI MOXKeT OBbIThb NPUYMHEH CYOBEKTaM IEepPCOHANbHBIX JaHHBIX
B ciydyae HapymeHusi DenepanpHoro 3akoHa Ne 152-dD3, cooTHomeHWE YKa3aHHOTO Bpeaa
U IPUHUMAEMBIX ONEpPaTOpOM Mep, HaIllPaBJICHHBIX HAa 0OECIeYeHHE BBIMOIHEHUSI 005S3aHHOCTEH,
npenycMoTpeHHbIx DenepanbabiM 3akoHOM Ne 152-D3;

O3HaKOMJIEHHe paboTHHKOB [ ocynapcTBEHHOIrO OIOJIKETHOTO JIOLIKOJIBHOTO
00pa30oBaTeNbHOTO yupexaeHus nerckom caxy Ne 62 @pyHieHckoro paifona Cankr-IlerepOypra,
HEMOCPEACTBEHHO OCYIIECTBIIIOMUX 00pab0TKy NEepCOHANBHBIX [JaHHBIX, C TOJIOKEHUSIMH
3akoHoAaTenbcTBa Poccuiickoit denepannu o NepcoHaIbHBIX JAHHBIX, B TOM YHCIe TPeOOBAHUSIMHU
K 3alllUTe MEePCOHAIBHBIX JaHHBIX, JOKYMEHTaMH, ONpEACISAIOIUMU TpeOOBaHUS B OTHOIIECHUH
00paboTKN NePCOHANIBHBIX JaHHBIX U 00ydeHue, Mpu HE0OXOJMMOCTH, YKa3aHHBIX paOOTHHUKOB.

Obecneuenne 6€30MaCHOCTH NMEPCOHANBHBIX TAHHBIX JOCTUTaeTCsl, BYaCTHOCTH:

onpefeNieHueM  yrpo3 U Hapymurtenedl  0e30MacHOCTH  MEPCOHAIbHBIX  JaHHBIX
npu uX 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHABHBIX JaHHbIX;

ONpeeIeHUEM YPOBHS  3alllMIIEHHOCTH TIE€PCOHAJbHBIX JAHHBIX B  COOTBETCTBUU
¢ TpeboBanusimu [locranosnenus IlpaButenscrBa Poccuiickoit @eneparun ot 01.11.2012 Ne 1119
«O0 yTBepkIeHHH TpeOOBaHWW K 3alllUTE TMEPCOHANBHBIX JAaHHBIX TIPH HUX 00paboTke
B MH(OPMALMOHHBIX CUCTEMaX MEePCOHATBHBIX JaHHBIX);

IPUMEHEHHEM NPOIIEAIINX B YCTAaHOBJIECHHOM IOPSJAKE MPOLEAYpPY OLEHKH COOTBETCTBHSI
CPEZCTB 3aLIUTHI HHPOPMAIIUH;

OLIEHKOH 3()()eKTUBHOCTH MPUHMMAEMBIX MEp IO 3aLIUTE NEPCOHAIbHBIX JAHHBIX J0 BBOJA
B DKCIUTyaTaIMio HH()OPMAIIMOHHON CUCTEMBI IIEPCOHANIBHBIX TAHHBIX
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BOCCTaHOBJICHUEM IIEPCOHAIBHBIX JAHHBIX, BCIEACTBUE MOIYYECHUS HECAHKLIMOHUPOBAHHOTO
JIOCTYIIA K HUM;

YCTQHOBJICHMEM IpaBWJ JOCTyHa K IEPCOHAIbHBIM JaHHBIM, 0OpabaThIBa€MbIM
B MH(POPMALMOHHBIX CHCTEMAax IMEPCOHAIBHBIX JAHHBIX, & TAK)KE O00ECIIEYEHUEM PETUCTPAIUH
U yuyeTa BCeX JEHCTBHM, COBEpLIAEMbIX C IEPCOHAIBHBIMM JaHHBIMH B HMH(OPMAIMOHHBIX
CHUCTEMAax IIEPCOHAIBHBIX JJaHHBIX;

KOHTpPOJIEM 3a IPUHUMAEMBbIMU MepaMu II0 3allUTe IEPCOHAIBHBIX JaHHBIX U
OTIPENIeJIEHHOTO YPOBHS 3alUIIEHHOCTH MH(OOPMAIIMOHHBIX CHUCTEMax MEPCOHAIBHBIX JTAaHHBIX B
IIpoLIECCE €€ IKCILTyaTaluu.

5 OCHOBHBIE TPEBOBAHUA K TPONECCAM OBECHEYEHUSI
NHO®OPMAIIMOHHOMU BE3OITACHOCTH

Metoandeckoe pyKOBOJCTBO, pa3pabOTKy pelIeHui 1o 3amuTe nHPOpPMAIIHH, COTJIACOBAHUE
BbIOOpA CPE/ICTB BBIYUCIUTEIBHON TEXHUKH, IPOrPAMMHBIX U IIPOrPaMMHO-AIApPaTHBIX CPEACTB
3alIMThl UHPOPMALIMU, OPTaHU3AIMIO PA0OT IO BBISBICHUIO BO3MOXKHOCTEH W MPEAYNPEKICHHUIO
YTEUKH W CBOWCTB 3allUMIIacMOi HWH(POPMAIMK, AaTTeCTAIUI0 OOBEKTOB HH(POPMATH3AIUU
OCYILECTBIISIIOT KOMIIETCHTHBIC CTPYKTYpPHBIC TOJpa3iesieHuss B ['0CyIapCTBEHHOM OFOJKETHOM
JIOIIKOJIBHOM ~ 00pa30BaTeIbHOM  YUpPEXIACHUU JeTCKOM cany Ne 62 DpyH3EHCKOro paiioHa
Cankr-IlerepOypra.

dusnyeckas 0€30MaCHOCTh

[lpuHsATHIE OpraHW3allMOHHBIE W TEXHWYECKHE MEpbl 10  3alIUTe OMEIICHUMN
['ocymapCTBEHHOTO OFOJKETHOTO JOIMIKOJIBHOTO 00pa30BaTENIbHOTO YUYPEXKICHHUS IETCKOM Caly
Ne 62 @pynsenckoro paiiona Cankr-IlerepOypra, cepBepHOr0O ¥ KOMMYTAIlMOHHOTO
000pyI0BaHMs, aBTOMAaTU3UPOBAHHBIX PA00OYMX MECT MOJIb30BaTENCH HMH(POPMAIMOHHBIX CHUCTEM
['ocynapcTBEeHHOro OIOJKETHOTO JAOIIKOJIBHOIO 00pa30BaTENILHOTO YUYPEXKIEHHUS IETCKOM caly
No 62 ®pynzenckoro paiiona Cankrt-IlerepOypra o0ecrneynBaOT peanu3aiuio CIeAYIOMNUX Mep
1o:

pasrpaHUuEHHIO JIOCTyNa PaOOTHUKOB B TOMENIEHHS [ 0CynapCTBEHHOTO — OHOJKETHOTO
JIOUIKOJIBHOTO  00pa3oBaTeIbHOrO YUpexJaeHHs JeTckoMm cagy Ne 62 dpyH3eHCKoro paiiona
CaHKT-HeTCp6pra B COOTBETCTBUU C UX ITOJIHOMOYUSIAMHU U TOJIZKHOCTHBIMU O6ﬂ33HHOCT${MI/I;

peructpanuu (pakToB BXoAa paOOTHHKOB B IMOMEIICHUS B KOTOPBIX BeleTcs oOpaboTka
MIEPCOHANBHBIX TAHHBIX;

KOHTPOJMPYEMOMY TNPEObIBAaHUIO IMOCTOPOHHMUX JHUI[ B ['OCyZapcTBEHHOM  OIOJKETHOM
JIOIIKOJIBHOM ~ 00pa30BaTeIbHOM  YUPEXIACHUU JeTCKOM cany Ne 62 DpyH3EHCKOTro paiioHa
Cankr-IlerepOypra B momerieHusi, B KOTOpbIX BeAeTcss 00paboTka MHPOPMALMU OTPaHUYEHHOTO
JOCTYTIA M Pa3MEIleHBI allapaTHbIe CPpeICTBA HH(POPMAITMOHHOM CHCTEMB;

OpraHu3alK PeXUMa KOHTPOJIIMPYEMOT0 BHOCA/BBIHOCA CPEJCTB 00pabOTKH HH(OPMAIIHH.

[Tomemenust ['ocymapcTBEHHOTO  OFO/DKETHOTO — JOMIKOJIBHOTO  00pa3oBaTeIbHOTO
yupexaeHuss aerckom caay Ne 62 dpynzenckoro paitona Cankrt-IlerepOypra 10MKHBI OBITH
06OPYJIOBaHBI ACTCKTOPaMH OTHA M JbIMa, OTHCTYIIUTCIAMH, CUCTEMaMU KOHAWIIUMOHHPOBAHUA
BO3/1yXa, CPEICTBAMH OXPAaHHO-TI0KapHOI CUTHAIM3AIUH.

OCHOBHOE CepBEpHOE W KOMMYTAIIMOHHOE 000pyAoBaHHe [ OCyIapCTBEHHOTO OIOIKETHOTO
JIOUIKOJIBHOTO  00pa3oBaTeIbHOrO YUpeXIeHHs JeTckoM cany Ne 62 dpyH3eHCKoro paiioHa
Cankr-IlerepOypra AOMKHO OBITH 3allMIIEHO OT MepedoeB B MOJade 3JIEKTPOIHEPTUU IMyTeM
MNOJKJIIOUYEHUS] K DJIEKTPOCETH C TPUMEHEHHEM HMCTOYHUKOB OecriepeOoiHOro mHTaHUuS M|
pe3epBHOTO au3enb-reHeparopa. VcTounnkn OecriepeOOWHOT0 MUTaHUs HEOOXOIUMO PETYISIPHO
TECTUPOBAaTh M TPOBEPSTH YIOJIHOMOYEHHBIM paboTHHMKaM KOMHUTET B COOTBETCTBHU C
PEKOMEH/TAITUSIMH TTPOU3BOIUTEIIS.

HOpTaTI/IBHBIG TEXHUYCCKUC cpeacTBa HE JOJI?KHBI 0OCTaBaTbCA 3a npeaciaMunu
KOHTPOJIMPYEMOU 30HBI O€3 KOHTPOJISI CO CTOPOHBI PAOOTHUKOB.

Be3onacHocTh Ha paboueM MecTe

3ampemiaercss BECTH 3alMCh MApoJied B OTKPHITOM BHIE HAa MaTEPUAIBHBIX HOCHUTEI,
3a UCKIIFOYCHUCM CIIydacCB, PCTJIAMCHTUPOBAHHBIX MCTOAOB XpPaHCHUS.
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JIOKyMEeHTbl M HOCHUTENHM ¢ HMH(OpManueil OrpaHMYEHHOTO AOCTYNA JOJDKHBI yOMpaThCs
B oreuaThiBaeMble MecTa (ceddbl, mkadbl U T.OI.), NOpPU yXoAe ¢ pabouyero mecra.
Ha aBromarusupoBanHoM paboueMm mecte [lonb3oBaTens paboyast ceccust AOKHA ObITh IpepBaHa,
paboumii cTonm 3a0iOKMpoBaH. BXoa TONB30BaTENsT B CHUCTEMY HE JOJDKEH BBITIOTHATHCS
aBTOMAaTHUECKHU.

JloKyMeHTBI, cozepkamiie HWHGOPMAIMIO OTPAaHUYEHHOTO JOCTYIa, JOJDKHBI —Cpasy
U3bIMAThCSl M3 IMe4yaTalolMX ycTpoicTB. s yTwin3zauuu KOH(UIEHLMANbHBIX JOKYMEHTOB,
JOJDKHBI HMCIIOJIb30BaTbCsl YHUUYTOXKUTENM JOKYMEHTOB HE HIXKE 4 ypOBHS IO CTaHIApTy
0€30I1aCHOCTH, IPUMEHIEMOMY K YHUUTOKUTEISAM TOKYMEHTOB.

[lpy wucronp30BaHMM MOOMJIBHBIX TEXHHYECKHUX CpPEACTB HEOOXOOMMO  COOJII0AaTh
JIONIOJIHUTEIbHBIE MEpPbI 110 perjaMeHTallMd M KOHTPOJII0 HCHOJIb30BaHUS B HMHGOPMALMOHHOM
cHCTeME MOOUJIbHBIX TEXHUYECKUX CPEICTB.

Haxoxxnenue mnpenctaButened HOPUAMYECKMX JIMII B PAMKaxX HCIOJHEHUS JOTOBOPHBIX
00s3aTeNbCTB B IIOMEUICHUSX B KOTOpBIX BeneTcss oOpaboTka MH(OpMaluM OrpaHUYEHHOIO
J0CTyna MH(MOPMALMOHHOM CHUCTEMbI, BO3MOYKHO TOJBKO B COINPOBOXKICHUHU pPAOOTHUKA
,JOMYIIEHHOTO 10 00pabO0TKH Takoi HHPOPMALIUH.

Pa3Merienue  TEeXHUYECKHMX  CpPEACTB  BbIBOJA  MHPOpPMALMKM B MOMELICHUAX
MIPOU3BOJIUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHU3YaJbHOTO NIPOCMOTpa HH(POPMALIUU
HOCTOPOHHUMHU JIULAMU U paboTHHKaMH, He JIOMYLIEHHBIM K pabote
C TaHHOW MH(pOpMaLnei.

TexHuueckue cpeacTBa JOJDKHBI Pa3MeLIaTbCs M XPAHUTHCS TAaKMM 00pa3oM, 4YTOOBI
COKPATUTh BO3MOXKHBIM PUCK NOBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

TexHu4eckoe 00cay;KUBaHHE 000PYA0BAHUS

TexHuueckue cpeicTBa JOJDKHBI IPOXOAUTb Ha PEryJspHOM OCHOBE CEPBUCHOE
00cCITy’)KUBaHHE B COOTBETCTBUU C PEKOMEHIALIUSAMH ITPOU3BOANUTENEH 000py10BaHHUS.

PemoHT u cepBucHOe 00cmyKMBaHHE OOOPYAOBAHMS JIOJKHBI BBIMOIHIATHCS TOJBKO
KBAJTM(PHULIHUPOBAHHBIMU CIIELUAINCTAMH.

TexHuueckoe o0OCIy)XKHBaHHE OOOPYAOBAHHS CTOPOHHUMH OpraHU3alUsIMH HE JIOJKHO
IPUBOANUTH K PUCKY HAapyIIEHUs! KOHPHUISHIIMATbHOCTH 3alUIaeMON HH(POpMAIIH.

B3aumopneiicTBHe ¢ TPeTHUMH JTULIAMHU

B LEJAX o0ecrieueHus MH(POPMALIMOHHOM 0e30macHOCTH
IIPU B3aUMOJICHCTBUY C TPETHUMH JIMIIAMH JTOJIKHO BBIOJIHSATH CJIEAYIOLNE MEPOIPUATHS 110!

3aKJIFOYEHHUIO COTJIAIIEHUs O Hepas3IjalleHMM WH(OpManuy OrpaHUYE€HHOro JOCTyIa
MOJIyYEHHOU B X0J1€ MCTIOJIHEHUSI IOTOBOPHBIX 0053aTEbCTB,;

OCYILIECTBJICHUIO KOHTpPOJISI 3a JEHCTBUSMHU IPEJICTaBUTENIEH KOHTPAareHTOB B Ipenernax
KOHTPOJIMPYEeMOIl 30HBI ['OCyIapCcTBEHHOTO  OIOJIKETHOrO  JIOMIKOJBHOTO  00pa3oBaTeNbHOTO
yupexaenus: nerckoM cany Ne 62 @pynsenckoro paiiona Cankr-IlerepOypra.

YnpasiieHue ;KU3HEHHbIM HMKJIOM HHPOPMALMOHHBIX CHCTEM

MeponpusiTiust B INpoLecce  KU3HEHHOTO  I[MKJIa  UHQOPMALMOHHBIX  CHCTEM
['ocynapcTBeHHOE OFO/KETHOE JOIMIKOJIRHOE 00pa3oBaTeNbHOE YUpexkACHHE AeTcKui can Ne 62
OpyHnzeHnckoro paifona Cankrt-IlerepOypra 1omKHBI ObITh HallpaBICHBI HA 00ECIIEYEHUE 3aIUTHI
nH(pOpMalliu NpU BBOJE B IEUCTBUE, SKCILTyaTalllil, COTPOBOXKIEHUN U MOJIEPHU3ALINH, BHIBO/IA U3
IKCILTyaTal1H.

OcHoBaHueM mpHu pa3paboTke HH(POPMALMOHHBIX CHCTEM JIOJDKHBI SIBJISTHCS PEIICHUS
OpUHATBIE HA CTaguu (OpPMHpPOBaHUS TpeOOBaHUM, cojep)kale TpeOOBaHHS B TOM YHCIE
10 CHCTEME 3aIIUThl HHPOPMAIIUH.

JIroboe  maHMpyeMoe€ K ~ BHEAPEHMIO  HM3MEHEHHE  HMH(POPMALMOHHOM  CHUCTEMBbI
IPEIBAPUTENBHO JO0JKHO OBITh IPOAHATU3UPOBAHO HA COBMECTUMOCTh U OTCYTCTBHE HapyIIECHHH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJCTB 3aIUTHl HHPOPMAIIUH.

PaGoTel mo MopepHM3anMu HH(MOPMALMOHHONM CHUCTEMbI, B TOM 4YHCIE II0 YCTAHOBKE
IPOTPaMMHOTO OOecrieueHus: U OOHOBJICHMH, JOJDKHBI MPOBOJUTHCS B Hepabouee BpeMs WIIH
BpeMsI HAUMEHbIIIEH paboueld Harpy3KH.
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[Ipu BBIBOAEC W3 OKCIUTyaTallud WH(POPMAIMOHHBIX CHCTEM JIOJDKHO OOECTICUMBATHCS
rapaHTUPOBAaHHOE yalleHne oOpabaTbiBaeMON U XpaHUMOU B HUX MH(OPMAILIUU C UCTIONB30BAHUEM
CPE/ICTB TapaHTHUPOBAHHOTO YHHYTOXEHHUS WH(MOPMAIUU WM MyTeM (U3UYECKOTO YHUUYTOXKCHHS
HocuTenei nHdpopmarum.

Bce mpomenypsl oOecrieueHus 3amUThl MHPOPMAIUM, YCTAHOBJIEHHBIE B OTHOIICHUU
WH(OPMAIIMOHHBIX CHCTEM, JIOJDKHBI BBIIOJHATECS UM KOHTPOJMPOBATHCS OTBETCTBEHHBIMH
JUIIaMH 32 OPTaHHU3aIMI0 padoT 10 3amuTe HHPOpMAITUH.

KouTtpoas goctyna k uHGpopManuoHHbIM CHCTEMAM

Bce paboTHuMKH, nmomymieHHbIE K padore ¢ WHOOPMAIMOHHBIMH CHCTEMaMH HECYT
MEPCOHAIBHYI0 OTBETCTBEHHOCTh 32 HAPYIICHHUS YCTAHOBJIICHHOTO TMOpsAIKa 00paboTKU
uHpopmanuu.

YpOBEeHb OJTHOMOYHIA TIOJIB30BATENS B MH(DOPMAIIMOHHON CHCTEME JTOJKEH OTPEICIAThCS B
COOTBETCTBHUH C €0 JOJDKHOCTHBIMH OOS3aHHOCTSAMM.

Jloctynm monp3oBareneid K MHOOPMAIMOHHBIM cHCTEMaM [ ocymaapcTBEHHOE OIOKETHOE
JOLIKOJIbHOE OOpa3oBaTeibHOE yupekaeHue nerckuid cag Ne 62 @pyH3eHckoro paitona CaHKT-
[TeTepOypra T AOKEH KOHTPOIHPOBATHCS aIMUHUCTPATOPOM HH(POPMAITMOHHON CHCTEMBI.

Ocy1ecTBIeHHE PEryasIpHOr0o KOHTPOJIS BBIMOIHEHHSI OpPraHU3alMOHHO-PACIIOPIUTENbHBIX
JIOKYMEHTOB, KaCaroIuXcs perjiaMeHTaluu JIOTTyCKa PabOTHUKOB
K MH(OPMAIIMOHHBIM CHCTEMaM.

HnenTudguxkanus u ayreHTUpuKanms

Joctyn monb3oBateneii K HGOPMAIIMOHHBIM CHUCTEMaM JOJDKEH MPEIOCTABISATHCS TOJBKO
MoCJie YCIEIIHOTO 3aBepIICHUs UISHTU(PUKAIIUY, AyTeHTU(PUKAIIUH.

[TonyueHue mnonb3oBaTeaeM HMEHHM B HMH(OPMALIMOHHOW CHCTEME M Napois, KOTOphIE
o0OecreynBarOT JIOCTyl K HMH(POPMALMOHHOM cHUCTeMe, JOJDKHO  OCYHIECTBIATHCA 10
MPEJICTABICHUIO PYKOBOJUTEIIS CTPYKTYPHOT'O TIOJIpa3AeieHusI.

YnpasJienue 10CTYIOM

B I'ocynapcTBeHHOM OIO/)KETHOM JIOLIKOJIBHOM 00pa30BaTEIbHOM YUPEXKIEHUU JIE€TCKOM
cany Ne 62 ®pynzenckoro paiioHa Cankt-IlerepOypra TODKHO OCYIIECTBIISTHCS YIIpaBlieHUE
JIOCTYIIOM K MH(OPMAIMOHHOM CHCTEME MTOCPEICTBOM peanu3aiii He00X0AUMBIX METOOB, TUIIOB
M TpaBUJI  pa3rpaHUYEeHHs]  JOCTyNma  TOJb30BareiasiM  MHGOPMAIMOHHONW  CHUCTEMBI.
B Tom umcne oOecrieueH 3alMINEHHBIA YAAJICHHBIA JOCTYN CYOBEKTOB JOCTyNa K OOBEKTaM
JIOCTYTIA Yepe3 BHEHIHNE NHPOPMALIMOHHO-TEIEKOMMYHHUKAIIHOHHBIE CETH.

Be3onacHocth npu padore ¢ HOCHUTEIAMHM HHPOPMALMH

PaGoTHUKM JOMKHBI HCIIONB30BaTh TOJNBKO YYTCHHBIE CHEMHBIE MAITUHHBIE HOCHUTENIH
uH(pOpMalMU ISl BBIIOJHEHHUS CBOMX JOJDKHOCTHBIX OOs3aHHOCTel. Mcmosb30BaHHE ChEMHBIX
MAaIIMHHBIX HOCHUTENEeH MH(OPMAIIMK B MHBIX LIEJISIX CTPOTO 3aIPEIICHO.

CpeMHBIE MaIlIMHHbIE HOCHUTEIM HWH(GOPMAalMU JOJDKHBI XPAHUTCS B OINEYaThIBAEMBIX
mkadax, B MOMEIIEHUSIX B KOTOPBIX INperycMOTpeHa o0paboTka MH(OpMAIMKU OrpaHHYEHHOTO
JoCTyma.

B ciydae xpaxku Wiy mOTEPH ChbE€MHOTO MAITUHHOTO HOCUTENS MH(OPMAIIUH, a TAKKE HHBIX
MHIUJCHTOB, KOTOPbIE MOTYT NPUBECTH K HAPYUIEHUIO CBOMCTB MH(OpPMAMU OrpaHUYEHHOTO
J0CTyTa, JOJKHBI IPOBOAUTHCS MEPOIIPHUATHS 110 PACCIIEIOBAHUIO TAKUX NHIIUICHTOB.

[Tpu BbIBOJIE U3 3KCIUTyaTallud ChEMHOI'O MAIIMHHOTO HOCUTENS UH(POpPMAIINH, BCE TaHHBIE,
XpaHsIIMecs: Ha HeM, JOJDKHBI ObITh y/aJeHbl ONpeieIeHHOM KOMUCCHEH M3 4uciaa pabOTHHUKOB,
CPEJICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHHSI HHPOPMAITHH.

®DakT yHHUYTOXXKEHUs HH(pOpMANMK HA CHEMHOM MAIIMHHOM HOCUTele WHpopManmu
dukcupyercss B akTe 00 YHHUYTOXXEHHHU HH(GOPMAIMM CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpOpMaLIUH.

Perncrpanus codbITHil

B I'ocynapcTBeHHOM OIOPKETHOM JIOIIKOJIBHOM 00Pa30BaTEIbHOM YUPEXKICHUH JIETCKOM
cany Ne 62 ®dpynzenckoro paitona Cankrt-IleTepOypra goimKHA OCYIIECTBISATHCS PETHUCTPAIIHI
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coObITHII 0€30MacHOCTH Ha BCEX KOMIIOHEHTaX HMH(POPMAIMOHHBIX CHCTEM, B KOTOPBIX
oOpabatbIBaeTcs 3amuiaeMast HHpopMarus.

AHTHBHPYCHASI 3alIIUTA

B HEIsX oOHapy KeHUs u yCTpaHEHUs BPEIOHOCHBIX porpaMm B
JIOJKHBI UCIIOJIb30BATHCS CPE/ICTBA AHTUBUPYCHOM 3allIUThI HH(OPMALIHH.

OO0s3aTeIPHOMY KOHTPOJIIO CPEACTBOM AHTHBHPYCHOW 3aIIMThl HMH(OpMAIMH JOJDKHA
nojJyiexxars Jo0as wuHpopManus (TeKCToBbie (ainpl J00bIX (GopMmaToB, (Galabl JTaHHBIX,
UCTONHAEeMbIe (hailuibl), MojydaeMass W TIiepefaBaeMas 10 JIOKAJIbHON BBIYMCIUTEIBHON CEeTH
B TOM 4YMCJIE U CETSIM OOLIEero IOJIb30BaHUS, a Takxke HH(pOpMalMs, XpaHUMas Ha ChEMHbIX
MAaIIMHHBIX HOCUTEIISAX UH(OPMAIIHH.

[Ipu ycraHOBKE HPOrpaMMHOrO OOECHEYEHUs] WIM €ero OOHOBJIEHMS Ha CEBEpPHOE
0o0opyIOBaHWE JOJDKHA ABTOMATHYECKH BBINOJIHATHCSA IpeIBapUTENbHAS MPOBEPKAa ITaHHOTO
IPOrpaMMHOI0 00ecIIeYeHNsl Ha OTCYTCTBUE BPEJOHOCHOI'O IIPOrPaMMHOI0 00ecIeYeHusl.

OOHoBiIeHNE 0a3 CUTHATYp Ul CPEACTBA aHTUBUPYCHOM 3alIMTHl MH(POPMALUHU JIOJKHBI
OOHOBJISAITHCS €KETHEBHO.

[Tonb30Barenu oe3 npas aJIMMHUCTpATOpa MH(POPMALIMOHHON CUCTEMbI
HE JI0JDKHBI HMETh BO3MOXKHOCTb MOJIY4EHUs JOCTyNa K KOH(GUIYpalui aHTUBUPYCHOT'O CPEJCTBA
3aIIUTHI UM €r0 OTKITFOUCHHS.

KoHTpOoJIb 321 IIIEHHOCTH NePCOHATBHBIX TAHHBIX

B memsix MCKIIOYEHMs AKCIUTyaTallMd YS3BUMOCTEH MPOTrpaMMHOTO 00eCHEUeHUs JTOJDKHBI
OPOBOJIUTCS pPa0OThl MO BBIABICHUIO, AaHAIMU3Y YSI3BUMOCTEH HH(POPMALIMOHHON CHUCTEMBI
U OINEpPAaTHBHOE YCTPAaHCHHWE BHOBbH BBISABICHHBIX YSA3BHUMOCTEH. B TOM umcie opraHuzanus
KOHTPOJISI YCTaHOBKUM OOHOBJIEHUSI MPOTPaMMHOIO OOECHEeUYeHMs BKIJIIOYasl CPEJACTB 3alIMUTHI
uH(pOpMaLIUH.

Hcnosb30BaHne NporpaMMHOro odecneyeHus

Br16op nporpaMMHOT0 0OecriedeHust ISl TPOU3BOJICTBEHHBIX HYXK/ JOJDKEH MPOU3BOIUTHCS
B NPHOPHUTETE K OTEYECTBEHHOMY, BHECEHHOro B EAMHBIN peecTp pOCCHHCKUX MpOrpaMm JUis
AIIEKTPOHHBIX BBIUYUCIUTENBHBIX MAIlIMH U 0a3 NaHHBIX. B ciiygae otcyrcrBus ananora B ExuHom
peecTpe pPOCCHHCKUX MpOorpaMM JJisi 3JEKTPOHHBIX BBIYMCIMTENBHBIX MAalIMH U 0a3 JaHHBIX
JIOITYCKAETCs HCITOIb30BaTh MPOrPAMMHOTO 00eCIieYeHNe HMITOPTHOTO TIPOU3BO/ICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyecko 3aiuThbl HHpopManuu

Obecnedenue 3amUTH HHPOPMAITUN OTPAHUYEHHOTO JJOCTYIA OT PACKPBITH, MOAU(UKaIUN
U HaBs3bIBaHUS (BBOJAA JIOKHOM wHH(poOpMmanuu) mpu ee nepenade (MOATOTOBKE K Iepejnade)
M0 KaHaJlaM CBSI3M, MMEIOUIMM BBIXOJ 3a TpEIeNbl KOHTPOJIUPYEMOHW 30HBI 00eCrednBaeTCs
NPUMEHEHHUEM CPEICTB KpUNTOrpaduyeckoi 3amuThl HHPOPMALIKH.

[Tpuobperenue cpencts Kpunrorpaduyecko 3amuThl UH(QOpPMAMU  OCYIIECTBIISETCS Ha
OCHOBAHMHU JOTOBOPOB M KOHTPAKTOB C JHMIIAMU HMEIOIIMMHU JAedcTByrouryto nuneHsuo dCh
Poccun Ha ocymiecTBIeHHE AEATENFHOCTH IO Pa3padOTKe, MPOU3BOJICTBY, PACIPOCTPAHECHUIO
I (poBaTbHBIX (kpunTorpadguyeckux) CpE/CTB, MH(POPMAIMOHHBIX cHCTEM
U TEICKOMMYHUKAI[MOHHBIX CHCTEM, 3allWIIEHHBIX C HCIOJb30BaHUEM IMH(POBAIHHBIX
(kpunTorpaduUecKux) CpeACTB, BBHIIOJHEHHIO padOT, OKAa3aHUIO YCIyr B oOjacTd mudpoBaHUS
uH(pOpMallMK, TEXHUYECKOMY OOCITYXUBAaHUIO MHU(GPOBATBHBIX (KpUNTOrpadUyecKux) CpeacTs,
UH(POPMALIMOHHBIX CUCTEM U TE€JIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alMIEHHBIX C UCIOJIb30BaHUEM
MUPPOBATBHBIX (KpUNITOrpapUUECKUX) CPEACTB (3a HCKIIOYEHHEM CiIydas, €ClIM TEXHUYECKOoe
oOciy’)xuBaHue MMHUPPOBAIBHBIX (KpUNTOrpaUuecKux) CpelacTB, HH(OPMAIMOHHBIX CHUCTEM
U TEICKOMMYHHUKAI[MOHHBIX CHCTEM, 3allMIIEHHBIX C WCIOJb30BaHUEM IH(POBATHHBIX
(kpunTorpadMUecKnux) CpeACTB, OCYILECTBISETCS s OOecledYeHUus: COOCTBEHHBIX HYX]
IOPUINYECKOTO JIULA WIK UHANBUAYAILHOTO MPEAIPUHIMATEINS).

B mnensx opraHmzamum u obecnedyeHUM Tmepedadyd HH(GOpMAlMM 0 KaHajaM CBSI3U
C HUCIMOJIb30BAHUEM CPEACTB KpUNTOrpapuuecKoi 3aIiuThl MH(GOPMAIMK, @ TAKXKE BBITOJHEHMS
nuneH3uoHHbIX TpeboBanuii @CB Poccum nomkeH OBITH CO3/IaH OpraH KpuNTorpaduueckoi
3alIUTHI.
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[TopranbHble pemieHus: ['ocyaapcTBEHHOro OIOKETHOTO JIOMIKOJIBHOTO 00pa30BaTEIbHOIO
yupexaeHnuss aerckom camy Ne 62 @pynizenckoro paitona Cankr-llerepOypra ¢ BO3MOXKHOCTBIO
JOCTyTa ¢ ceTei oOLIero Mmoiab30BaHus JTOJDKHBI B IPUOPUTETE pa3padaThiBaThCS C OpraHu3anuei
3alUIIEHHOT0 KaHajla MocpeACTBOM MpoTokona TLS ¢ moanepxkkoit anroputmoB 'OCT 34.10.

HUcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJEeKTpOHHAs IOYTA JOJDKHA MCIIONIb30BAThCS € LENBI0 OpPraHU3alui 0OMEHa HIIEKTPOHHBIMHU
COOOIIECHUSMH MEXKy paOOTHUKAMH B CYObeKTaMU WH()OPMAITMOHHOM 0€301TacHOCTH.

IIpu uCnoJIb30BaHUU IIEKTPOHHOM ITOYTHI 3aIIpEIIacTCs:

obmen wH(boOpMmarnuend I COYy)KeOHOTO  IMOJB30BaHMS, a Takke HHopMaruein
OTPaHUYEHHOTO JIOCTYIA;

MPEIOCTaBICHUE JJOCTYIA K 3JIEKTPOHHOM MOYTE C MCIOJIb30BAaHUEM JAHHBIX CBOCH YUETHOMN
3aIMMCH TPETHUM JIUIIaM;

nyOJIMKaIUsl CBOETO CIY>KEOHOro ajpeca 3JIEKTPOHHOW MOYTHI B AJIEKTPOHHBIX KaTajorax,
Ha TOMCKOBBIX MalllMHAX M JAPYrUX pecypcax ceTu MHTEepHET B WeNsAX, HE CBS3aHHBIX C
WCIIOJTHEHHEM CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEHH;

MOJIKCKA TI0 3JICKTPOHHOM MOYTE Ha pa3IMYHbIe PEeKJIaMHbBIE MaTepPHabl, JUCTHI PACCHUIKH,
9JIEKTPOHHBIC KYPHAIbl U T.A., HE CBSI3aHHBIC C BBIOJHEHHWEM IOJb30BATENIEM JOKHOCTHBIX
00s13aHHOCTEIA;

OTKpBITHE (3allyCK Ha BBIMOJIHEHUE) (aIoB, MOMYUYEHHBIX IO 3JEKTPOHHON MOYTEe WU
u3 pecypcoB cetu MHTEepHeT, 0€3 mpeaBapuTeb-HON MPOBEPKHA MX aHTUBUPYCHBIM MPOTPAMMHBIM
o0ecreyeHneM.

Pabora B ceTsix 0011ero noJIb30BaHUS

['ocynapcTBeHHOE OOJKETHOE JOMIKOJIbHOE 00pa3oBaTelbHOE YUpEKICHUE JAETCKHiA cajl
Ne 62 ®pynzenckoro paiiona Caskt-IlerepOypra ocraBisieT 3a co0OW MpaBo OJIOKUPOBATH WU
OTpPaHUYMBATH JOCTYN PAaOOTHHKAM K CETSAM CBS3UM OOILEro MOJb30BAHUSA, B TOM YHCIE CETH
WuTepHeT, coiepKaHWE KOTOPBIX HE WMEET OTHOWICHHWS K WCHOJIHEHUIO JOJDKHOCTHBIX
o0s13aHHOCTEH, a Takke K MH(POPMAIMOHHBIM pecypcam, COZepKaHue U HAPaBICHHOCTh KOTOPBIX
3alpeleHbl 3aKOHOAaTeNbCTBOM Poccuiickon denepannn.

HNudopmanus o nocenaeMpx pabOTHUKaMH WH(POPMALMOHHBIX PECYpPCOB MPOTOKOIUPYETCS
JUTS TIOCIIEAYIONIETO aHAIN3a |, IPH HEOOXOIUMOCTH, MOXKET OBITh MPEICTAaBICHA PYKOBOIUTEISIM
CTPYKTYPHBIX MOJpa3eNIeHHH, a Tak)Ke PyKOBOAUTEINIO [l KOHTPOJIS.

[Tpu ncnosnb3zoBanuu cetu MHTEPHET 3anpeiieHo:

UCIMOJIb30BaTh NPEAOCTaBICHHbIN [ ocynapcTBeHHBIM O10JKETHBIM JIOIITKOJIBHBIM
o0pa3oBaTeNbHbIM  YUpexaeHueM JAeTckuM cagoM Ne 62 ®pyHizeHckoro paiioHa CaHKT-
[TerepOypra noctyn B ceTb IHTEpHET B IMYHBIX LENAX;

UCTIOJIF30BaTh HECAHKIIMOHUPOBAHHBIC MMPOTPAMMHBIE M TIPOTPaMMHO-aNapaTHRIE CPE/ICTBA,
MO3BOJISIOIINE TTOTYYUTh HECAHKIIMOHUPOBAHHBIN JOCTyM K cet MHTepHeT;

nyOJIMKOBaTh, 3arpykaTb W PacHpOCTPAHITh MaTepUaNbl COJEpPXKAIIUEe HEIOCTOBEPHYIO
uHpopmanuio o ['ocyrapcTBEeHHOM OIOPKETHOM  JIOIIKOJIEHOM 00pa30BaTeIbHOM  YUPEXKICHUH
nerckoMm cajne Ne 62 ®pynzeHckoro paiiona Cankt-llerepOypra, a Takxke ¢anbcUPUIPOBATH
cBoii [P-anpec.

Pe3epBHOE KOMUpPOBaHHE H BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBiIeHNE Pe3epBHOI0 KOMMUPOBAHUS JIOTKHO OCYLLIECTBIISITHCS JIJIST:

nHopmanun obpabaTeiBaeMoii Ha (ail;lioBOM cepBepe U CepBEpe MPHUIIOKECHUMH,
UH(POPMALIMOHHOM CUCTEMBI;pab0vYHX MECT aIMHUHUCTPATOPOB MH(POPMAIIMOHHON CUCTEMBI.

YacToTa M peXHM PE3EPBHOTO KOMHUPOBAaHUS YCTAHABIWBAIOTCS TAaKHUM 00pa3oM, YTOOBI
o0ecrneynTh MUHUMAJIBHYIO TIOTEPIO JaHHBIX M ONIEpaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOro KONUPOBAaHUS M BOCCTAHOBIIEHUS pPeCypcoB HHGOPMAIMOHHBIX
CHCTEM JIOJDKHBI IIPOBOAMUTD YITOJTHOMOUEHHBIE PAOOTHHUKH.

PezepBHOe KkOmMpoBaHUE JODKHO  OCYIIECTBISATHCS B aBTOMAaTHUECKOM  PEKHUME
C TPUMEHEHHEM OTEYECTBEHHOI'O CIEIHAINU3UPOBAHHOTO CPEACTBA PE3EPBHOTO KOMHUPOBAHUS
C JCUCTBYIOIIMM CEPTU(PUKATOM COOTBETCTBHS 1O TPEOOBaHUSAM O€30MacHOCTH HH(OPMAIUH
OCTIOK Poccun.
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6 OCHOBHBIE TPEBOBAHUSA K ITPOIHECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OITACHOCTBIO

MoHnnTopuHT HHPOPMALMOHHOH 6€30I1aCHOCTH

Ha nocrosiHHOI OCHOBE IOJIKEH NMPOBOAUTHCS KOMILJIEKCHBIN aHanu3 (yHKLIMOHHUPOBAHUS
UH(POPMALIMOHHON CUCTEMBI U BO3HUKAIOIINX COOBITUI MH(OPMAIIMOHHON 0€30acHOCTH.

[Tporiecc MOHMTOpHMHIA CHCTEMBI OOecredeHHus HMH(POPMALMOHHOW O€30IaCHOCTU JI0JIKEH
BKJIIOYAaTh B ce0si KOHTPOJIb OPraHM3allMOHHBIX W TEXHUYECKHX Mep MO 3amuTe HH(POpMAaIUH,
aHaJIM3 IapaMeTpoB KOHPUIypallMyi U HACTPOMKH CPECTB 3alUThl HH(MOPMAIUH.

IIpn mpoBencHUM KOHTPOJIBHBIX MEPOIPUATHM, CBS3aHHBIX C OLEHKOW pealln3aluu Mep
no 3amuTte MHGopMauuu B l'ocylapcTBEHHOM OOJDKETHOM JOIIKOJIBHOM 00pa3oBaTelIbHOM
yupexaenuu nerckoM cagy Ne 62 dpynzeHckoro paiiona Cankr-IlerepOypra, ynoaHOMOYEHHbIE
pPaOOTHUKHU JOJIKHBI IPUAEP/KUBATHCS CIIEYIOLIMX IPUHIUIIOB!

HE HapylaTh QYHKINOHUPOBAHHE JCSITEIHHOCTH;

JIecTBOBaTh B COOTBETCTBUM C YTBEP)KACHHBIMU OPraHU3aLMOHHO-PACHOPSIAUTEIbHBIMU
JOKYMEHTaMH T10 3aIIUTe HH()OPMAIHH;

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHON O€3011aCHOCTH;

OoQOpMIISITH  OTYETHl, MOATBEPKAAIOIINE  BBINOJIHEHUE MEPONPUATUNH 1O  3alIUTe
uHpopmanuu.

Wndpopmanus, mnoiaydeHHass B XOJ€ MPOBEACHUS KOHTPOJUPYIOLIMX MEPONPUITUN
0 JIeHCTBUAX, COOBITHSX M IapaMeTpax, UMEIOIIMX OTHOUICHHWE K peaau3alid Mep IO 3alluTe
uH(poOpMalLy, AOHKHA KOHCOJIMJUPOBATHCS UM XPAaHUTHCS B MECTaxX, MCKIIOYAIOLIUX IOJyYeHHE
K HEll HECaHKIIMOHUPOBAHHOTO 10CTYTIA.

MOHUTOPHHT JaHHBIX O 3apETUCTPUPOBAHHBIX COOBITHSAX MH(OPMAIMOHHON 0€301macHOCTH
JIOJIKEH MTPOBOJUTHCS, IO BO3MOXKHOCTH, C UCIIOJIb30BAHUEM CHUCTEMbI MOHUTOPHHIA UHIUIEHTOB
MH(OPMaLlMOHHON 0€30MaCHOCTH WJIM BCTPOEHHBIX MEXAHW3MOB HACTPOWKH M ayauTa COOBITHM
B IPOTPAaMMHBIX M IPOrPaMMHO-ANINapaTHBIX CPEJCTBAX, HMCIOJIB3YEeMbIX B HH(POPMALMOHHOM
uH(ppacTpykrype I['ocygapcTBeHHOro O101)KETHOTO JIOUIKOJIBHOTO 00pa30BaTENILHOTO
yupexaenus nerckoM cany Ne 62 Opynsenckoro paifona Cankr-IlerepOypra.

YnpasJieHue puckamMu

OnpezneneHve BHYTPEHHUX TpeOOBaHMM Mo 3amuTe MH(MOPMAIUH, JOJKHBI OCHOBBIBATHCS
Ha pe3ynbTarax IPOBEIEHUs aHaIW3a PUCKOB HAPYIIEHUS OCHOBHBIX CBOMCTB 0€30M1acHOCTU
Ui MHGOPMAIMOHHBIX  pecypcoB  ['ocyaapCTBEHHOTro OIOJIKETHOTO JOLIKOJIBHOTO
00pa30BaTeNbHOTO yupexaeHus aeTckoM caay Ne 62 @OpynzeHckoro paiiona Cankr-IlerepOypra.

OCHOBOI1 OLIEHKH PUCKOB JJOJDKHA OBITH OLIEHKA YCIOBHM M (PaKTOPOB, KOTOPBIE MOTYT CTaTh
MPUYMHON HApYLIEHUS [IeIOCTHOCTH, KOH(PUIEHIUAIBHOCTH U IOCTYITHOCTH JJ1 HH()OPMALIMOHHBIX
pecypcoB ['ocymapcTBeHHOro  OOJKETHOTO  JIOIIKOJBHOTO  00pa30BaTEIbHOTO — YUPEKIECHUS
netckoM cany Ne 62 ®@pynzenckoro paiiona Cankrt-IlerepOypra.

Pe3ynbraToM mpoBeneHHs aHaNM3a PUCKOB JOJDKEH OBITh pa3paOOTaHHBIN KOMIUIEKC Mep,
HAIpPaBJIEHHBIX HA CHIKEHHWE BO3MOYKHOTO HEraTHBHOIO BIIMSIHUS HAa OCHOBHYIO JI€ATEIbHOCTH
['ocymapcTBEeHHOr0 OIOJKETHOTO AOIIKOJIBHOIO 00pa30BaTENbLHOTO YUYPEXKIEHHUS JETCKOM caly
Ne 62 ®dpynzenckoro paiiona Cankt-lIlerepOypra npu peanuzanuu TOW WM HWHOM Yrpo3bl
Oe3omacHOCTH WHGOpPMAaMM M 00ECHEeUMBAIONIMX B JIAJbHEHIIEM JIOCTaTOYHBIH YpOBEHb
3alIUIIEHHOCTH HMH(OPMAIMOHHBIX cHucTeM ['ocynapcTBEHHOro  OOKETHOTO  JIOHIKOJBHOTO
00pa30BaTeNbHOTO yUpexJIeHHUs AeTckoM cany Ne 62 ®dpynzeHckoro paitona Cankr-IlerepOypra.

YnpasieHue HHUMIeHTaMH HHGOPMALMOHHOI 6e30MacHOCTH

Hdns  obecneueHust  APQPEKTUBHOTO  pa3pelIeHUs  WHIHUAEHTOB  HWH(OPMAIIMOHHON
6e3omacHOCTH B ['oCcymapcTBEHHOM OFOJKETHOM JIOIIKOJIBHOM O0pa30BaTEIbHOM  YUPEKICHUN
nerckom cany Ne 62 @pynzenckoro paiiona Cankr-llerepOypra, MUHMMH3ALUU TOTEPh H
YMEHBIIEHUsI pHCKAa BO3HMKHOBEHMsI IOBTOPHBIX MHIMIEHTOB JOJDKHO OCYLIECTBIATHCA
yIlpaBJIeHUE UHIUACHTaMHU HH(POPMAIIMOHHOH 0€30IacHOCTH.

Jis ynpaBieHMs WHIMICHTaMH HMH(OPMAIMOHHOM O€30MacHOCTH JIO0JDKHA OBITh CO3JaHa
ciry>k0a MOHUTOPHHTA U PEaripoBaHUsl Ha MHIUACHTH HH()OPMAIIMOHHON 0€30MacHOCTH, KOTOpas



MOCPEACTBOM KOMIUIEKCA CpPEACTB M MEPONpPUATHH Al cOopa U KOHCOMUAAUMHU HH(OpMALUU
00 WHIMIEHTAX pelaeT JaHHYI0 33/ady. B OTHOMIEHUH KaXXIOTO MPOHM3OIIEINICTO HHIIHICHTA
pabOTHMKAMU U3 CIY)KObl MOHHTOPHHIAa U pPEAarupoBaHUs HA HHUUIACHTHl HWHGOPMAIMOHHOMN
0€30IIaCHOCTH JI0JDKEH BBIMIOIHATHCS €0 aHaju3, U pa3paboTKa 3P (PEKTUBHBIX MEp pearupoBaHUS
Ha JIaHHBIN HHIUACHT.

AyauT cucTeMbl obecniedyeHUus1 HHPOPMAILMOHHOI 6e301acCHOCTH

B HEJIX OLIEHKH TEKYILEro YpOBHS nH(pOpPMaLMOHHON 0e301macHOCTU
Ha PEryJIsiPHOIN OCHOBE JIOJIKEH MPOBOIUTHCS ayTUT UH(OPMAIIMOHHON O€30MaCHOCTH.

BHyTpeHnHue ayauTsl JOJKHBI BHIIOMHATHCS paboTHUKaMU. B yncno 3amay, pemaemMsix Opu
NPOBEICHUH BHYTPEHHHUX ayIUTOB WH(OPMAIIMOHHOMN 0€3011acCHOCTH, BXOIAT:

cOOp W aHalM3 HUCXOJHBIX JAHHBIX 00 OPraHMU3alMOHHOW M (DYHKIMOHATBLHOU CTPYKTYype
UHPOPMALIMOHHBIX CHCTEM, HEOOXOJMMBIX JJISi OLEHKHM COCTOSHHUS CHCTEMBl 3alllUTHI
uHpopmanuu;

aHaM3 YTBEPXKICHHBIX OPraHU3allMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB 110 3allIUTe
uH(pOpMaIIMK HA TIPEIMET UX MOJHOTHI U 3((HEKTUBHOCTH, a Takke (popMUpOBaHHE PEKOMEHAAIINN
1o uX J0paboTKe WK Pa3pabOTKH HOBBIX;

obocHoBaHHE (UHAHCOBON A((PEKTUBHOCTH BHOBH MPUOOPETAEMBIX CPEJCTB 3allMThI
uH(popMaluy,

MpoOBEpKa MPAaBWIBHOCTH BBIOOpA W  HACTPOMKM CpEICTB 3alluThl HH(OpManuu,
(dopMHpOBaHUE MPEUIOKEHUH 1O HCIOIB30BAHUIO MMEIOUIMXCS CPEACTB 3aIUTHl WH(GOpMAIUU
JUTSI TIOBBIIICHUS] YPOBHSI HaJIEKHOCTU M 0€30MaCHOCTH MH(POPMAIIMOHHBIX CUCTEM ;

aHaJM3 OTYETOB 10 NPOM3OMIEANIMM HWHIMICHTaM WH(POPMAMOHHON 0e30macHoCTH
U TIPUHATHIM MEpaM I10 UX pa3penieHulo.

IToBblIeHHEe 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanMM KOMIUIEKCHOTO IPOTHBOJEUCTBUS yrpo3aM 0e30MacHOCTH
WHPOPMAIINHN, HCXOSIIUM OT paOOTHUKOB JOJDKHA ITOCTOSHHO TTOBBIIIATHCS UX OCBEIOMIICHHOCTD
B 00JIaCTH 3alUThl HH(OpMAIIH.

[ToBpIIeHNE OCBETOMIICHHOCTH PAOOTHUKOB OCYIIECTBIISETCS:

MO CYIIECTBYIOIIMM OPTaHU3alMOHHO-PACTIOPSIUTENBHBIM TOKYMEHTAM;

0 MPUMEHSIEMBIM MepaM 3aIUThl HH(HOPMAIINH,

0 MPaBUJILHOMY HCIIOJIb30BAHUIO CPEACTB 3aIIUTHI HH()OPMAIIHH.
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7  3AK/IIIOYEHMUE

[lpy w3MeHeHUHU JeicTBYyIOIIEro 3aKoHoaarenbcTBa Poccuiickoit depepannu B obimactu
3amUThl  WHGOpPMAalUMK, A  TaKXke  OpPraHU3alMOHHO-PACTIOPSAUTENbHBIX  JIOKYMEHTOB
['ocynapcTBeHHOE OIO/PKETHOE OMIKOJIBHOE 00pa3oBaTEeNbHOE YUpeXACHUE NeTckuii cam No 62
®pynzenckoro paiiona Cankr-IlerepOypra Hactosimas IloauTuka ©W  WM3MEHEHUS K HEH
IPUMEHSIOTCS B 4acTW, HE IPOTHUBOpPEYALEHl BHOBb IPUHATHIM 3aKOHOJATEIBHBIM M HHBIM
HOPMATHBHBIM aKTaM, a TAKXK€ BHYTPEHHUM JOKyMeHTaM Komurer.

Bcee TpeGoBaHus, YCTaHOBJIEHHbIE JENCTBYIOIUM 3aKOHOAATEIbCTBOM
Poccuiickoit ®enepanuu, MoA3aKOHHBIMU AaKTaMU U JOTOBOPHBIMHM OTHOLIEHUSIMU, a TAKXKe MOJIXO0]1
K 00ECIIEYeHHIO COOTBETCTBHUS 3TUM TPEOOBaHMSAM JOJDKHBI OBITH SIBHBIM 00pa3oM OIpeelieHBI,
JIOKYMEHTUPOBaHbI U MOAJIEPKUBATHCA B AKTYAJIbHOM COCTOSIHUU.

['ocymapcTBeHHOE OIOPKETHOE JOIIKOJIBHOE 00pa3oBaTelIbHOE YUPEXKIEHHE IETCKHM cal
Ne 62 Opynzenckoro paiiona Cankt-lIlerepOypra B NpUOPUTETHOM HAMpPaBICHUH JOJIKEH
paccMmaTpuBaTbCsi IEpPEX0J]] Ha IPOrpaMMHOE O0O0ECleYeHHE OTEYECTBEHHOIO IPOU3BOIUTEIS,
BKJIFOYEHHOTO B €JMHBIA PEECTp POCCUMCKUX MPOrpaMM JUIsl SJIEKTPOHHBIX BBIYMCIUTEIbHBIX
MalvH ¥ 0a3 JaHHBIX. B TOM uuciie Mo yacTu cepBEpHOro, KOMMYTAllMOHHOIO O0OPYJOBaHUS U
[IPOrpaMMHO-ANMNAapaTHBIX  CPEACTB  BKIIOUEHHBIX B EIMHBIA  peecTp  pOCCHUHCKOM
PaauOdJIEKTPOHHON POLYKIUH.

IlepecMOoTp ¥ BHECeHME UW3MEHEHUMM B HacTosmyro llomnuTuky ocymecTBistoTCs
Ha MEePUOINYECKON U BHEIIJIAHOBOI OCHOBE.
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8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 wunHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAITII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCH.

3 Tlocranosnenue IIpaBurensctBa Poccuiickoir ®enepanmm ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [losoxeHus o JTULEH3UPOBAHUN AEATEIIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCTpaHeHUI0 MH(POBATBHBIX (KPUITOTPAPHUECKUX) CPEACTB, MHPOPMALMOHHBIX CHUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpadMUecKux) CpPEeACTB, BBHIIOIHEHHIO pabOT, OKa3aHUIO yCIYr B OOJNAacTH IIU(POBAHUS
nH(popMaIuy, TEXHHYECKOMY OOCITY)KMBaHUIO MHU(POBAIBHBIX (KpUNTOrpauUecKux) CpPeACTB,
UH(POPMALIMOHHBIX CHCTEM M TEIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBaIbHbIX (KpUOTOrpahUUECKUX) CPEACTB (3a HCKIIOYEHHMEM Cilydas, €ClId TEeXHHYECKOoe
oOciyxuBanue MUMPOBATBHBIX (KpUNTOrpauUIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIHOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpadMUecKnx) CpEICTB, OCYIIECTBISETCS Il oOecrnedeHuss COOCTBEHHBIX —HYXKIT
IOPUJIMYECKOTO JIMIA WK MHAMBUAYAILHOTO IPEANPUHUMATEIIS)).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®enmeparmu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3alUTe IMEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX .

5 [Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opranmzanuu U obecrieueHHH 0E30MacHOCTH XpaHeHHs, 00pabOTKH W Tepenayd Mo KaHajam
CBSI3U C HCIOJBb30BAHHUEM CPEJICTB KpUIITOrpaduyeckoil 3amuThl MHGOPMALMK C OrpaHUYEHHBIM
JOCTYIIOM, HE COJIEpIKaIlell CBEICHHIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAHY».

6 Ilpukaz ®CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu llomoxxeHus
0 pa3zpaboTKe, IPOU3BOJICTBE, peaTH3alUi U SKCIUTyaTaluy MU(GPOBAIbHBIX (KpUNTOrpadhuIecKuXx)
cpencts 3amutel nHGopmaruu ([Tonoxenue [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMaX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEep:KISHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOeCleyYeHHI0 Oe30MacHOCTH MEPCOHAIBHBIX AAHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JTaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxkaenun CocraBa U coJepKaHUsA
OpPraHU3aIMOHHBIX U TEXHUYECKHUX Mep MO 00eCreueHHI0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB  KpUOTOrpapuueckol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISL  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanun TpeGoBaHUM K 3alUTe MEPCOHATbHBIX
JTAHHBIX
JUTSL KaXJIOTO U3 YPOBHEH 3allIUIIICHHOCTI.

10 TOCT P 51624-2000 «3amwura wuHPOpMAIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIEHHOM ucToTHeHHH. OO01ue TpeOoBaHUs).

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckass 3amuta HH(opManuu. OCHOBHBIE TEPMHHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMaiOHHAsS TEXHOJIOTHS. METOBI U CpeacTBa
6e3omacHocTH. CUCTEMBbI MEHEPKMEHTAa HH(POPMAIIMOHHOM O6e30macHoCcTH. TpeOoBaHMs .

14 TOCT P 50922-2006 «3amuTa napopmaryii. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHS.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3alUu. PakKTOpHI,
BO3/ciicTBYIOMIME Ha HH(pOopManuo. OOIIHE MOTOKEHUS.

16 TOCT P HNCO/M3K TO 13335-5-2006 «MHpopmanoHHAas TEXHOJOTUA. MeTosl
U cpencTBa obecrieueHus: 6e3omnacHocTH. Yacth 5. PyKOBOJICTBO 1O MEHEIHKMEHTY 0€301acHOCTH

21



CeTh».

17 TOCT P HCO/TO 13569-2007  «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o “H(pOPMAITMOHHOM 6€30TTaCHOCTIY.

18 T'OCT P UCO/MBK 27005-2010 «MubopmarimonHas TeXHOIOTHA. MeToIbl U CpeCTBa
obecrieueHus 6e30MacHOCTH. MEeHeDKMEHT prcKka HH()OPMAIIMOHHON 0€30IacHOCTIY.

19 TOCT P UICO/M3BK 27004-2021 «MudopmannoHHas TexXHOIOTHs. MeToabl U cpecTBa
obecrieyenus Oe3zomacHOCTH. MeEHEKMEHT HH(POPMAIMOHHONW 0e30macHOCTH. MOHUTOPHHT,
OIICHKA 3allIMIICHHOCTH, aHAJIU3 U OLICHUBAHHEY.

20 T'OCT P 51897-2021 «MeHemKMEHT prUcKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wundopmamuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus UH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTENIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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