IMamsiTka 11 00y4aromuxcs 00 HHPOPMALMOHHOM 0e30I1aACHOCTH
HEJIb351 i
| 1. BCEM IOJIPsI/T COOOIIaTh CBOIO YaCTHYIO HH(pOpMAIHIO (HacTosIKe UM, aMUITHIO, TenedoH, i

ajZipec, HOMep LIKOJIBI, a TakxkKe ¢oTorpaduu CBOH, CBOCH ceMbU U ApY3eil)

2. OTKPBIBATh BIOKCHHBIE (PAIITBI AJIEKTPOHHON TTOYTHI, KOTJ]a HE 3HACIIH OTHPABUTES

3. IrpyOUTh, IPUIUPATHCS, OKA3bIBATH JABICHHE — BECTH Ce0s1 HEBSKIIMBO U arpeCCUBHO i
4, HE pacropspKancs JeHbraMu TBOSH CEMbU 0€3 pa3pelieHus CTapIIuX — BCET/1a CripaninBai |
poauTenen. ;
5. He BcTpeyaiics ¢ ¢ IHTepHeT-3HaKOMBIMU B PEAJIbHON KU3HH - TIOCOBETYHCSI CO B3POCIIBIM, :

KOTOPOMY JOBEPSECIID
OCTOPOXHO ,
1. He Bce NMUIIyT npasay. Yuraeus o cede HenpaBay B HTepHEeTEe — co0011u 00 3TOM CBOUM |

pPOAUTECIIAM HUJIN OIICKYHAM.

2. NPUTJIAIIAIOT TIEPETUCHIBATHCS, UTPaTh, 0OOMEHHUBATHCS — IIPOBEPH, HET JIM TIOABOXA
3. HE3aKOHHOE KolupoBaHue ¢ainoB B IHTepHETE - BOPOBCTBO
4. BCErJia paccKas3blBail B3pOCIIbIM O IPOOJIeMax B CETH — OHU BCErla IIOMOTYT.
5. UCTIONIB3YH HACTPOMKHU 0€301MacCHOCTH ¥ TPUBATHOCTH, YTOOBI HE IOTEPATH CBOU aKKAyHTHI B

COLICETSX U IPYruX MOpTaJIAX.

MOXKHO
1. YBaxai Apyrux noyb30Baresien
2. [Tonb3yembess THTEpHET-UCTOYHUKOM — JIeJIall CChIIIKY Ha HETO
3. OTKpbIBaii TOJIBKO T€ CCHUIKHU, B KOTOPBIX YBEPEH
4. OO61maTkcs 32 TOMOIIIBIO B3POCIBIM — POJAUTENH, ONIEKYHbBI M aIMUHUCTpAIUs CAaliTOB BCeraa
MOMOTYT.
5. [Ipoitnu o6yueHue Ha caiite «CeTeBUYOK» U TOJYYH MacopT HUGPOBOTo rpak/1aHuHA!

Martepuansl npeacTaBieHbl Ha caiite Enqunbiii ypok.pd. ;

https://www.e muasnitypok.pd/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-
ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/218-
prilozhenie-1-pamyatka-dlya-obuchayushchikhsya-ob-informatsionnoj-bezopasnosti-detej !




C xaxabIM r0JI0M MOJIOJIC)KHU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a ITKOJIbHUKH OJIHU U3 CaMBIX aKTUBHBIX
nosib3oBaresneil Pynera. Mexay TeM, HOMMMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEM, UHTEPHET HECET U
npoOJeMbl. DTa maMsaTKa JOJDKHA TIOMOYb TeOe 6€301macHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblit BUPYC — 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX TPOrPaMM, OTIHYUTEIHLHOW OCOOEHHOCTHIO
KOTOPOM SIBJIIETCS CHOCOOHOCTh K Pa3MHOXKEHHUIO.

B nomnonHeHnue K 3ToMy, BUPYChl MOTYT HOBPEAUTH WUJIHM MOJHOCTHIO YHUUTOXHUTH BCe (aillibl U JaHHEIE,
HOJKOHTPOJIBbHBIE MOJIB30BATEI0, OT MMEHU KOTOPOTo ObUIA 3amyleHa 3apaxxEHHas Iporpamma, a Takke
HOBPEINTH WIIH JJa’Ke YHHUTOXKHUTDH ONEPALMOHHYIO CUCTEMY €O BceMH (haiiinamu B ienom. BOonbmmHCTBE
CIIy4aeB pacipOCTPaHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTtoasbl 3alIUTHI OT BPEIOHOCHBIX POrPaMM:

1. Hcnonb3yit coBpeMEeHHbIE ONEPAllMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHb 3aIlUTHI OT
BPEJOHOCHBIX MPOTPaAMM;
2. [locrossuno  ycraHaBnuBail mautu  (Uu@poBbIE  3allJIaTKH, KOTOpPbIE  aBTOMATHYECKH

YCTaHABIIMBAIOTCS C LIETBIO TOPAOTKH IPOrPaMMBbI) B APYTHe OOHOBIICHUSI CBOCH ONEPAIIMOHHON CHCTEMBI.
CkauuBaii ux TONBKO ¢ odunuansHOoro caita paspabotunka OC. Ecnu cymecTByeT pexuMm
ABTOMATUYECKOTO OOHOBIICHUSI, BKIIFOYH €T0;

3. PaGoraii Ha cBoeM KOMIIBIOTEpE MOJ MpaBaMU IOJIb30BATENS, a HE aJIMUHUCTpaTopa. DTO HE
MO3BOJIAT OOJBIIMHCTBY BPEIOHOCHBIX IPOTPAMM HWHCTAUIUPOBATHCA HA TBOEM IIEPCOHATBHOM
KOMIIBIOTEPE;

4. Wcnonp3ylt aHTUBUPYCHBIE IPOrpPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

S. Orpanunub pU3nUecKuil JOCTYI K KOMIBIOTEPY AJI HOCTOPOHHUX JIMLL;

6. Vcnonb3yit BHEIIHWE HOCUTENU HHPOPMALIMK, TaKHe Kak (hIenKka, IUCK Wik (Qaia U3 HHTepHeTa,
TOJIBKO U3 MPO(EePEHHBIX UCTOUHUKOB;

7. He oTkpeiBaii KOMIIbIOTEpHBIE (Paiiiibl, MOJYyYEHHbIE U3 HeHaIEKHBIX UCTOUYHUKOB. [laxke Te daiinsl,

KOTOpBIE ITpHCIIai TBOM 3HAKOMBIU. Jlydllle yTOUHU y HEro, OTHPAaBIIsI JIU OH TEOE UX.

Cern WI-FI

Wi-Fi - 310 He BHJ mepenayn JaHHBIX, HE TEXHOJOTHs, a BCEro JIMIb Openn, mapka. Eme B 1991 roay
HUJepiaHAcKas KommaHus 3apeructpuponana opena « WECA», uto 0003Hauano cioBocoyeTaHUeE
«Wireless Fidelity», koTopblii mepeBoANUTCS Kak «0eCcIpOBOAHASI TOUHOCTb.

Jlo Hamiero BpeMeHM Jollia jApyras abOpeBHaTypa, KOTOpas sBIsSeTCS TakoW k€ TEeXHOJorueh. I3T1o
abbpeBuarypa «Wi-Fi». Takoe Ha3BaHuE OBLIO TaHO C HAMEKOM Ha CTaHJIApPT BBICIIHMM 3BYKOBOM TE€XHUKH
Hi-Fi, uro B mepeBojie 03HaYaeT «BBICOKASI TOUHOCTD.

Ma, 6ecrinaTHbIE MHTEPHET-I0CTYN B Kade, oTensiX U a’dponoprax SBISETCS OTIMYHONW BO3MOXKHOCTBIO
BbIX0Jla B MHTepHET. Ho MHOrue skcmepTsl cuMTaroT, 4To obmenoctynHsle Wi-Fi cetn He sBnsroTcs
0e30macHBIMH.

CoBeTbl N0 6e30nacHOCTH padoTe B 00menocTynHbIx cersix Wi-fi:

1. He nepenasaii cBoro nuunyto nuHpopMmanuio yepes odmenoctynusie Wi-Fi cetu. Paboras B Hux,
JKEJIaTeIbHO HE BBOJUTH NAPOJIA JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEpa;

2. Hcnonb3yit 1 00HOBIIAN aHTUBUPYCHBIE TpOrpaMMBbl U OpaHaMayep. Tem caMbIM Thl 00€30I1acHIlb
ce0sl OT 3aKaYKHu BHpYCa Ha TBOE YCTPOICTBO;

3. [Tpu ucnionws3oBannu Wi-Fi otkimroun pyakimo «O0mui 10cTyn K (aiiaam u mpuHTepamy». JlanHast
(GyHKLUS 3aKpbITa 10 YMOJYaHUIO, OJHAKO HEKOTOpbIE MOJIb30BATENN AKTUBUPYIOT €€ s ymoOcTBa
WCITOJIH30BaHUS B paboTe Uin yueoe;

4, He wucnonp3yii myomuunsnii WI-FI mis mepenaun NUYHBIX JAHHBIX, HAIpUMEp JUIS BBIXOAA B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO TIOUTY;

5. Wnonw3yii Tosbko 3amuineHHoe coepquHenue yepe3 HTTPS, a ne HTTP, 1.e. npu HaGope BeO-
azpeca BBoau UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun ¢yHkiuio «lloakmouenne k Wi-Fi aBromatmueckm». He
JIONyCKai aBTOMAaTHYECKOT0 MOAKIIIUeH s ycTpoiicTa K cetsiM Wi-Fi 0e3 TBoero cornacusi.



CoumanbHblie ceTH

ConuanbHble CETH aKTUBHO BXOJAT B HAIlly KU3Hb, MHOTHE JIIOJM padOTaIOT U )KUBYT TaM IOCTOSHHO, a B
Facebook y»xe 3aperucrpupoBaH MUILTHAp] YEIOBEK, YTO SIBJISCTCS OJHOM CEIbMOW BCEX JKUTENCH
IIJIAHETHI.

MHorue noibp30BaTeNn He MOHUMAIOT, YTO HH(POPMALIKs, pa3MEILICHHAs MU B COIIMATBHBIX CETAX, MOXKET
OBITH HailJIeHa U UCIOJIb30BaHa KEM yrOJIHO, B TOM UHUCIIE HE 003aTeNbHO ¢ OJIaruMu HAMEPEHUSIMU.
OcHOBHBIE COBETHI 10 0€30NIACHOCTH B COMAIbHBIX CeTHX:

1. OrpaHuyb CITUCOK Apy3ei. Y TeOs B APY3bAX HE JOJDKHO ObITh CIIy4ailHBIX U HE3HAKOMBIX JIFOJICH;
2. 3amumiaii cCBOIO YacTHYIO KU3Hb. He yka3piBail maponu, TenedoHsl, aapeca, JaTy TBOETO POKICHUS
U JPYTYIO THYHYI0 HHPOPMALUIO. 3II0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Ja)ke HH(POPMAIIHIO O TOM, KaK
ThI U1 TBOU POJUTEIH IIJIAHUPYETE IPOBECTH KAHUKYIIBL;

3. 3amuimiai CBOI penyTaluio - JIepKU €e B YUCTOTE U 3ajaBail cebe BOMPOC: XOTeN Obl ThI, YTOOBI
JIpyrue TOoJb30BaTeNM BUJENM, 4TO Thl 3arpyxaemb? [lomymaii, mpexae 4em YTO-TO OIyOJIMKOBATb,
Hamnucarb U 3arpy3uTh;

4, Ecnu TBI TOBOPUIIIB C JIFOIEMHU, KOTOPBIX HE 3HACIIh, HE UCTIONB3YH CBOE PealbHOE UMS U IPYTYIO
JMYHYIO0 HHPOPMALIUU: UM, MECTO KUTEIHCTBA, MECTO Y4eOBbl U IpoYee;

5. N36eraii pazmenienus dortorpaduii B IHTEpHETE, I1e Thl H300pa)K€H HAa MECTHOCTH, 110 KOTOPOM
MOYKHO OIIPEJICIIUTh TBOE MECTOIIOJIOKEHHE;

6. [Tpu perucTpaiuu B CONMaIbHON CETH HEOOXOMMO UCIOIB30BATh CIOXHBIC MTAPOIIH, COCTOSIIINE
u3 OyKB U LU U C KOJIMUECTBOM 3HAKOB HE MEHee §;

7. J1i1st conManbHOM CETH, TOYTHI U IPYTUX CAUTOB HEOOXOIMMO HCIIOIB30BaTh pa3HbIe napoyu. Toraa

eciu Te0s1 B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH TIOJYYaT JOCTYH TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.
DJIeKTPOHHbBIE TeHbI' U

DNEKTPOHHBbIE JAEHBIM — 3TO OYEHb YAOOHBIM CHOCOO MIaTeXeW, OJHAKO CYHIECTBYIOT MOIIEHHUKH,
KOTOPbIE XOTAT MOJIYYUTh 3TH JCHbIH.

DNEKTPOHHBIE AEHbIU MOSBUINCH COBCEM HEAABHO M KIMEHHO M3-3a TOr0 BO MHOTHX I'OCYapCTBax J10 CUX
HOp HE NPOMKCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIMOHUPYIOT M O HUX yXK€ IMPOMUCAHO B 3aKOHE, TJ€ UX Pa3AeisaioT Ha HECKOIBKO
BUJIOB — aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peraercs
IPOBOAMTH oOmepanuu 0e3 HIACHTU(PUKAIUU [0Jb30BaTENd, a B HEAHOHUMHbBIX WJIECHTHU(PHUKALUU
HOJIb30BATENsI ABISAETCSA 0053aTEIbHOM.

Taxxe cienyer pa3iauuyaTh >JEKTPOHHbIE (HaTHBIE AEHBIUW (paBHBI I'OCYJAapCTBEHHBIM BallOTaMm) U
3JIEKTPOHHBIE HE(pUATHBIE IeHbIU (HE PABHBI FOCYIaPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETHI 110 0e30MacHOi padoTe ¢ JJIEKTPOHHBIMH 1¢HbIAMH:

1. [TpuBsixu K cueTy MOOMIIBbHBIN TenedoH. ITo camblil yI0OHBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTH
nocTyn K cuety. [IpuBsizaHHbIN TenedoH MOMOXKeET, eciy 3a0y1elIb CBOM IIaTeKHbIM NapoiIb WK 3aiielb
Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonb3yit ogHopaszoBsle napoiu. [locne mepexoja Ha yCHJIEHHYIO aBTOpH3alMio TeOe yxe He
OyZeT yrpokaTh OMAaCHOCTb KPa)Ku WJIM IepexBaTa MIaTeKHOT0 MapoJis;
3. Bri6epu cinoxHbIi naposs. [IpecTynHukam OyieT He IpOCTO yraJaTh CIOKHBIN naposb. HagexHbie

apoJIv — 3TO MapOJIK, KOTOPBIE COJEPKAT HE MEHEE § 3HAKOB U BKJIFOYAIOT B ¢€0s1 CTPOYHBIEH MPOIUCHbBIE
OyKBbI, IM(PBI U HECKOJIIBKO CUMBOJIOB, TaKME KaK 3HAaK Jojjiapa, (yHTa, BOCKJIMLIATEIbHBIN 3HAK U T.I1.
Hampumep, $tROng!;;

4. He BBOM cBOM TMYHBIE TaHHBIE HA CaliTax, KOTOPBIM HE JOBEPSECUIb.

DJICKTPOHHAS M0YTA

ONEKTPOHHAs M0YTa — 3TO TEXHOJIOTHS U MPEAOCTaBIISIEMbIE €10 YCIYI'H IO NEPECHUIKE U MOJYUYEHHUIO
3JIEKTPOHHBIX COOOIICHHM, KOTOPBIE paclpeAesiioTcs B KOMIIBIOTEPHOU CeTH.

OO6b14HO AIIEKTPOHHBIN MTOYTOBBIN ALK BBITJISLAUT CJIEIYIOLIUM obpazom:
UMS_TIOJTh30BaTESI(WUMS_JIOMEHA.

Taxoke Kpome nepeauu NpocToro TeKCTa, MMEETCsl BO3MOKHOCTD MepeiaBaTh (haiibl.

OcHoBHbBIE cOBETHI 110 0e301aCHOI padoTe ¢ 31eKTPOHHON MOYTOM:

1. Hano BeIOpaTh npaBMIIbHBINA OYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBIHM BEIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBHUCOB, OJHAKO JIYYILIEe JOBEPSITh TEM, KOTO 3HACIIb U KTO NIEPBBIN B PEUTHHIE;



2. He ykaspiBaii B Jau4HOM mouTe JWuyHyr0 wuHbopManuio. Hampumep, inydme BbIOpaTh
«My3BIKaNbHBIN _(panaT@» unu «pok2013» BMecTo «remal3»;

3. Hcnonb3yil ABYX3TalHyl0 aBTOpPU3AIMIO. JTO KOrjJa MOMHUMO Mapojii HYXKHO BBOAUTH KO,
npucklIaeMslii mo SMS;

4, BriGepu croxkHbIl Mmaposib. sl KaXa0ro IMOYTOBOTO SIIMKA JODKEH OBITh CBOM HAaJIE)KHBIH,
YCTOMYUBBIN K B3JIOMY 1apOJIb;

S. Ecnu ecTb BO3MOKHOCTB HAaIlMCaTh CAaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;
6. Hcnonb3yil HECKOIBKO MOYTOBBIX SIIMKOB. IIepBbIN 111 4acTHOM MEPENUCKU C ajpecaTaMu,

KOTOPBIM ThI JIOBEPsICITb. DTO AIEKTPOHHBIN aJIpec HE HAJIO0 UCIIOIB30BaTh MPU PETUCTpaly Ha (popymax
U calTax;

7. He otkpsiBaii aiiasl 1 qpyrue BIOXKEHHS B MUCbMaxX JaXke €CIIM OHU MPUILUIA OT TBOUX JIPY3EH.
Jlydie yTOYHH y HUX, OTIPABIISUIN JIM OHU TeOe 3T (aiiibl;
8. [Tocne okoHuaHusi pabOTHI Ha MOYTOBOM CEPBHCE MEpe] 3aKPhITHEM BKIAJKU C CAUTOM HE 3a0yb

HakaTb Ha «Bp1AT».

Ku6epOyuIMHT MM BUPTYaJbHOE U3/1€BaTeIbCTBO

KubepOymnmuar —  mpeciefoBaHUE  COOOIIEHUSMH, COJCPXKAIIUMH  OCKOpPOJICHHS, arpeccuro,
3aIlyTMBaHKE; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHKE C MOMOIIBIO PA3INYHBIX HHTEPHET-CEPBHUCOB.
OcHoBHbIE coOBeThI 0 00pbOe ¢ KHOepOyVINHIOM:

1. He Opocaiics B 60i. Jlyummii crioco6: mocoBeTOBaThC Kak ceOs BECTH U, €CJIM HET TOro, K KOMY
MOXXHO OOpaTHThCS, TO BHA4daJlleé YCIOKOMTHCA. EciM Thl HadHEemb OTBEYaTh OCKOPOJCHHSAMH Ha
OCKOpOJICHNS, TO TOJIBKO elle OOJIbIIe Pa30}OKEIIb KOHPIINKT;

2. VYpasnsiii cBoelt kubeppernyraiue;

3. AHOHUMHOCTh B ceTu MHHMas. CyIlecTBYIOT CIIOCOObI BBISICHUTb, KTO CTOMT 32 aHOHHUMHBIM
AaKKayHTOM;

4. He crout Bectu XynuraHckuil oOpa3 BUPTyaldbHOH XHU3HH. MHTEpHET (UKCHUpPYET BCE TBOU
JEUCTBUSI U COXPAHSIET UX. Y AJIUTh UX OYyAET KpailHe 3aTpyIHUTEIbHO;

S. Cobmnronaii cCBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuauuHblii  HeratuB. (OIHOpa3oBBIE OCKOPOWUTENBHBIE COOOUICHUS —JIydIle
UTrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha Ha4yalbHOW CTa UM,

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOLIEHUSIMH, B COL[UAIbHBIX CETSIX €CTh
BO3MOXHOCTb OJIOKHPOBKHU OTIIPABKH COOOIEHUI C ONPEAETICHHbIX a/IpeCOB;

8. Ecnu Th1 cBuneTens kubepOyuinHra. TBou AeMcTBUS: BBICTYNIUTH MPOTUB IIpeCiea0BaTeNs,

10Ka3aTh €My, YTO €ro JIeHCTBUS OLIEHUBAIOTCS HETaTMBHO, MOJIEP)KaTh KEPTBY, KOTOPOH HYXKHa
MICUXOJIOTHYECKask MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.
MoOunbHbIi TesegoH

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3POCIbIN (DYHKIIMOHAT, U TETIEph OHU
MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU KOMIboTepamu. OHAKO, CPEACTB 3aIUUThI AJS MOJOOHBIX
YCTPOMCTB ITOKA O4E€Hb MAJIO.

TectupoBaHue M OUCK YSI3BUMOCTEH B HUX MPOMCXOIUT HE TaK MHTEHCUBHO, Kak ais [IK, To xe camoe
KacaeTcsl 1 MOOMJIbHBIX IPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl yXKe MNpPaKTHUYEeCKH JOTHAJM HACTOJbHbIE AHAJIOTH, OJHAKO
pacmuperue GyHKIMOHAIA BI€UET 32 COOOM OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3aIUIIIEHHOCTD.

Jlanexo He BCe MPOM3BOAUTENHN BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHUECKUE YSI3BUMOCTHU IS
CBOMX YCTPOWCTB.

OcHoBHbBIE COBETHI /1JIs1 0€30NMACHOCTH MOOMJIBHOIO TeJiedoHa:

1. Huuero He sBisieTcst mo-HacTosimeMy OecriaTHbIM. bysib ocTOpoXkeH, Beab Korjaa Tede
npeUIaraloT 0eCIuTaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKUE-TO TUIATHBIC YCITYTH;

2. Hymaii, npexne yem ornpaButb SMS, ¢oto niam Buzpeo. Tsl TOUHO 3Haellb, e OHU OynyT B
KOHEYHOM HuTOre?

3. Heo6xoa1Mo 0OHOBIISATH ONEpAIIHOHHYIO CUCTEMY TBOETO CMapT(oHa;

4. Hcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMIIBHBIX Telle()OHOB;

S. He 3arpyxail npuioxeHus OT HEHM3BECTHOTO MCTOYHUKA, BEAb OHU MOTYT COJepXkaTb
BPEIOHOCHOE MTPOTPAMMHOE 00€eCTICUeHHE;

6. [Tocne Toro xak Thl BBIHJEIIb C CaifTa, I/ieé BBOAWI JIMYHYIO MH(OpMaILNIO, 3aiii1 B HACTPOUKHU

Opay3epa u ynamu CookKies;
7. [Meproanvecku MpoBepsiii KakKe MIaTHbIC YCIYTH aKTHBUPOBAHbBI HA TBOEM HOMEDE;



8. JlaBaii cBoil HOMEp MOOWIBHOTO TeledoHa TOJBKO JIOJAM, KOTOPBIX Thl 3HACllb W KOMY
JOBEPSICIIIb;

9. Bluetooth momken ObITH BBIKITIOYEH, KOT/Ia ThI KM HE TOJIB3Yelbes. He 3a0biBaii HHOT 1A TPOBEPSATH
3TO.

Online urpoi

CoBpeMeHHBIC OHJIAMH-UTPBI — 3TO KPACOYHBIC, 3aXBaThIBAIOIINE PA3BJICUCHUS, OOBEIUHSIIONINE COTHH
TBICSY YENIOBEK MO0 BceMy MUpy. VrpoKHM HCCIEAyIOT NaHHBIH MM MHp, OOLIAIOTCS APYr C JPYrOM,
BBITIOJHAIOT 3aJlaHusl, CPAXKAFOTCS C MOHCTPAMH M TIOJY4YarOT OIBIT. 3a yJOBOJILCTBUE OHH IUIATAT:
MOKYIAIOT JUCK, OIJIAYMBAIOT a00OHEMEHT WJIM TPUOOPETAIOT KaKHE-TO OMIIUH.

Bce atm cpeiactBa MAayT Ha MOJJNCPKAHWE M PAa3BUTHE HWIPHI, a TaKkKe Ha camy O€30MacHOCTb:
COBepH_IeHCTByIOTCH CUCTCMBbI aBTOpI/I3aLII/II/I, BBIHYCKaIOTCSI HOBBIC ITIaT4YU (I_[I/I(prBbIe 3arJiaTKu  1JId
IPOrpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1o00HBIX HTpax CTOMT OMAcaThCsl HE CTOJIBKO CBOMX COIMEPHHUKOB, CKOJIBKO KPaKU TBOETO MapoJs, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPH3aI[UH OOJIBITIUHCTBA HIP.

OcHOBHbBIE COBETHI M0 0€30MACHOCTH TBOET0 HTPOBOr0 AKKAYHTA:

1. Ecnu apyroii urpok Bener cels IUIOXO WM co37aeT Tebe HENpHUATHOCTH, 3a0JIOKHpPYH €ro B
CIIMCKE UI'POKOB;
2. [Toxxanyiics aqfMUHUCTPATOPaM UIPhI HAa TUI0XOE MOBEIEHUE ITOTO UTPOKA, KEJIATEIbHO

IIPWIOKUTH KaKHE-TO IOKa3aTelbCTBA B BUJIE CKPUHOB;
He yka3zpiBaii tmuHyro HHGOpMaLuUio B podaiiine urpsr;

YBaxkall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIaabHbIe TATYH U MOJIBI,

Hcnosnb3yi CII0KHBIE U Pa3HbIE IAPOJIH;

[axe BO BpeMms WUIPbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. [Ioka Tl Mrpaemb, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

@OUIIMHT WM KPaKa THYHBIX JaHHBIX

OObIYHOM KpaXkel JAEHEr U JOKYMEHTOB CErofHs YK€ HUKOro He yAuBHfllb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTUI 37I0YMBIIIJICHHUKHY MEePEMECTIIINCh B UHTEPHET, U MPOJODKAIOT 3aHMMAThCS THOOMMBIMY
JEJIOM.

Tak nmosiBuIack HOBasl yrpo3a: HHTEPHET-MOIIEHHUYECTBA WM (DUILIMHT, IJ1aBHAs LEJIb KOTOPOI'O COCTOUT
B MOJYYEHUH KOH(UICHIMATBHBIX TaHHBIX 110JIb30BaTENe — JIOrMHOB U naposeil. Ha anrnuiickoM si3pike
phishing unTaercs kak ¢pummnr (ot fishing — peioHas 0B, password — mapoib).

OcHoBHbIE cOBeThI 10 00pKOe ¢ puIMHIOM:

No gk w

1. Crnenu 3a cBoMM akkayHTOM. Ecim Thl mojmo3peBaellb, YyTO TBOS aHKeTa Oblja B3JIOMaHa, TO
HE00X0aMMO 3a0JIOKUPOBATH €€ M COOOIIUTh aIMUHHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnonb3yit Oe3omacHble BeO-CailThl, B TOM YMCIIE, UHTEPHET-Mara3uHoOB U IOUCKOBBIX CUCTEM;

3. Wcnonp3yit cioxHble W pasHble mapoiau. Takum o0pa3oM, ecid TeOsl B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH MTOJy4aT AOCTYI TOJBKO K OJHOMY TBOEMY IPO(MIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3110Manu, To HEOOXO0AUMO NMPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J0OABIEHBI

y T€0s B APY3bsIX, O TOM, YTO TeOsl B3JIOMAIM U, BO3MOXHO, OT TBOETO UMEHH OyJEeT pacchulaThCsl CIIaM U
CCBUJIKU Ha (PMIIMHTOBBIE CANUTBHI;

5. YcranoBu HagexHbi napoiss (PIN) Ha MoOHIBHBIN TenedoH;
6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;
7. He oTkpbiBaii ¢ailniel 1 Apyrue BIOKEHUS B MUChbMAax JIaXKe €CIM OHM MPUILIN OT TBOUX APY3eH.

Jlyuyiie yTOYHM y HUX, OTIPABIISIIN JIU OHU TeOe 3T (ailibl;

Hudposas penyranus

[MudpoBast penyranus - 5TO HeraTMBHas WM TMO3UTHBHAas wuHpopmanuss B cetd o Tele.
Komnpomerupyromas nHGpopManus pa3MelieHHasi B UHTEPHETE MOXKET CEPbEe3HBIM 00pa3oM OTpasUThCs
Ha TBOEH PEATbHOM KU3HU.

«u¢posas pemyranus» - 3T0 TBOM UMUK, KOTOPBINA (hopMupyercs U3 HHPOpMaLuu o Tede B UHTEPHETE.
TBoe MecTo KHUTENhCTBA, y4eObl, TBOC (PMHAHCOBOE IMOJIOKEHHUE, OCOOCHHOCTH XapaKkTepa M PaccKasbl O
OJIM3KHUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue nopocTKH JIETKOMBICIIEHHO OTHOCSITCS K MyOiuKauuu JudHoi uHdopmanuu B MHTEepHETE, HE
NOHUMAasi BO3MOXKHBIX TOCHEACTBHMA. Thl Jaxe He CMOXKENb J0rajgarbcs O TOM, 4To ¢ororpadus,
pa3MmenieHHas S JeT Ha3aj, cTajia MPUINHOM OTKa3a MPUHSITH TeOst Ha padoTy.



KomMmenTtapuu, pasmenienne TBoux (ororpaduii u Apyrue ASHCTBHS MOTYT HE MCYE3HYTh JaXKe IOCie
TOT0, KaK Thl UX yAaJIHIIb. Thl HE 3HACIIH, KTO COXPAaHWII 3TY HH(POPMAIIUIO, ITOTasa JIM OHA B TIOUCKOBBIE
CHCTEMBbI U COXPAHMIJIACh JIM OHA, a TJIAaBHOE: YTO MOAYMAIOT O TeOe OKpYIKAroIee JII0I1, KOTOpble HalayT
U YBUAAT 5T0. HaliT mH(OpMAIo MHOTO JIET CITyCTs CMOXET JII000i — Kak U3 JOOPBIX MOOYXKIEHHH,
TaK ¥ C HAMEPEHUEM NPUYHUHHUTE BPEA. DTO MOXKET OBITh KTO YTO/IHO.

OcHOBHBbIE COBETHI 110 3a1UTe NU(PPOBOI penyTaluu:

1. [Toxymaii, mpexie 4eM 4To-TO MyOJMKOBAaTh M TepenaBaTh y ceOs B Oj0re WM B COLHATBHOMN
CeTH;

2. B nactpoiikax npoduiis yCTaHOBM OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOGUIISL U €ro
COJIEPKHMMOT0, CAETIAl €ro TONbKO «JIs ApYy3ei»;

3. He pa3meniaii u He yka3piBaii HH(DOpPMALIHIO, KOTOpass MOXKET KOT0-THO0 OCKOPOJIATH HMITU
0o0MXaThb.

ABTOpCKO€ NpaBo

CoBpeMeHHbIE MIKOIbHUKH— aKTUBHBIE MOJIb30BATENHN U(PPOBOro MpocTpaHcTBa. OHAKO TAIEKO HE BCe
3HAIOT, YTO IOJb30BAHUE MHOTMMH BO3MOXKHOCTAMHU LIM(poBOro mupa Ttpedyer coOIOACHUs NpaB Ha
UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMHUH «WHTe/IEKTyallbHasi COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSAM UEJIOBEUYECKOr0 yMa,
HauMHas C HOBBIX M300pETCHHUH M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH , U
3aKaH4YMBask KHUramu, pororpadusaMu, KUHOUIbMaMH U MY3bIKaJIbHBIMU IPOU3BEICHUSIMH.

ABTOpcKHME IIpaBa — 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTb Ha IIPOM3BENEHUS HAyKH,
JUTEPaTyphl U UCKYCCTBA.

ABTOpCKHE TIpaBa BBICTYNAIOT B KAayeCTBE TapaHTHH TOTO, YTO HHTEJUICKTYAIbHBIH/TBOPYECKHA TPy
aBTOpa He OyAET HalpacHbIM, JIaCT EMY CIIpaBeIMBbIE BO3MOXKHOCTHU 3apaboTaTh Ha pe3ybTaTax CBOEro
TpyZa, OJIyYUTh U3BECTHOCTb U IIPU3HAHUE.

Hukro ©Oe3 paspeuieHuss aBropa He MOXKET BOCHPOM3BOJIUTH €ro IPOU3BEICHHME, PACIHPOCTPAHSATH,
nyOJIMYHO JEMOHCTPUPOBATh, MPOJAABATh, UMIIOPTUPOBATh, MYCKaTh B IPOKAT, MYOJWYHO HCIIONHSTH,
IIOKa3bIBaTh/UCIIONIHATH B 3¢upe Win pa3Meriats B IHTepHeTe.

Hcnonb3oBaHue «IUPAaTCKOro» MPOrpaMMHOr0 OOECHEYEHHUs MOXKET HPUBECTU K MHOTMM PUCKAaM: OT
[OTEpPU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHMPOBKM TBOETO YCTPOWCTBA, IJi€ YCTAaHOBJICHHBIM He
JeranbHas nporpamMmMa. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYET JIETaIbHbIC M OECIUIATHBIE IPOTPAMMBI,
KOTOpBIE MOKHO HAWTH B CETH.

O noprane

CereBU4OK.p() — TBOM TIJIaBHBIM COBETUMK B CETU. 3J€Chb Thl MOXKEIIb y3HaThb O OE30MAaCHOCTU B CETH
HOHSATHBIM U JIOCTYITHBIM $13bIKOM, a TIPY BOSHUKHOBEHUU KPUTHYECKOM CUTyallul OOpaTUThCS 32 COBETOM.
A TaKxXe NPUHATH y4acTHE B KOHKYpCax M CTaTh CAMbIM LIU(PPOBBIM IPaKIaHUHOM!

Marepuansl npecTaBieHbl Ha caiite Eaunblii ypok.pd.

https://www.eaunslitypok.pd/index.php/rekomendatsii-0-razmeshchenii-na-informatsionnykh-stendakh-
ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-
prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-
ofitsialnykh-internet-resursakh







