PEKOMEHOALIA
0 Mepax Mo MOBbLILLIEHNIO 3aLLMLLEHHOCTU MH(OPMALMOHHON NHDPaCTPYKTYpbI
o6pasoBatefibHbIX yupexaeHuii Poccuiickoin degepaumm

AHanmn3 cBefeHWA 06 yrposax 6e30MacHOCTM  MHMOpMauMK, NPOBOAUMbINA
B YCNOBUSIX CKNafAblBalOLENC 06CTAHOBKWM, YKasblBaeT Ha YBe/MYEHME 4ucna
KOMIMbIOTEPHBIX aTak U CBA3AHHBLIX C HUMW YTeYeK NepcoHasIbHbIX JaHHbIX.

MpofomkatoT (MKCUPOBaTLCA (PaKTbl BOMLLIONO KOMMYECTBA (PULLMHIOBBLIX MUCEM,
MOMbITOK BHEAPEHUS BMPYCOB-LUMGPOBA/IbLLMKOB Yepe3 MOYTOBbIE B/IOXKEHWSA, a TakKXXe
PacchbIfOK 3aBeOMO JIOXHbIX CO06LLEHNI 06 aKTax Teppopusma.

B uenax npefoTBpalleHus peanm3aumm yrpo3 6e30MacHOCTM MH(OPMaLMOHHOM
NHPACTPYKTYPbl 06pa3oBaTe/ibHbIX YyUpexxaeHnin Poccuinicko depepalmm Heobxoanmo
MPUHATL AONOSTHUTENIbHBIE MEPbI 3aLUTbl MHPOPMAaLUN:

1. O6ecneunTb MNpPUYMEHEHME CPeACTB aHTMBMPYCHOM 3alWMTbl M aHTUCNama,
a TaKXKe CBOEBpeMeHHOe 06HOB/NEeHMe NX 6a3 faHHbIX.

2. HacTpouTb B CpeAcTBax aHTVBUPYCHOI 3aLnTbI, aHTMcnama
(NpY HaNMuYMK) NPOBEPKY BCEX MOCTYMAIOLLMX HA ANEKTPOHHYHO MOUTY B/IOXEHWIA.
3. MpouHthopMmpoBaTh rnonb3oBaTenel MH(OPMALIMOHHO CUCTEMBbI

0 HeobxoaumocTy 6e30mnacHo paboThbl C 3IEKTPOHHOW MOYTON, & UMEHHO:

- BHMMATE/IbHO MPOBEPATb afpec OTrnpaBuUTeNd, AaXKe B Cyyae COBMaAeHUs NMeHU
C YK€ N3BECTHbIM KOHTaKTOM;

- He OTKpbIBaTb NMMUCbMa OT HEM3BECTHbIX afpecaTos;

- NPOBEPATb NMUCbMA, B KOTOPbLIX COAEPXATCs MPU3bIBbl K AENCTBMSAM (Hanpumep,
«OTKPOM», «MPOYMTain», «O3HAKOMbCS»), a TakKXKe C TEMaMW MpPo (DMHAHCbl, 6GaHKW,
reononINTUYeCKyto 06CTaHOBKY WK YTIpo3bl;

- He MepexoauTb MO CCblIKaM, KOTOpble COAepPXAaTCA B 3/IEKTPOHHbLIX MUCbMaX,
OCOBGEHHO ec/i OHWU ASIMHHbIE UK HA060POT, UCMO/b3YHOT CEPBMCHI COKPALLEHMSA CCbINOK
(bit.ly, tinyurl.com n 1. 4.);

- He HaXXMMaTb Ha CCbI/IKW U3 NMUCbMa, eC/IM OHM 3aMeHeHbI Ha C/oBa;

- MPOBEPATL CCbIIKW, [AaXKe ecn MUCbMO MOJlyYeHO OT APYroro nosb3oBaTens
NH(OPMaLIMOHHO CUCTEMBI;

- He OTKpPbIBaTb B/IOXKEHNS, OCOOGEHHO €C/M B HUX COAepXaTca [LOKYMEHTbI
C Makpocamu, apxmBbl C MaponsimMun, a Takxke ainibl ¢ pacwmpeHmsamm RTF, LNK, CHM,
VHD;



- He MepexoanTb MO CCbIKaM W He CcKauMBaTb (aifbl,  cofepkaiymecs
BO BXOAAWMX TMOYTOBbIX COOOLUEHMSX, €CNN CPeAcTBaMW aHTMBMPYCHON 3aliUThbl
B YKa3aHHbIX B/IOXKEHMAX 06HAPY>KEHO BPeLOHOCHOe MPorpaMMHOe 06ecrneyveHue;

- BHUMATe/IbHO OTHOCUTLCA K MUCbMaM Ha WHOCTPaHHOM f3blke, C 6O0/bLUUM
KOMIMYeCTBOM MosiyyaTenein n oporpapuyeckmmmn ombkamu;

- B C/ly4ae NosIB/IeHVss COMHEHWI, Hanpas/ifiTb MOSIyYEHHOE MUCbMO Kak B/IOXEHUe
aAMUHUCTPATOPY UH(OPMALMOHHOW CUCTEMBI.

4. AKTBMpOBaTb (MO0 BO3MOXHOCTWN) MeXaHWM3Mbl MPOBEPKN 3M1EKTPOHHOWN MOYThl,
MPOBEPKN MNOA/MHHOCTA [OMeHa-0TnpasuTens (HanpumMep, WUCMNO/b30BaTb TEXHOMOMMU
DKIM, DMARC, SPF), a Takke HacTpoUTb MNPOBEPKY BXOAALMX  MUCEM
C UCNONb30BaHNEM 3TUX TEXHOMOTUIA.

5. 3a6110KkMpoBaTh (npw BO3MOXHOCTWN) noslyyeHue nosnb3oBarens
MH(OPMAaLMOHHOM CUCTEMbI B 3/IEKTPOHHbIX MUCbMaxX BIOXKEHWI ¢ paclumpeHusmn ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PSI, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3a610KMpoBaTh AOCTaBKY MUCEM OT 3apyOeXHbIX JOMEHOB-0TNPaBUTENEN.

7. Obecneuntb  perynspHoe  OOHOBMEHWE  UCMO/b3yeMOro  MpOrpammHOro
obecrieyeHus, B TOM YMCNe Ha CETeBbIX YCTPOMCTBAX (MapLUpyTM3aTopax, KOMMyTaTopax).

8. ObecneunTb NCMoNb30BaHMe YCTONYMBBIX L/MMHHbBIX naponeiu
aAMVHUCTPATMBHBIX YYETHbIX 3arucei.

Mpy NOCTYNMeHUN Ha afpec 3NeKTPOHHOMW MOoYTbl 3aBeOMO JIOXKHOIo COO6LLEeHNs
06 aKTe Teppopr3ma HEOOXOAMMO MPUHATL ClefytoLme Mepbl:

1. MocTtynuBLlee coobueHne 06 akTe TeppopusMa He yaanaThb.

2. OcyllecTBMTb  KOMUPOBaHME TekcTa Coo6leHWs 06 akTe TeppopusMa
B BMZE CHUMKOB 3KpaHa YCTPOMCTBa (CKPUHLLOTOB /MO0 (DOTON30O6PAKEHWNIA, NOMYUYEHHbIX
NOCPeACTBOM LMGPOBOIA hoToUKcaLmmn).

2.1. Ha ckpuHwoTtax ((hoTon3o6paxkeHNax) [o/pKHA 0TobpaXkaTbCsi ChefyroLas
NHopMaLmsa 06 00beKTe:

- Ha3BaHMe Tembl nucbMa (B TOM 4WCne eCcnn MUCbMO He WMEeEeT Ha3BaHWS:
«<be3 TeMbI>»);

- afjpeC  9MeKTPOHHOM  MOYTbl  OTNpPaBuUTENs  MWUCbMa,  3aMKCUPOBAHHbIN
B rpage, 0603Ha4YeHHOI PeKBUINTOM «OT:»;

- [lata u Bpems OTMpaB/IeHUst NMUCbMa;



-TeKCT nucbMa (BKMOYaA MOAMUCL K Hemy, Hanpumep: «C yBaeHueMm, WBaH
IBaHOB»), KOTOPbI MOXET COAEepXaTbCA HEMOCPELACTBEHHO B MUCbME W/WIN BO BIOXKEHWM
K HEeMY B BMA€e NPVKPENJIEHHOTO (haiina.

2.2. 3alyKcupoBaTb Ha  CKPMHLUOTE/(hOTOM30OPaXKEHUN  Ha/iMuMe B MUCbMe
B/IOXKEHWSA, a TaKXKe MNMpu OTKPbITUM ero 3aMKCUMpoBaTb aHa/IOMMYHbIM CrOCOBOM TEKCT,
KOTOPbI OHO COAEPXKUT.

3. VicknounTb  KONUpOBaHMe  TekcTa  coobuweHWs 06  akte  Teppopusma
(CKpWHLLIOTLI/oTOM306paXKEHNS) HeHa/eXxatlero Ka4yecTBa, 00yC/oBNeHHOI0
HebpeXXHbIM KOMMpoBaHWeM, oTorpafrpoBaHeM TEKCTOB.

4. Mpn HEBO3MOXHOCTM (hMKCaLMmM COO6LLEHMIA 06 akTe Teppopu3ma B BuUAe
CKPUHLLIOTOB/OTON300paXKEHNI OCYLLLECTBUTL WX (PUKCALMIO MOCPeACTBOM  (hYHKLINIA
KOMMpOoBaHUsi U BCTaBKM B AOKyMeHT Word (C coxXpaHeHMeM YyKa3aHHON WHMopMaumm
06 006beKTE).

5. O noctynueLUeM cO06LLEHMNM 00 aKTe Teppopu3Ma HesamMea/IMTelbHO COOBLNTD
No eAUHOMY HOMepPY Bbl30Ba 3KCTPEHHbIX OMepaTMBHBLIX CNyX6 «112» 1Mb0 B 6/vxaiLLnii
opraH BHYTPeHHUX Jern.

MB/, Poccun



