i ‘{_} 3 7,

I 30E o AE
o oo
fm Wl "“1
0 ) et
g o -,j

L5~ POCOACKAT ARALEMAHAPOLHOTO XOTCTBA
b o AHXinry A nro Gvn HOM CIYX
1PV MPESIEHTE POCCUVICKOM OF TEPALI
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COOENCTBUE NOBbILWEHUIO YPOBHA
®UNHAHCOBOU IOPAMOTHOCTMU
HACENEHUA U PA3BUTUIO
®UHAHCOBOI'O OBPA30OBAHUA B
POCCUNCKOW ®EOEPALUNU




PAHXuIC

POCCHIVCKAR AKALLEMIS HAPO[IHOO XO3SCTBA
WTOCYQAPCTBEHHOWU CNYXBb
MPW MPE3VAEHTE POCCUICKON OESEPALIMN

OPUNHAHCOBOE

MOLUEHHUWYECTBO




lpednocbinku pocma
¢puHaHC0B8020 MOWEeHHU4Yecmea
8 co8peMeHHOM Mupe
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L POCOUBICKAS AKACEMMR HAPOTHOTD XO3ACTBA
WTOCYAAPCTBERHOM CNVKE

PY MIPESWAIEHTE POCCHACKOR OELEPALYN

< YBennyeHve odbbema hrHaAHCOBbBIX TPaH3aKUMM Y KaXXA0ro N3 Hac;

<+ CHWXeHMe Bo3pacTa Y4acTHMKOB TOBAPHO-AEHEXHbIX U UHbIX BUOOB
CAEMNOK;
<+ PasHoobpasne BMAOB AEHEr U LIeHHbIX bymar;

<+ [loBbllLeHME OOCTYMNMHOCTU U KOHCbH,EI,eHL[MﬁJ'IbHOCTM nepCcoHallbHbIX
AOaHHbIX;|

< YBenunyeHne obbema c4enok BHe NTMYHOro KOHTaKTa Y4acTHUKOB
(MNHTEPHET-TOProBNS);

< VlcyesHoBeHMe rpaHuL 4ns cBoOO4HOro NepeMeLLeHns AeHer, TOBapoB.,
ycnyr B npouecce rnobanusauum (pocT TpaHcHaUNoHanbHOW
¢hrHaHCOBOW NPECTYMHOCTW);



lMpednocbinku pocma
gg PARULL ¢huHaHCO0E020 MOWEHHUYecmea
8 cCoBpeMeHHOM Mupe

<+ Peskoe YCKOpeHMe npoueccoB TEXHOMOrm3aunm HaLlen XNU3HU
(TEXHOJ’IDFHLIGCKEIH CHHFYJ'IFlpHDCTb);

< OTCcTaBaHWe TEXHOMOrI 3aLnTbl PYHKLUNOHUPOBAHNA (PUHAHCOBbIX
CUCTEM BCEX YPOBHEN Nepes KnbepmoLLeHHNKaMu;

<+ [NoBegeHYeCKU N HTENNEKTYanbHbIV pa3pbiB MeXay opraHu3aTopamu
MOLLEHHNYECKNX CXEM U OPYrMMUN y4acTHUKaMKN hHAHCOBbIX
OTHOLLEHUW:

“» CBepXxBbICOKNE AoX0oabl Y4aCTHUKOB hIIHAHCOBBIX adep Npu BecbMa
YMEepeHHOM Haka3aHuM B BonblUMHCTBE CTPaH MUPa;

<+ HecooTBeTCTBME NOBEAEHYECKNX cTepeoThnoB Y4aCTHNKOB dDHHaHCOBO-
OeHeXHbIX OTHOLLEHNI HOBOMY YPOBHKO PUCKOB.



OcHOBHbIe obwue npu3HakKku,
&y PAHXWTC yKa3blgaroujue Ha PUcKuU
¢puHaHC08020 MOWEHHU4Y€ec

BosHarpaxxaeHne cyLIeCTBEHHO MpPeBbILLAET AENOBYH MPAaKTUKY Mo
JaHHOMY TUMYy COENOK;

Mcnonb3oBaHne  TEXHOMOrMM  «CoUManbHOW  UHXEHEepUn» U
MaHUNYNMPOBaHNE TaKUMU WMHTEPECaAMW KaK >Xa[OHOCTb, >XenaHue
ObICTPO pasborarteTb, 3aBUCTD;

[lpeanoxeHne pewnTtb Bce UHAHCOBbIE MPOOMEMbl B KOPOTKUM
CPOK;

HeobxoomMmocTe nepBoHavarbHbIX Bbinmar,

AHOHMMHOCTb KOHTpareHTa;

HeobxoaMMocTb MrHOBEHHOIO NMPUHATUA CITOXHOIO CIJI-’IHE!HCDBOFD
pPELUEHNA,

HecooTBeTcTBUE CKJ'IEi,EII::IBEiI-DLLI,ELTICFI cnuTyaumnu CTaH,EI,apTHOﬁ CXeMe,

Hanuune VKa3aHnA Ha 9KCKITHO3UBHbIN, KaCTOMHSHpOBaHHbIl::I
XapakTtep npearnoxeHuA.



¢l PAHXuIC
. [MoeedeHyYyeckue cmepeomuribi Momeprieeuwux

om ¢puHaHcoebIX MoOweHHuU4Yecme (|

“* HalleneHHOCTb Ha BbICOKUIA TapaHTUPOBaHHbI 40X0, HECOPa3MepPHbIl
06bemy WHBECTULMIA UNK 3aTpaTamMu Tpyaa:;

“* HeapekBaTHO BbICOKWIA YPOBEHL LOBEPUA K KOHTPAreHTaM, rpaHMqamMM C
HallBHOCTbHO,

o OTcyTCTBME KPUTUHECKOro B3rnAAda Ha q)al{TI/I‘-IECKOE COCTOAHNE CUTYaLUWH,
o HapyLLIEHI/Ie pPernamMeHTa nornb3oBaHnA CpI/IHaHCOBbIIVII/I WHCTRYMEHTaMMW,

“* HeBHMMaTENbHOCTb NPk OCYyLLECTBNEHNA TpaH3aKLI|I/1PI ¢ baHKoMaTamu Unu ¢
ncrnosrb3oBaHNEM NPOorpamMmMHbIX MPOAYKTOB,

< Huskada qZ)I/IHaHCOBaFI PaMOTHOCTb,

< HeXenaHue norpyxareCA B A€Tann CAENKN UITN YATaTb YCNoBUA 4OToBOPa
B NonHom obbeme;



Py
&

¢ PARNIIE | mogedenueckue cmepeomurbi nomepresuwux
om ¢puHaHco8bIx MmoweHHuU4Yecms (Il

“» OTKa3 OT COBETOB 11 KOHCYMbTaLWiA NPOdeCcCHOHamnbHbIX IOPUCTOB W
3KOHOMVCTOB NP OLIEHKE U 3aKITHOYEHNN CAENKY;

“» [OTOBHOCTb K MPUHATUIO BLICTPLIX HE0BaYMaHHbIX (PUHAHCOBLIX PELLEHWIA;

% WrHopupoBaHWe NpedynpexaeHnin U QUckneiMepoB KOHTPOMMPYHOLLMX W
NPaBoOXPaHUTENbHbIX OPraHoB:;

X FOTepFI OOMTENBbHOCTU NPU B3aNMOAENCTBUN C HE3HAKOMbIMU UK
MaJ103HaKOMbIMW KOHTPareHTamu,

“» TexHomnornyeckas oTcTanocTb B YCIIOBUAX COBPEMEHHBIX (PUHAHCOBBIX
B3aUMOLENCTBUN:

“* BblCOKasa roTOBHOCTb K PUCKY, 3a4aCTYH Ha rpaHu ((pyCCKOH PYNETKUY.



"%&r‘ POCCHACKAR AKATIEMUR HAPOHOMD X038 ACTBA
WTOCYAAPCTBERHOM CNVKE
PY MIPESWAIEHTE POCCHACKOR OELEPALYN

= Dunancoeoe MOUWECHHUYECHIEO

CtaTteqa 159 YK PO

MolweHHUn4YeCcTBO

«XULLEHME YyXKoro
MMyLLIeCTBa UK
NnpnobpeTeHne nNpaBa Ha
Yy)Koe UMyLLlecTBa nyTem
obmaHa unu
3noynoTtpebneHuns
OoBepUEM»

®duHaHcoBOe
MOLUeHHUYeCTBO

CoBeplleHune
NPOTUBOMpPaBHbLIX AEUCTBUN B
chepe geHexHoro obpalleHusd
nyTem odbmaHa,
3noynoTpebneHns OoBeEpUEM U
APYrMX MaHUNynauum ¢ Lenbro
He3aKkOoHHOro oboralleHuns.
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POCCUACKAS AKATIEMMS HAPOJIHOTD XD3AACTBA m a m u cm u Ka
WTOCYAAPCTBERHOM CNVKE
PY MIPESWAIEHTE POCCHACKOR OELEPALYN

B 2015 roay B Poccun bbino coBeplueHo 38 Thicay
NpecTynieHnn  MOLLUEHHUYECKOro  XapakTepa C
NCMONb30BaHMEM cpeacTB MOOUNbHOM ¢BA3KU. PocT no
cpaBHeHuto ¢ 2014 1. — bonee 4yem Ha 50 %.

Ywepd ot nogobHbix npectynneHnin B 2015 roay
coctaBun 1,5 mnpa. pyonen.
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%&13 POCCUBICKAS AKATIEMVR HAPOIHOTD XD3A0CTBA
WIOGYLAPCTBEHHOR GNYX6bl
MPH NPE3WAEHTE POCCMACKOA GELEPALMN

<+ [lo gaHHbIM LIeHTpa MOHUTOPUHIra 1 pearMpoBaHns Ha
KOMMNbIOTEPHbIE aTakn B KpeAUTHO-hnHaHcoBOW chepe
LIB P® (FINCERT) ¢ ntoHa 2015 no man 2016 roga
3achukcmnpoBaHo donee 20 KpynHbIX KnbepaTak Ha
nnaTeXHble CUCTEMbI POCCUNCKNX BDaHKOB.

Llens MOLLEeHHUKOB: MNoxuweHo:
2,87 mnpa. pyo. > 1,37 mnpa. pyo.

<+ ExerogHble noTepn MUPOBOMN SKOHOMUKK OT KnbepaTak
BcemMupHbii 6aHK oueHmnBaet B $ 445 mnpn

1/3 BnagensueB 0aHKOBCKUX KapT B Mupe
cCTasfikmBanachb ¢ MOLUEHHUYeCTBOM 3a nocnegHue nNATb
nertr*
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(%3 PAHXuIC
ROLOWF POCCHICKS AKNTEUMR HAPOIHOMD XO3AUCTBA
ST M TOGYAAPGTBEHHOR GNYXBb
v PY MIPESWAIEHTE POCCHACKOR OELEPALYN

B 2015 rogy Cisco 3admkcupoBarno:

[ 6,6 MnH. DDoS-aTtak ]

[lo gaHHbIM «JlabopaTopun Kacnepckoro» BO BTOPOM
kBapTane 2016 r. Obinun 3acukenposaHel DDoS-aTtakn Ha 00BLEKTHI:

[ B 70-Tn cTpaHax Mupa]

B 2020 rogy Cisco nporHosnpyer:

[ 17,7 mnH. DDoS-aTak ]
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5 PAHXuI'C
POCCHACKAR AKATEMUR HAPO[IHOMD XD3AACTBA
WIOGYLAPGTBEHHOR CNYXEb
TP NPE3VAERTE POCCACKOR OELEPALIMN

B 2016 rogy rmobarnbHbIl 00beM pbIHKa

CTpaxoBaHUS KNOEpPPUCKOB OLLEHNBAETCS B
bonee yem $ 2,5 Mnpa. cTpaxoBblX cCOOPOB

[lenaptaMeHT cTpaxoBaHUA
dUHaAHCOBbLIX NUHUIA CK «ANbAHC»
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POCOUBICKAS AKACEMMR HAPOTHOTD XO3ACTBA
WTOCYAAPCTBERHOM CNVKE
PY MIPESWAIEHTE POCCHACKOR OELEPALYN

) Cmamucmuka

[To ganHbeiM HALT B 2015 rogy obbem pbiHKa
SNEeKTPOHHOU KoMmepunn B Poccuu:

781 mnpa. pyo6.

B 2016 roay:

1 TpnH. 3 mnpAa. pyo.

AHanorn4yHy TeHZeHuUuno nokasbiBatoT U gaHHble AKUAT



. %& PAHXMFC QOPMbl MOWECHRUYecmeda

VVVVVVVV U CROCOObI Muuumuwuu_

|. DHaHcoBbIe NUpaMuabl




& PARXIIC Dopmbl MOuIeHHUYECMBA
U CHOCOObI MUHUMUSAUUU PU

Il. MoweHHUuecTBO CnocoBbl MUHUMU3aLWMK PUCKOB
C UCMONb30BaHNEM

©aHKOBCKMX KapT .
+ Monb3oBaTbcA ToNbKo BaHKOMaTaMu, YCTAaHOBNEHHBIMA

e 6e3onacHbIX MecTax
a) offline: <+ BHUMaTenbHO ocMaTpueaTte GaHKOMaT, nepen ero
NCMONb30BaHUEM
» 3akpblBaTe KNaeuaTypy Npu BBOAE NWH-KO4a
* OdhopMUTE YCryry Sms-onoBeLleHNA 0 NPoBeaeHHbIX
* BaHKkomaTbl U onepayuax no KkapTe
TEPMIHanbI <+ He paBaTb cornacue Ha nony4YeHne KapTel Mo NovTe U ee
(B T chiMuir) aKTMBaLMKM No TenedoHy
* He XpaHWTb NWH-KOQ BMECTE ¢ KapToi

< Onnata B % He coofwwaTte No MOGUMNBbHBIM UK CTaUNOHaPHbBIM
MarazuHax unm TenedoHam PeKBU3UTEI KapTbl U e NUH-KOA,
pecTopaHax < OnpegennTe NMMUT CYTOYHOTO CHATUA HaNWYHbIX MO
KapTe

<+ BrokupoBaTb KapTy HEMeANeHHO B cry4Yae
yTEPW/ XNLWEHWUA



. §p PAHXUIC Tepmunonozus

CKMMMWHI* — ycTaHoBKa Ha baHKoMaTbl HELUTaTHOro
obopynoBaHNA (CKUMMEPOB), KOTOPOE MO3BOSISAET
domKkcnpoBaTb OaHHble DaHKOBCKOM KapTbl (MHdOpMaLuto
C MarHUTHOW Nosiocbl 6aHKOBCKOM KapTbl U BBOAUMbI
NUH-KOA) ANA nocneayoLwero XmeHna OeHEXHbIX
CpeacTB co cyeTa DAHKOBCKOM KapThl.

*OT aHrn. skim -
CHUMAaTb CITMBKMU




& PARXIIC Dopmbl MOuIeHHUYECM A
U CHOCOObI MUHUMUSAUUU PU

Il. MoweHHU4YecTBO
¢ MCNONb30BaAHWEM
GaHKOBCKMX KapT

CnocoBbl MUHUMW3AUMKN PUCKOB

< YCTaHOBUTD nporpammel 3alllMTbel K obecnevyeHns
BezonacHocTH KOMMNbKTEpPa B MHTERPHETE

0) online: “+ MpoBoanTb hHaHcoBbIe onepaLui ToNbKo ¢
3alMLLeHHbIX Beb-canToe

“+ He coobwarte Nnapone OcTyna K CBoOeMy CYeTY Yyepes

< WHTEpHeT- HTEPHET

MOLeHHWYeCTEa <+ Mcnonbsoeatb HadexHble Naponi
<+ 1o OKOHYaHUK FJEGDTI:I BbIXOOAWNTE U3 }I"-IE.‘THDH 3anuncu

<+ He oTBe4uaTb Ha SNeKTPOHHBIE EDDELL‘EHMH C
3anpocomM Ha naMeHeHWe nNapamMeTpoB 3allWTbl

< WMcnonb3soeatb PasHble MHCTRYMeHTRI 4NA pa3HblX
EMOOE PacC4HeTORB



% PAHXMFC QOPMbl MOWECHRUYecmeda
U Cnocoowl MUHRHUMUIAUUU D

Kak 3abnokupoBaTtb KapTy Ha npumepe UBE PP

Yepes coTpyaHUKoOB Yepes KOHTaKTHbBIN LUeHTp
otaeneHus BaHka NN KNUEHTCKYHO cnyxoy™

Yepes ceperuc MobUnbHbIA Yepes CHepBaHk-OHNaliH

BaHK
5L ) " MNoseoHuB Nno HoMepy 8-800-555-55-50; 8-800-200-37-47
[E‘é‘n‘;ﬁ;ﬁ.}n ., 3abnokuWpoBaTk KapTy Npu ee Haxow4eHU MOKET U TpeTbe NULo




Dopmblt MOUIEHH

II1. KuGepMomeHHHIECTRO
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B hHImmHT

M EHIIHAT, CMHIIHAT

® dapmmHT

M HATepHIICKHE THCHEMA

W HHTEpHET-aYKIIHOH

W 371eKTpOHHAA TOPTOBILA

M cKAHTHHABCKHH AyKIIHOH
M ceMB KOIIETBKOB

B ¢ DOMOIIBIO IUIATEKHOH CHCTEMEI
W KTHKD PO, KIHKDKSKHHT
o PAMM-cueTa

X AMNII



¢ PAHXuIC Tepmunonozus

DULWKHT (aHrn. phishing) — 3T0 TEXHONOIMMA UHTEPHET-MOLLEHHUYECTBA,
3aKn4arLlancs B Kpaxe NUYHbIX KoHduaeHUManbHbIX AaHHbIX, TaKNX
Kak naponu gocrtyna, AaHHble 6aHKOBCKUX U MOEHTUMDUKALMOHHBIX KapT,
NocCpeacTBOM cnaMepCKOW pacChbifiKM UK NOYTOBbLIX YEPBEN.
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—‘%tn POCOUBICHA
= 4 wrocypn
PH MPE3IN

rc Dopmbl MmouieHHuUUeCmea
| U cnocoobl MUHUMUIAUUU PUC

Cnoco6bl MUHUMU3ALUK

lll. KnubepmoLueHHNYeCTBO
pPUCKOB

<+ [N1poABNATb OCTOPOXHOCTh

<+ 3acTpaxoBaTtb KapTy OT puUcka
MOLLEHHNUYECTBA

a) [NoyToBbIV < lcnonb3oBaTtb pa3HblE
MHCTPYMEHTHBI ONA pa3HbIX
BUOOB Pac4yeToB

6) OHMaitHOBbI < Mlcnonb3oBaTb MeToL
MHOrogoaKkTopHOW
ayTeHTUPUKaLmm

QOULLNHT

B) KOMOMHMPOBaHHbIN
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POGCWACKAS AKATEMMS HAPOTIHOMO X033ACTBA
WTOGYLAPGTBEHHOR CNYXEbl
TIPH MPESWNEHTE POCCHACKOR CELEPALYIN

BULLWHI (aHrm. vishing) — 3TO TEXHOMNOIMNA UHTEPHET-
MOLLEHHNYECTBa, 3aKnyarLlasaca B UCNONb3OBaHUN
aBToHabupartenem n BO3MOXXHOCTEN UHTEPHET-TeNeoHNN
0N KpaXn NUYHbIX KOHUAEHUNANbHbIX OaHHbIX, TakKuUX
KaK naponu goctyna, Homepa 6aHKOBCKUX U
NOEHTUPUKALMNOHHBIX KapT U T.4.

CMULIMHI — 3TO BUA MOLWIEHHNYECTBA, NPU KOTOPOM
nonb3oeatenb nonydaetr CMC-coobLleHune, B KOTOPOM C BUAY
HageXHbIV OTNpPaBUTENb MPOCUT yKasaTb KaKy-nnbo LEHHY0
nepcoHanbHYy NHhopMaLno (HanpUMep, Naponb NN gaHHbIE
KpeauTHoun KapTbl). CMULWKHI NpeacTasnaeT cobon nogobue
domwmHra, npy KOTOPOM MOLLEHHUKAMU C TOMN Xe Lenblo

PacCblTakoT SNEKTPOHHDbIE NMNCbMa.




QOPMbl MOWECHRUYecmeda
U Cnocoowl MURUMU3IAUUU PpUC

lll. KnubepmolleHHU4YeCTBO CnocoObl MUHUMU3ALUU PUCKOB

<* BHMMaTenbHO N3Yy4UTb NpaBuia ©e3onacHoro
NCrnonb30BaHNA DaHKOBCKOW KapTbl

<+ He coobLllaTtb HUKOMY, B TOM 4Yucne
COTPYAHWKY DaHKa, Balln NepcoHalbHbIe
AaHHble N AaHHble DaHKOBCKOW KapThl;

BULLINHT

< [1pn BO3HMKHOBEHUWN (haKTa MOLLUEHHUYECTBA
obpaTnTbCA B Ballle oTAeneHne 6aHka

<+ B cny4vae HeobxogumocTKn 3abnokupoBaTth
KapTy
<+ He 3BOHUTb N0 NpeanoXeHHOMY B CMC

HOoMepy Tened)oHa Nno Bonpocam
O0e30nacHOCTK BalLel KapTbl

CMWULLNHT




Tepmunonozus

@apmuHr (adrn. pharming) — bonee npoaBUHYyTas
Bepcua oULLNHIA, 3aKnoYarLladaca B nepeBoae

nonb3oBarenen Ha dpanbLlNBbIA BED-CAUT U Kpaxe
KOHMAeHUManbHON UHOPMaLNN.
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U Cnocoowl MURUMU3IAUUU PpUC

lll. KubepmoleHHU4YeCcTBO

dapmunr

Cnocobbl MUHUMU3ALWUKN PUCKOB

YcTaHoBKa aHTUBUPYCHOW
nporpamMmbi

YcTaHoBKa 0oOHOBNEHUNM OT
npoussogutenen MO un
nocTaBLUMKa YCryr UHTEpPHETA.

[TpoBepka url

[TpoBepka nsmeHeHus agpeca http
Ha https npn nepexone Ha cTpaHUUy
onnartbl
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POCCHACKAR AKAIEMIR HAPO[JHOMD XO3ANCTBA
WrOGYQAPGTREHHOR CNYXEbI
TP MPESIEHTE POCCUIRGKOR DEEPALLIN

P

Tepmunonozu

«Hurepmnckme nucemar» (anrn. «Nigerianscam») — 3NeKTPOHHOE
NMUCbMO C NPOoCcLOON 0 MOMOLLKM B NepeBode KPYNHOWU AEHEXHOM CYMMBb,
n3 kotopont 20-30% OOIMKHO NONy4YuUTb NULLO, NMPeaoCcTaBNArLLEeEe CYET.
[Tpy 3TOM Nony4yaTtento Heobxoanmo cpoyHo 6-10 Teicay gonnapos CLLUA
OTNPaBUTb NO CUCTEME 3MEKTPOHHbLIX Nnarexen no TpeboBaHU
agBoKarTa.

Kak pasHOBUAHOCTb UCMNONMb3YeTCA pacchlifika O BbIrOAHOM
KanutanoBnoXXeHUn U1 YCTPOUCTBE Ha BbICOKOOMTaynBaemyro pabdorTy,
nonyyeHUn HacnegcTsa UMK UHbIX cnocobax ObicTporo oboralleHna npu
YCMOBUM COBEpPLUEHNA NpeaBapuUTENbHbIX NNaTexen.

B nepepope:
Mackoc Abrams i~

OT: "Mrs. Olga Patarkatsishvili"
Tema: Re Greetings From Mrs. Olga Patarkatsishwili Mepesscty CoIaaTs NPABUMNG COOACTES NHCHMA rpaTis A
MpwBeET 13 Mpy3un

= 2 AESSSTTE
MpvEETCTEY0 Bac BO MMA rocnogHe. Sl miccie Onera NaTapkaumiuennt, BAOER NOKOAHOMo SoraeMs!
TPYIMHCKOTD MarHaTa MUCTEPa 5anpu NarapsauMWBUiKN. Y MEH: ECTH A€N0B0€ NPEANOKEHN 5 o nan refe 370 MHCEMO MECALL HA3AM, HO A HE YBEPEN, BCNH Bb NONYUHNM r0, KaK 5

KOTOpOe NPpUHeceT SaIZy ¥ BaMm, U MHe. S Npraunio Bam danbHenuwyro whopmaipio, Korga HE CNbiLL&N OT Bac, ¥ 3TO RBNAETCA NPHYMHON, 8 nosTopHoR ero. A Nappw Ekpoma
nony4y B3l OTBET. M3 COOBPARSHUEA 02830NACHOCTH S BAC CYEHE NPOLWY NHCATH MHE TONEKD nuynsii agsoxaT, yTo6bi NOKORHLIA r-H Adema S . GH3HEC 1 NOCTasW MK

MOM 4acTHbIN SNEKTROHHBI aapec. XMMUNECKHX BELLIECTE / MACNO KOMCYNbLTANT, KOTOPLIA YMEp BMECTe ¢ ero
HENOCPEACTBEHHBIM CeMbH B cTpawHo#n AT 26-ro anpens 2007 rona. Xpaxnexsne

MANTE MHe: ZZrmrmssrsesasssmees, ) 4rofsl yaHaTe Canewe o0 3ToM NpoerTe KkonuuecTso gonnapos CLUA 13.580.000. 00 mnH, Gu1n 06R3aH BuiTe Nnpouece nepeaaum
Ha BalLe UMA, CNeAoBaTenNs+0. f§ CBA3ANCA C Bamu. ECTh npocsda CBRIATLCA CO MHOR

Cnacuto 3a noHuMaHne. Yepes3 MOErC YacTHOro anpec 3INEKTPOHHOW NoYTel: madiocbramsat law@gomail.com kax

MOXHO CKOpee NPeacTasnTs JONONKUTENEHEIE PA3BLACHEHUA N0 3ITOMY BONPOCY.
YICKDSHHE sawa.

Muccue Onera MNaTaprayuiusnem C UCKPEHHWM YBKEHUEM
Madioc ASpamc,



¢0prl MOWECHRUYecmeda

U Cnocoowl MUHRUMUIAUUU DU
lll. KnbepmolleHHU4YeCTBO CnocoObl MUHUMKU3ALUU PUCKOB
<+ YCTaHOBUTb daHTUCMaMepcKue
nporpamMmbi
«Hwurepumnckue 2 KpUTMYECKIN OTHOCUTLCA K
MACBMa» NPeanoXeHnsam nonyyYeHnsa ObIcTPoro u

HeobocHOBaHHOro goxoaa

“» T1oNy4nTb KOHCYNbLTaLU0 SKCNEPTOB B
obnacTu (hbMHaHCOBOro MOLLEHHUYECTBa

<+ [NposBNATL OCMOTPUTENBHOCTL NPU
MPUHATUN ObICTPLIX PUHAHCOBBIX
peLLeHni



¢%y PAHXwuIC
%vﬁ POCCMACKAS AKATEMUR HAPO[IHOMD XD3AACTBA
m WIOCYAAPCTBEHHOR CNVXEb

PY MIPESWAIEHTE POCCHACKOR OELEPALYN

¢0prl MOWECHRUYecmeda

U Cnocoowl MUHUMUIAUUU pUC

lll. KnubepmolleHHU4YeCTBO

VIHTEepHET-ayKLUMOH

OneKTpoHHasA TOProBns

CKaHOWHaBCKUIA ayKLUMOH

CeMb KoLlenbKoB

C nomMoLlbo NaTexHou
CUCTEMBI

CnocoObl MUHUMU3ALUU PUCKOB

[Tonb3ynTech NpoBEpPEHHbLIMUA
MUPOBBLIMW U POCCUNCKUMU TOPTOBbLIMU
nnowlagkamu

3akroyanTe caenky TonbKo Yepes
BblOpaHHy noLlaaky

TpebyiTe MakcumanbHO NMOMHON
NHopMaL 1 o NpoaasLe OeLeBoro
ToBapa

[10 BO3MOXHOCTW OMnnadynsaiite ToBap
no chakTy ero nony4yeHus




{ Mowiennuuecmeo c PayPaI*

1 2
Bel pasmecTinun obeseneHue |

MoweHHWK BeIcEINaeT Bam nucemo
cnp O)XEHWEM KYyNUTb TOBap,

O npojaxe WHorga 3a bonblUyo UeHY U He AnA cebq
4
3 Bel npocuTe nepesecTu MolueHHMK NpocKT Bac yKka3aTb afpec,
OEHBMN 3aperncTpupoBaHHeln B PayPal u

rOBOPWUT YTO BbiCMNan AeHbru TyAa, HO OHU

5 noABATCA Ha cuyéTe B PayPal, korga Bol
K Bam NPUXoQNT NUCbMO, BEBEOETE HOMEDP MNOYTOBONO OTNpaBneHnA

noxoxee Ha PayPal
6

Bbl oTnpaenseTe ToBap
1 BEBOAWTE HOMEp OTMNpaBMeHNS
B YKa3aHHYK B NUCbME CTpaHuLy

ToBapa y Bac HeT. [NpeTeH3nn BbICTaBNATb HEKOMY

"PayPal - kpynHelwana aebeToBana aNeKTPoOHHaA NnaTéxHas cuctema
AHanoru B P®: AHpekc.JeHern, WebMoney
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POCOMICKAR AKATEMMR HAPOHON X039ACTBA
WTOGYLAPGTBEHHOR CNYXEbl
TIPH MPESWNEHTE POCCHACKOR CELEPALYIN

Knukdbpon (ot aurn. click fraud) — oguH U3 BUOOB

CETEBOrNo MOLLUEHHMYECTBA, NpeacTasnAaLwniM cobon obmMmaHHbIe
KNMWKWU Ha peKNamMHYyH CCbINKY NMULOM, HE 3aUHTEpPECOBaHHbIM B

peknamMHoM o6bABNeHNU. MoXeT oCcyLLECTBNATLCA C MOMOLLIbH

aBTOMaTU3NpPOBaHHbIX CKPUNTOB WUNK nporpamMmm, MMUTUPYHLLMX
KNMWK nonb3oBaTensa no peknamHbiM obbAaneHuam Pay per click.

KnukmxekuHr (o1 aHr. clickjacking) mexaHuam obMmaHa
nonb3oBaTenel MHTEPHETA, NPU KOTOPOM 3N0OYMbILLNEHHUK MOXET
NoNy4YnTb OOCTYN K KoOHdUAeHUWanbHOW MHOpMaUUU UNK Jaxe
NONy4YnTh OOCTYN K KOMMNBIOTERY Nonb3oBaTeNnd, 3aMaHUB ero

Ha BHelLHe De300UaHYK CTpaHuuy Unu BHEOPWUB BPeOOHOCHbIW Ko
Ha Be3onacHy cTpaHuuy.
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POCOUBICKAR AKATEMMR HAPOJHOTD XO39ACTBA
WTOCYAAPCTBERHOM CNVKE
PY MIPESWAIEHTE POCCHACKOR OELEPALYN

Buabl Knukdgpoaa

TexXHn4yeckKue Knukun KNnUKn
KIMUKKN peknamoaarenemu KOHKYpPEeHTOB

KNWKKU CO CTOPOHBI
HedoOpoCcoOBeCTHbLIX
BeO-MacTepoB



("3 PAHXuIC
LW POCONICKA AKNIEMIR HAPOLHOMO XOSARCTBA
AT WTOGYNAPGTBEHHOR CNYXGbI
v NP NPEIWIEHTE POCCUACKOR ©ELEPALIN

PAMM-cueTa (ot aHrn. Percent Allocation Management Module
— MoAynb yrnpaeneHnsa NPOLUEHTHbIM pacnpeaeneHnem) —
cneynduYHbIn MexaHnam yHKLNOHNPOBAHNA TOProBOro CHETa,
TEXHUYECKM ynpoLlarLni npoLecc nepegadm cpeacTs Ha
TOProBOM CYETE B OOBEPUTENBHOE yNpasneHune BbidpaHHOMY
OOBEPEHHOMY ynpaBnaLWeMy Ana NpoBeaeHUa onepaunn Ha
dounHaHCOBbIX pbIHKaX.

WHBECTUPOBAHKE

B [IAMM

C ropoHTunMM

SRS Sa 3 |




¢y PAHXuIC
ROLOWF POCCHICKS AKNTEUMR HAPOIHOMD XO3AUCTBA
ST W IOGYLAPCTBEHHOR CNVXEHI
T1P¥ NIPESWIEHTE POCCHACKOR GEREPALMN

Tepmunonozus

Xawun (aHrn. HYIP, High yield investment program) — aTo
BbICOKOAOXOAHAA WMHBECTULIMOHHAA NporpamMmma, Kanutan

KOTOpOWN hopMUPYETCA U3 BZHOCOB NONb30BaTENEN CETH
NHTEpPHET.

LR R R L S, W R, A T —— ——— _ . —
Sow mOMEN

BALUA CTATHCTHKA

DA I T EATE L L l‘

BHAAJIbI W BBINNATGI
04 5 2338

8 CENUBETUS




%@ PAHXMFC @OPMbl MOWECHRUYecmeda
U Cnocoowl MUHRUMUIAUUU DU

lll. KnéepmMmolleHHNU4YECTBO Cnocobbl MUHUMU3ALUU PUCKOB

< [1pOBECTU «TECTOBbLIN PEXUM» y4acTUA
B Xaln-npoekrte

) <+ AHanuanposaTb MHJOpMaLINO CalTOB-
Xaun MOHUTOPWHIOB 1 (hOPYMOB,
OCBellatLLX cCOCTOAHNE aen no
NHTEPECYIOLLIEMY BaAC Xanmn-npoekxTy
< PacnpenenaTb JeHexHble cpeacTaa
MeXay HeCKONMbKUMU Xxaln-npoekTamu

<+ He nHBecTMpoBaTh 3aeMHble cpeacTBa

%+ He nHBecTUpOBaTh «MNOCNEAHNE
NEeHbIM»



FOLLET POCOWICK AKALEMVR HAPOTH
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SOTWE W TOCY[LAPGTBENHOM CNVXGEb

: TIPY MPE3UIEHTE POCCHACKO!

o XOA0CTEA
A SEAEPALMI

CoBpeMeHHble TeHAeHUUN B
KubepmoLleHHNYecTBe

CouunanbHoe MaHUNynMpoBaHue (coluarnbHas
VHXXeHepUsi) 3TO MeTO ynpaBneHus AeNCTBUSMU
YyernoBeka, OCHOBaHHbI Ha UCMOMb30BaHUN €10

crnabocTen u NHOUBWAYAJIbHbIX OCODEHHOCTEN.

TexHudeckas 1 TexHonormyeckas MHppacTpyKTypa
MCNONb3YeTCH TONbKO ANisi obecnevyeHns KOHTaKTa.




QOPMbl MOWECHRUYecmeda
U Cnocoowl MURUMU3IAUUU PpUC

V. MoLlueHHn4YyecTBO

Cnocodbbl MMHUMU3ALWUN PUCKOB
B COLMaNbHbIX CETAX Ui p

2 MpoaBnATb AOMKHYHO

CeTeBble JOMYLUHUKHU OCMOTPUTENBHOCTbL MpU
BblKITaAblBAHUN B CETb JINYHbIX
NaHHbIX

NHTepHeT-yroHLMNKN <+ OrpaHn4nTb JOCTYM

HE3HaAKOMbIX Ntoaen K
NHbopmaLuK, NoTeHUNanbHO

WHTEPECHON AN MOLIEHHNKOB
CeTeBble rpaburenu

<+ He nybnukoBaTtb «ropayvyro»
MHopmaLmo, HaxooAch B
oTnycKe
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LT POCONICK AKATEWR HAPOTIOTD XOJAICTBA
s W IOGYLAPCTBEHHOR CNVXEHI
PY MIPESWAIEHTE POCCHACKOR OELEPALYN

V. /lpyaue euowi
unancosozo mousennuecmaa

PUHaHcoOBOE

MOLLeHHU4YeCTBO

Cnocobbl MUHUMU3ALIUK PUCKOB

- ObmeH BantoThl

- CDBepLIJaTb BaNtOTHO-OOMEHHbIe onepauun B baHKax;

- MUHMMIN3NPOBaTh AaHHble onepaLlu B 0OMEHHbIX
MYHKTax;

- bbITb BHUMATENbBHbLIM, TaK KaK KYpc MOXeET ObITb YKa3aH
0e3 yyeTta Komuccuu, OO BbIrOOHLIM OH ABNAETCA
UCKNOYUTENBHO Npy 0OMeHe o4yeHb DONbLUNX CYMM:;

- Bcerga nepecyntbiBaTh JEHEXHYKO CYMMY.

- HeneranbHble KpeauThbl

- 3yynTb odpuUnanbHy MHpopMaLno 0 KOMIaHUK
(PEKBU3UTLI, OPUANYECKUIA N haKTUYECKUA afpec) ;

- NPOBEPUTL Hanu4ne MHdopmaunm 0 PUHaAHCOBON

KOMMaHWK Ha cailTe Hag3opHoro opraHa — LUb PO;

- [1ocMOTpeTh 0T3bIBbl O KOMNAHUU B HE3AaBUCUMbIX

bnorax n coynanbHbIX CETSX.




G PAHKNTG V. /lpyaue euowi
¢punancosozo mowiennuuec

HeneraarHreie
bpaunsie adepsl Pasnomxaurenn
a3apTHBIE UTPBI

Maxunanmu c
apeH/I0M/TIOKYTIKOH
HEJIBHKHMOCTH HIIH

aBTOMOOHIIEH

Hcnonp3oBanue qYKHX
IacCIiopToB JJIA
COMHHUTCJIBHBIX CICJIIOK




¢y PAHXul -
%% W"c 4 COBpeMeH HbIN ONbIT
3aKoHoaaTesibHOU OopLOLI
\___C (bMHAHCOBbIM MOLUEHHU

YronoBHoe 3akoHoOaTeNbCTBO MHOIMMX 3apy0eXHbIX
CTpaH MMeET ClieunalibHble HOPMbI, NOCBALLEHHDbIE
YroroBHOW OTBETCTBEHHOCTU 3a MOLLUEHHUYECTBO.
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POCCHACKAS AKALEMVR HAPOZHOD XO3ARCTBA
M TOCYQAPCTBEHHOR CNYMKBH
IPY TIPESWTIETE POCCUACKDN QEMEPALIHH

4 - N
CoBpeMeHHbIN onbIT

3aKoHoaaTeNbHOU OOpPLOLI

f CbVIHaHCOBbIM MOLIJGHHVI‘“

OcoBeHHOCTbIO POCCUINCKOrO 3aKOHOAaTENbCTBa ABMNAETCS TO,
YTO B HEM HeT cneuuanbHbIX HOPM MO NPOTUBOAENCTBUIO
¢hHaHCOBOMY MOLLEHHUYECTBY

lTpad

OguvH
Wnu rpynnowu nuy

“» WcnpaButenbHole paboThl
<+ [NpuHygUTEnbHbIE paboTamu

Ctatbsa 159 YK PO moLieHHU4YecTBO

< OrpaHnyeHne ceoboabl
< ApecT
<+ JlnweHne cesobobl

MOLUEHHMYECTBO C HEOBUKMMOCTBIO
N B chepe npeanpuHMMaTEeNnbCKON
LEeATENbHOCTH

C ncnonb3soBaHNeEM
CNyXebHoro NonoxeHus
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M TOCYQAPCTBEHHOR CNYMKBH
IPY TIPESWTIETE POCCUACKDN QEMEPALIHH
C

3aKoHoaaTesribHOU OOopLOLI

¢ (houHaHCOBbLIM MOLUEHHUY
N '

Ctatesa 159.1 YK P® MoweHHU4YeCTBO B chepe KpeOAUTOBAHMUA

Ctatea 159.2 YK P® MolweHHUYeCTBO NPU NONy4YeHUU BbINNaT

Ctatesa 159.3 YK P® MolweHHNYeCTBO C UCNONMb30OBaHUEM NMaTeXHbIX KapT

CtateAa 159.5 YK P® MoweHHUYecTBO B chepe cTpaxoBaHUA

Ctates 159.6 YK P® MoweHHMUYecTBO B cthepe KOMNbOTEPHOU UHhopMaLUK



PAHXuIC

POCCUNCKAS AKATEMIA HAPOHOMO X03ANCTBA
WTOCYQAPCTBEHHOW CNYXGBHI
MPW NPE3WAEHTE POCCUACKON GEAEPALIMN

Cnacnbo 3a BHMMaHue!



