I/qubopmauuonnaﬂ namMAmKa 01 HeCo6epuIeéHHOoIenHux no 6onpocam Kuﬁepﬁesonacnocmu
6 cemu «Humepuem»

Komnvromepnwie eupycot

KommerotepHslii  BUpyc - 3TO  Pa3HOBUAHOCTh  KOMIBIOTEPHBIX  MPOTPAMM,
OTJIMYUTENFHOH  OCOOEGHHOCTBIO ~ KOTOPOW  SIBISIETCS  CHOCOOHOCTh K Pa3MHOXKEHUIO
(xonmupoBaHuio). B nomonHeHwe K 3TOMY, BHPYCHl MOTYT MOBPEIUTh WM TOJHOCTBHIO
YHUYTOXXUTH Bce (Dailiibl M JaHHBIC, TOJKOHTPOJBHBIE MOJIb30BATENI0, OT IMEHU KOTOPOTo ObLiIa
3alylleHa 3apax€HHas IporpaMMa, a TakKe MOBPEIUTh WIH JAaKe YHUUTOXXKUTH ONEPallHOHHYIO
cucTeMy co BceMu (aitamu B 1eiaoM. B OONBIIMHCTBE CllydaeB pacHpOCTPAHAIOTCS BUPYCHI
yepe3 UHTEpHET.

Memooul 3auiumul 0m 6pPEOOHOCHBIX RPOZDAMM.:

L Hcnone3yil cCOBpeMEHHbBIE OIEpallMOHHBIE CUCTEMbl, MMEIOIINE CEephE3HBIH YPOBEHb
3alllUThl OT BPEJOHOCHBIX POTpamm;
2 [TocrossHHO ycTaHaBnuBail matuu (UGpPOBBIE 3aIllJIaTKH, KOTOPbIE aBTOMATHUYECKU

YCTAHABJIMBAIOTCS C IENbI0  J0pabOTKM MpOorpaMMbl) ¥ JPYrHe OOHOBJICHUS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJBKO ¢ ounuaibHoro caita pazpadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE MO/ MpaBaMU MOJIb30BaTEN, a HE aIMUHUCTpATOpa. ITO
HE TIO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM MHCTAJUIMPOBAThCS HA TBOEM
MEPCOHAIILHOM KOMIIBIOTEPE;

4, Hcnonb3yil aHTUBHPYCHBIE NPOrPaMMHBIE IPOAYKTHI HM3BECTHBIX NPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb GpU3HUECKUI JOCTYI K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIHII;

6. Vcnonp3yil BHeLIHHE HOCUTENU MH(OpMAIMM, TakMe Kak (ielka, TUcK Ui (aiin u3
WHTepHeTa, TOIBKO U3 IPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbIBaii KOMIbIOTEPHBIE (aiiiibl, HOIYyYEHHbIE U3 HEHAJEKHBIX UICTOUHUKOB. Jlaxe

Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y HEro, OTIPAaBJISL JIU OH TeOe uX.
Cemu WI-Fi

C nomonipro WI-Fi MOXXHO mOJTy4nTh OECIUIATHBIH WHTEPHET-IOCTYI B OOIIECTBEHHBIX
MecTax: Kade, OTeNsX, TOPrOBBIX ILIEHTpax U a3poroprax. Tak ke SBIsSeTCSs OTIMYHON
BO3MOXKHOCTBIO BbIxoJa B IHTepHeT. Ho MHOTHE 3KCTepThl CUMTAIOT, 4To 00meaocTynubie WI-
Fi cetu He sBIsIIOTCS GE30MIACHBIMHU.

Cogemul no d6ezonacnocmu padomot 8 0ouiedocmynnvix cemsax WI-Fi

L He nepenagaii coro nuunyro nHbopmMaimio yepe3 odmenocrynubie WI-Fi cetu. Paboras
B HHX, JKEJIaTEIbHO HE BBOJUTH MAPOJIU JIOCTYIIA, JIOTUHBI U KAKUE-TO HOMEPa,

2 Hcnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE MporpamMMmbl U OpaHamaysp. Tem cambIM Tbl
obe3omacuib ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPOHCTBO;

3. [lpu wucnonws3oBanmu WI-Fi orkmoun ¢yskmmio «O0mwmit moctyn k ¢aitmam u
npuHTepam». JlaHHas QYHKIOWS 3aKphITa MO YMONYAHHWIO, OJHAKO HEKOTOPBIE ITOJIb30BaTEIN
aKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe uiu yueoe;

4. He wcnone3yit myonuunbiii WI-Fi i nepenayn JTUYHBIX JaHHBIX, HApUMeEp, VIS
BBIX0/1a B COLIMAJIBHBIE CETU WX B AJIEKTPOHHYIO IIOUTY;
5. Hcnone3yit TonbKO 3ammiieHHoe coenuHenue depe3 HTTPS, a me HTTP, T.e. mpu

Habope BeO-anpeca BBoau uMeHHO «https://»;



6. B Mo6uisHOM Tenedone otkimroun ¢pynknuo «[loakmouenue k WI-Fi aBTomatudecku».
He momyckait aBTOMaTHUECKOTO MOAKIIOYeHHs ycTpoiicTBa K cetssm WI-Fi 6e3 TBoero cormacus.

Coyuanvusle cemu

CoumanpHass CeTh - O3TO CaWT, KOTOPHIM MPEIOCTABISAET BO3MOXKHOCTH JIFOJSAM
OCYLIECTBIIATh OOIEHHE MEXITY co00i B MHTepHeTe. Yalie Bcero B HUX Ul KaKAO0TO YeIOBEKa
BBIJICTSIETCS. CBOS JIMYHAS CTPaHWYKa, HAa KOTOPOHM OH YKa3blBaeT O cebe pasndHylo
uHpOpPMaLIMIO, HAYMHASA OT UMEHH, (paMuiInK M 3aKaH4YMBast JMYHBIMU (QoTorpadusmu. MHorue
H0JIb30BATEIHN HE MOHMUMAIOT, YTO HH(POPMAIHS, pa3MEICHHAs MU B COIUATIBHBIX CETSIX, MOXKET
ObITh HaliJleHa M HUCIOJb30BaHA KEM YroJHO, B TOM 4YHCIE HE O00s3aTeabHO ¢ OJIaruMu
HaMEpEHHSIMU.

OcHogHble cogembl N0 0€30NACHOCHU 8 COUUASIbHBIX CCMAX:

L Orpannub CHHCOK Apy3ei. Y TeOs B JAPY3bSIX HE JOJDKHO OBITh CIyY4alHBIX |
HE3HAKOMBIX JIFOJICH;
2 3amuiaii cBOK YacTHYIO KU3Hb. He yka3biBail maposu, TenedoHsl, aapeca, 1aTy TBOETO

POXACHUS W JAPYTYIO JIMYHYI0 HH(OpMAIHIO. 3JO0YMBIIICHHUKA MOTYT HCIOJIb30BAaTh JIaxke
UH(OPMAILIMIO O TOM, KaK Thl U TBOU POJIUTEINHN TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuInaii CBOIO PEIyTAIHIO - IEP’KU €€ B YUCTOTE U 3a/1aBail cede BOIpOC: XOTes ObI THI,
4yTOOBl JIpyrHe MOJIb30BATE€IN BHJIENH, YTO Thl 3arpyxkaemis? llogymail, mpexae 4yeM 4YTO-TO
OITyOJIMKOBATh, HAMCATh U 3aIPy3UTh;

4. Eciu Tl TOBOPHIIIB C JTFOIbMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3YH CBOE peaibHOE UMS U
JPYTyI0 JTUYHYIO HHGOPMAIIMU: UM, MECTO JKUTEILCTBA, MECTO Y4eOBbl U MpoYee;

5. N3beraii pazmerienus pororpaduii B HTEpHETE, TI¢ THI H300pa)keH Ha MECTHOCTH, IO
KOTOPOW MOYKHO OIPECIUTh TBOS MECTOIOJIOKCHHUE;

6. ITpu perucTpanu B COIHUATBHON CETH HEOOXOJMMO HCIIOJIb30BaTh CIOKHBIC MApOJIH,
cocrosue U3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEE §;

7. JInst colManbHOM CETH, MOYThl U APYTHX CANTOB HEOOXOIMMO HCIOJIb30BaTh pPa3HbIC

naposu. Toraa eciu Te€0s B3IOMAIOT, TO 3J0YMBIIUIEHHUKU MOIYy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

ieKmponnvle 0eHb2U

DNEeKTPOHHBIE JAEHbI'M— 3TO OYEHb YJIOOHBIH CHOCOO MIIaTeXei, 0JHaKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

ONEKTPOHHBIE JEHBIW MOSBUINCH COBCEM HENABHO M MMEHHO H3-3a 3TOrO0 BO MHOTHX
rocyapcTBax /10 CUX MOpP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHM GYHKIMOHUPYIOT M O HUX YK€ IPOMMCAaHO B 3aKOHE, TJIE€ UX Pa3JeIsioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMHBIE. Pa3HUIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pas3peliaercss MpOBOJAUTH oOmepanuu 0e3 HAEHTHU(PHUKALUK MOJb30BaTeNsl, a B HE
AQHOHMMHBIX UICHTU(DUKAIINY [T0JIb30BATENS SIBISIETCS 00s13aTENIbHOI.

Taxoke cienyer pa3nuyarh 3JEKTPOHHBIE (pUaTHBIE JEHBIM (PaBHBI TOCYAApCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHbBIE HEPHUATHBIE IEHbI'M (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

Ocnoegnble cogenvl no 0e30nacHoll paoome ¢ 31eKMPOHHIMIU OCHb2AMU:

L. [TpuBsku K cyeTy MOOWIBHBIN TenedoH. DTO caMmblii yIOOHBIH M OBICTPBIA CcrOCO0
BOCCTAHOBUTh JOCTYN K cuery. [lpuBsizanHblii TenedoH mNOMOXeET, eciu 3alynemb CBOM
MJIATEKHBINA MAPOJIb UM 3aiAeIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;



2, Hcnonb3yit ogHopas3oBbie naponu. [locie mepexoa Ha yCUIICHHYIO aBTOpU3aLUIo Tebe
y’Ke He OyAeT yrpokaTh OaCHOCTh Kpa)ky WJIM TepexBaTa IJIaTeKHOI0 Maposis;

3. Bribepu cnoxusliit mapoiib. [IpectynmHukam OyeT He MPOCTO yrajaTh CIOKHBIA MapoJb.
HapnexHble naposu — 3T0 NapoJiu, KOTOPbIE COAEpKAT HE MEHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIC U TIPONMHUCHBIC OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB, TaKME KaK 3HaK J0JuIapa,
¢dbyHTa, BOCKIHIIATENIbHBIN 3HaK U T.11. Hampumep, StRONQ!;;

4. He BBOIM cBOM JIMYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE TOBEPSCLIb.

dnekmpounas nouma

DNEeKTpPOHHAs [OYTa— 3TO TEXHOJIOTUS U MPEAOCTABIISIEMbIE €10 YCIYTH 10 MEPECHUIKE U
MOJIYUYCHHUIO JJIEKTPOHHBIX COOOILICHHM, KOTOpBIE paCHpelesiioTcs B KOMIBIOTEPHOH ceTu.
O6b1uHO JJIEKTPOHHBIN IIOYTOBBIN SILLAK BBITJIS AT CJIEIYIOLUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme Iepeaud MpPOCTOro TEKCTa, HMEeeTCs
BO3MOXKHOCTb IepeiaBaTh (paiibl.

OcHoegHnble cogentvl no He30nacHoll padome ¢ I1eKMPOHHOU NOYMOTL:

1 Hano BBIOpaTh mpaBWIBHBINA MOYTOBEIM cepBuc. B MHTEpHETE €cTh OrpOMHBINA BHIOOD
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydlle JOBEPSATh TE€M, KOro 3HAellb U KTO IEpBbIi B
peuTHHrE;

2. He ykaspiBaili B nuyHOM moure JuuHyro HHpopmanuio. Hampumep, nydiie BbIOpaTh
«My3BIKaIbHBINA __ (aHaT@» uinn «pok2013» BmecTo «Tema 13»;

3. Hcnonb3yil IByX3TalHyH aBTOPU3ALMIO. DTO KOI/la IOMUMO Hapojisi HYKHO BBOAMTH
KOJI, IpUchlIacMbiil 1o SMS;

4, BeiOepu cioxHbIil maposb. s Kaxaoro mHOYTOBOrO SIUKA JOJDKEH ObITh CBOMU
HaJICKHBIH, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXKHOCTH HalucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HMCIOJIB3YH 3Ty
BO3MOYKHOCTH;

6. Hcnonb3yil HECKOJBKO MOYTOBBIX SAIIMKOB. I[lepBBI JUIsi 4acTHOM MEpernucKu ¢

azjpecaTamMH, KOTOPBIM Thl JOBEpselIb. JTO 3JIEKTPOHHBIM aapec HE HaJ0 HCIIOJIb30BaTh NPHU
peructpanuu Ha Gopymax u caiTax;

7. He otkpriBaii ¢aitsibl U Ipyrue BIOKEHHs B MHUCbMax JaXke €CJIM OHU IPUIIUIM OT TBOUX
npys3eil. Jlydine yTo4HH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (aifibl;
8. [Tocne okoH4yaHusI pabOTHI Ha MOYTOBOM CEPBHCE MEPEN 3aKPHITHEM BKJIAJKH C CAaHTOM

He 3a0y/b HaKaTh Ha «BBIATHY.

Kubepoyanunz unu eupmyaivbrnoe u3zoeeameiibcmeo

KI/I6ep6yJ'I.TII/IHF — HIpeCiIcIOBAHUC COO6H_ICHI/I${MI/I, COACPpIKAIIUMU OCKOp6J’ICHI/I$I,
arpeCCuro, 3amyruBaHucC,; XyJIUTraHCTBO, COIIMAJIBHOC 60fIKOTHpOBaHH€ C MIOMOMIBIO Pa3JIUYHBIX
HHTCPHET-CCPBUCOB.

OcHogrble cogemvl no 00pbde ¢ KubepoyIIunzZom:

L He Opocaiics B 60ii. Jlydmumii cioco0: mocoBeToBaThCs Kak ce0st BECTH U, €CJIU HET TOTO,
K KOMY MOXHO O6paTI/ITBCSI, TO BHa4aJI€ YCIIOKOUTHCA. Ecan TH HayHEmsL OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKellb KOH(IUKT;

2, VYmpasinsii cBoeil kubeppenyTanuei;

3. AHOHUMHOCTH B ceTh MHHMMas. CyIIecTBYIOT CHOCOOBI BBIACHUTb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;



4. He crout Bectn Xynuranckuid o0pa3 BUPTyalbHOW XM3HU. VIHTepHET (ukcupyer Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y TAIUTh UX OyAET KpaitHe 3aTpyIHUTEILHO;

5. Benu ce0st Be3KIIUBO;

6. Urnopupyit enuHuuHbii HeratuB. OIHOPa30BbIE OCKOPOUTEIbHBIE COOOIICHUS JTy4Ylle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSIMHU, B COI[MAIBHBIX
CeTSAX €CTh BO3MOXHOCTH OJIOKUPOBKM OTIPABKH COOOIICHHI C ONPEeICHHBIX aPECOB;

8. Eciu T1b1  cBugerens kuOepOyiumHra. TBou  [NEHCTBUS:  BBICTYIUTh IPOTUB
IIpecieioBaTens, MoKa3aTb €My, YTO €ro JACHCTBHs OLEHUBAIOTCA HETaTUBHO, INOIJIEPKATh
KEPTBY, KOTOpPOM HYXKHA IICUXOJOTHMYECKas IOMOIlb, COOOLIUTH B3pOCIbIM O dakre
arpecCUBHOIO IOBEJCHUS B CETH.

Moobunvnstit menegon

CoBpemenHble cMapT)OHBI ¥ IUIAHIICTHI COJAEPKAT B ceOe BIIOJIHE B3POCIIbIA

(GYHKIMOHAT, W Temeph OHU MOTYT KOHKYPHUPOBAaTh CO CTAIl[HOHAPHBIMU KOMIIBIOTEPAMH.
OnHako, CPeICTB 3aIIUTHI ISl MOAOOHBIX YCTPOMCTB TIOKA OYeHb Malio. TeCTHpOBaHKE U MTOUCK
ySI3BUMOCTEH B HHUX TPOUCXOTUT HE TaK MHTEHCHUBHO, Kak st 11K, To e camoe kacaeTcs u
MOOMIIBHBIX TTPHIIOKEHHA.
CoBpeMeHHbIE MOOMIIbHBIC Opay3ephl yXKe PAKTUYCCKH JIOTHAIM HACTOJIBHBIC aHAJIOTH, OJHAKO
pacmmpenue pyHKIIMOHAIA BJICYET 32 COOO0M OOJIBITYIO CII0KHOCTh U MEHBIITYIO 3alUIIICHHOCTb.
Jlajieko He BCe MPOM3BOJMTENN BBIMTYCKAIOT OOHOBICHHS, 3aKPHIBAIOIIME KPHUTHYCCKUEC
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

Ocnosnvle cogemol 01 0€30NACHOCHIU MOOUIbHO20 menedhona:

1. Bynw octoposkeH, Benp korja Tebe nmpeaiararoT OecIuiaTHbIA KOHTEHT, B HEM MOTYT OBbITh
CKpPBITBI KaKue-TO IJIaTHbIE YCIYTH;

2, Hymaii, npexnae yem otnpaBuTbh SMS, ¢oro mmm Bumeo. Tl TOUHO 3HACHIb, TE OHH
OyAyT B KOHEUHOM UTOre?

3. Heo0xon1rMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(dhoHa;

4, Vcnonb3yit aHTUBHPYCHBIE TPOrPAaMMBI /1151 MOOMJIBHBIX TeNe()OHOB;

5. He 3arpyxail npuaoxeHus OT HEU3BECTHOI'O MCTOYHHUKA, BEIb OHM MOTYT COJEpP’KaTh
BPEIOHOCHOE MTPOrpaMMHOE 00€ecIIeYeHuE;

6. [Tocne Toro kak Thl BbIEUIb C cailTa, Iie BBOAWJ JIMUHYIO MH(POpPMAIUIO, 3alIu B
HACTpOiKK Opay3epa u ynanu COOKies;

7. [Tepuoanuecku mpoBepsii Kakue MIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBoif HOMep MOOMIIBHOTO Tene(OHa TOJIBKO JIOIIM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEpsiClIb;

0. Bluetooth momken ObITH BBIKITIOYEH, KOTa Thl MM HE MoJjb3yerbes. He 3a0biBaii nHOTIA

IIPOBEPSTH 3TO.

Duuunz Uy Kpax3ca TUYHbIX OGHHHIX

I'naBHas 1enb ¢uUIIMHT - BUAa VIHTEpHET-MOIICHHHYECTBA, COCTOUT B MOJYYCHHH
KOH(UACHIIMATBHBIX JaHHBIX MOJb30BaTeJIeld — JIOTMHOB W mapoiieid. Ha aHrmumiickom si3bpIke
phishing uuraercs kak ¢uimnr (ot fishing — peiOHast 10BIIs1, PASSWOrd — mapoJis).

OcHogHnble cogentvl no oopvoe c d)umunzom:

1 Cne)m 3a CBOMM AKKayYHTOM. Ecmm 18I MOA03pEBACIb, YTO TBOS aHKECTA ObLIa B3JIOMaHa, TO
HCO6XO,Z[I/IMO 38.6J'IOKI/IpOBaTB € u COO6I_I_II/ITB AIMUHHUCTpATOpaM peCypca 00 STOM Kak MOXKHO



CKOpEE;

2. Wcrnonme3yii Oe3omacHble BEO-CAMTHI, B TOM 4HCJE, MHTEPHET-Mara3uHOB W TTOMCKOBBIX
CHUCTEM;

3. Hcnonb3yil cnoxHble M pasHble mapoid. TakuM oOpa3om, ecinu Tebs B3JIOMAKOT, TO
3JI0YMBIIUICHHUKH TIOJTy4aT AOCTYII TOJIBKO K OJTHOMY TBOEMY MPO(MITIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3noMaiy, TO HEOOXOIMMO HpeXylNpeluTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
N00aBNeHbI Y T€Os B JIPY3bsX, O TOM, YTO TeOs B3JIOMAIM M, BO3MOXKHO, OT TBOETO MUMEHH Oy/eT
pacchUIaThCs ClIaM U CChUIKU Ha (DUILIMHIOBBIE CAMTHI;

5. Ycranosu HajexHbIi napoisb (PIN) Ha MoOuIbHBIH TenedoH;

6. OTKIIIOUM COXpaHEHHE Iaposisi B Opaysepe;

7. He oTkpbiBaii (hailel U Apyrue BIOKEHHS B MUCbMax JaXe €CJIM OHU IMPUIIUIA OT TBOMX
npy3eit. Jlydie yro4Hu y HUX, OTIIPABIISUIM JIM OHU TeOe 3T (haiiibl.



