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Brenenmne
Haunas Ionutuka uHGOpMAIHOHHOM Ge30TTaCHOCTH npefcTaBisieT coOoi
GyHzamMeHTalnbHBIN TOKYMEHT, ONPCHAENAIONIANA BCECTOPOHHHAM IOAXOA K
obecrieuenno HHOOPMAIIMOHHON GE30MacHOCTH BO Beex chepax OesiTeNbHOCTH

Haséanue yupejicdenus. IlonuTuka He mnpocTo mepednciser IpaBuia, a

(GopMHpyeT WeI0CTHOE MHpPOBO33pEHHE, HallpaBIIEHHOE Ha 3alUUTY IeHHBIX
MH(OPMALHOHHEIX aKTHBOB. OHa yCTaHABIHBAET CTpATeruuecKHe e/ H 38149
10 3amuTe HHGOPMAIMY, 3a/1aBas BEKTOpP Pa3BHTHS CHCTEMBI yIIpaBlleHuUs
MHOpMaLMOHHOH Ge3omacHocThO (fanee — CYUB) u onuckiBas IIPHUHLIMITE ee
MOCTPOEHHUs. Y CTICLIHAs pean3alis yCTaBHbIX 3a1ay OpraHu3aiyy HalpsMyo
3aBHCHUT OT 3(Q)(eKTHBHOIO obecrneueHuns HHOOPMALHMOHHOM 6E3011aCHOCTH, YTO
ABJSETCS OHHM U3 KITIOUCBBIX (PaKTOPOB ee KU3HECIIOCOOHOCTH U Pa3BUTHA.

Ilon obecrieyennem uupOpMaLHOHHOM Ge30MacHOCTH B paMKaxX JaHHOM
IlonHTHKA TOHUMAETCS KOMIIEKC MEpONpHSATHE, HANPABIEHHBIX HA 3allUTY
MH(OPMaIMOHHBIX pecypcoB OpraHusaluy, BKIOYas BCEBO3MOXKHbIE MaHHbIE,
nporpaMmHoe obecnevenue, 6a3bl JaHHBIX, a TaKKe BCel COMyTCTBYIOIEH
MH(PaCTPYKTYphl: KOMIIBIOTEPHOM TEXHMKH, CeTell CBS3H, CHCTEM XpaHEHUS
JIAHHBIX W T.0. DJTO KOMIUIEKCHBI IIOAXOJ, OXBATLIBAIOLIMA BCe
aBTOMATU3UPOBAHHBIE ~ CHUCTEMbI,  TEIEKOMMYHUKAallHOHHbIE  CETH M
WH(pOPMAalMOHHEIE TTOTOKH, KOTOPBIMH BIIQJIEE€T M Moab3yercss OpraHuzalus.
[TonuTrka pacnpocTpaHseTcs Ha BCe YPOBHH NOCTYNa K MHGOPMAIMH — OT
COTPYOHHKOB 10  BHEIIHMX KOHTPareHTOB, B3aUMOJCHCTBYIOIIMX C
1H(OPMaHMOHHBIMH cucTeMaMu OpraHu3allliu.

BaxxHo nojgyepkHyts, yTo IlOoMMTHKA HCXOAWUT M3 NPHUHLMIHAIBHOTO
MOHMMaHHUA HEBO3MOXHOCTH  JIOCTHXKEHMs aOCOMIOTHOM  3allMILEHHOCTH
MHQOpMALMM TIPM  MCIONB30BaHWH  HM30JIUPOBAHHBIX CPEACTB  3aIHTHI

be3zonacHOCTh yUpekIEHUS Hazeanue yupesicoenus NOCTHTAeTCs JIHUILL IyTeM

KOMIUIEKCHOIO W CHCTeMHOro noaxonga, rae Bce 3neMeHTel CYWbB TecHo

B3aMMOCBA3aHBI H pa60Ta}0T COIJIacoBaHHO. JTO TpeﬁyeT THIATCJIIEHOI'O aHAJIH3a



PHCKOB, BBIOOpA ONITHMANBHBIX TEXHHYECKHX K OPTraHH3ALHUOHHbIX Mep 3allHUTHI,
[I0CTOAHHOI0 MOHUTOPHHIA U a[anTal{i CUCTEMBI K M3MEHSIOIIMMCS YTPO3aM.
Pa3zpaboTka M BHeApeHHE TIOBBIX 3IEMEHTOR MH(OPMAITHOHHON CHCTEMBI
AOJKHBI pACCMATPUBATECS B KOHTEKCTE OOLLIEH apXUTEKTY Bl 6€30MaCHOCTH, KK
HEOThEMIIeMast 4acTh eMHOM, 3allMIIEHHOH MHPOPMALMOHHON cpemsl. Ilpu
3TOM HEOOXOAMMO CTPEMMTBCS K ONTHMATLHOMY GalaHCy MEXIy YPOBHEM
3aLUMIIEHHOCTH, (PHHAHCOBBIMH 3aTPaTaMy U ONEPAHOHHON H(BHEKTHBHOCTHIO.
Ilomntrka Tpe;mycMaTpuBaeT He  TONBKO —TEXHHWYECKHE, HO W
OpranM3alHOHHBIE MephI. K oprann3alinonHbIM MepaM OTHOCSATCS pa3paboTKa i
YTBEPKACHNE BHYTPEHHUX HOPMATHUBHBIX aKTOB, PErIAMEHTHPYIOIHX MOPAIOK
JOCTyna K WH(POpPMAIKH, 06paboTKy MepCOHANBbHBIX TAHHBIX, HCIIOIb30BAHUC
HHOOPMAIHOHHEIX PECYpcoB U T.a.  OOGA3aTeNbHBIM HEMEHTOM SBIISCTCS
o0ydeHHe  COTPYIHMKOB  BOmpocaM  HH(OPMALMOHHOMN 6e30macHoCTH,
MOBBIICHUE MX OCBEJOMIEHHOCTH O BO3MOXKHEIX Yrpo3ax M MpaBuiax
6€30MacCHOr0  TIOBENEHMS. Perynsapuele ayauTbl W TIPOBEPKH CHCTEMBI
06€30MacCHOCTH NO3BONSIOT — OLEHUTh ee 3PQPEKTUBHOCTE M CBOEBDEMEHHO
BBISIBIISITH YSI3BUMOCTH.

BaxHBIM  acmeKToM  sBASETCS ~ B3aMMOJEHCTBHE C  BHCIIHHMH
OpraHU3auMsAMH U napTHepamu. [lojuTrka DO/KHA permaMeHTHPOBATH TOPSIIOK
obMeHa uH]OpMauueld ¢ BHEIIHUMH CyObeKTamd, obecredymBas 3allUTy
KOH(QUIEHUUATBHOCTH M [ENOCTHOCTH JaHHbIX. JTO BKIFOYaeT B cebs
YCTaHOBJICHUE IPABUII TOCTYTIA, UCIIOIL30BAHHE KPHIITOTPAPHUECKHX CPEICTB
3alllMThl M KOHTPOJb 3a COOIIOJEHHEM MOrOBOPHBIX 00s3aTENBCTB B chepe
MH(OPMALMOHHON 6e30I1aCHOCTH.

Takum  oOpasom, IlonuTHka  HH(QOPMAIMOHHOM  GE30MACHOCTU
Opranusaiyy — 3T0 He MPOCTO HAGOp MpPaBMI, & CTPaTerHYecKHH IOKYMEHT,
ONpeJeNsoUMA  BCeOOLEMIIONMH MOAXOA K 3au|Te WHGOPMAITHOHHBIX
pecypcoB. Ee ycnemmnas peanusaius TpeOyeT MOCTOSHHOTO BHHMAaHHUS,

HWHBECTHIIMHA B TEXHOIIOTHH M OO0ydYeHHe TepcoHalia, a Tak)Ke IMOCTOSHHON



dZlaliTallii K SBONIOLHOHMPYIOIMM yrpo3aM B cdepe HHOOPMALMOHHOMN
GezonmacHOCTH. TONBKO CHCTEMHBIMN, KOMIJTEKCHEII OJAX0/, YYUTHIBAIOIIHH BCe
ACMCKThI — TEXHHIECKHE, OPraHU3aIMOHHbIE M YeJIOBEYECKUH (aKTOp —T103BOTHT
Opranmsanun  obecrieyuts  HEOGXOAUMBIH YPOBEHL  3allMLICHHOCTH
HHd)opMau_Hﬁ 1 rapaHTHpOBaTh YCHEIIHOE BBIIONIHEHHE CBOMX yCTABHBIX 3a/au.
Peanusauua IlomaTukn TpebyeT MOCTOSHHOTO MOHHUTOpHHIA, aHalu3a |
COBEPIICHCTBOBaHHS CUCTEMBI 3allMThl JI OOECIeYeHHs yCTOHYHBOCTH K

COBPEMEHHBIM H Oy /IyIIiM Kubepyrposam.



b2

TepMuHbI H onpeIeIeHHs

. Aemopuzayun — Tlpolecc MpenocTaBICHUs JOCTyrNa K pecypcam Ha

OCHOBE TTPOBEPEHHOM ay TeHTU(QHKALIMH.

Aymenmuurayua —IIpouecc npoBepKH NOJATHHHOCTH T10JI30BATEIA
WJIA YCTPOMUCTBA.

Bupmyansnas wacmuaa cems (VPN) — Texnonorus, obecreyrBarolas
Ge3omacHbIi yaaJleHHBIN JOCTYII K CeTH 4epe3 HHTEPHET.

. locmynnocmp — OGecriedenue 10CTymna K HHOOPMALMH 1 CBI3aHHBIM C

Hell aKTHBaM aBTOPH30BAHHBIM I10JIb30BATENSM B HYKHOE BPEMS.
Huopmayuonnas 6esonacnocms (Hb) — Coctosinne UH(OPMALIKH,
IpX KOTOpOM ofecriedrnBaeTcs e€ KOHOUICHIHATBHOCTD, LIeIOCTHOCT, 1
JIOCTYTTHOCTB.

. Hnuyudenm un(opmayuonnoli besonacnocmu — CobriTHE, KOTOPOE

MOKET MPHBECTH K HapyIIEHNIO KOH(HU/ICHIIHATbHOCTH, IEIOCTHOCTH
WM JOCTYIHOCTU MH(POPMAaLIHH.

. Konguoenyuansnocms — Obecnedenye 10cTyna K WH(GOPMAalHH TOJBEKO

aBTOPHU30BAHHBIM IT0JIb30BATENISIM.

Mesiccemesoii 3xpan (6panomaysp) — Cuctema, npeHasHauEHHAA 1A
3aIUTH] CETH OT HECAHKIIHOHUPOBAHHOTO 10CTYTIA.
Mnuozoaxmopuan aymenmudpuxayus (MFA) — Vicnionk3oBanue
HECKOJBKAX METOI0B ay TeHTH(hUKALIMH /ISl TOBBIIIEHUs OE30MaCHOCTH.

10. Monumopunz 6e3onacrocmu — Ipouecc HabIIONEHAS 32 CHCTEMOW WIIH

CEeTBIO [IJIs1 OOHapy KEeHHUs U NPelOoTBPaIeH!s yrpos.

11. O6yuenue u océedomnernocnn — [1porpaMMbl ¥ MEPONIPUSTHA,

HanpaBJeHHBIe Ha MOBBILIEHHE 3HAHMH COTPYHUKOB B 00IACTH
uH(OpMaIHOHHOH 6€30MaCHOCTH.

12. Hapoaw — CexpeTHas KoMOHHAIMs CHMBOJIOB, HCIIOIb3yeMast UL

ayTeHTHdr'!HKaU,HH I1OJIE30BaTECIIA.

13. Inan peazuposanus na unyudermot — Habop npouenyp, KOTOpBIC

OMKCHIBAIOT, KAK OPraHH3alis J0/KHA pearupoBaTh Ha MHIMICHTHI
uH(GOpMALIMOHHOM 6€301aCHOCTH.

14. Pezepenoe konuposanue — Iporiecc co3ianusi KOIUH 1aHHbIX UL

BOCCTAHOBIIEHHUSA B ClIydac UX IIOTEPH UIIH TIOBPECHKAEHUA.

15.Puck — BepoaTHOCTL TOT0, YTO yIpo3a BOCHONB3YETCS YSA3BUMOCTBIO U

IpUBeIeT K yiepoy.



16. Cucmema obnapyscenun emopacenuii (IDS) — Cucrema,
NpeiHa3sHauYeHHasl [UIst OOHAPYKEHHS TIOMBITOK HECAHKIIHOHUPOBAHHOTO
J0CTyTa MITH aTak.

17. Cucmema ynpasnenun ungpopmayuonroi 6ezonacnocmoio (C YUB) —
Komruieke cTpykTypHpOBaHHBIX MOMHUTHK, MPOLECCOB ¥ TeXHHYIECKUX
CPeIICTB, HaNlPaBIICHHBIX Ha obecredeHre HH(HOPMALIHOHHOMH
6€e30IacHOCTH B OpraHH3alnH.

18.Cucmema konmpons u ynpasnenua docmynom (CK Y1) — Kommeke
0bopy/oBaHus, raBHas GyHKLUKA KOTOPOTO — OrpaHHIEHHE IOCTYyTIa Ha
OXpaHsAeMbIH 00BEKT.

19.Cpeocmeo kpunmozpaduuecxoii saugumot ungpopmayuu (CK34) —
IIporpamma uitm ycTpoicTBO, KOTOPOE MHAPYeT JIOKYMEHTBI U
TeHEePHUPYET DNIEKTPOHHYIO MOJIITHUCE.

20. Yeposa 6ezonacrocmu — IToTeHIHANBHAS BO3MOKHOCTb HapyIIeHUs
6e30macHOCTH MH(GOPMALUHY, KOTOPask MOXKET IPUBECTH K y1iepoy.

21. ¥poeens pucka — mepa puicka, BEIDA)KEHHAs B BUAE COYETAHHUS
MOCJIEZICTBUM U UX BEPOATHOCTH.

22. Yuemnasn 3anuce — HaGop naHHbIX, KOTOPBIH UACHTUDULIHPYET
TI0JIb30BATeIIs B CHCTEME U NIPEOCTABIISIET JOCTYII K PECYPCaM.

23. Yazeumocme — Cnaboe MecTO B cHCTEME, KOTOpOE MOKET OBITh
UCIOJIb30BAHO YIPO30H JIsl HAapyLIeHUs 0€30IIaCHOCTH.

24.Ilenocmuocms — ObecriedeHue TOYHOCTH U TIONHOTHL HH()OPMALIUY 1
MeTOo0B e€ 06paboTKHu.

25. llugpposanue — Ilpouecc npeobpazosanus HHGOPMALHHU B GOpMY,
KOTOpast He MOXET OBbITh TPOYHTaHA 6e3 COOTBETCTBYIOILErO KITI0Ya.



1. HopmaTHBHBIE IOKYMEHTBI

[TonuTHKa pa3paboTaHa B COOTBETCTBMM C 3aKOHOJATEIECTBOM Poccniickoit

Qenepanuu ¥ TpeboBaHusME PerymaTopoB B obiactu uH(pOPMAITHIOHHOM

6e30MacHOCTH, a TaKKe C Y4eTOM JIYyYlIUX MEXJAyHapOAHBIX NMpPAaKTHK, B TOM

qHclie, HO HE OIrpaHUYUBasICh.

Konctutynus Poccuiickoit Genepanuy;

®enepanbHbli 3aK0H «O6 nHbOPMaIKK, HHPOPMALKOHHBIX TEXHOJIOIUsX
¥ o 3amure HHdGopMannm» ot 27.07.2006 r. Ne 149-D3;

DeieparnbHblil 3aK0H «O NEPCOHATBHBIX JaHHBIX»» OT 27.07.2006 No 152-
®3;

Tocranosnenue [Ipasutenscta P® or 15 centsbps 2008 Ne 687 «O6
yreepxaeHun [lonoxerust 06 ocobeHHocTsAX 06paboTKH MePCOHANBHbIX
JIAHHBIX, OCYIIECTBIIsIeMO# €3 HCIIOIb30BaHMs CPE/ICTB aBTOMATU3ALUNY;
[Mocranosnenue IIpaBurensctea P ««OG6 yrBepkaeHur TpeGOBaHUA K
3aluUTe ePCOHANBHBIX JaHHBIX MPH WX 00paboTke B HH(POPMALMOHHBIX
cHcTeMax MepcoHaNbHbIX JaHHBX» oT 01.11.2012 Ne 11195

Vkaz Ilpesupenta P® «O6 yTBepKICHHH IEPEYHs CBEJCHHH
KoH(pUIeHIMAaTLHOTO XapakTepa» oT 06.03.1997 Ne 188;

Vka3 Ilpesunenara P@® «O [ONONHUTEIBHBIX Mepax 0 06ecTedeH o
nadopMalMonHOi  Oe3omacHoctH  Poccuiickodt  ®enepanmmu» - OT
01.05.2022 Ne 250;

IMpukaz OCTOK Poccuu «OO6 yTBEpKIAEHHH COCTaBa M conepmaﬂnﬁ
OpraHHM3alMOHHBIX ¥ TEXHHIECKHX Mep To obecneyeHuo 6e30macHOCTH
NePCOHANTBHBIX JAHHBIX PH MX 00paboTKe B HH(YOPMAIIMOHHBIX CUCTEMaX
NepCOHANBHEIX TaHHBIXY» OT 18 denpaist 2013 r. Ne 21;

Meroauueckuii JOKyMeHT. MeTouka OLEHKH yrpo3 0e30MmacHOCTH
uHpopmanuy, yrBepaeHHbi @CTOK Poccun ot 05.02.2021;
®enepansubiii 3akoH o 29 mions 2004 Ne98-©3 «O xoMmep4ecKoH
TalHe»;

®enepanbubii 3aKkoH oT 6 ampens 2011 r. Ne63-P3 «O6 31eKTPOHHOH
MOJIIUCHY;

[Tpukaz ®CO Poccun o1 07.09.2016 Ned43 «O6 yTBepKISHUH [TOJIOKEHHUS
0 POCCHICKOM  roCyJapcTBEHHOM  CerMeHTe  HMH(OPMALHOHHO-
TeJIEKOMMYHHUKAIMOHHON ceTH «HTepHeT»»;

Yka3 Ipesugenta PO ot 05.12.2016r. «O6 yTBepkaeHHH JIOKTpHHBI
uHpopMmaloHHoi Oe3onmacHocTu Poccutickoii @egepanuny;



* TIlpukaz ®@CB Poccuu or 10 miomst 2014 1. N 378 «O6 yTBepxaeHnn
CocraBa M cofepkaHus OPraHW3ALMOHHEIX H TEXHHUECKHX Mep [0
obecneyenuo 6e30MaCHOCTH IePCOHANBHBIX JAHHBIX IIPH HX obpaboTke B
MH(OPMALMOHHBIX CHCTEMaX T1EPCOHANBHBIX TAHHBIX C MCIOMb30BAHHEM
CPEACTB KpUITOrpa(u4yeckoll 3ammThl HHGOPMAIUH, HEOOXOAUMBIX JUIs
BBITIOJIHEHWS yCTaHOBNIEHHBIX IIpaBurenscrBom Poccuiickoit ®enepannu
TpeOOBaHUHN K 3a1uﬁTe [IePCOHANBHBIX JIAHHBIX I KaXXIOTO U3 YPOBHEH
3alUIIEHHOCTHY,

e YK P® Crares 272. HenpaBoMmepHbif AOCTYm K KOMIIBIOTEpHOM
uHpopManuu

e YK P® Crarbs 273. CospmaHue, HCIONB30BaHHE H pacrpocTpaHeHHe
BPEJJOHOCHBIX KOMIIBIOTEPHEBIX IIPOrPaMM

e YK P® Crarbs 274. Hapyienue NpaBul dKCIIyaTalHH CpeICTB
XpaHEeHHMs, 00paboTK¥ MM Iepefayd KOMIBIOTEPHOW HH(GOPMAIMH 1
MH(pOPMaLIHOHHO-TENIEKOMMYHUKAIIMOHHBIX CeTell

® UWHBIC HOPMAaTHBHBIE TIpaBOBBIE akThl Poccuiickoit @exepauuu u
HOPMAaTHUBHBIE JOKYMEHTHI YIIOJHOMOYEHHEIX OPraHOB rOCYy1apCTBEHHOM
BJIACTH.



2. Ieaun, 3agayu u HanpaBaenus.
OcnoBHasg  ueilb  HacrosAmed  [lomuTHUKKM — 3aKiIro4yaeTcs B 3allUTe
HHGQOPMALIMOHHBIX ~ PECypcoB  OT  IIOTEHUWAJBHOIO  MaTepUajbHOro,
(GU3MUECKOr0, MOPAIBHOTO WM WHOTO yiiep0a, KOTOPEI MOXKeT ObITh HaHeCEeH
B pe3yibTaTe CIY4YaiHOrO WM TpeJHAMEPeHHOrO BO3AEHCTBUA HA
nHGOpMaLIHIO, €€ HOCHTENH, MpoIecchl 00paboTKU M Tepenadyd, a Takke B
MMHHMH3ALUA PUCKOB HH()OPMAITHOHHOW GE30TTaCHOCTH.
JIist JOCTHXKEHHUs: OCHOBHOM LIeNIH HeoOxoaumMo obecrednBaTh dP(OEKTHBHOES
BBITIOTHEHHUE CJIEeAYIOLLMX 3aa4:

® CBOEBPEMEHHOE BBIABICHHUE, OUEHKA U IIPOrHO3MPOBAHUE HCTOYHHKOB
yrpos Ub;

e CO3/laHHe MexaHW3Ma OMePaTHBHOTO pearupoBaHus Ha yrpo3sl Ub;

e TIpeNOTBpalllEeHHe U/UIH CHUXKeHue yluepba oT peanusannu yrpos Vb,

e 3aIIWTa OT BMEIATeNhCTBA B npollece hyHkuuonuposanus MC
[TOCTOPOHHUX JIULL;

e coorBeTcTBHE TpeboBaHusM DeepaabHOro 3aKOHOAATENbCTRA,
MeToauueckux nokymeHToB @Cb Poccun, ®CTIK Poccuu,
PockoMHaznzop v norosopHsiM obs3aTenscTBaM B yactu Ub;

e obecreyeHue HEIPEPHIBHOCTH KPUTHIECKUX OU3HEC-TIPOIIECCOB;

e JIOCTUXKEHHUE aJJeKBAaTHOCTH Mep TIO 3aIuTe oT yrpo3 Ub;

® {3y4yeHue NapTHEPOB, KIIUEHTOB, KOHKYPEHTOB U KaHIUAATOB Ha paboTy;

e HeJOMyllleHWEe  TIPOHWKHOBEHHMS  CTPYKTYp  OpraHM30BAHHOM
[IPECTYITHOCTH H OTJAEIbHBIX JIUI C IPOTHBONPABHBEIMA HAMEPEHUSIMH;

® BBIABICHHE, [MpeAylpexIeHne U I[pecedueHre  BO3MOIKHOMU
IIPOTUBOIIPABHON U MHOW HETaTWBHOMN AESTENbHOCTH COTPY/IHUKOB;
MOBBILIEHHE JEIOBOH pernyTainnun U KOPIOPaTUBHON KyJIbTYPBI.



3. O6aacrs gelicTBus

Hacrosimmas  ITonuTuka PacmlpoCTpaHseTcss Ha BCe CTPYKTypHbIE
noxapasnenenuss HASBAHUE YUYPEXIEHUS u o6s3atensaa ILITSI UCTIOJIHEHUS
BCEMH €ro COTpYy/THHKAMH U JIOJDKHOCTHBIMHU JTHIAMH. [100KEHHS HACTOSMIICH
[ToMATUKH NPUMEHHUMEI IS HCTIONB30BAHUS BO BHYTPEHHUX HOPMATHUBHBIX W
MCTONMYECKUX TOKYMEHTAX, a TAK)XKe B JJOTOBOPAX.

4. IIpuHUMDBI NOTHTHKH HHDOPMALHOHHOM Ge30macHoCTH

OTH  NPUHLMIBL  YYUTHIBAKOT ~KOMIUTEKCHBIH  MOXOL, 3aKOHOJJaTeNIbHbIE
TpeGOBaHHUsA U COBpEMEHHEIE BBI30OBHI B 06/1acTH UB:

4.1 KoMn/1eKCHOCTb U CHCTEMHOCTD
Obecneuenne uH(OpPMAUMOHHON 6E30MACHOCTH NOCTHraeTcs uepes
COTTTaCOBAHHOE B3aMMOAEHCTBHE TEXHHYECKHMX, OpPraHM3allMOHHBIX U
aAMMUHHCTPAaTHBHBIX Mep. Bce onmeMeHTEl cucTeMbl ympaBieHus
UHOOPMAIMOHHONW  Ge30MaCHOCTBIO (CYUB)  pmomkHel  6BITH
B3aMMOCBA3aHBl M MHTETPMPOBAHBI B  ©JHHYK  apXHTEKTYpy,
YYHUTBIBAIOIIYIO BCE aClIEKThI 3aIIUThI HH)OPMAIHH.
4.2 KondpuaenunaibHoCTD, LeJIOCTHOCTD, JOCTYNHOCTH
—- Konpuaenunanbnocts: Hoctyn K uHpopMaIuK
NPENOCTABNACTCS  TOJBKO  aBTOPU30BAaHHBIM  JIMIAM WM
CUCTeMaM.
- IlenoctHoeTh:  rapaHTHpyeTcs  TOYHOCTB, HONHOTA M
HEU3MEHHOCTB HH(OPMALIMH U METOIOB ee 06paGoTKH.
- HocrymHoers: UHbopMaluus W cBs3aHHbIE ¢ Heil pecypchl
AOCTYITHBI aBTOPH30BAHHBIM MONIb30BATEIISIM B HYKHOE BPEMSI.
4.3 Puck-opHeHTHPOBAHHBII MOAX0]
3ammura MHGOPMALMM OCHOBBIBAETCS Ha PeryJ/IipHOM aHalu3e yrpo3 H
YA3BUMOCTEH, OLEHKe DPHCKOB M BEIGOpe Mep, MHUHUMHU3HPYIOIIKX
BCPOATHOCTD U MOCIENCTBUS WHUMIEHTOB. Mepsl 3alHUTEl JOJKHBI OBITH
NPONOPLHOHANLHEL YPOBHIO PHCKA.
4.4 MUHHMH3a1IHSI H ONTHMAJBHOCTD
Mepsb1 GesomacHocTH NOMKHEI 0becreynBaTh HEOOXOIUMBIA YPOBEHb
SallUTel NIPH ONTHMAIIbHBIX ()MHAHCOBBIX M OIEPALHOHHAIX 3arparax.



Crpemnenue x abcomoTHOM 6€30MacHOCTH He MOIKHO [IPUBOJIUTh K
4PE3MEPHBIM OTPAHUYEHHUSIM HIIM HEOTIPABIAaHHBIM PacXOaM.

4.5 HenpepbIBHOCTD M aIaNITHBHOCTD
Cucrema Wb nomkna 6bITh [MHAMHYHOM, ¢ PETYJIAPHBIM MOHUTOPHHTOM,
aHanu30M U OOHOBIIEHHEM Mep 3aIUTHl IS PearHpoBaHHS HA HOBBIE
YTPO3bl, U3MEHEHHS B MH(PACTPYKTYpe HIIH 3aKOHOAATETECTRE.

4.6 CooTBeTcTBHE HOPMATHBHBLIM TPeGOBAHHAM

llonutuka UB pmoikHA COOTBETCTBOBATHL 3aKOHOMATeNbCTBY Poccuiickoit

®eneparmu (Hanpumep, ®3-149, @3-152, pedosanmsim ®CTIK u OCB)

4.7 OTBeTCTBEHHOCTH H oby4enue nepcoHa.ja
Bee corpyanuku o6s3anbl cobmonate mnpaphna UB u IPOXOJUTh
peryjisipHoe  o0yYeHHe IO BOIpOCaM (e30NacHOrO  IIOBEJEHHS,
pacro3HaBaHusi yrpo3 H paboTel ¢ WH(GOPMALMOHHBIMH CHCTEMAMH.
OcCBeIOMIIEHHOCTE  IepcoHana —  KIIOYEBROl (hakToOp CHMKEHUS
4eJI0BEYECKOro (hakTopa Kak MCTOYHWKA yS3BUMOCTEHA.

4.8 PesepBHOE KONMHPOBAaHHE H BOCCTAHOBJICHHE
PeryiisipHoe co3ianue pesepBHBIX KOTIMI KPUTHYECKH BAXKHBIX JaHHBIX U
TECTUPOBAaHME  TIPOLEAYpP  BOCCTAHOBJIEHHS Ui oOecleYeHus
HEINPEPBIBHOCTH OHU3HEC-TIPOTIECCOB B caydae cOOeB MM aTak.

4.9 IIpo3pavHOCTB H JOKYMEHTHPOBAHHE
Bce npomeccrl, cBsizannbie © Wb, noxymeHTHpPYIOTCS (IOJTHTHKH,
PernaMenTsl, jKypHanbl ayauta). IIpo3padHOCTE MpOLIECCOB MO3BOJSAET
[IpOBOZIUTE ~ NIPOBEPKH,  BBISBIATH  YSA3BUMOCTH H  IOATBEPKIATH
COOTBETCTBHE TPeOOBAHMSIM.

4.10 IIpoakTHBHOCTH
Ymop nemaeTcs Ha mNpemoTBpallieHHe WHIMICHTOB IIyTeM paHHEero
BBIABJICHHS Yrpo3, aHalM3a TeHACHIMH B o0nacTi Kubep6e30nacHOCTH |
BHEJIPEHMsI TIEPENOBLIX TEXHOIOIUH 3aIIHTHI.

4.11 Yder yenoBeyeckoro gakropa
[TonuTHkKa yuuThIBaer, yto COTPYIHUKH MOTYT OBITh KaK C1a0bIM 3BEHOM,
TaK H BaXXHBIM 3JIEMEHTOM 3allMTBL. Mepbl BKIIOYAIOT HE TOJIBKO
oOy4eHHe, HO W co3maHue KOPHOPaTUBHOK KYJBTYpPBI, ITOOIIPSIOLIEH
OTBETCTBEHHOE OTHoIleHHE K MB.



5. Opranuzauus ynpapjieHus uH$popManHoHHOH 6e30MacCHOCTLIO

Cucrema  ynpasneHus HH(POPMALMOHHOW  6e30macHOCTHIO (CYHB)
00eCrieuHBaeT KOOP/MHAIIAIO BCeX npoueccoB Mb B opranmsanuun. CYHB
BKJIIOYACT TIONUTHKH, PETIaMEHThl, TEXHUYECKUE M OPraHH3allHOHHBIC MEPBHI,
HarpaBJIeHHBIE HA 3ALUTY HH(OOPMALWH.

Ponu 1 oTBEeTCTBEeHHOCTD:

* PykoBoacTBo opranmauumn:

Y1eepxknaer momatuky UB u  BeItenser Oromker naa eé
pealu3aliym.

Hasnauaer orBercreennoro 3a b

KOHTpOJ'IpreT BBIIIOTHCHUE TIOJUTHKU 4Yepe3 peryJsapHLIe
OTYETEL.

* Otaes nHpopManHoHHOI Ge30NaCHOCTH:

PaspabaTeiBaeT u BHeApseT pernamenTtsl, TIPOLIEAYPEl X MEphI
3aIlUTEI.

TIpoBoauT 06yHeHHe COTPYTHHKOB, MOHHTOPUHT yI'po3 U ayIuT
cucremsl Ub.

Koopaunupyer pearuposanue Ha HHIHIEHTHI.

 CoTpyaHHKH:

Cobmopator mpaBumia WB, u3NM0XeHHBE B [ONMTHKE W
pernaMenTax.

IIpoxonar ofyueHre u cOOBWIAFOT O  ITOXO3PHUTENBHHOM
aKTMBHOCTH.

HecyT oTBeTcTBEHHOCTD 3a HapylleHHe MOJUTHKA (BILUIOTH /0
AUCIMIINTMHAPHBIX Mep). OTBeTcTBeHHbIM 3a MB HasHadaercs
NPHKa30M PYKOBOACTBA M KoopIuHupyet Bce acnektel CYUB.
Perynsipubie cosemanust mo B npoBoasTcs He peske OLHOTO
pasa B KBapTain As 0bCyKAeHHs yrpo3, MHLIHUICHTOB M ILIAHOB
YILy4ILIEeHHS.



6. Ynpasiienue puckamu HH(pOpMaNHOHHO# Ge3onacHoCTH

B cootBercTBHH ¢ mpuHIHTIOM PHUCK-OPHEHTHPOBAHHOTO MOAX0Aa OPraHHU3aLHs
POBOAUT PEryNsApHBIA aHANTH3 PUCKOB HH(MOPMAITHOHHOH 6e30MacHOCTH Jis
BBIABJICHHUS] © MHHUMH3AIIHH YIPO3.

6.1 Ilpouecc ynpapieHns: puckamu:

* AHanu3s yrpos  ysssuamocreii: [IpoBogutes He pexe OJHOro pasa B roj
¢ wucnone3oBaHueM wmeToauk POCTIK Poccum. YTpo3sl  BKIIOYAKOT
KuOepaTaKku, yTe4kH [aHHBIX, COOH obopyrnoBanus. Ya3BUMOCTH
BBISBIIAIOTCS Yepe3 CKAHUPOBAHUE CUCTEM M Ay JIUT.

* Ouenxka puckoB: PHCKH  oneHuBaloTes 1o BEPOSTHOCTH H
NIOTCHUWANBHOMY yIlepOy (HM3KUH, CpenHHMii, BBICOKHI). Hanpuwmep,
YT€1Ka NepCOHANbHBIX JAHHBIX KIIACCH(YUIUPYETCS KaK BEICOKHH PHCK.

e Ilnan ynpabaenus puckamm: J[1s KaXmoro pucka pa3pabaTeIBalOTCA
MEpBI:

— Texnudeckue: BHEpeHHE MEKCETEBBIX 9KpaHOB, MH(POBAHUS,
aHTHBUPYCOB.

— Opranusauuonnslie: oby4eHHe COTPYNHHKOB, peErIaMEHTbI
JOCTYIIA.

* MouuTopunr u nepecmorp: [11an pHckoB 0GHOBNISETCS [IpY BHEAPEHUH

HOBBIX CHCTEM, M3MEHEHWH 3aKOHOJATENbCTBA HIIM IOSBICHHH HOBBIX
yIpo3.
OTBeTCTBEHHBIM 32 yHpaBJeHHe PUCKaMH ABiseTcs oTaen UB, KoTopbii
NpPENOCTABISET €XETONHBIA OTYET PYKOBOJACTBY. Bce COTpYAHHKH
00s13aHBI COOOIIATh O BBLISABIEHHBIX YS3BUMOCTSAX WM OZO3PHUTENBHOM
AKTUBHOCTH.

7. TexXHHYeCKHE MepbI 3aIHThI

OpraHuzaums HCronb3yeT COBPeMEHHbIe TEXHOMOTHH IS 3aIHTE HHPOPMALAN
B COOTBEICTBUMM C TPUHLMIIOM MHOTOYpOBHEBOH 3aluThl. Kntouesbie
MepbI:
* MeskcereBnie 5xpanbl (6panamayspei): OUILTPYIOT ceTeBOl Tpadwk,
[penoTBpalias HEeCaHKIIMOHUPOBaHHbIA nocTyn. HactpawsaroTcs s
OI0KMPOBKH NOAO3PUTENBHEIX [P-aapecoB.



* Illn¢posanne: Bce KoH]UIGHIMANBHEIE JaHHble  3aIIHUINAIOTCS
ceprudunmposannsivu CK3U npu xpanenun u nepepade. Hcnonesyiores
npoTokoJbl TLS mns cereBrix coenunemmit.

* MmuorodakropHas ayrenrudpukamns (MFA): Ilpumensercs s
AOCTyIa K KpUTHIECKAM CUCTEMAM, BKIIFOYAs TTaPOJIU HJIH TOKEHE.

* PesepBHoe konupoBamme: KpuTuueckue jgaHHbIE pe3epBHPYIOTCS
CXKCHENEJILHO, KONMH XPaHATCA B 3alUMINEHHOM MecTe (HarmpuMep, Ha
OTACIBHBIX cepBepax). [lpouemypsl BOCCTAHOBIEHHS TECTHPYIOTCS
€JKEroHO.

¢ AntuBHpycHoe ITO: Bce ycrpoiicTBa OCHAILEHBI AHTHUBUPYCAMHU C
aBTOMATHYECKHM 00HOBIeHHEM. ITpoBonsiTCS exeMecsIHble NPOBEPKU Ha
BpegoHocHoe [10.

* OGnosiaenue IIO: CucreMsl W NPUIOXKEHHS OOHOBISIOTCS IS
YCTpaHEeHHA yA3BUMOCTEH HE PEKE OTHOTO pasa B KBapTajl. TexHHUYecKue
MEpBI BHEAPSAIOTCA W noxnepxkusaioTca MT-oTnenoMm mox KoHTpolieM
ornena Mb. PeryuspHeie TecTsl Ha mpoHukHOBeHue (penetration testing)
MPOBOJSITCS IJIsA IIPOBEPKU YCTORUMBOCTH CUCTEM.

8. Opranu3anHoOHHbIE MePHI 3aLIHTHI

OpranusallnoHHBIE Mepbl O6ECHeunBaOT COGNMIOIEHHE npaBun Kb Bcemnu
COTPYIHHKaMH B COOTBETCTBHHM C NPUHIMIAMU KOHTPONIsA HOCTyIa W
[IPO3PaYHOCTH.
KiroueBbie Mepbi:
e KounTtpoas gocryna:
— Jloctyn nmpenocTaBuseTcs 1O NPHHIMIY MHHUMAJBHBIX
npuBuieruit (Least Privilege).
— YuéTHBIE 3alUCH CO3JAIOTCA TOJNBKO IS ABTOPH30BAHHBIX
TIOJIb30BATENIEH, C PEYJIIPHBIM ayUTOM (€KEeKBapTAILHO).
— Ilapomn monxHbl OBITH ClIOXKHEIMH (He MeHee 12 CHMBOJIOB,
. BKJIIOYas OyKBBI, HH(DPBI, CHMBOJIBI) U OOHOBJIATHCS Kaxasle 90
JHeH.
e JlosMTHKA YHCTOrO CTOJIAa H YHCTOIO KPAHA:
— KoHbuneHIManbHble JOKYMEHTBI XPaHATCH B 3allMPAEMBIX
mkadax.



— Paboune cranuuu 610KUPYIOTCS ABTOMATHYECKH Yepe3 5 MAHYT
Oe3ieficTBHS.

* IIpaBuia HCNO/Ib30BaHUSA PeCyPCOB:

— DNeKTPOHHAs MOYTa MCIIOMB3YeTCA TOMBKO s pabounx 3a1ad,
¢ bunbTpanmel BXOAAINX COOBIIEHUIA.

— /JlocTynm B HMHTEpHET OCYLIECTBISETCA uepe3 3alUIIEHHbIE
IITIO3BI ¢ (QUIIBTPALEed KOHTEHTA.

— JludHBle yCTpOMCTBA JOMYCKAIOTCS K KOPIOPATHBHOW CETH
TOJIBKO ITocIe IpoBepku U T-oTaemom.

* O6paGorka konduaeHUHANBLHOI HHOPMALMH:

— KoudunenimanbHele nannble 06pabaTHBAIOTCS B 3AIAIIEHHEIX
CHCTeMax C WCIIOJIb30BaHUEM IIH(MPOBAHUSL.

— Ilepenaya faHHBIX BO3ZMOXHE TOBKO Yepe3 5e30TacHble KAHAJIbL
(ranpumep, VPN).

e VYrwamzanusa HocHrTeseii: Hocurenu uHQopMaimy  (6yMaxHEIe,
3IEKTPOHHbIE)  YHWYTOXAIOTCS  CEPTU(HMIMPOBAHHLIMA  METOIAMH
(HanpuMep, LIpeUpPOBaHUE, TIEPe3aNyCh TaHHbIX).

Bce coTpynunku 06s3aHE 03HAKOMATBCS € OPraHH3AIMOHHBIMY Mepami
1 O/IITACATh COOTBETCTBYIOLIEE cornamerye. Hapyiernue mpasu Bieuér
JUCLUIIIIHHAPHYIO OTBETCTBEHHOCT.

9. BesonacHocTh nepconana

[lepconan sBnsieTcs KIIOYEBBIM 31€MEHTOM cucTeMsl VB, U ero meicTBHs
PEryIHPYIOTCS [UIsl CHH)KEHHS PUCKOB, CBA3aHHbBIX C YETOBEYECKMM (haKTOPOM, B
COOTBETCTBUM C  NPHUHIHIIOM OTBETCTBEHHOCTH W 0oOyueHus. Kirouesbie
MephbI:
e CoryameHnsi 0 KOH(PpHIEHIHAIbHOCTH:
— Bce coTpyiHUKY OANKCHIBAIOT COTJIALIEHHE O HEPA3IIIALIEHHH
IIpU HaiiMme.
— Cornaluenye BKIIIOYaET OTBETCTBEHHOCTD 33 HAPYILIEHUE TPABHIT
Ub.
e OOyuyenune Ub:
— llpu TpynoyctpoiicTBe mpoBoauTcs BBOAHBIA TpeHHHT mo Wb
(mpaBusla Tapolied, pachosHaBaHwe (UIIMHra, pabora cC
JTaHHBIMH ).



— OOyuenue  NOKYMEHTMpyeTcd, a  ydacThe  SBJIACTCA

00s13aTeIbHBIM.
e Ilpoueaypsi NpH YBOJIbHEHHH HJIH MepeBoe:

— JlocTyn K cucTeMaM GIOKHpyeTcs B TedeHHe 24 4acoB mocie
YBOJIbHEHHUSL.

— TIpoBomMTCS ayIMT AKTHBHOCTH COTPYIHMKA 32 IOCICIHWH
MECSILL

— CoTpynHMK BO3BpalllaeT BCC HOCHTeIM HHOOPMAIMH U
obopynoBanue.
PykoBoacTBo obecreunBaeT (HHAHCHPOBaHWE MpPOrpaMM
obyuennss, a ormen Mb KoopAMHHMpyeT HX TIPOBEJICHHE.

Hapymenue IIPaBHUI Hb COTpY IHUKaMH BJIEYET
NUCHMIUIMHAPHBIE Mepbl, BKJIOYas IPEAyNpexAeHus HIH
YBOJIbHEHHE.

10. Tpebosanus no HHGOPMAUHOHHOM 3aIHTE
B orHOlIeHHH BceX HWHGHOPMALMOHHBIX AKTHBOB , AKTHBOB,

HAXOAAUIMXCSA T0J] KOHTPOJIEM ILKOJBI, & TAaloKe aKTHBOB, MCIOJb3YeMBIX AN
JocTyra K INKONBbHOM  HHQpacTpyKType, [HOKHA OBITE — ONpeleneHa
OTBETCTBEHHOCTH COOTBETCTBYIOILIEIO COTPY IHHUKA HIKOJILL.

WNHudopmanus 0 cMeHe BIafie]bLEB aKTHBOB, MX paclpe/esieHuH, U3MEHEHUSIX. B
KOH(UIYypalliy U MCIIONB30BAaHUHU 32 MPEAeIaMy LIKOJIBI IOIKHA JOBOAUTECS 110
CBEICHUS AUPEKTOPA IIIKOJIBL.

10.1 BxoOc B 31aHve H IIOMEIIEHHUS IIKOJbI JIMYHBIX TIOPTATUBHBIX
KOMITBIOTEPOB M BHEIIHUX HOCUTENEH HHMOPMAIHH (JUCKH, (Iem-KapThl U T.I1.), a
TaK)Ke BBIHOC WX 3a MpeJieNbl LIKOJIb! IPOU3BOMTCH TOJBKO IIPH COITIACOBAHUY C
aJIMUHKACTPATOPOM JIOKaNbHOI BerauciuTensHoi cetu (JIBC).

10.2 Bce TaHHBIE (koH(pHUACHIHATBHbBIE WA CTpPOTO
KOH(DHIEHI[HANIEHBIE ), COCTABIAIOIIME TaliHy IIKOJIbI ¥ XPaHSIHECs Ha XKECTKUX
JIACKAX MOPTATUBHBEIX KOMIBIOTEPOB, OJDKHEI OBITE 3aH(pOBAHEL

10.3 Bce pabotel B mpejenax IIKOJBI MOJDKHBI BBIOJNHATHCA B
COOTBETCTBHU C O(DHUIUATBHBIMHA JAOJDKHOCTHBIMM OOSI3aHHOCTSMM TOJIBKO Ha
KOMIBIOTEPAX, PA3PELISHHBIX K UCIIOJIb30BAHUIO aIMUHUCTPALIUEN.

104 B nuenax obecrnieyeHWs CaAHKIIMOHHPOBAHHOTO JOCTyIAa K
UH()OPMALIMOHHBIM pecypcaM ILIKOJBL, JIO0OH BXOJ B CUCTEMY [IOJDKEH



OCYILECTBIIATLCA C HCNONB30BAHUEM YHUKAIBHOIO MMEHH ITOJIB30BATENS H
napoJis.

10.5  TTonb3osatenu oGsi3aHEl PyKOBOACTBOBATHCS PEKOMEHIAIMAMYU 10
3alllMTe CBOETO MapoJid Ha 3Tare ero BeIOopa 1 MOCIe Ay OIero HCIoIb30BaHHMs.
3anpemiaercs coolLIaTh CBOM MapoNb IPYTUM THLAM WITH [IPEOCTABIIATH CBOIO
YHYETHYIO 3alMCh TPETHUM JIMLAM, BKITIOYAs YIEHOB CEMbH.

10.6 B mpouecce paGoThl cOTPYAHHKH 0OSI3aHBI HCIOTB30BATE pexRUM
«JKpaHHOM 3acTaBKW» C MAPOIBLHOM 3alHUTOMH. Pexomenpmyercst ycraHaBiuBaTh
MaKCHMaJTbHOE preMH «IIPOCTOS» KOMITBEOTEpA JI0 TMOSBICHHS 3KpaHHOM
3aCTaBKU He Gonee 15 MUHYT.

10,7 Kaxneii - coTpysHuk — ofs3aH  HeMeaieHHO YBEIOMHTD
anmuuucTpatopa JIBC 060 Bcex ciydasx npenocTaBlCHHS JIOCTyIla TPEThUM
JMOaM K pecypcaM LIKOJIBHOMW CeTH.

10.8 [Moctynm x cetn UHTepHeT ofecmeumBaeTcs TOIBKO B
00pa3oBaTeNBHEIX M CiykKeGHBIX LIENSX H He MOMKET HCIIONb30BATHCS TSt
HE3aKOHHOH JNeATENbHOCTH. 3ampelaeTcs IOCelleHHe CaHTOB, COAEPIKALIIX
OCKOPOUTENbHBLI, IPOTHBO3aKOHHBIH HITH HETHYHBIHA KOHTEHT.

10.9  Cotpynuuku 06s13aHEI 06ecneunBaTh usnyeckyio 6e30macHOCTh
00OpyNOBaHHs, Ha KOTOPOM XpaHUTCS MHGDOPMALHMS KOG, BKIIOYAs
KOMIIbIOTEPbI, HOYTOYKH M NepHpepHiiHble yCTpoiicTBa.

10.10 Corpynuukam 3aIlpelleHo CaMOCTOATEIBHO HU3MEHSTh
KOH(HIypalyIO alapaTHOTO W MPOTrPaMMHOTO obecreyeHns. Bee H3MeHeHus
Ipou3BoANT aaMuHUCTpaTop JIBC.

10.11 Ha Bcex mOpTaTHBHBIX KOMIBIOTEpAX, HCIIOIB3YEMBIX B ILUKOJE,
JIOJDKHBL ~ OBITH  YCTaHOBJNEHBI MPOTPAMMBEI  [UIS  3AILATHI UHbOpMaLIUH:
NepCOHANBHELH MEXKCETEBOH dKpaH, aHTHBHPYCHOE POrPaMMHOE 00eCIeYeHH e,
IporpaMMHoe obecriedenne WU(PPOBAHUS JKECTKHX THCKOB.

10.12 Bce KOMMBIOTEPBI, MOAKITIOYEHHbIE K IIKONBHOM CETH, XOIDKHEI
OEITH OCHALEHBI AHTUBUPY CHBIM MPOTrPAMMHBIM 0GeCedeHHEM, YTBEPAKAEHHBIM
aamunncTparopom JIBC. Corpyanukam 3arpeniaercs 610KHpOBaTS, H3MEHSTH
HACTPOMKH HITH yCTaHaBIHBATh HHOE aHTUBUpYcHOe [10.

10.13 CorpynHuKH 06513aHbI PETyTAPHO CO3AABATE Ppe3epBHBIE KOIHH BCEX
OCHOBHBIX CIY>KeOHBIX IAHHBIX ¥ IPOTPAMMHOTO 00ecTeueH s, HCIIOJIB3Y EMBIX
B 06pa3zoBaTeslbHOM Mporiecce.



11. ®Dusnueckas 0e3omacHoCTL

®usnyeckas Ge30macHoCcThH TPEnOTBpallaeT HeCaHKIHOHUPOBAHHBIA JOCTYIL,
KpaKy WIH MOBpex/eHHe WH(GOPMALHOHHBIX AKTHBOB R COOTBETCTBHU C
[IPUHIUATIOM MHOT'Oy pOBHEBO 3aIIUTEIL.
KiroyeBbie Mephr:

Cucrembl KoHTpOIS H ynpasaenus aocrynom (CKYJl):
— [Hoctyn npenocrapnsercs Tonsko YTIOTHOMOYEHHBIM JIUI[aM.
Brxeonabmonenue u curuanusanus:

— Kpurudeckue 30mpI  maxomsres [0l KPYTMOCYTOYHBIM
BU/ICOHAOIFOIEHUEM.

— YcraHoBneHBI mOXApHBIE U OXPaHHBIE CUTHAIM3ALHH C
YBEIOMIIEHUEM Ci1yx0Obl 6€30macHOCTH.

KonTtpoas focryna nocerurenei:

— Bce nocerurenu PETHCTPUPYIOTCS Ha BXOJE U COMPOBOXKIAIOTCS

| COTPYJHUKAMH.

— Bpemennsle nponycka BeIa0TCS TONBKO HOCTE IIPOBEPKH.

Croponumue ciy:x6pr:

— VY0opxa, TexHuyeckoe o0CIy)KHBaHHE M Opyrue CILyKOBI
pabotaror moj HaI30pOM.

— llepconan CIIy K0 TIOJMUCHIBAET COTNAaIlleHUs o
KOH(DUIeHIIMAIEHOCTH.

3awuTa ot pusuyeckux yrpos:

— O6opynoBanne 3amuimeno ot noXKapa, 3aTornjieHus U nepeboes
HHUTaHHUA C TIOMOIIBIO CHUCTEM KIMMAT-KOHTPOJIA M PE3EpPBHOIO
TIUTaHUA.

— CepBepsl pa3zMerarores B CeHCMOyCTOMYMBBIX cToitkax. OTaen
B xoopnuuupyer mepsr (usuueckoit 6esonacHoctn, a MT-
oTAeN obecrnieunBaeT TEXHUYECKOE obcmyKuBaHue
obopynoBanus.



12.  VYnpasaenue unumgenTamu HHpOPMaUHOHHOH
OesomacHocTH

B cooteercrBuM ¢ mpuHImMMOM pearipoBaHMs Ha WHLUMIEHTHl OPTraHH3aIMs
paspaboTana npouegyper s OOHapyKEHHUs, JOKATU3AlUH U YCTpaHeH#us
HHIUASHTOB Wb, Takux kak yTeuku AaHHBIX, KuOeparaku win c6ou. Mponece
YIpaBJIeHHs] HHUHICHTAMH:

e Omnpeaenenne HHUHAEHTA: CoGbiTHe, HapyLiaroIee
KOH(pMIEHIIMANIBHOCTD, LENOCTHOCTD MM AOCTYIHOCTE WH(pOPMaLHu
(Hanpumep, dummHTOBas aTaka, cGoit cepsepa).

e OOGHapy:kenne:

— Corpynauku  06s3anbl coObmaTE 0  OAO3PUTENLHOIH
aKTUBHOCTH B Te4yeHHe | yaca.

o Jlokanuzauus:

— baokupoBka 3apaxénubx YYETHBIX 3aIIMCeH HITU yCTPOHCTB.
— OTKImOYeHHe NOPaKEHHBIX CHCTEM OT CETH.
* VYerpaHenwe:
— Boccranosnenne nannnx m3 PE3E€PBHBIX KOITHH,
— YcrpaHenue ys3BEMOCTelH (Hanpumep, o6HoBNeHKE [10).
* AmnHajus:
— BrolaBnenue npuuns unumnenta u OLIeHKa yrep0Oa.
— Paspabotka mep s IPEIOTBPAILEHHS TOBTOPEHHS.

* YBegomnenue: Ilpu yreuke IePCOHAILHBIX  JTAHHBIX ~PETYJIATOPBI
YBCIOMISIOTCS B TE€YEHHE 72 YacOB B COOTBETCTBHH C ®3-152. Bee
MHIHMACHTBI PErHCTPUPYIOTCS B KypHale, KOTOpbi Benér ormen UB.
Esxerogno nposoasTest YYeHMS 14 MOJATOTOBKHY K HHUIMAeHTaM. OTUYET 06
HHOMACHTAX NPEAOCTABISCTCS PYKOBOACTBY B TedeHHe 5 nmedl mocie
YCTpaHeHHs.

13.  BsaumopeiicTBHe ¢ BHEIIHUMH CTOPOHAMH

B cootserctsun ¢ mpuHOmIOM sammTe [IPH B3aUMOIEHCTBUU C BHEITHHMH
CTOPOHaMHM - opraHu3alns obecreunBaeT Ge30macHOCTs O6GMeHa JIaHHBIMH €
napTHEpamMu, MOAPsATIUKAMHU " JIPYTUMH cyObekTaMu.
KaroueBbie mepbr:

* SamHIEHHDBIE KAHAJTBI CBSI3H;
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— Peanuszanus [TonaTHKA HHOOPMAITMOHHOH 6€30I1aCHOCTH

— QOO6MeH JaHHBIMHU OCYILIECTBIIAETCS Yepe3 BUPTyallbHbIC YACTHBIC
ceru (VPN) unu npotokons ¢ mmdposanuem (TLS).

— Wcnons3syiorcs  cepruduuupopanaple CK3W  and  3allMThl
KOH(pHIeHIHAIbHEIX TaHHBIX.

e JloroBopHbie 0083aTE/ILCTBA!

— JloroBopbl ¢ BHELIHMMH CTOPOHAMM BKIIOHYAKOT MyHKTHI O
cobmonennu ctannapros Mb.

— Vka3pIBaeTcsi OTBETCTBEHHOCTh 32 YTEYKH [AHHBIX HIIH
HapyIIeHHs.

Peannzaums noJHTHKH HH(POPMATHOHHOH (6e30I1aCHOCTH

OCYLIECTBIISICTCSI HA OCHOBE HOPMATUBHBIX HOKYMEHTOB, ONPEAEIIAIOMIINX
MOPAAOK  BBIIOJHEHMS MpOLEAYp Y TIPONECCOB, CBA3AHHBIX C
npodecCUOHANBHON 1eSTETBbHOCTIO B IIKOJIC.

15.ITopsiiok = BHeceHMsl M3MEHeHHMH H /JONOJHEHHH B MOJHTHKY

nH(popMaIHOHHOH 0e30MaCHOCTH

— Wamenenus u nornonHenus B [TonuTHKy HHGOOpMAIHOHHON 6€3011aCHOCTH

BHOCATCS He pexe OJHOT0 pa3a B TPU roja At obecredeHus COOTBETCTBUA
YCTAHOBJIGHHBIX MEp 3allUThl AKTyalbHBIM YCIOBHSAM H TPeGOBaHHAM
3aKOHOJIATENbCTBA B 00J1aCTH HHGOPMAIHOHHOHM 6€3011aCHOCTH.

16.KonTpoasb 3a cobu1ioaeHueM NOJUTHKH HHPOPMANIMOHHOH 0e301acHOCTH

— Tekymmii koHTpons 3a cobmogeHueM Tpebopanui  [loNHTHKA

uHdopmMalHoOHHOK 6e30macHOCTH BO3jIaraercsi Ha
COTPYAHHMKA, HA3HAYEHHOTO IPUKa30M JAUPEKTOPA.

JIUpEKTOp IIKOJBI PEryJipHO aHAJTU3UPYET BEINOIHEHHE W COOMONEHHE
nonoxenuit [lomuTuku WHGOpPMaLHOHHOM 0€30IaCHOCTH, & TaKke
OCYILECTBIIAET NMOCIEAYFOIIMH KOHTPOJIB 32 UCTIOJIHEHUEM ee TpeOOBaHHH.



17.  OteercTBeHHOCTH 32 HapymienHe ITouTHK Ge3onacHoCTH

OTBeTCTBEHHOCTE 3a BhIMONHEHMe TpaBuil [1B HeceT Kaxblit COTPYAHHUK
HA3BAHUE YYPE)K/IEHHA B pamkax CBOMX CIY)KeOHBIX 06GS3aHHOCTEH u
MTOJTHOMOYHH.

Ha ocHoBanuu cr. 192 Tpynomoro kopekca Poccuiickoit ®eneparuu
COTpyIHUKH, Hapywatomue TpeCoBauus [16 HA3ZBAHHUE YVYPEJXXIEHHA,
MOTYT OBITh IOBEPIHY THI AUCLIAILIMHAPHBIM B3BICKAHHAM, BKIIIOYAs 3aMEUaHHe,
BBITOBOP U yBOJIbHEHHE ¢ pabOTEHI.

Bee cotpynHukn HecyT mepcoHambHyio (B TOM 4mcle MaTepUATBHYIO)
OTBCTCTBCHHOCTh 32 IMPAMOM JACHCTBHTENBHBIH yiuep0, NpHYHHEHHEIH
HA3BAHUE YYPEXKJIEHH B pe3ynsraTe HapyLIeHUs UMK [IPaBUJI IIOJIUTHKH
b (Cr. 238 TpynoBoro koxexca Poccuiickoii Oenepanyn).

3a HEeNpaBOMEPHEIH [JOCTYNl K KOMILIOTEPHOMH uH(OpMaIHu, co3aHue,
HCTIOJIb30BaHUE HIIM pacHpOCTpaHEHHWE BPEAOHOCHBIX MPOTPaMM, a TaKXKe
HapyLICHHEe MNpaBHIl JKCIyarauud OBM, creacTBueM KOTOPBIX SBHIIOCH
Hapymienue pabotst OBM  (aBromarusmpoBaHHOM cHcTeMBl  06paboTKH
HH(OPMAIHK), YHHYTOXKEHHE, OrokupoBanue Wik MOAMPUKALUS 3aIIUIAEMOL
HH(popMaluy, coTpyaHuku — HA3BAHHUE VUYPEIK/TEHUA  HecyT
OTBETCTBCHHOCTh B COOTBETCTBUU CO CTAThIMH 272, 273 u 274 VYromnoBHOrO
kozaekca Poccuiickoii @enepanum.




