WHPpopManmoHHAsA NaMsATKa AJ1A 00y4aromuXcs

C KaxKablMm rogom Moa04eXKN B MHTEPHETEe CTaHOBUTbCA 60}'IbUJe, a WKOJIbHUKN OOHWUN N3 CaMbIX
aKTUBHbIX NOJib30BaTeNEMN PyHeTa. Memp,y TEM, MNOMMUMO OrpomMHOro Kosnmyecrtea
BO3MO)KHOCT€I‘;1, UHTEPHET HECET U I'Ip06ﬂeMbI. JTa NamMATKa A0JI)KHA NMOMOYb Tebe 6e3onacHo
HaXo4uTbCA B CETU.

KoMmnbloTepHble BUPYChI

KomnbloTepHbIA BUPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbLIX MPOrpamm, OTANYUTENIbHOWM
0COBEHHOCTbIO KOTOPOM ABNAETCA CNOCOOHOCTb K PAa3MHOMKeHUto. B gononHeHue K 3Tomy,
BMPYCbl MOTyT MOBPEAUTb WM MOJNIHOCTBIO  YHUUTOXWUTb Bce Galabl M AaHHblE,
NOAKOHTPO/IbHbIE MONb30BaTeNO0, OT MMEHM KoToporo 6blna  3anyweHa 3apakéHHas
nporpamMmma, a TaK¥Ke MOoBPeaUTb WM [aXKe YHUUTOXKWUTb ONepaLyOHHYH CUCTEMY CO BCeMU
dainamu B Lenom. B 60nbLUMHCTBE CNyvaeB PacnpoCTPAHAITCA BUPYCbl Yepes UHTEPHET.

MeToAbl 3aWMTbl OT BPeA0HOCHbIX NPOrpamm:

1. MCI'IOI'Ib3yl71 coBpemeHHble onepaunoHHblE CUCTEMbI, UMEKoLLnE Cepbé3HbI[;1 YPOBEHb 3alWNThbI
OT BPEAOHOCHbIX Nporpamm;

2. MNocToAHHO YycTaHaBAMBalk natun  (uMdpoBble 3ansaTkM, KOTopble aBTOMAaTUYECKMU
YCTaHaB/AMBAOTCA C LUenblo AopaboTkM nporpammbl) W Apyrne OOHOB/IEHUA CBOEW
onepaunmoHHom cuctemol. CKaumBal nUx ToNbKO ¢ odMuUManbHOro caiTa paspabotumka OC. Ecam
CYLLLECTBYET PEXMUM aBTOMATUYECKOrO 0OHOB/IEHUSA, BK/IOUYM €rO0;

3. Pabortali Ha cBoeM KoMnbtloTepe Moj NpaBamu NoAb30BaTeNS, @ HE aAMUHUCTPATOpPa. ITO He
No3BOAUT 60NbLUMHCTBY BPEAOHOCHbIX NPOrPamMM MHCTaNIMPOBATLCA HAa TBOEM MepPCOoHabHOM
KoMnbloTepe;

4. Vcnonb3yit aHTMBUPYCHbIe MNpOrpammHble MNPOAYKTbl W3BECTHbIX Mpou3BoAUTENEn, C
aBTOMaTMYeCKMM obHoBNeHnem bas;

5. OrpaHuyb GU3NYECKNI A0CTYN K KOMMbIOTEPY A1 MOCTOPOHHUX NINLL;

6. Ucnonb3yit BHelWHWE HocUTenn WHPopmauMu, Takue Kak dnewka, AUCK uan ¢daihin us
WMHTEPHETA, TONIbKO U3 NPOBEPEHHbIX UCTOYHWUKOB;

7. He oTKpbiBain KomnbtoTepHble dalinbl, NONYYEHHbIE U3 HEHAAEXKHbIX UCTOYHUKOB. [laxe Te
¢daiinbl, KOTOPbIE NPUCAAN TBOM 3HAKOMBbIN. Jlyylle YTOYHW Y HEro, OTAPaBAAA M OH Tebe ux.

Cetun WI-FI

Wi-Fi - 3T0 He BUA, Nnepenayn AaHHbIX, He TEXHONOMMA, a BCero Aub bpeHa, mapKa. Emre 8 1991
rogy HMAepnaHACKaa KoMnaHus 3apeructpuposana bpeHa « WECA», yTo obo3Havano
cnosocoyeTaHue «Wireless Fidelity», KoTopbii nepeBoAUTCA Kak «becnpoBogHan TOYHOCTbY.
Takoe Ha3BaHMe 6b1/10 aHO C HAMEKOM Ha CTaHAapT BbICLINIM 3BYKOBOW TeXHUKKU Hi-Fi, uto B
nepeBoje 03HaYaeT «BbICOKaA TOYHOCTbY.

[a, 6becnnaTHbIN MHTEPHET-A0CTYN B Kade, OTENNAX M a3pOonopTax SABAAETCA OTANYHOM
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTAOT, YTo obweaoctynHble Wi-Fi
CeTu He ABnATCA 6e30nacHbIMU.

CosBeTbl N0 6e3onacHocTH pabote B 06wegocTynHbix cetax Wi-fi:

1. He nepepnaBali cBO NNYHYIO MHOPMaUMO Yepes obuieaoctynHbie Wi-Fi cetn. PaboTana B
HUX, ¥eNaTeNbHO He BBOAUTb Napo/iv A0CTyNa, N0TUHbI U Kaknue-To Homepa;



2. Ncnonb3yh n oBHOBAAIK aHTUBUPYCHble Nporpammbl M OHGpaHgmayep. Tem cambiM Thbl
obe3onacuiub cebna OT 3aKa4ku BMPYCa Ha TBOE YCTPOMCTBO;

3. Mpu ncnonbzosaHmm Wi-Fi oTkatoum pyHKumio «O6wmin goctyn K dannam n npuHTEPam».
[aHHaa GyHKUMA 3aKpbITa NO YMOMYAHWUIO, O4HAKO HEKOTOpPbIE MO/b30BATENM AaKTUBUPYIOT eé
Ansa ynobcTea Mcnosb3oBaHMA B paboTe nan yyebe;

4. He vcnonbsyin nybanunbin WI-FI ana nepegaym AnYHbIX AaHHbIX, HANpUMmep A4a Bbixo4a B
couManbHble CETU UAKU B SNIEKTPOHHYIO NOYTY;

5. Wcnonb3yin TonbKo 3awmlieHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npu Habope
Beb-agpeca BBOAN MMeHHO «https://»;

6. B mobunbHom TenedoHe oTkAoUM dyHKUMIO «lMoakntoveHne K Wi-Fi aBTomatuyeckmn». He
[A0MycKan aBTOMaTMYECKOro NOAK/IOYEHNA YCTPOMNCTBA K ceTam Wi-Fi 6e3 TBoero cornacums.

COI.[I/IaJIbeIe CETH
CounanbHble ceTy aKTUBHO BXO4AT B HaWwy XN3Hb, MHOTMNe nroaun pa60Tar0T N XKUBYT TaM
NOCTOAHHO, a B Facebook yKe 3aperncTtpnposaH MmnmaanapL 4enoBek, 4To ABNAETCA O,CI|HOI';1
Ce,CI,bMOVI BCEX XMUTenen nnaHeTbl. MHOrMe Nonb3oBaTeENN He NOHUMAIOT, 4YTO MHd)OpM&LI,Mﬂ,
pasmeuleHHaAa MU B COUNANbHBIX CETAX, MOXKET 6bITb Haﬁp,eHa M UCNOJsIb30BaHA KEM YyrogHo, B
TOM 4Ymncne He obsA3aTenbHO ¢ 6aarumm HaMepeHNnaAMN.

OcHoBHble coBeTbl N0 6e3onacHOCTU B couMaZibHbIX CeTAaAX:

1. OrpaHMYb CNUCOK gpyseit. Y Teba B Apy3bAX He A0NKHO ObiTb CAYYaNHbIX MU HE3HAKOMbIX
nopein;

2. 3awMLLan CBOK YaCTHYK XMU3Hb. He yKasbiBail maponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA U OPYTYI0 NAUYHYI0 MHPOPMALMIO. 310YMbILWNEHHUKA MOTYT MCMNO/b30BaTb AaKe
MHOPMaALMIO O TOM, KaK Tbl M TBOM POAUTENM NAHMPYETE NPOBECTU KaHUKYbI;

3. 3awmuwaii cBo penyTaumio - AePXKN ee B YMCTOTe U 3agaBal cebe Bonpoc: xoten Obl Thbl,
4yTOObI ApyrMe Moab3oBaTeENM BUAEAM, YTO Tbl 3arpyxaewb? MNoayman, npexae 4em 4To-TO
ony6/IMKOBaTb, HANMCATb U 3arpPy3nTb;

4. Ecnn Tbl roBopuLb C NHOABMM, KOTOPbIX HE 3Haellb, He UCNOb3yl CBOE peasibHoe UMS U
APYTYIO IMYHYI0 MHPOPMALMN: UMSA, MECTO }KUTENIbCTBA, MECTO y4ebbl U npoyee;

5. WN3berainn pasmeuieHua dotorpaduin B8 UHTEpHETE, rae Tbl M306paxkeH Ha MECTHOCTU, MO
KOTOPOW MOKHO ONpeaennTb TBOE MECTOMO/IOXKEHNE;

6. Mpun perucTpauum B COLMANBHOW CETU HeobXOA4MMO WMCMNO/Ib30BaTb C/OXHbIE NAPOAM,
cocTosALme 13 ByKB U LMPP M C KOIMYECTBOM 3HAKOB He MeHee §;

7. Ona coumanbHOM ceTu, NoYTbl U APYIMX CAaUTOB HEOBXOAMMO MCNO/b30BaTb Pa3Hble NAPO/IN.
Torpa ecnv T1eb6s B31OMAIOT, TO 3/10YMbIWAEHHMKM NOYYaT AOCTYN TO/IbKO K OAHOMY MECTY, a
He BO BCe cpasy.

JJIEeKTPOHHbIE JEeHbI'!

INEeKTPOHHble AeHbIM — 3TO OYeHb YA06HbIN cNocob NaaTesken, 0HAKO CyLLEeCcTBYHOT
MOLLIEHHUKU, KOTOPbIE XOTAT NONYYNUTb 3TU AEHbIU.

3I'IeKTp0HHbIe AeHbrn noABNINCb coecem HeAaBHO U UMEHHO MU3-3a 3TON0 BO MHOIMNX
rocygapcreax 40 CUX NOP He NPONNUCaHO NPO HNUX B 3aKOHaX.



B Poccum ke oHM GYHKUMOHUPYIOT M O HUX YXKe MPONMCaHO B 3aKOHE, FAe UX PasaenatoT Ha
HECKO/IbKO BUA0B - aHOHUMHbIE U HE AaHOHUMHbIE. Pa3HuMLa B TOM, YTO aHOHMMHbIE - 3TO Te, B
KOTOpPbIX paspeLluaeTca NpoBoAUTb onepaumm 6e3 naeHTMdmnKkaLmMm nonb3oBaTens, a B
HEaHOHUMHbIX NAEHTUOUKALMM NONb30BATENA ABNSETCA 06A3aTENIbHOMN.

TaKKe cnepyet pa3nnyaTtbh 31EKTPOHHbIE PUaTHbIE AeHbMM (PaBHbI FOCYAapPCTBEHHBIM BalOTaM)
W 3/1eKTPOHHbIE HedUaTHbIEe AEHbIM (HE pPaBHbl rOCYAaPCTBEHHbIM Ba/IlOTaM).

OCHOBHble coBeTbl N0 6e3onacHoii paGOTe C 3/1IEKTPOHHbIMU AEeHbramu:

1. MNMpuBsAXM K cYeTy MOOUNbHLIN TenedoH. ITO camblh yAOOHbLIM U ObICTPbIA cnocob
BOCCTAHOBUTb A0OCTyn K cyeTy. [lpuBA3aHHbI TenedoH nomoxkeT, ecan 3abyaewb cBow
NNaTEXHbIA NAapO/ib UAM 3aNAeLlb HA CalT C HE3HAKOMOFO YCTPOMCTBA;

2. Wcnonb3yi oaHopasosble napoau. Nocne nepexoaa Ha YCUIEHHYO aBTopu3aumio Tebe yxe
He ByaeT yrpo>KaTb ONacHOCTb KPaXku MK nepexsaTta NaaTeXKHoro napons;

3. Bblbepn cnoxHbiit naponb. MpecTtynHuKkam OyaeT He NPOCTO yragaTbh C/OMKHbIM Naponb.
HageXHble naponm — 370 Napo/in, KOTopble cogeprKaT He MeHee 8 3HAKOB M BK/IOYALOT B cebA
CTPOYHblE W MpONUCHble ByKBbl, UMOPbI MU HECKONIbKO CMMBOJIOB, TaKME KaK 3HAK A0N/apa,
¢dyHTa, BOCKAMLATENbHbIN 3HaK U T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOU INYHbIE AQHHbIE HA canTax, KOTOpbIM He aoBepAellb.

BJIGKTpOHHaH nmovdrTa

INEeKTPOHHaA NoYTa — 3TO TEXHONOMMA U NPEAOCTaBAAEMbIE €0 YCAYTU N0 NepecbiiKe U
NOJIYYEHUIO INEKTPOHHbIX COOBLLEHMIA, KOTOPbIE pacnpenenatoTca B KOMMNbIOTEPHOW CETH.
OB6bIYHO 3N1EKTPOHHbIN NOYTOBbIN AWMK BbIFNAAUT CAeayowmm obpasom:
MMA_N0/b30BaTeNA@UMA_AoMeHa. TakxKe KpoMe nepeaayn NpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb Nepenasatb ¢ainbi.

OCHOBHble coBeTbl N0 6e3onacHoit paboTe ¢ 31eKTPOHHOWU NOYTOM:

1. Hapgo BbibpaTb NpPaBW/bHbIA MNOYTOBLIA CepBUC. B WHTepHeTe ecTb OrPOMHbIA BbliBOp
6ecnnaTHbIX NMOYTOBbLIX CEPBMUCOB, OAHAKO /lyylle AOBEPATb TEM, KOrO 3HaeLWb U KTO MepBbIi B
pPEeNTUHre;

2. He ykasbiBall B AMYHOM nouTe AMYHYO WMHbopmMaumio. Hanpumep, nydwe BbIGpaTh
«My3blKaNbHbIN_paHaT@» nam «pok2013» BMecTo «Tema13»;

3. Mcnonb3yn AByxsTanHyl aBTOpM3aUMio. ITO KOrga NOMMMO Mapoafa HY*KHO BBOAUTb KOA,
npucelnaemolt no SMS;

4. Bblbepu cnoXHbl Naposb. [NA KaK[0ro NoYToBOro ALMKa A0XKEH ObiTb CBOM HaZEXHbIM,
YCTOMYMBbLIN K B3/IOMY MapOb;

5. EchM ecTb BO3MOXKHOCTb HanuMcaTb CaMOMYy CBOW JIMYHbIM BOMPOC, MCMONb3YyH 3Ty
BO3MOXHOCTb;

6. WMcnonb3yih HECKO/IbKO NOYTOBbLIX ALWMKOB. MepBbIli ANA YaCTHOM NEepPennckn C agpecaTamu,
KOTOPbIM Tbl A0BepsAeLlb. ITO 3/NEKTPOHHbIN aApec He HaA0 UCNOIb30BaTb NPU PErucTpaLLmmn Ha
dopymax n canTtax;

7. He oTKpbiBan ¢ainbl U Apyrve BAOXKEHMA B NUCbMaX AaXKe eC/M OHW MPULIAM OT TBOMUX
Apy3en. Jlydlie yTo4YHW Y HUX, OTNPABAAAM N OHU Tebe 3T dainnbl;

8. Mocne okoHYaHUA paboTbl Ha NOYTOBOM CepBuCe Nepes 3aKpPbITUEM BKAAAKWU C CalTOM He
3abyAb HaxaTb Ha «BbINTUY.



Kno6epOoy//IMHT WM BUPTYaJIbHOE M3/ eBaTe/IbCTBO

KnbepbynnmHr — npecnesoBaHue cOOBLWEHNAMM, COAEPIKALLMMMU OCKOPBAEHMA, arpeccuto,
3anyrMBaHue; Xy/IMraHCTBO; COLMaIbHOE BOMKOTUPOBAHME C MOMOLLbIO PA3/INYHbIX UHTEPHET-
CepBUCOB.

OcHoBHble coBeTbl N0 60pbbe c KNbepbynanMHrom:

1. He 6pocaiica B 60i. Jlydwnin cnocob: nocoBeToBaTbCA KAk ceba BECTU U, €C/IN HEeT TOro, K
KOMYy MOXHO 006paTuTbCA, TO BHayane YCNOKOWUTbCA. EcnM  Tbl HayHewb OTBeYaTb
OCKOpHBAEHMAMU HA OCKOPBAEHMA, TO TONLKO €LLe BOo/blLUEe Pa30KKellb KOHONKT;

2. Ynpasnan ceoen kmbeppenytaumen;

3. AHOHMMHOCTb B CETU MHMMaA. CYLU,ECTBVI-OT cnocobbl BbIACHUTb, KTO CTOUT 3@ dHOHUMHbIM
dKKAYHTOM,

4. He cTouT BeCTM XynuraHckuii obpas BUPTYaNbHOM KU3HU. NIHTepHEeT dUKCUpyeT BCe TBOM
AEeNCTBUA U COXpaHAEeT uX. YOanuTb ux byaert KpaliHe 3aTpyAHUTENBHO;

5. Cobntoaai cBOM BUPTYa/IbHYIO YECTb CMOJIOAY;

6. WUrHopupyn eauHMYHbIN HeratuB. OAHOpPa30Bble OCKOPOUTENbHbIE COObLIEHUs Aydlle
UrHopuposaTtb. OBbIYHO arpeccua NPeKpPaLLAeTCss Ha HayalbHOM CTaanu;

7. baH arpeccopa. B nporpammax 0bMeHa MFHOBEHHbIMM COO6LLI|eHMF|MM, B COUMaNbHbIX CETAX
€CTb BO3MOXHOCTb 6I'IOKMpOBKM OTnpaBKU COO6LLI,€HMVI conpeaeneHHbIX agpecos,

8. Ecau Tbl cBuaeTenb KubepbynnuHra. TBou AeUCTBUA: BbICTYNUTb NPOTUB Npec/ienoBaTens,
NMoKasaTb emy, YTO ero AenCTBMA OLEHMBAKTCA HEraTMBHO, MOALEPIKATb YKEPTBY, KOTOPOWM
HY}KHa MCUMXO0/I0TMYEcKas NOMOLLb, COOBLMTL B3POCAbIM O paKTe arpeccMBHOrO NOBEAEHUS B
ceTu.

Moo6u/1bHbIN Te1edOH

CoBpemeHHble CMapTdOHbI M NAAHLWETbl COAEPKAT B cebe BNonHe B3pocabli GyHKUMOHAN,
Tenepb OHU MOTYT KOHKYPUPOBATb CO CTAaLMOHAPHBIMKU KoMNbloTepamn. OgHaKo, cpeacTs
3aWmTbl ANA NoAO0H6HbIX YCTPOMCTB NOKA 04eHb Mano. TeCTUpoBaHWE MU NMOWUCK YA3BUMOCTEN B
HUX NPOUCXOAUT HE TaK MHTEHCUBHO, KaK ana MK, To ke camoe KacaeTca U MOBUNbHbIX
NPUAOKEHUN.

CoBpeMeHHble MOBU/IbHbIE Bpay3epbl yKe NPAKTUYECKN AOTHANN HACTO/IbHbIE AHANOTN,
O[HAKO pacwmnpeHme GyHKLMOHANA BAeYET 33 CO60M HONbLUYIO CIOXKHOCTb U MEHbLLYIO
3aLUMLLLEHHOCTb.

[laneko He Bce NPOM3BOAMUTENN BbINYCKAOT 0OHOB/IEHWA, 3aKPbIBAOLLME KPUTUYECKUE
YA3BMMOCTU A1 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl ANa 6e3onacHocTM mobunbHoro TenepoHa:

1. Huyero He ABnAeTcA MoO-HacToALLEMY 6ecnnaTHbIM. byab ocToporkeH, Beab Koraa Tebe
npeagnaraktoT 6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KaKMUEe-TO NnaTHbIE YCNYTW;

2. [lyman, npexge yem otnpasuTtb SMS, ¢oto nnmn emaeo. Tbl TOYHO 3Haelb, rAe OHW ByayT B
KOHEeYHOM uTore?

3. Heobxoammo 06HOBNATL ONepaLMOHHY CUCTEMY TBOEro cMapTdoHa;

4. WNcnonb3yi aHTUBUPYCHbIE NPOrpammbl AN MOBUIbHbLIX TeNedoHOB;



5. He 3arpy)alh nNpunoXKeHMA OT HEeU3BECTHOrO0 WMCTOYHMKA, Bedb OHM MOTyT COAEprKaTb
BpeA0HOCHOE NporpaMmmHoe obecneyeHue;

6. MNocne Toro Kak Tbl BblgewWwb C calTa, rge BBOAWA AUYHYO MHGOpPMaUMO, 3aMgu B
HacTpolKkn bpaysepa 1 yaanu cookies;

7. lNepuoanyeckn NpoBepAi KakMe NaaTHble YyCAYyrn akTMBMPOBaHbl HA TBOEM HOMEPE;

8. [aBait cBoi HOMep MobuabHOro TenedoHa TONbKO NOAAM, KOTOPbIX Tbl 3Haellb U KOMY
AoBepsellb;

9. Bluetooth gonkeH 6bITb BbIKAKOYEH, KOrAa Tbl MM He nosb3yelwbcsa. He 3abbiBait MHoOraa
npoBepATb 3TO.

Online urpsi

CoBpeMeHHble OHNAMH-UTPbI - 3TO KPACOYHbIe, 3aXBaTbIBalOLLME pa3B/ieyeHus, obbeanHsowme
COTHM TbICAY YENOBEK N0 Bcemy MUpy. Mrpokn nccneayot AaHHbI UM MUpP, 06LWaoTCa Apyr C
APYrom, BbINOJIHAIOT 33Z,aHNSA, CPAXKAKTCA C MOHCTPAMM M MOJIyYatoT ONbIT. 33 YA40BO/IbCTBUE
OHM NNATAT: NOKYNalT ANCK, ONNAYNBAOT aBOHEMEHT UK NPUOBPETAIOT KaKne-To onuum.

Bce 3Tv cpeacTBa MAayT Ha NOAAEPKaHWe U Pa3BUTUE UIPbI, a TaKKe Ha caMy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aL MM, BbINYCKAOTCA HOBbIE NaTum (LMdpoBble 3annaTku
ANA NPOrpamm), 3aKpblBatoTCA YA3BMMOCTU CEPBEPOB.

B I'IO,£|,06HbIX nrpax CTounT onacaTbCA He CTO/ZIbKO CBOUX CONEPHUKOB, CKOJZIbKO KPa*Kn TBOEro
naponAa, Ha KOToOpom OCHOBaHa CUCTEMA aBTOpPU3aLLUK 60NbWNHCTBA urp.

OCHOBHble coBeTbl N0 6e30nacHOCTU TBOEro UrpoBOro aKKayHTa:

1. Ecnaun gpyroi urpok Beget ceba naoxo unum cosgaeT Tebe HeNpPUATHOCTK, 3abNOKUPYI ero B
CMUCKe UTPOKOB;

2. I'Iomanyﬁcn AOMUHUCTPATOPaM Urpbl Ha NJI0OX0e noBegeHWe 3TOro Urpoka, XKenateabHo
NMPUNOKNUTb KaKNE-TO A0KA3aTENNbCTBA B BUAE CKPUHOB,

3. He ykasbiBait AMYHy0 MHGOPMauuto B npodalinie urpbl;

YBaXKal Apyrux y4aCTHUKOB MO UTPE;
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5. He yctaHaBnmBai HeodpuuManbHble NAaTIN U MOZbI;
6. Mcnonb3yii CNOXHbIE U pa3Hble Naponu;
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[axe BO BpemA Urpbl HE CTOUT OTK/AOYATb aHTMBUPYC. MOKa Tbl Urpaellb, TBOM KOMNbIOTEP
MOTYT 3apa3uTb.

PUIIUHT UWIN KpadiKa JIMYHbIX JdHHbIX

OO6bIYHOM Kparkelh AeHer N AOKYMEHTOB CErofHsA Y*Ke HUKOro He YAMBULLb, HO C Pa3BUTUEM
WHTEPHET-TEXHOIOTUIA 3/I0YMbILINEHHUKN NEPEMECTUINCE B UHTEPHET, U NPOLOMNKAOT
3aHMMATbLCA «NOUMbIM» AeNoM.

TaK nosBMAACb HOBAA Yrpo3a: MHTEPHET-MOLIEHHNYECTBA UM GULLIMHT, F1aBHAA LEeb KOTOPOro
COCTOMT B NONYYEHUN KOHPUAEHUMANBHBIX AAHHbBIX NO/Ib30BaTeNEN — NNIOTMHOB M Naponei. Ha
aHrnuickom asbike phishing untaetca Kak duwnHr (ot fishing — pbibHas nosna, password —
naposb).

OcCHOBHble coBeTbl No 6opbbe ¢ puwmnHrom:



1. Cneam 3a cBOMM aKKayHTOM. Ecam Tbl nogo3peBaellb, YTO TBOS aHKeTa Oblaa B3NOMaHa, TO
Heob6xoammo 3ab10KMpPOBaTL ee U COOOWNTb AZMUHUCTPATOPAM pecypca 06 3TOM Kak MOMKHO
CKopee;

2. WUcnonb3yih 6esonacHble Beb6-CalTbl, B TOM YMUC/I€, MHTEPHET-MarasMHOB W MOMCKOBbIX
cucTem;

3. Wcnonb3y cnoxHble M pasHble napoan. Takum obpasom, ecam Teba B3nOMaloT, TO
3/10YMbILUIEHHUKM NOIy4aT AOCTYN TO/IbKO K OAHOMY TBOEMY NPOdUIO B CETHU, @ HE KO BCEM;

4. Ecnn T1ebA B3nOManM, T0 HeobxoaMMo npeaynpenUTb BCEX CBOWMX 3HAKOMbIX, KOTOpble
pobasneHbl y TebA B gpy3baAx, 0 TOM, YTO Tebs B3NOMaNN 1, BOSMOXKHO, OT TBOEro MMeHu byaeT
paccblNaTbCA CNAaM U CCbIIKM HA GULLMHIOBbIE CAMTbI;

5. YctaHOBM HageXHbl naponb (PIN) Ha MobunbHbIN Tenedor;
6. OTKAOUYM coXxpaHeHne napons B bpaysepe;

7. He oTKpbiBalh daiinbl U Apyrne BNOXKEHUA B NMUCbMaX, AaXKe €C/IM OHW NPULIAM OT TBOMUX
Apysen. Jlydwe yTouHWN Y HUX, OTAPABAAAN N OHU Tebe 3Tn dalinbl.

ul/l(l)IJOBaH penyranusa
Undposasa penytaums - 3TO HeraTMBHaA WAM NO3UTUBHAA WHPoOpMauMAa B ceTu o Tebe.
KomnpomeTtupytowas nHdopmauma, pasmeLLeHHasas B MHTEPHETE, MOXKET cepbe3HbiM 0bpaszom
OTpPa3nTbCA Ha TBOEWN peasibHOM KM3HWU. «Lindposaa penytayma» - 3TO TBON MMUAK, KOTOPbIN
dopmupyeTca ns MHpopmaunm o Tebe B UHTEPHETE.

TBOE MeCTO MKUTEeNbCTBa, yHE6bI, TBOE d)MHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa u
PacCKasbl O 6/1M3KUX - BCE 3TO HaKaMn/IMBaeTcA B CETU.

MHorve nogpoCTKU NErkKOMbICIEHHO OTHOCATCA K NybAuMKauuuM nuMYHOW WHPopmauuu B
NHTepHeTe, He NMOHMMAas BO3MOMKHbIX NOCNAeACTBMI. Tbl AaKe He CMOXKELb A0raAaTbCA O TOM,
yto dpoTorpadus, pasmelleHHan 5 neT Hasad, cTana NPMUYMHOM OTKasa NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHune tBonx potorpadpuii n apyrme 4emicTBUA MOTYT HE UCHE3HYTb AaxKe
nocne Toro, Kak Tbl UX yAa/uWb. Tbl HE 3HAeLWb, KTO COXPaHUA 3Ty MHGOPMALMIO, MoMana n
OHa B MOMCKOBblE CUCTEMbI M COXPaHMNACb AM OHa, a NaBHOE: 4YTO nogymatoT o Tebe
OKpy)Katolwee NtoaM, KOTopble HalayT U yBUAAT 3T0. HalTn MHbOpMaLMo MHOrO feT cnycTs
CMOXKET Ntobon - Kak 13 gobpbix NOGYKAEHUN, TaK U C HaMepPEeHMEM MPUYUHUTDL Bped. ITO
MOXET BbITb KTO YrogHo.

OcHoOBHble coBeTbl No 3awuTe LuppoBOIM penyTauumn:

1. Moaymain, npexge 4yem 4YTo-TO NyO6AMKOBaTb M nepepasatb y ceba B 6nore mam B
coumManbHOM ceTu;

2. B HacTpolikax npoduna ycTaHOBM OrpaHUYEHUs Ha NPOCMOTP TBOEro npoduns u ero
COOEPKUMOTO, CAENAN €ro TONIbKO «ANA ApYy3ei»;

3. He pasmewait M He yKasbiBall MHPOpPMaALMIO, KOTOPAA MOXKET Koro-nmbo ockopbastb
nnn obumKato.

ABTOpCKOeE npaBo

CoBpemMeHHble LWKONbHUKM — aKTUBHble MOo/b30BaTeNn UMPPOBOro npoctpaHcTea. OaHaKo
OANEeKo He BCe 3HAloT, YTO N0/Ib30BaHME MHOTMMW BO3MOXKHOCTAMU LMdPpoBOro mupa Tpebyet
cobnoaeHNsa NPaB Ha MHTENIEKTYaNbHYO COBCTBEHHOCTb.



TepMnH  «MHTeNNeKTyanbHasa COOCTBEHHOCTb» OTHOCUTCA K  Pas/inyHbiM  TBOPEHMAM
Ye/sI0BEYECKOro yma, HauMHan C HOBbIX M306peTeHnt 1 3HakoB, 0603HaYatoLWmMx cOBCTBEHHOCTb
Ha MNPOAYKTbl W YCAYIM, W 3aKaHuMBas KHuramu, dotorpapuammn, KuHoduAbMaAMKU WU
MY3blKa/IbHbIMW NPOU3BEAEHUAMMN.

ABTOpPCKME NpaBa - 3TO NpPaBa Ha MHTE//IeKTYa/IbHYl0 COBCTBEHHOCTb HA NPOM3BEAEHUA HAYKMY,
NMTepaTypbl M WMCKycCTBa. ABTOPCKME MpaBa BbICTYMalOT B KayecTBe rapaHTMM TOro, 4TO
WHTENNEKTYyaNbHbIW/TBOPYECKUIA TPyA, aBTOopa He byaeT HanpacHbIM, AacT eMy cnpaBes/insble
BO3MOXHOCTM 3apaboTaTb HA pe3y/abTaTax CBOEro TPyAa, NONYYUTb U3BECTHOCTb U NPU3HAHME.
Hukto 6e3 paspelweHns aBTopa He MOXeT BOCNPOM3BOAWUTL €ro npousBeaeHue,
pacnpocTpaHATb, NyBANYHO AEMOHCTPUPOBATL, NPOAABaTb, MMNOPTUPOBATb, NYCKaTb B MPOKaT,
ny6NMYHO MCNONHATL, MOKa3blBaTb/MCNONHATL B 3dMpe Man pasmeLltatb B MHTepHeTe.

Ncnonb3osBaHue «MUPATCKOro» nporpamMmmHoro obecneyeHns MoxKeT npmneectt K MHOIMm
PUCKam: OT noTepu AaHHbIX K TBOMM aKKayHTam OO0 6I'IOKMDOBKM TBOEro yCTpOﬁCTBa, rae
yCTaHOBI'IeHHbIVI HE JNerasibHaa nporpamma. He cTouT TakxKe 3a6bIBaTb, 4YTO CyuwlecTByet
NeranbHble n 6ecnnaTtHble nporpammsbl, KOTOpble MOXKHO HalTK B CeTw.

O nmopTrase

CeTeBMYOK.pd - TBOW rNaBHbI COBETUYMK B CETU. 34€Chb Thl MOXKELLb Y3HaTb 0 6e30nacHOCTU B
CETM NOHATHbLIM U AO0CTYMHbIM A3bIKOM, @ MPY BOSHUKHOBEHUU KPUTUUYECKOM CUTYaLLUK
06paTUTbLCA 3a COBETOM. A TaK¥Ke MPUHATb y4acTMe B KOHKYPCax M CTaTb CaMbiM LUMGPOBbIM
rpaxaaHUHOM



