OBYYAIOIUMCS

ITAMATEKA .
AJA OBYHAIOIIINXCA Ob HTHOPOPMAIIMOHHOM
BE3OITIACHOCTU AETEU

HEJIb34

1. Bcem moaps coo0IaTh CBOO YacTHy0 nHopmanuoo (Hactosiue uMsi, GaMuInio,
TesieOH, aZipec, HOMeP IIKOJIbI, a TakKe poTorpaduu CBOU, CBOEH ceMbH U APy3ei);

2. OTKpBIBaTh BJIOKEHHbIE (DA BJIEKTPOHHOMU IIOUTHI, KOT/IA He 3HAEIIb OTIIPABUTEJIA;
3. I'pyOuTh, mpUAUPATHCA, OKAa3bIBaTh JaBJIEHUE — BECTHU ce0sI HEBEIKIUBO U aTPECCUBHO;

4. He pacmopsokaiicsi neHbraMu TBOEU ceMbu 0e3 paspeleHHs CTapIIuX - BCErza
CIIpaIIuBall pOAUTEJIEN;

5. He Bcrpeuatics ¢ VHTepHET-3HAKOMBIMH B pPeaJbHOM KU3HU - ITOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIITb.

OCTOPOXHO

1. He Bce numyt nmpasay. Yuraems o cebe Henpaay B MIHTepHeTe — co00IIM 006 5TOM
CBOUM POJIUTEJISIM WJIU OTIEKYHaM;

2. [IpuryiamarT repenuchiBaThCs, UTPATh, 0OMEHUBATHCS - ITPOBEPD, HET JIU TIO/IBOXA;
3. HezakonHoe konmpoBaHue daiiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerpa pacckaspiBail B3pOCJIBIM O pobJieMax B CETH - OHH BCET/Ia [IOMOTYT;

5. HCHOJ’IBSYﬁ HaCTpOfIKPI 0€e30MacHOCTH U IIPUBATHOCTH, 4TOOBI HE IIOTEPATH CBOU
AKKAYHTBI B COICETAX U JPYTUX ITIOPTaIax.

MOKHO

1. YBaxkal Ipyrux 1moyib30BaTesiei;

2. [Tosp3yenibess UHTEPHET-UCTOUHUKOM - JleJlall CChIIIKY Ha HETO;
3. OTKpBIBal TOJIBKO Te CCHUIKU, B KOTOPBIX YBEPEH;

4. O0ImaThCA 3a TOMOIIBIO B3POCJIBIM - POJIUTENH, OIIEKYHBI U a/IMUHHUCTPAIIUA CAalTOB
BCer/ia IIOMOTYT;

5. IIpoiimu oOyuenme Ha caiite «CeTeBHYOK» U TMOJYYHd MACIOPT LH(PPOBOTO
rpakgaHuHal

IIpunoxenue N 2

NHOOPMAIINMOHHAA ITAMATKA JIA OBYUYAIOIIINXCA
A1 PASMEIIIEHNA HA OOUITNAJIBHBIX NTHTEPHET-
PECYPCAX



C KaKkIbIM TOZIOM MOJIOZIE’KU B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IKOJIbHUKHU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesel PyHera. Mexxay TeM, TOMHMO OTPOMHOTO KOJIMUECTBa
BO3MOKHOCTEH, MHTEPDHET HeceT W HpoOJieMbl. JTa MaMATKA JOJKHA TOMOYb Tebe
0e30I1acHO HAaXOAUThCS B CETH.

KomMnbroTepHble BUPYCHI

KoMmnbploTEpHBIM  BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTJIMIUTETHHON 0COOEHHOCTHIO KOTOPOH SBJISETCS CIIOCOOHOCTh K pPa3MHOXKEHUI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYChI MOTYT IIOBPEIUTH WJIHA TOJHOCTHbIO YHUUTOXXUTH BCE
daiiipl ¥ JaHHBIE, MOJAKOHTPOJIbHBIE II0JIb30BATENI0, OT HMEHH KOTOPOTO ObLia
3amyllleHa 3apak€HHasg IporpaMMa, a TakyKe IIOBPEIUTh WM Jlake YHUUTOKUTH
OIlepaIlOHHYI0 CHCTEMY CO BceMHu daiaMud B IeJIOM. B OOJBIIMHCTBE CIy4YaeB
pacIpoCcTpaHsATCsA BUPYCHl Uepe3 UHTEPHET.

MeToap! 3a1UTHI OT BPEAOHOCHBIX ITPOTpaMM:

1. Mcnonp3yil coBpeMeHHbBIe OllepalliOHHBbIE CUCTEMBI, UMEIOIIe CePhE3HbI YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPAMM,;

2. IlocTrossHHO ycTaHaBiaWBai madt (I[u¢poBble 3amIaTKU, KOTOPble aBTOMATUYECKU
yCTaHABJIUBAIOTCA C II€JIBI0 JOPaOTKH IPOrpaMMbl) U JApyrHe OOHOBJIEHHS CBOEH
omnepanuoHHOU cucteMbl. CKauMBall UX TOJIBKO ¢ OPUIIMAIIFHOTO caliTa pa3paboTuynka
OC. Ecnu cymecTByeT pexUM aBTOMAaTUYeCKOro 0OHOBJIEHNU S, BKJIIOUH €T0;

3. PabGotaii Ha cBOEM KOMIIbBIOTEDPE IO/ IIpaBaMM I10JIb30BaTeJIA, 4 HE a/IMUHUCTPATOPA.
9TO He I03BOJIUT 6OJII>IIII/IHCTBy BPEAOHOCHBIX IIPOrpaMM HMHCTAJIJIMPOBATHCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcionib3yi aHTUBUPYCHBIE IPOTPaMMHbIE ITPOAYKTHI H3BECTHBIX ITPOU3BOIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. OrpaHnYb (PU3NUECKUN JOCTYI K KOMITBIOTEPY JIJIsI IOCTOPOHHUX JIII;

6. Vcriosib3y¥i BHENIHHE HOCUTEIN MHDOPMAaIINH, TaKhe Kak JIelka, JUCK Wid Ghaiir u3
WHTEPHETA, TOJILKO U3 MTPO(EPEHHBIX HICTOUHUKOB;

7. He OoTKpbIBali KOMIbIOTEPHBIE (hAIIBI, MTOJTyUEHHBbIE U3 HEHAJEKHBIX UCTOYHUKOB.
Jlaxke Te daitpl, KOTOphIE IPUCIAJ TBOM 3HAKOMBIN. JIydIlle yTOUHHU y HETO, OTIIPABJISLII
Ji1 OH Tebe HX.

Cetu WI-FI

Wi-Fi - aT0 He BU| Iepeiayu JJaHHBIX, HE TEXHOJIOTHSA, a BCETO JIUIIb OpeH/|, MapKa. Eie
B 19091 TroAy HUJlepJaH/AcKas KOMIIaHUA 3aperucrpupoBasna OpeHy, « WECA», uro
obo3Hauanmo cimoBocoueTanue «Wireless Fidelity», xkoropslii mnepeBomuTcs Kak
«becrpoBO/IHASA TOYHOCTD>.

Jlo Hamrero BpeMeHHU JomlIa Apyras ab0peBuaTypa, KOTOpas SIBJISIETCSA TaKOU Ke
TexHoJiorue. Ato abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJAHO ¢ HAMEKOM Ha
CTaHZIAPT BBICHIUM 3ByKOBOUM TexHuku Hi-Fi, 4To B mepeBojie O3HAauaeT «BBICOKAs
TOYHOCTB».



Jla, becIutaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U adPONOPTaxX ABJISAETCA OTIMIHON
BO3MOKHOCTHIO BBIXO/Ia B UHTepHeT. HO MHOTrHMe BJKCHEPTHI CUYUTAIOT, UTO
obmeoctynasie Wi-Fi cetu He sBaAIOTCA 6€30MaCHBIMMU.

CoBeTbl 10 6€30I1acCHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBol JuuHyr0 WHoOpManuio udepe3 obOmemoctynuble Wi-Fi cerw.
Paboras B HUX, KeJIaTeJIbHO He BBOJIUTH IAPOJIU JOCTYIIa, JOTUHBI M KaKHe-TO HOMEPA;

2. Vcrosib3yii 1 OOHOBJISIH aHTHBUPYCHBIE IIPOrPaMMBbI B OpaHiMayep. TeM caMbIM ThI
obe3omacuIlb cebs OT 3aKaYKH BUPYca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosbszoBanmu Wi-Fi otwmoun ¢ysknuio «O6muil goctyn k daiuam u
npuHTepam». JlanHas QYHKIHUA B3aKpbiTa 110 YMOJTYAHUIO, OJHAKO HEKOTOPBIE
[I0JIb30BATEIN aKTUBUPYIOT €€ JIJIA y/1006CTBA UCIIOIBb30BaHUsA B paboTe nin yuele;

4. He ucrionpayi myosuunbii WI-FI g mepegaun JIMYHBIX JJAHHBIX, HAIIPUMEDP JJIA
BBIXO/Ia B COLIMAJIbHbIE CETU UJIN B JIEKTPOHHYIO I10YTY;

5. Imonb3y¥ TOJIbKO 3amiuilieHHoe coenuHeHue yepe3d HTTPS, a ne HTTP, T.e. npu
Habope BeO-aipeca BBOAU UMeHHO «https://»;

6. B wmoOwmwibHOM TestedoHe oOTKIOUN yHKnuioo «Ilogkaouenne k Wi-Fi
aBTOMaTHYecKu». He moImyckall aBTOMAaTHYeCKOTO MOAKIIOUEHHs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COI.II/IaJ'II)HI)Ie CeTu

COI.II/IaJII)HI)Ie CETHU aKTHUBHO BXO/JAT B HAIILy )KU3Hb, MHOT'H € JIIOAH pa60Ta10T U JKUBYT TaM
ITIOCTOAHHO, Y2K€ 3apEruCTpupoOBad MUJIJIMAPA YE€JIOBEK, UTO ABJIACTCA OHHOfI CGZII:-MOFI
BCeX JKUTeJIed IIaHeThl. MHOrHe II0JIb30BaTeJd He IIOHUMAIOT, 4YTO I/IH(I)OpMaIII/IH,
pa3MeleHHada MM B COONUAJIbHBIX CETAX, MOXKET OBITH HafmeHa U HCIIOJIb3OBaHa KEM
yroaHo, B TOM 4YHUCJIE HE 00s13aTeIbHO ¢ OJIaTuMU HaMEpEHUAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CIIHCOK JApy3ed. Y Tebs B APY3bAX HE JOKHO OBITh CIIyJaWHBIX U
HE3HAKOMBIX JIIOJIEH ;

2. 3amuiai cBOI YacTHYIO KU3Hb. He ykaspiBail maposiu, TesedoHbl, ajipeca, JaTy
TBOETO POXJIEHUA U JIPYIyI0 JIMYHYIO HHQPOPMAIUIO. 3JIOyMBINUIEHHUKNU MOTYT
HCIIOJIB30BaTh Jlake MH@OpMAIMI0 O TOM, KaK Thl U TBOU DPOAUTENU IUIAHUPYETE
IIPOBECTU KAHUKYJIBI;

3. 3amumian CBOI0 PEIyTaIUIO - IEPKU €€ B UMCTOTE U 33J1aBail cebe BOIpOC: XOTe Obl
ThI, YTOOBI JPYTHE TI0OJIH30BATEH BUIEJIU, YTO ThI 3arpyskaenib? [logymai, mpexae uem
YTO-TO OIyOJIMKOBATH, HAIIUCATD U 3aTPy3UTh;

4. Ecytu TBI TOBOPHIIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, He UCII0JIb3YH CBOe peasibHOe UM
U IPYTYIO JIUYHYI0 UHGOPMAIUN: UMSI, MECTO JKUTEJIbCTBA, MECTO Y4eObI U IpOYeE;

5. 3beraii pazmenienus ¢ororpaduii B IHTepHeTe, I7ie ThI N300pakeH HA MECTHOCTH,
10 KOTOPOU MOKHO OIIPEJIeJINTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIUAIBHOU ceTU HEOOXOAMMO UCIIOIb30BATH CJIOKHbBIE IAPOJIH,
cocrosIye u3 6ykB v QP U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;



7. )11 conuaibHON CeTH, MOYTHI U APYTUX CANTOB HEOOXO/IMMO HMCIIOJIb30BaTh Pa3HbIe
maposiu. Torga ecom Te0s1 B37IOMAIOT, TO 3JI0YMBINIJIEHHUKHU MOJIYYaT JIOCTYH TOJIBKO K
OTHOMY MeCTY, a He BO BCe cpaay.

OJIEKTPOHHBIE JIEHbI'U

DJIeKTPOHHbBIE JIEHbIH — 3TO OYE€Hb YAOOHBIA CIOCO0 IIaTeXKeU, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIyYUTh 3TH JIEHBI'H.

JJIEKTPOHHBIE JIEHbI' TOSBUJINCH COBCEM HEIABHO W WUMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapCTBax JI0 CUX ITOP He IIPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIIMOHUPYIOT U O HUX y3Ke IIPOITMCAHO B 3aKOHE, I7I€ X Pa3esIsaioT
Ha HECKOJIbKO BHJIOB - aHOHMMHBIE ¥ HE aHOHMMHBIE. Pa3HHUIA B TOM, YTO aHOHHUMHBIE -
BTO Te, B KOTOPBIX paspelraercs IPOBOAUTH Olepanuu 0e3 wuaeHTHGUKAIUN
IIOJIb30BaTe/sA, a B HEAHOHUMHBIX UJeHTU(GUKAIIMN I10JIb30BaTe/sA  SIBJISIETCS
00a3aTeIbHON.

Taxxe cJIeayeT pa3jimuarb 9JIEKTPOHHBIE (I)I/IaTHbIe JAE€HbI' (paBHI)I TrocyaapCTBEHHbBIM
BaJIIOTaM) " SJIEKTPOHHbIE HE(I)I/IaTHI)Ie A€HbI' (He PaBHBI IT'OCYyAapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 0 O€30TIaCHON PabOTe C AIEKTPOHHBIMU JIEHbraMU:

1. [IpuBsku K cueTy MOOMJIBHBIN TesieOH. ITO camMblid YAOOHBINH U OBICTPHIA CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. IIpuBsa3aHHbIil TeseoH IOMOKeT, ecu 3a0y/ienb CBOU
IJIATEKHBIY [TapOJIb WU 3aU/Iellb Ha CAaliT ¢ HE3HAKOMOTI'O YCTPOMCTBA;

2. Mcmob3y#t ogHOpaszoBkle mapostu. [locse nmepexo/ia Ha yCHUIJIEHHYIO aBTOPU3AIHAIO TeOe
yKe He OyZleT yIposKaTh OIMaCHOCTh KPayKH MJIU IepexBaTa IJIaTeKHOTO IMapoJis;

3. Beibepu cyiokHBIN Taposib. IIpecTymHUKaM OyAeT He MPOCTO yrafaTh CIIOKHBIA
napoJib. HaziesxHble maposii — 3TO MapoJid, KOTOPbIe cojlep:KaT He MeHee 8 3HAKOB U
BKJIFOUAIOT B €051 CTPOYHBIE U ITPOIHCHBIE OYKBBI, ITU(MPHI 1 HECKOJIBKO CHMBOJIOB, TAKHeE
KakK 3HaK JloJ1apa, QyHTa, BOCKJIUIATEIbHBIN 3HAK U T.I1. Hampumep, StROng!;;

4. He BBOZiU cBOU JINUHBIE JaHHBIE HA CAUTaX, KOTOPHIM He JJ0BEpSelIb.
JJIeKTPOHHAA IIOHTA

DJIeKTPOHHAsA II0YTA — 3TO TEXHOJIOTUSA U IPeJOCTaBJIsIeMble €10 YCIYTH 110 IlepechlIKe 1
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPbIE PACIPENENSIOTCS B KOMITBIOTEPHOM
cetu. OOBIYHO HJIEKTPOHHBIA IIOYTOBBIN SIIUK BBIMVIAIUT CJAEAYIOIUM 00pa3oM:
HMs_II0JIb30BaTeIA(@UMA_JIoMeHa. Tak:ke KpoMe Iepeiauy MPOCTOro TeKCTa, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (pailsbl.

OCHOBHBIE COBETHI IO OE30MMACHON PAbOTe C 3JIEKTPOHHON ITOYTOM:

1. Hayto BeIOpaTh NMpaBUJIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIN BBIOOD
OecryIaTHBIX IIOYTOBBIX CEPBHCOB, OJTHAKO JIy4llle JIOBEPATH T€M, KOI'O 3HAelIb U KTO
IIEPBbHIN B PEUTHHTE;

2. He ykaspIiBail B IMYHOU MOYTe JUUHYI0 nHopMmanuoo. Hanpumep, jyuliie BEIOpaTh
«MYy3BIKQJIBHBIN__(paHAT@» WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnob3y#l ABYX3TATHYI0 aBTOPHU3AIUI0. DTO KOTZIa TOMHMO TMapOJIsi HY?KHO BBOJIUTH
KO/I, IpuChlIaeMbIi 110 SMS;



4. Bpibepu CyIOKHBIN Taposib. [l KaKAOTO IIOYTOBOTO SIIHKA JOJKEH OBITH CBOU
HAJIe>KHBIN, YCTOMYUBBIN K B3JIOMY IIapOJIib;

5. Ecsim ecTh BO3MOXKHOCTh HAmHCaTh CaMOMY CBOU JIMYHBIM BOIPOC, UCIIOJB3YH 3TY
BO3MO>KHOCTb;

6. VMcnosb3yll HECKOJIBKO IOUYTOBBIX AMIMKOB. IlepBBIN 11 4acTHOU IEPENUuCKU C
aJipecaTaMu, KOTOPBIM ThI JJOBepsellb. ITO 3JIEKTPOHHBIN aJipec He HaJl0 UCIO0JIb30BaTh
IIpU perucTpanuu Ha ¢popyMax U cauTax;

7. He oTKkpbIBail (paiiyibl U APyTHUE BJIOKEHUS B IIMChMaX JIaKe €CJIU OHU IIPUIILIN OT TBOUX
Zipy3ei. Jlydire yTouHH y HUX, OTIIPABJISIN JIK OHU Tebe 3Tu (aiiiibl;

8. ITocsie okoHUaHUS PaOOTHI HA TIOYTOBOM CEPBUCE MTEPE]] 3aKPBHITUEM BKJIQJIKU C CAUTOM
He 3a0y/1b HA>KaTh Ha « BRIUTH».

KubepOy IMHT WK BUPTYaJIbHOE U3/I€BATEIHCTBO

KI/I6ep6y.7UII/IHI‘ — IIpeciieaoBaHuEe COO6III€HI/IHMI/I, coaeprKalliuMun OCKOp6JIeHI/IH,
arpecCcruro, 3allyruBaHHue; XYJIMTaHCTBO; COIIMAJIbHOE 6OI>JIKOTPIPOBaHHe C IIOMOIIBIO
Pa3JIMYHbIX MHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOYJUTMHTOM:

1. He 6pocatics B 601i. JIyuiuii crioco0: TOCOBETOBAThCS KaK cebsl BECTU U, €CJTH HET TOTO,
K KOMYy MOJKHO OOpaTUTBhCs, TO BHaYajie YCIIOKOUThCS. EC/IM ThI HaUYHEIh OTBEYATh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHUSI, TO TOJIBKO ellfe OOJIBIIE PA30KIKEITb KOH(PIIUKT;

2. YripaBJisii CBOed KHOeppeIyTayei;

3. AHOHUMHOCTb B CE€TH MHUMaAsI. CYH.IGCTBYIOT CITI0COOBI BBIACHUTHL, KTO CTOHT 3a
AHOHUMHBIM aKKAQYHTOM;

4. He cTouT BecTu XyJITMTaHCKUU 00pa3 BUPTYyaIbHOU JKU3HU. VIHTEpHET QUKCHPYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZeT KpaiiHe 3aTPy/THUTEIHHO;

5. CobGu0/1a81 CBOU BUPTYaJIbHYIO YECTH CMOJIOAY;

6. IrHopupy# equHUYHBIN HeraTuB. OTHOPa30BbIE OCKOPOUTEIbHBIE COOOIIEHU S JIyUIIIe
urHopupoBaTth. OOBIUHO arpeccus MpeKpaIaeTcs Ha HAYaJIbHOU CTaIuH;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMHU COOOIIIEHUSIMH, B COITUATBHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKUPOBKY OTIIPABKH COOOIIIEHUH € OIIPeIeJIEHHBIX a/IPECOB;

8. Ecim TBI cBuzerens kKubepOysuimHra. TBow AelCTBUA: BBICTYHNUTHh IIPOTUB
Ipecjie/ioBaTesid, IOKa3aTh €My, 4YTO ero JeWCTBUS OIeHUBAIOTCA HeraTUBHO,
MIO/IJIEP>KATH KEPTBY, KOTOPOH HYKHA MICUXO0JIOTHYECKAS TTOMOIIb, COOOIIUTH B3POCTBIM
0 ¢aKTe arpecCUBHOIO IIOBEJIEHUS B CETU.

MobOunbHbIN TesedoH

CoBpemenHble cMapTdOHBI U IUIAHIIETHI COZEpKaT B cebe BIIOJIHE B3POCJIBIN
dyHKIIOHAJ, ¥ Telepb OHU MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMU KOMIIBIOTEPAMH.
OpnHako, CpeZiCTB 3aIUTHI JJIS MOJI00HBIX YCTPOMCTB ITOKA OUeHb Masio. TecTupoBaHue U
IIOMCK ysI3BUMOCTEN B HUX IPOUCXOJIUT He TaK MHTEHCUBHO, Kak ad I1K, To ke camoe
KacaeTcs U MOOUJIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl yKe IPaKTUUECKU JOTHAIU HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupeHne GyHKIIHOHAIA BJeYeT 32 COO0H OOJIBIIYIO CJIOKHOCTDh U MEHBIIIYIO
3alUIIEHHOCTb.

Jlasieko He Bce ITPOM3BOIUTENN BHIMYCKAIOT OOHOBJIEHU S, 3aKPBIBAIOIINE KPUTHYECKHE
YA3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TesiepoHa:

1. Huuero He siBjIseTCsA MO-HACTOSAIIEMY OecItaTHBIM. Byib ocToposkeH, Beib Kora Tede
IpeajiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

2. Jlymaui, npexze yem oTipaBuTh SMS, doto unu Buaeo. Thl TOUHO 3HAEIb, IJl€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 OOHOBJIATH OIlEPAllIOHHYIO CUCTEMY TBOEro cMapT(dOHa;
4. ictioib3y# aHTUBUPYCHBIE IPOTPAMMBI /11 MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy)1ca171 IIPUJIOKEHHNA OT HEM3BECTHOI'O UCTOYHHKA, B€b OHU MOTYT COAEPKATDb
BPEAOHOCHOE IIPOIrpaMMHOE O6€CH€‘{€HI/IE;

6. ITocste TOrO Kak ThI BBIM/IEID C CalTa, Iie BBOAM JUUYHYI0 HHGOPMAIHIO, 3alii1 B
HaCTPOHKHU Opaysepa u yaau cookies;

7. HepI/IOI[I/I‘-IeCKI/I HpOBepHﬁ KaKHe€ IJIaTHbIE YCIIYT'YM aKTUBHUPOBAHBI HA TBOEM HOMEPE;

8. JlaBail cBoii HOMep MOOWJIBHOTO TesedoHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAEINIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth fosxeH OBITH BBIKJIIOUEH, KOT/Ja Thl MM He IIOJIb3yelnbcsa. He 3a0biBaii
MHOT/Ia IIPOBEPATH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpacouyHble, 3axBaTHIBAIOLIUE pa3BJIeUeHNd],
00BEUHAIONIYE COTHH THICAY UeJIOBEK 110 BceMy MUpy. VIrpOKU UCCIeAYIOT TaHHBIN UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33JIJaHHA, CPAXKAIOTCA C MOHCTPAMHU U
IIOJIy4alOT OIBIT. 3a YyAOBOJBCTBUE OHM IUIATAT: IOKYHAKT JHCK, OIIaYMBAIOT
abOHEMEHT WJIU IPUOOPETAIOT KaKHe-TO OIIIUU.

Bce 3Ty cpezcrBa uAyT Ha MOJJep)KaHUWe U Ppa3BUTHE WUIPHl, a TakKKe Ha caMy
6e301acHOCTD: COBEPIIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AINY, BBIITYCKAIOTCA HOBbIE ATYU
(mudpoBBIe 3aIUIATKH 71 IPOTPAMM ), 3AKPBIBAIOTCA YSI3BUMOCTU CEPBEPOB.

B l'IO]_IO6HI)IX Urpax CTOUT OIlaCcaTbCAd HE CTOJIbBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXH
TBOET0 I1apoOJid, HA KOTOPOM OCHOBaHa CHUCTEMAa aBTOpHU3allNH OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUTI'POBOTr'O aKKAyHTa:

1. Ecst pyroii urpok BezieT cebs IJI0X0 WU co37iaeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKe UTPOKOB;

2. Tloxkamyiica aJAMUHUCTPATOpaM UIPbl Ha IJIOXO€ IIOBeZleHHEe 5TOr0 UIPOKa,
JKeJIaTeJIbHO MIPUJIOKUTH KaKHe-TO JJ0Ka3aTeIbCTBA B BUle CKPUHOB,



3. He ykazsiBaii imuHyto nHGOpMAIUIO B Ipodaiisie Urpsi;
4. YBakail Ipyrux y4aCTHHUKOB IO UTPE;

5. He ycranaBimBaii HeouIragbHble TATIYA U MOJIBI;

6. Vlcriosib3yii c10°KHbBIE U Pa3HbIE ITAPOJIH;

7. Jla’xke BO BpeMs WUTPbl He CTOUT OTKJIIOYATh aHTUBUPYC. IIoka ThI urpaeb, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIMHT WU Kpaxa JINYHBbIX JaHHbIX

OOBIYHOU KparkKeHl JIeHer W JIOKYMEHTOB CETOAHS VK€ HHKOIO He YAHWBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKHA II€PEMECTHJINCh B MHTEPHET, U
IIPOJIOJKAIOT 3aHUMATBHCS «JTIOOUMBIM» JI€JIOM.

Tak mosBuUIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA UKW (QUIIKNHT, TJIaBHAA I€JTh
KOTOPOTO COCTOUT B TIOJIyYeHUH KOH(PUAEHIIUAIbHBIX JAHHBIX II0JIb30BaTeed —
JIOTUHOB ¥ maposieii. Ha aarymiickom s3eike phishing unraercs kak dummwuar (ot fishing
— pBIOHAs JI0BJIA, password — MapoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOUM AKKAyHTOM. Ecimm ThI Imoao3peBacilb, 4TO TBOA aHKETa ObLIa
B3JIOMaHa, TO HeO6XOHI/IMO 3&6JIOKI/IpOBaTb ee u COO6H.II/ITI> AIAMHUHHUCTpAaTOpaM pecypca
00 TOM KaK MOKHO CKOpee;

2. I/ICHOJIBS}’I‘/i Oe30I1acHbIE Be6-CaI>JITbI, B TOM 4UHCJI€, MHTEPHET-Mara3smnHOB U IIONCKOBbBIX
CHUCTEM,;

3. Mcnosp3yii ciiokHbIE B pa3Hble maposu. TakuM oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY ITPO(MIIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3JIOMaJiH, TO H606XOZ[I/IMO IpeaynpeanuTsb BCEX CBOUX 3HAKOMBIX, KOTOPbIE
ZLO6aB.TIeHbI y TeOs B APY3bAX, O TOM, UYTO Te0s B3JIOMAIN 1, BOSMOXXHO, OT TBOE€TO KMEHU
6y,ZleT pacCblyiaTbCA CIIaM U CCbIJIKU Ha (l)I/IIlII/IHI‘OBI)Ie CaﬁTbI;

5. YcranoBu HazieskHBIN naposib (PIN) Ha MOOMIIbHBIN TetedoH;
6. OTKJII0YU COXpaHEHUe NapoJisA B Opaysepe;

7. He oTKpbIBail pailibl U IpyTye BJI0KEHUA B MUChMaX Jja>ke eIV OHU MPUIILIA OT TBOUX
npy3ei. Jlydiie yTOUHYM y HUX, OTIIPABJISLIN JIU OHU TeOe 3TU (paiisibl.

Hudposasd penyranusa

Iudposas pemyranus - 5T0 HeraTUBHAsA WJIN NMO3UTHUBHAA UH(OpMAaIUs B ceTU O Tele.
Komnpomerupytomasa nHbopmanus pasMellleHHas B UHTEPHETE MOXKeT Cepbe3HbIM
0ob6pa3oM OTpa3UTHCS HA TBOEUW peaysibHOU ku3HU. «[[udpoBas pemyranusa» - 5TO TBOU
MMU/IK, KOTOPBIX popmupyercs u3 nHdopMmaiuu o Tebe B UHTEPHETE.

TBOe MecTO KUTeJIbCTBA, yueObl, TBOe (PMHAHCOBOE M10JI0KeHNe, 0COOEHHOCTH XapaKTepa
Y pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCA B CETU.



MHorre TOAPOCTKH JIETKOMBICJIEHHO OTHOCSITCS K MyOJIMKAINY JIMTYHOU NHDOPMAIINH B
HNuTepHeTe, HEe MOHUMASA BO3MOKHBIX MOCIEACTBUI. ThHI /Take HE CMOXKEIb JOTaaThCs
0 ToM, uTO (poTorpadusi, pa3MellleHHas 5 JIET Ha3aJl, CTajla IPUYNHON OTKa3a IPUHSITH
Tebs1 Ha paboTy.

KommenTapuu, pasmelneHue TBoux d¢ortorpaduili u Jpyrue JeUCTBUA MOTYT He
HMCUE3HYTh Jlaske MOCJIe TOro, KaK Thl X yAaJIUlllb. Thl He 3Haellb, KTO COXPAaHUJI 3Ty
nH@OpManuio, Iomaja Ju OHa B IOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIU OHA, a TJIaBHOE:
YTO MOAYMAalT O Tebe OKpysKalolllee JIIOAW, KOTOpPble HAWAYT M YBUAAT 3T0. HalTu
“HOOPMAINI0 MHOTO JIET CITyCTSA CMOKET JIFOO0OM - KaK U3 I00PBIX MTOOYKAEHUH, TaK U C
HaMepeHHeM MPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 110 3aIUTe ITU(PPOBON penyTaluu:

1. [Togymaii, mpekzie 4eM YTO-TO ITyOJTMKOBAaTh U Iepe/ilaBaTh y ceds B OJiore WIu B
COITMAJIbHOMU CEeTH;

2. B HacTpolikax nnpoduss yCTaHOBU OrPAaHUYEHUS Ha IIPOCMOTP TBOEro Npodusis U ero
COJZIEPKUMOTO, CZleJIall €T0 TOJIBKO «JJIS IPYy3€ei»;

3. He pazmeraii 1 He ykaspIBail HH(POPMAIHIO, KOTOPasi MOXKET KOT0-JTH00 OCKOPOJISTh
WU OOUKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IIKOJBHUKH- AaKTHUBHBIE II0JIb30BATENH IM(POBOTO IPOCTPAHCTBA.
OnHaKo JajIeKko He BCe 3HAOT, YTO M0JIb30BaHUE MHOTHMH BO3MOKHOCTSAMHU U POBOTO
Mupa TpebyeT cobJII0IeHU ITPAaB Ha HHTEJUIEKTYAIbHYI0 COOCTBEHHOCTD.

TepMUH «HUHTEJIEKTyaJbHAsA COOCTBEHHOCTh» OTHOCHUTCS K Pa3JIUUYHBIM TBOPEHUSIM
YeJIOBEUECKOTO0 yMa, HAaYWHasg C HOBBIX H300peTeHHH W 3HAKOB, 0003HAYAIOIIUX
CcOOCTBEHHOCTh HA MPOJYKTHl U YCJIYTH , M 3aKaHUYMBasg KHHUTaMH, dororpadusamu,
KUHODHUIBMAaMHU U My3bIKaJIbHBIMHU IIPOU3BEJEHUSMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTD Ha ITPOU3BE/IEHUSA
HayKH, JINTEpPATypbl U UCKycCTBA. ABTOpPCKUeE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUH
TOTO, YTO UHTEJUIEKTYJIbHBIN/TBOPUECKUU TPy aBTOpA He Oy/ieT HAIIPACHBIM, JJACT €My
CIIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HA pe3yJsbTaTaX CBOETO TPYZAQ, IOJIYYUTH
M3BECTHOCTH U IIpu3HaHue. HuKkTo 6e3 paspeleHus aBTopa He MOXKET BOCIIPOU3BOIUTH
€ro TMPOU3BEJEHUE, PACIPOCTPAHATh, IyOJUYHO JIEMOHCTPUPOBATh, IIPOJIABATh,
MMIIOPTUPOBATh, MyCKATh B MPOKAT, IMyOJIUYHO UCIIOJTHATH, IOKA3bIBAThH/UCIIOIHATD B
adupe wiu pa3memaTth B VIHTEpHeTE.

Vcronb30BaHUE «IHUPATCKOTO» IIPOTPAMMHOTO OOeCIevYeHUusT MOXKET IPUBECTH K
MHOTHUM PHICKaM: OT IMOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO
YCTPOWCTBA, T7le YCTAHOBJIEHHBIN He JierajbHAsA MporpaMmma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYIIECTBYET JIeTaJbHbIE U OeCIIaTHbIE TPOTPAMMBbI, KOTOPBhIE MOXKHO HAWUTH B CETH.
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