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17 BHUMAHUE! JIMCTAHLVOHHOE MOWEHHWYECTBO 11
YIPO3A BALIMM AEHLTAM PEAJIbHA !

OnacHbie CXeMbl XUILEHUS J1eHer
C MCNONb30BaHKeL! BpeaoHocHoro 10
(TPOSiHbI, IPOrPAMMbI-LUNKOHBI).

3JIOYMBILLTEHHUKKW NONYYAIOT AOCTYI K BALMM YCTPOHCTBAM
N CNMUACBIBAKOT AAEHBIU BE3 BALUEIO BE[IOMA!

OBH3ATEﬂbeIE MPABWIA BE30I'IACHO(TM

m HE YCTAHABNUBANTE

« Tporpammbi Bxe App Store, Google Play
® «[yns ycKopenus pabotei Gaukay, .
 « 1A NoBbiLieHuA GezonacHocTHy,

© «/U1A NONY4EHNA BbinNaT, GoHycopy ISR

v HE NMEPEXOUTE

+ [lo nojo3putennHbiM ccbiikam u3 SMS, mecceHpkepos u email.

UCNONb3YHATE TONbKO OGULIMANBHBIE KAHANDI

+ OdumumanoHbie NpUIoKeHUs U CaiTbl 6aHKOB.

— bYAbTE BAWUTEJIbHbI! —
COBMIONEHVE STUX MPABUT COXPAHWT BALIN AEHBIU

Bonro-1oHckas ,
TPAHCNOPTHasA NPoKypaTypa

UHdpopmMmupyet




3A PETUCTPATYPOU
MOryT CKPbIBATbCS
MOLWEHHUKWY

“ \ KPAIHE NOROSPUTENLHO,ECTA
; ) 3BOHUT «MOJMKINHUKA> ... — ““f_ -

)....06u1.ae'rcn qepea Meccerwxepu

veoe SHAET nonoapmenbno MHOTO npo Bac
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....ﬂpocerOAbl,naponM.
Q ¢oTo fOKYyMEHTOB
r S
HU B KOEM UJTYYAE HE COOBLLAATE KObl U3 CMC
U HE NOCLUTAVTE OKYMEHTbHI MOLLEHHUKAM!

Hacrosias nonuknvHrka He GyeT y3HaBaTb y Bac Kofbl M3 —
Maponu, fAaHHbIe 6aHKOBCKMX KapT! AR e

i Bosnro-/[loHckas TpaHcnopTHas npOKypaTypa
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2 nHpopmMupyeT




CxeMbl MOLLEHHUYECTBA Yepes cepsBuc
«l'ocycnyru»: Kak 3awuTUTh CBOU
AaHHbIE U AEeHbIN

Bonro-loHckas

TPaHCNOPTHas NpPoKypaTypa

nHdopmupyet

roc
ycnyru

AKKayHT Ha «['ocycnyrax» — 3T0 uMdpPOBOI NAcnopT rpaXxaaHnHa. Yepes Hero MOXXHO NONy4YUTb
AOCTYN K AECATKaM CepBUCOB: OT 3anucu B NOJIMK/TMHUKY A0 YNpaBnieHns NeHCUOHHbIMU
HakonneHussMu. Ho aAns 3n10yMbILINEeHHUKOB LLEHHOCTbL NPEeACTaB/ISHOT HE CTOJIbKO CaMU yCnyru,
CKOJIbKO BO3MOXXHOCTb MCMNOJIb30BATh YYETHYIO 3annChb B NPECTYNHbIX Uensx.

OcHOBHbIE Uenu:

Odopmnexnue KpeauToB ¥ MUKPO3aliMOB

MHorue MukpoduHaHcossie opradmsayum (MPO) no3BoNKOT aBTOPN30BaTLCS Yepes «[ocycnyruy, MUHYS
CNoXHbIe NpoBepku. Mocne nonyyeHns AOCTYNA K aKKayHTy 3/M10YMbILLSTIEHHUKU PEMMCTPUPYIOTCA Ha canlTax
M®DO, 0hopmMASIOT KPeANTbI Ha MR XXEPTEbI U NEPEeBOANAT AEHLTY HAa NOAKOHTPONbHbIE cueTa. NMocne aToro
MOCTPafABLIMIA OCTAETCA C AONraMu, @ NPECTYNHUKKU UCYe3aloT.

WU WwaHTaxa.

MeanLIHCKME CNPaBku U gaxke cBepeHnst
0 HeABMXUMOCTU. 3TN faHHble NPOAAIOTCH

B AApKHETE W UCNONb3YITCA ANA BUKTUBHON
perncrpauyuu hupm, ohopmeHUs KpeguTos

Kpaxa u npoaaxa = ¢ [epeHanpaeneHue
NnepcoHasbHblX AaHHbIX = Ha10roBbLIX BbIYETOB

B nu4yHoM KabuHete «Focycnyr» XpaHaTcs Ecnv nonb3osaTtens UMeeT NpaBo
nacnoprHeie aaxHbie, CHUMNC, NHH, L Ha BO3BPAT HasIOroB, TO MOWEHHUKN

NOJAloT 3anB/IeHNe Yepes ero akKayHrT,
yKasbiBasi PeKBU3UTbl CBOEro
BaHKOBCKOro cuyera. XXeprea MoxeTt

He 3aMeTUTbL NoAMEHY, NMOKa He NpoBepun
CTaTyC 3a8BKU BPYYHYIO.

OdopmneHue eSIM

Yepes «locycnyry» MOXHO 3a CYNTAHHbIE MUHYTbI OPOPMUTL 3NEKTPOHHYIO SIM-KapTy Ha Balie ums.

B panbHeiilem achepucTsbl SyayT UCNONb30BaTh €€ B CBOUX LieNnsx.

Kak

CNOo3HaTb MOLLIEHHUKOB

1. He pearopynue Ha 380ku. 8ac MoGyT
oOMMayTL ROOLIEHHBKY, NPEACTUBONBHBIX
COTPYHHITKbIN IOCyCnyr= - OHM MOCYT
3anNpaliMBATs KOA Wi CMC, NPECET NPOATH

110 CHHUATKE UBKTCHBNTD ViPBIYaIeXou.

2. OcreporosaiTete B Hanwne. Ha locycnyrax
DPEKTO ODpaukMe 3aHMmeTe, NOHLHO OGHOLAHNA,
VIRATDQIOBHHES KOAABHOMe R0DNYTATOBHMKN.

3. Nreepenryoe neccogaqbie WoPELHCHOO
BROYTSHHbI GAHHCEE ¥ OTORNO3IaHbLIZ CXBBHHM
88 flaHnu. NB3BAADHAN S3BHKCEHUA SKO3BHEHes
CUHGLLIEHLLIE ABYNSNANIONUMETE.

4. VicnonsKyvTe caopxa Kauwmi.

COSMSASITE EUYAHKUM, KPEHPAHHLIE NOPCAM
88U FOCYCNyT, He OCTOABLIYHTE ORUMAKAS NOHNBI
BOEN HA Pa3HLI% CAWNTaH.

Kak 3awmTutb CBOW akKayHT Ha «[ocycnyrax»

1. Benexss He geyndakToprno ayreHTwpukauno. Mcnoneayiire He nonbko SMS, HO ¥ NPUNOXKeHY
ayrenTwpukerop (Google Authenticator, Anaexc. Kniou). 3T0 YCNOXHAT 8310M BaXe NPKU yTewke
KOAA 13 COODLeHMSA.

2. Hukomy He coobuwyaifre koawl 3 SMS. [laxe ecnu 3s0UsUmiA NPEACTABASETON COTPYAHUKOM M
vnu 6aHka. HacToawme cneupranicTel HUKOTAA He NONPOCAT 3Ty MHMOPMALNIO.

3. MNponspeitte npueasaHHbI HoMep Tenedora. Ecnu cmenunnu SIM-kapty, cpasy o6HosuTe aawk
8 npodune Mocycnyr.

4, YcTaHOBMTE aKTUEMPYC C 3aWnTOoN OT dwmiumHTa, Hanpumep. Kaspersky Internet Security nnm
Dr.Web Security Space. Oxu 6nokupyioT nepexob! Ha NORO3PUTENbHLIE CANTDI.

5. PerynapHo npoBepafTe akTMBHOCTL akkayKTa. B nuuHom xaburere Focycnyr 3anaute 8 pasae
«[leiicTaus B 3ucTteme:. ECv 3ameTuTe BXOALI C HE3HAKOMBIX YCTPONCTB MU PErUOHOS, HAXKMUTE
«BLIiATU HA APYTHX YCTPOWCTBAX ¥ HEMEANEHHO CMEHWTE Naponb.

6. He nepexopuTe nNO oCbINKaM 13 HEOXMAaHHLIX coobweHn. [laxe ecnm NUCLMO AKOObLI

OT nopTana rocycnyr, 3angure Ha canT ppyuHyio yepea 6paysep. Hactoawwmn agpec oauH —
Qosusiugi.ru.

7. Hacrporite yeepomneHua 0 gencremsax o akkayure. MoaxmoumTe OnoBeweHns Ha k-main. 310
MOMCIKET GbICTPO OGHAPYXKUTE NORO3PUTENLHYIO aKTUBHOCTL (EC/IM Bbi PErynapHO npoBepsieTe
noNTY).




