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[enapTameHT rocyaapcTBeHHON NoANTUKK B chepe obuiero obpasoBaHns MuHobpHayku Poccum
HanpasfseT ana ceefeHusa paspaboTaHHble BpemeHHoi Komuccueit CoseTa deaepaumm No pPasBUTUIO
MHGOPMALMOHHOrO 06LLLeCTBa METOAMYECKME PEKOMEHAALMM O pasmelleHUn Ha MHPOPMaLMOHHbIX
cTeHaax, odULUMaNbHbIX WMHTEepHeT-canTax n Apyrmx NHGOPMALIMOHHbIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHM3aLMnii U OPraHOB, OCYLLLECTBAAIOWMX YipaBaeHue B chepe obpa3oBaHus,
nHpopmauum o 6esonacHOM NoBeAEeHMUN N UCNOIb30BaHUM ceTh "UHTepHeT".

OunpekTtop [enaptameHTta
A.E.TTETPOB

Mpunoxkenune

METOANYECKME PEKOMEHAOALUA
O PASMELWLEHNN HA UHOOPMALMOHHbIX CTEHAAX, OPULIMAIbHBIX
MHTEPHET-CAUTAX U APYINX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLWMUX
YNPABNEHUE B COEPE OBPA30OBAHUA, UHOOPMALIUU O BESOMNACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamM UM yYneHamu BpemeHHoM Komuceum Coseta Pegepaumm  nNo  PasBUTUIO
MHPOPMaLMOHHOIO 0bLecTBa B paMKax BbINOJHEHUA PEKOMEHZAUUA NapAaMeHTCKUX CAyLaHUiA
"AKTyanbHble BoMpocbl obecneyeHnss 6e30nNacHOCTM W pPa3BUTMA geTeit B MHPOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CosBete Pepepaumm 17 anpens 2017 r., 6olan paspaboTaHbl
MEeTOAMYECKME pPEKOMEHZAUMM O pasmelleHMn Ha WMHOOPMAULMOHHBLIX CTeHAax, oduUManbHbIX
WHTEpPHET-calTax W Apyrnx WHOOPMAUMOHHBLIX pecypcax ob6ueobpa3oBaTenbHbIX OPraHU3aunin U
OpraHoB, OCYLLECTBAAIOWMX ynpasneHne B cdepe o6pasoBaHusA, WMHPopmaumm o 6GesonacHom
nosegeHUn U UCNONb30BaHUK ceTu "UHTepHeT" (aanee - MeToAMYecKMe peKoMeHaaumum).

MeTogMyeckne peKoMeHZalUMW  Hanpas/ieHbl Ha  KayecTBEHHOE MOBbIWEHWE  YPOBHA
MHOOPMALMOHHOW AeaTeNbHOCTM 06LeobpasoBaTe/ibHbIX OpraHM3aLmMii U OPraHoB, OCYLLECTBAAIOLNX
ynpasneHve B cdepe obpa3oBaHMA, B YacTU MHOOPMUPOBAHMA yYaLLMXCA, UX poanTenei (3aKOHHbIX
npeacrtasuTenei) M neaarorMyeckmx pPaboTHUMKOB 06 OCHOBHbIX acnekTax WHGOPMaLMOHHOM
6e3onacHocTw.

MeToauyeckme pekomeHZaumun no3BoNAT obuieobpasoBaTesibHbIM OPraHM3aUMaAM U OpraHam,
OCYLLECTBAAOWMM ynpaBneHve B chepe 06pa30oBaHMA, aAKTya/M3MPOBaATb YXKE WCMO/b3yemMble WU
pasmelleHHble MHPOPMaLMOHHbIE MaTepMabl, Tak U NOATOTOBUTbL MUX B C/Iy4ae UX OTCYTCTBUA C Y4ETOM
JIYYLIMX MPAKTUK U peKOMEHZALNN.
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B pamKax meToAnYecKuX peEKOMeHAALMNN PacCMaTpPMBaIOTCA CaeayoWwmne NHCTPYMEHTbI:
1. rHdopMaLMOHHbIE CTEHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeAcTBa MaccoBoi MHGOPMaLIMK (LLIKONbHbIE ra3eTbl, NeAarorMyeckne UsgaHusa U apyrue).
MHdopmaumnoHHbIe CTEHADI

Ha uHbopMaumMoHHbIX cTeHAax B 0bweobpa3oBaTe/ibHbIX OpraHM3auUmaAx, PacnonoXKeHHbIX B dolte
yypexKaeHuit n B KabuHeTax, OCHalWEHHbIX NEepPCOHaNbHbIMW YCTPOMCTBAMM ANA BbIxoda B CeTb
"UHTepHeT", peKkomeHayeTcA pasMecTUTb MHGOPMaLMOHHbIE NAaMATKKU, COAEepPXKaLlne OCHOBHbIE COBETbI
no obecnevyeHno MHPOPMaLMOHHOM He30MacHOCTU yYaLmxca.

B npunoxeHun N 1 K meToAMYECKMM pPEKOMeHZauMsam npeactassieH obpaseu, NamaTkM Ans
pasmeleHma Ha MHGOPMALMOHHbIX CTEHAAX.

CpeactBa maccoBoi MHpopmaumm

B cpeacrtBax maccoBo MHPOPMALMKU, OPUEHTUPOBAHHbLIX Ha OOy4YaloWMXCA, PEKOMEHAYeTca B
TeyeHMe y4yebHOro roga perynapHo nybaMkosaTb WMHPOPMALMOHHbIE MaTepuasnbl, MOCBALLEHHble
OTAeNbHbIM acnekTam MHGOPMaLMOHHOM 6e30MacHOCTM, a TaKXe pas/iMyHble MamMATKM obuiero
XapakTepa.

B cpeactBax maccoBoii MHPOPMALIMKN, OPUEHTUPOBAHHbIX Ha MNeaarorMyeckyto 06LLecTBeHHOCTb,
pekomeHOyeTcA B Te4YeHWe KafieHAapHoro roga peryaapHo nybaukoBaTb MHGbOPMaLMOHHbIE
maTepuanbl, NOCBAWEHHble OTAeNbHbIM  acnekTam  WMHPoOpmauMOHHOW  6e30MmacHOCTM  Kak
HEeCcoBepLUEHHOIETHUX, Tak U 0b6weobpas3oBaTeNbHbIX OpPraHM3aumii, a TaKXKe pPas/iMyHble MaMATKM,
0630pbl  HOPMATMBHO-MPABOBOrO PEryiMpPoBaHMA AaHHON cdepbl U MHPOPMALMIO O aKTyasibHbIX
MeponpuaTUAX 1 cobbiTUAX B AaHHOW cdepe.

B xope nposepeHus EguHoro ypoka no 6esonacHoctM B cetu "MHTepHeT" pekomeHpyeTtcs
obecneynTb BbINYCK TEMATUYECKOro BbIMyCKa CpeacTBa MaccoBoin WHbopmauum nmbo cepun
nyb6avKaumii, cpean KOTOPbIX PacCMOTPETb OPraHM30BaHHblE MepPonpUATUA A1A 0bydYaloWwmxca, ux
poauTeneli (3aKoHHbIX NpeacTaBUTeNelt) U negarorMyeckor obw,ecTBeHHOCTH.

OduumanbHblie UHTEpPHET-pecypcbl

Ob6uweobpasoBaTeNibHbIM OpPraHM3aUMAM PEKOMEHAYETCA Ha CcBOMX oduuManbHbix WHTepHeT-
pecypcax obecneunTb ¢GYHKLMOHMPOBAHME CaMOCTOATENIBHOIO W CMNeunannM3snMpoBaHHOrO pasaena
"MHpopmaumoHHasa 6e3onacHocTb", B pamKax KOTOPOro npeAycMOTPETb pPasMeLLeHWe cheaytoLlei
nHpopmaymm:

N Pasaen/noapasaen | ®opmat npeacraBneHus CopeprkaHne matepuanos
maTepuanos
1. |/loKanbHble Konuu goKymeHTOB B Pa3smeLLatoTca KONUKU LOKYMEHTOB, T.€.
HOpMaTMBHbIE aKTbl B | popmate *PDF CKAHMPOBAHHbIV BapUAHT SOKYMEHTa,
chepe obecneyeHuns COOTBETCTBYIOLWMI TPebOBaHMAM K MapameTpam
MHPOPMaLMOHHOM CKaHMPOBaHMA. PazmeLLatoTca JOKYMEHTDI,
6e3onacHoCTK pernameHTUpYIoLLMe OpraHn3aumio U paboTy ¢
obyuatoLmxcs MepPCOHANbHbIMWU AAHHbIMU, NaHbI
meponpuaTniA no obecneyeHunto




MHbOpPMaUNOHHOM be3onacHOCTU obyyatoLwmxca

n gpyrue.
2. |HopmatusHOe Konun OKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
peryinposaHue ¢dopmate *PDF desepanbHbIX M perMoHaNbHbIX 3aKOHAX,

NMNCbMax OpraHoB BNaCTU uU gpyrue
HOPMaTMBHO-NPABOBble AOKYMEHTbI,
pernameHTUpyoLwme obecneyeHune
MHbOPMALNOHHOM 6e3onacHOCTH
HecoBepLUeHHOIeTHMX. [lonycKaeTca BMecTo
KOMWiM pa3meLlaTb rMNepccbiikn Ha
COOTBETCTBYIOLME AOKYMEHTbI Ha calTax
OopraHoB rocyaapcTBeHHOM BNacTu.

3. Meparornyecknm TeKcT Ha cTpaHuue caliTa | PasmellatoTcs meTogmyeckme pekomeHaaumnm m
paboTHMKam Konun oKymeHTOB B yKa3blBaeTcsA MHGOPMaLUA O MeEPONPUATHAX,
¢dopmate *PDF NpoeKTax n Nnporpammax, HarnpasaeHHbIX Ha

noBblWeHMe NHGOPMALMOHHOM FPaMOTHOCTH
neaarorMyecknx paboTHUKOB.

4. |O6yvatowmmes TeKcT Ha cTpaHuLue caiTa | Pasmelnaetcs MHGOPMaLMOHHAA NaMATKa
(npunoxkeHume N 2) 1 ykasbiBaeTca MHGOpPMaLMA
0 MeponpuATUAX, NPOEKTaX U NPOrpammax,
HanpaB/IeHHbIX Ha NOBbILEHKE
MHPOPMALMOHHOM FPaMOTHOCTM 06yyatoLmxcs.

5. Poantenam TeKcT Ha cTpaHuue caliTa | Pasmelaetca MHGOPMaLMOHHAA NamATKa
(3aKOHHBbIM (npunoxkeHwne N 3).
npeacTaBuTeNam)
obyuatowmxcsa

6. |[Oetckune 6e3onacHble | TeKcT Ha CTpaHUUe caliTa | Pasmeltaetca MHPopmaLMA O peKoOMeHAYyEMbIX
CcauTbl K MCNONb30BaHMIO B y4eBHOM npouecce
6e3onacHbIx caiTax, 6aHHepbl 6e3onacHbIX
OETCKUX CalTOB.

OpraHam, OCYWECTBAAIWMM ynpaBneHue B cdepe o6pasoBaHMsA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  MHTepHeT-pecypcax  obecneuntb  QYHKUMOHMPOBAHME  CAMOCTOSTE/IbHOTO U
cneunanmsnpoBaHHoro pasgena "MHPopmaumoHHas  6e3onacHOCTb', B  paMKax KoOTOporo
npeaycMoTpeTb pasMeLLeHne caeaytowen MHopmaLmm:

MpunoxeHune N 1

NAMATKA
ANA OBYYAIOLLUXCA OB UHOOPMALMOHHOM BE3OMACHOCTU AETEN

HENb3A

1. Bcem noapsag coobwaTb CBOK YacTHYIO MHPOpMauuio (Hactoawme uma, damunnio, TenedoH,
agpec, HOMep LWKObI, a TakXe doTorpadun ceou, cBoen ceMbm n Apy3eit);

2. OTKprBaTb B/10OXXEHHbIE ¢aﬁﬂbl aﬂeKTpOHHOﬁ No4YTbl, KOrga He 3Haelb OTNpPaBUTeENA,




3. rpyﬁMTb, npnanpaTbCA, OKa3biBaTb AaB/1IEHNE - BECTU ceba HeBEXANBO U arpeccunBHO;

4. He pacnops»anca AeHbramu TBoel cemMbu 6e3 paspelieHus cTaplumMx - Bcerga cnpalimsan
poautenen;

5. He Bctpevanca c MIHTepHET-3HAaKOMbIMW B pPeanbHOM KMU3HW - MOCOBETYMCA CO B3POC/bIM,
KOTOPOMY LOBEpPSAELLb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpasay B MHTepHeTe - cooblum 06 3ToM CBOMM
POAUTENAM AU ONEKYHaM;

2. NpurnawwatoT nepenuncbiBaThCa, UrpaTb, 0OMEHNBATHCA - NPOBEPb, HET 1M NOABOXa;
3. He3akoHHOe KonupoBaHue ¢ainnos B UHTepHeTe - BOPOBCTBO;
4. Bceraa pacckasbiBail B3pOC/ibiM O Npobaemax B CETU - OHW Bcerga nomoryT;

5. Ucnonb3yit HacTpolikM 6e30MacHOCTM M NPUBATHOCTK, YTOBbI He NOTepATb CBOM aKKayHTbl B
COLLCETAX M APYIMUX NopTanax.

MOXHO
1. YBarkalt Apyrmux nosnb3oBaTenem;
2. Monb3yewbca MHTEPHET-UCTOYHUKOM - AeNall CCbIJIKY Ha HEero;
3. OTKpbIBal TOJIbKO Te CCbIIKK, B KOTOPbIX YBEPEH;

4, O6IJJ,aTbCFI 3a NOMOLUbO B3pOC/bIM - poauTenn, onekyHbl N agMUHUCTPaUNA camnTos Bceraa
NOMOTYT,

5. Mpoinaun obyyeHune Ha canTte "CeTeBMYOK" 1 NOMYYM NAcnopT UMPOBOTro rpaxkaaHuHal

MpunoxkeHune N 2

UHPOPMALMUOHHAA NAMATKA
ONA OBYHAIOWUNXCA ANA PASMELLEHUA
HA O®PULIMANTbHBIX UHTEPHET-PECYPCAX

C KaxkgblMm rogom mMosoaeKun B MHTEPHETE CTAHOBUTbLCA 6onbme, a WKOJZIbHUKKN OOHU N3 CaMblIX
aKTUBHbIX NO/Nb30BaTenen PyHeTa. Mexagy Tem, NOMMMO OFpPOMHON0 KO/AMYecCTBa BO3MOHOCTEN,
UHTEPHET HECET U I'IpO6/'IeMbI. OTa NamATKa 0/1KHA MOMOYb Tebe 6esonacHo HaXo4unTbCA B CETU.

KomnbloTepHble BUpYCbI

KomMNbloTEPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrPaMm, OTAMYUTENLHOWM
0COBEHHOCTbIO KOTOPOI ABNAETCA CNOCOBHOCTb K Pa3MHOMKEHMIO. B lO0N0HEHWE K 3TOMY, BUPYCbl MOTYT
noBpeauTb WUAM MONHOCTBIO YHUUTOXWUTL BCce dainbl U AaHHble, NOAKOHTPO/bHbIE MOAb30BaTENIO, OT
MMEHW KOTOpOoro Bblna 3anyLieHa 3apaskeHHasa NPorpaMmma, a TakxkKe NOoBPeanTb UAN AaXKe YHUUTOXKUTb
OMNepaLMoHHY0 CUCTEMY CO Bcemu daiiiamu B LesoM. B 6OMbLIMHCTBE C/y4aeB pacnpocTpaHAoTcA
BMPYCbI Yepes MHTEepPHET.

MeTtoabl 3aWuTbI OT BPEAOHOCHbIX NpOrpamm:



1. Ucnonb3yii coBpeMeHHble ONePaLMOHHbIE CUCTEMBI, UMEIOLLME CePbe3HbIM YPOBEHb 3aLUTbI OT
BPEAOHOCHbIX NPOrpamm;

2. MNoctosHHO ycTaHaBAMBal naytM (uMdpoBble 3annaTkK, KOTOpble aBTOMATUYECKMU
YCTaHaB/NMBAKOTCA C LEeNblo A0paboTKM nporpammbl) U apyrne o6HOBEHMA CBOEM onepaLyoHHON
cuctembl. CKaumBail MX TOAbKO € oduuManbHOro cakta paspabotumka OC. Ecam cyuiectByeT perkum
aBTOMATMYeCKOro 06HOBNEHMSA, BKOUYM €FO;

3. Paborait Ha cBoem KoMMnbloTepe nog npaBamu Mo/b30BaTens, a He agMUHMCTPaTopa. ITO He
No3BoAUT 6OMbLWKNHCTBY BPEAOHOCHbIX NPOrPaMm WHCTANAMPOBATbCA Ha TBOEM NEpPCOHa/NbHOM
KOMMbiOTEpPE;

4. Wcnonb3yit aHTMBUPYCHble MNPOrpaMmHble MPOAYKTbl W3BECTHbIX MpPOM3BOAUTENEN, C
aBTOMaTM4YeCcKum obHoBneHneMm 6as;

5. OrpaHnyb pU3MYECKMIN AOCTYN K KOMMbIOTEPY A/19 MOCTOPOHHUX KL

6. Ucnonb3yih BHelWHWe HocuTenn WHbopMauMKM, TakMe KaK daewka, AUCK uam dann us
WHTEpPHETa, TO/IbKO M3 NPOBEpPEHHbIX NCTOYHWUKOB;

7. He oTKpbiBait KomnbloTepHble $aibl, NONYYEHHbIE M3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPUCIAN TBO 3HAKOMBIN. Jlydlle YTOYHUM Y HErO, OTNPABAAA 1N OH Tebe Ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, nepefayn AaHHbIX, HE TEXHONOIUSA, @ BCEro NuwWb bpeHa, mapKa. Ewe B 1991
rogy HUgepnaHAckaa KomnaHma 3aperncrpmposana 6perg "WECA", yto 0603Ha4ano cioBocoyeTaHue
"Wireless Fidelity", koTopblii nepeBoaMTCA Kak "becnpoBoaHan TOYHOCTL".

[o Hawero BpemMeHu golwna apyras abbpesnaTtypa, KoTopas ABAAETCA TaKOM Ke TeXHoNornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINIO AAaHO C HAMEKOM Ha CTaHAAPT BbICLLE 3BYKOBOW TEXHUKMU
Hi-Fi, yTo B nepeBoae 03Ha4aeT "BbiCOKasA TOYHOCTbL".

Oa, 6ecnnaTHbI WHTEpPHET-ZOCTyNn B Kade, OTenAX W asponopTax ABAAETCA OT/ANYHOWM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIME 3KCNepTbl cuMTaloT, YTo obweaoctynHblie Wi-Fi ceTu He
ABNATCA 6€30NacHbIMU.

CoBeTbl No 6e3onacHocTM paboTbl B 0b6LeaocTynHbIX ceTax Wi-fi:

1. He nepepaBait cBOK NIMYHYIO MHbOPMaLMIO Yepes obweaocTynHble Wi-Fi ceTn. PaboTas B HUX,
)enaTesbHO He BBOAWTb Napo/v A0CTYNa, I0TUHbI U KaKne-To HOMepa;

2. Wcnonb3syin n o06HOBAAK aHTUBUPYCHble Mporpammbl M BpaHamayep. Tem cambiM  Thbl
obesonacuib ceba OT 3aKa4YKM BUPYCa HA TBOE YCTPOMCTBO;

3. Mpun uncnonbzosaHum Wi-Fi oTkaoun ¢yHkumio "O6wmin goctyn K daiinam M npuHTepam'.
[aHHasa ¢yHKUMA 3aKpbiTa NO YMONYAHMIO, OAHAKO HEKOTOpble MNOJ/b30BaTeNN aKTUBMPYIOT ee AaA
yaobcTBa Mcnonb3oBaHMA B paboTe unum yyebe;

4. He ucnonbsyit nybanyHein WI-FI ans nepenaun NnYHbIX AaHHbIX, HanpMmep AN BbiXxoAa B
COUMAsbHbIE CETU UNU B 3/IEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKO 3almuLeHHOe coeauHeHune yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca sBoan umeHHo "https://";

6. B mobunbHom TenedoHe oTKAouM ¢yHKumto "MoakntoveHne K Wi-Fi aBTomaTuueckun". He



AOoNnyCcKaii aBTOMaTUYeCKOro NnoAKaoUYeHus ycTponctea K cetam Wi-Fi 6e3 TBoero cornacus.
CoumanbHble ceTu

CoumanbHble CETU aKTMBHO BXOAAT B HalWy KM3Hb, MHOrMe AtogM paboTaloT U KUBYT Tam
NoCTOAHHO, a B Facebook yxe 3apernctpupoBaH MnaamMaps YeN0BEK, YTO ABNAETCA O4HOM CefbMOM BCEX
KuTenen nnaHeTbl. MHOrMe NONb30BATENM HE MOHUMAIOT, YTO MHPOPMaLMA, pasMeLLeHHas UMK B
COLUMANbHbIX CETAX, MOXeT OblTb HalileHa N UCNO/Ib30BaHa KeM YrogHo, B TOM Yncae He 06A3aTenbHoO C
61arMMm HamepeHUAMM.

OcHoBHble coBeTbl N0 6@30MNacHOCTU B COLMAbHbIX CETAX:

1. OrpaHMub CNUCOK Apy3ei. Y Tebs B ApYy3bAX He AO/MKHO 6biTb CAYyYalMHbIX U HE3HAKOMbIX
nogen;

2. 3awmwar cBol YacTHYH KM3Hb. He yKasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro
POMAEHMA W  APYryl0 JNYHYIO  WMHPOPMALMIO.  3/10YMbIWAEHHUKM  MOTYT UCMO/b30BaTh  Aarke
MHPOPMALMIO O TOM, KaK Tbl U TBOU POANUTENN NAAHUPYETE NPOBECTU KaHUKY/bI;

3. 3awmuian cBo penyTaumio - AEpPXKU ee B YNCTOTE M 3adaBali cebe Bonpoc: Xxoten Obl Tbl, YTOObI
Apyrue nonb3oBaTeNu BUAENWN, YTO Tbl 3arpyaewb? Mogymai, npexae 4em 4YTo-TO OnNyb6AMKOBATb,
HanucaTb U 3arpy3uTb;

4, Ecnv Tbl TOBOPULWb C NOA4bMW, KOTOPbIX He 3Haellb, HE MCMNO/b3yl CBOE peasibHoe UMSA U
APYrylo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyes;

5. Usberain pasmeuweHusa d¢oTorpaduit B MHTepHeTe, rae Tbl M306parkeH Ha MECTHOCTW, No
KOTOPOW MOYKHO ONpeAenvUTb TBOE MECTOMO/OXKEHUE;

6. Mpu perucTpauum B COLMANbHON CETU HEeobXOoAMMO UCMOJIb30BaTb CJ/IOXKHbIE MNapou,
cocTosilme 13 BYKB M UMPP 1 C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. lnAa coumanbHOM CeTH, ModTbl M APYrMX CantoB HEOBXOAMMO MCMO/1b30BaTb PasHbie Maposiu.
Torpa ecnu TebA B3/1O0MALOT, TO 310YMbILLNEHHUKN NOAYYaT AOCTYN TONbKO K OAHOMY MECTY, a He BO BCe

cpasy.
DNEeKTPOHHbIE AEeHbIN

3!'IEKT|:)OHHbIe AEeHbIn - 3TO O4YeHb yAO6HbIVI cnocob nnartexen, OAHAKO CyLlecTBYOT MOLWEHHWKMN,
KOTOpble XOTAT NONY4YUTb 3TN AEHbIN.

3I'IEKTpOHHbIe AeHbrn noAasBuanNCb cosBcem HeAaBHO U MMEHHO MWU3-3a 3TONO0O BO MHOTUX
rocygapcreax A0 CUX NOP He NPOMNMUCaHO NPO HNUX B 3aKOHax.

B Poccuu ke OHM GYHKUMOHMPYIOT M O HUX YXe MPOMMCaHO B 3aKOHe, rae WX pasgenstoT Ha
HECKO/IbKO BUAOB - aHOHUMHbIE U HE aHOHWMHbIE. PasHKMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
pa3peliaeTcA NpPoBOAUTL onepauun 6e3 uaeHTUOMKALMKM NOMb30BaTENs, @ B HEAHOHWMHbIX
naeHTUGMKaLMA NONb30BaTeNs ABAAETCA 06A3aTeNbHOMN.

TaKKe cnefyert pasninyaTtbh 31EKTPOHHbIe puaTHble AeHbrM (paBHbl FOCYAaPCTBEHHbLIM BafloTam) U
3N1EeKTPOHHbIe HeduaTHble AeHbIM (He paBHbI FOCYAapPCTBEHHbIM BailOTaM).

OcHoBHble coBeTbl N0 6e3onacHo pa60Te C 91EKTPOHHbIMU AEHbraMun:

1. MpuBAXKM K c4eTy MOBUbHbBIN TenedoH. ITo camblit YyA06HbIN 1 BbICTPbLIA CNOCO6 BOCCTaHOBUTL
JocTyn K cyety. MpuBA3aHHLIM TenedoH NMOMONKET, eciv 3abygelb CBOW MAATEXKHbIM Maposib MK



3aliAellb Ha CalT C HE3HAKOMOTO YCTPOIACTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocae nepexoda Ha yCUAEHHYIO aBTopu3aunio Tebe yxe He
ByAeT yrpoXKaTb ONAaCHOCTb KPaXkM MAKM NepexsaTa NaaTexHoro napons;

3. Bblbepn cnoxHbiit naponb. MpecTynHuKam 6OypeT He MNpPOCTO yragatb C/OMHLIA Mapob.
HazexHble Napoau - 3To Naposn, KOTopble COAEPKAT HE MeHee 8 3HAKOB U BKAKOYAIOT B Ce6A CTPOUHbIe
M nponucHble OyKBbl, UMPPbl W HECKONBbKO CMMBOJIOB, TaKMe Kak 3HaK fJosnapa, ¢yHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.n. Hanpumep, StROng!;;

4. He BBOAW CBOM INYHbIE AaHHbIE Ha CalTax, KOTOPLIM He AoBepAeLlb.
INeKTPOHHaA noyta

DIeKTPOHHAsA noyTa - 3TO TEXHONorMA W NpeaocTaB/isemMble e YC/IYyrM Mo Mnepecbiike WU
NMONIYYEHUID 3INEKTPOHHbIX COODLLEHUI, KOTOpble pacnpeaenatoTca B KommbtoTepHon cetu. O6bl4HO
3/IEKTPOHHbIM MOYTOBbLIN AWMK BbIAAUT caeayrowmm obpasom: MMA_M0b30BaTeNSs@UMA_AOMEHaA.
TakKe Kpome nepegaym NPOCTOro TEKCTa, UMeeTCA BO3SMOXKHOCTb nepesaBaTtb daibl.

OcHoBHble coBeTbl N0 He3onacHoi paboTe ¢ 3/IEKTPOHHOM NOYTON:

1. Hago BbibpaTb nNpaBW/IbHLIA MOYTOBbLIA CepBUC. B MHTEpHETe ecTb OFPOMHbIN BbIGOP
6ecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO Ny4lle A0BEPATb TEM, KOO 3Haelllb U KTO NepBblit B perTuHre;

2. He ykasbiBaii B J/IMYHOM MNoOYTE JAUYHYIO MHPOpmauuio. Hanpumep, nyywe BblbGpaTh
"My3blKanbHbIM_paHaT@" nnu "pok2013" Bmecto "temall"”;

3. Mcnonb3yn ABYyX3TamnHyl aBTOpuM3auuMio. ITO KOrAa NOMMMO Mapoas HYXKHO BBOAWUTb KoOA,
npucoliaemslii no SMS;

4. Bbibepu CNOXKHbIN Naponb. [as KaxKAoro novytoBOro AWMKA AO0NXKEH ObiTb CBOM HaAEXHbIN,
YCTONYMBbIM K B3/IOMY NapO/ib;

5. Ecan ecTb BO3MOXKHOCTb HanmcaTb Camomy CBOW INYHbBIN BOMNpOC, MCI'IO}'Ib3yl71 3TY BO3SMOXHOCTb;

6. Mcnonb3yil HECKONIBKO MOYTOBbIX ALWMKOB. [epBbiii A48 YACTHOW NEPENUCKM C ajpecaTam,
KOTOpbIM Tbl A0BeEpselb. ITO 3/EKTPOHHbIN afgpec He HafZo MCMNo/b30BaTb MPU PErucTpaumu Ha
bopymax u caiitax;

7. He oTkpbiBaii daiinbl U Apyrve BAOXKEHUA B MUCbMaX, [aXKe eCAN OHW NPULLIM OT TBOUX APY3eN.
Jlydwe yTOUYHM y HUX, OTNPABAAAN NN OHW Tebe 3Tn daiinbl;

8. Mocne oKoH4YaHWA PaboTbl Ha MOYTOBOM CeEpBUCE Mepes 3aKPbITUEM BK/IALKM C CATOM He
3abyab HaxaTb Ha "BbiATK".

Knbep6ynnuHr unm BupTyanbHoe U3feBaTeNbCTBO

KnbepbynnnHr - npecnefoBaHue COOBLLEHUAMM, COAEPMKALMMU OCKOpOBAEeHUa, arpeccuto,
3anyrmBaHme; Xy/IMraHCTBO; colManbHoe 6OMKOTUPOBAHME C MOMOLLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnnHrom:

1. He 6pocaiics B 60M. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebs BECTM U, €C/IN HET TOTo, K KoMy
MOXHO 06paTUTbCA, TO BHAYasne YCNOKOUTbCA. ECnM Tbl HayHewb OTBeYaTb OCKOPOAeHMAMM Ha
OCKOpP6EHUSA, TO TO/IbKO ele 6o/blie PasoXKKeLlWb KOHPUKT;



2. Ynpasnsan ceoen Knbeppenyraumnemn;

3. AHOHMMHOCTb B CETU MHWUMAA. CywecTtsytoT cnocobbl BbIACHUTb, KTO CTOUT 3a aHOHMMHbIM
dKKayHTOM;

4. He cTOMT BECTM XYyAUTAHCKWIA 06pa3 BUPTYyanbHOWM KM3HWU. NHTepHeT duKcupyeT BCce TBOM
OEeNCTBUA U coXpaHAeT uX. Yaanutb ux byaeT KpaviHe 3aTpyAHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYHO YECTb CMOJIOAY;

6. WrHopupyin eavHWuYHbIA HeraTuB. OpHOpasoBble OCKOPOUTE/NbHble COObOLWEHMA Jfyylle
UrHopuposatb. O6bIYHO arpeccus NpeKkpaLLaeTca Ha Ha4yabHOM CTaaunu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COODLLEHMAMMN, B COLMAMbHBIX CETAX
€CTb BO3MOHOCTb 6/10KMPOBKM OTNPABKMN COOBLLLEHWUI C ONpeaeneHHbIX aapecos;

8. Ecan Tbl cBuaetenb KnbepbynnmHra. TBou [eNCTBUA: BbICTYNUTb MPOTUB MNpecienoBaTens,
MokasaTb emy, YTO ero AenCTBUA OLUEHMBAKOTCA HEraTMBHO, MOAAEPKATb KEepTBY, KOTOPOM HYMKHa
NCUXONOTNYECKasA MOMOLLLb, COOBLMTL B3POC/IbIM O GpaKTe arpecCMBHOIO NOBEAEHMSA B CETU.

Mo6unbHbIii TenedoH

CoBpemeHHble cMapTOHbI M MAaHWeETbl cogep:kaT B cebe BNoaAHe B3pocablidi PYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBAaTb CO CTAaLlMOHAPHbLIMKU KomMnbloTepamn. O4HAKo, CPeacTB 3almTbl ANs
NoAo6HbIX YCTPOWCTB NMOKA O4eHb Mano. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOAMT He TaK
MHTEHCUBHO, Kak ana MK, To }Ke camoe KacaeTca U MOBUIbHBIX NPUNONKEHWUN.

CoBpemMeHHble MObUbHbIE Bpay3epbl y¥Ke NPAaKTUYECKU OOTHANN HACTOJIbHbIE aHaoN, OAHaKO
pacwmpeHune pyHKLMOHANA BAeYeT 32 060l 60/bLLIYIO CIOXKHOCTb M MEHbLLYIO 3aLLMLLEHHOCTD.

[aneko He BCe MPOM3BOAMUTENN BbIMYCKalOT OOHOB/AEHWA, 3aKpPbIBalOWME KpUTUYECKUE
YA3BMMOCTU A1 CBOMX YCTPOWCTB.

OcCHOBHbIe coBeTbl ANA 6e30nacHOCTN MOBUNBLHOTO TEI'IEd)OHaZ

Huyero He ABnAeTcA no-HacToAlemy 6ecnnaTHbIM. byab ocTopoXeH, Begb Koraa Tebe
npegnaratoTt 6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KakKne-To nNaaTHblE YCAYTH;

Oyman, npexxge yem otnpasutb SMS, ¢oTto mam Bugeo. Tbl TOYHO 3Haelb, rge OoHM OyayT B
KOHeyHoMm utore?

HeobxogMmo 06HOBAATL ONEPaLMOHHYO CUCTEMY TBOErO CMapTdOHa;
Mcnonb3yit aHTUBUPYCHbIE NPOrpaMmmbl 418 MOBUIbHbIX TenepoHoB;

He 3arpy>Kal71 npmnnoxXeHna OT HensBeCTHOro MWuCToYHUKa, BeAb OHWU MOTYT COAEepPXKaTb
BpeaOHOCHOE NnporpammHoe o6ecnequme;

Mocne TOro Kak Tbl BbligeLWb C CaiTa, rae BBOAWA JIMYHYO MHGOPMALMIO, 3aAN B HACTPOMKM
6paysepa v yganu cookies;

nepMO,CI,VI‘-IECKVI I'IpOBepFH‘/JI, KakKue nnatHble YCAYyrn aktTuBuMpoBaHbl Ha TBOEM HOMEPE;

[aBaii cBoli HOMep MOBWAbHOTrO TenedoHa TONbKO /OAAM, KOTOPbIX Tbl 3HAelWb U KoMy
AoBepsellb;

Bluetooth gonxeH 6biTb BbIKAOYEH, KOrda Tbl MM He nojb3yewbca. He 3abbiBait uHorga



NnpoBepsTb 3TO.
Online urpbl

CoBpeMeHHble OHMANH-UIPbl - 3TO KPacoYHble, 3axBaTbiBatlowWMe pasBievyeHus, obbeanHawoLlme
COTHM TbICAY YesI0BEK NO BceMy MUpyY. Urpokun nccneaytot AaHHbIA UM MUp, 06LWatoTca Apyr C 4PYrom,
BbINOJIHAIOT 334aHWA, CPaXKalTCA C MOHCTPAaMM M MOJYYAlOT ONbIT. 3@ YA0BOJLCTBME OHM MAATAT:
MOKyNatoT AWCK, ONIAYMBAOT aBOHEMEHT MM NPUOBPETAIOT KaKMe-To ONLUM.

Bce 3TM cpeactBa MAYT Ha NoAAepraHMe WM pasBUTME WUIPbl, a TakXe Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMYCKAIOTCA HOBble MNaTuM (undpoBble 3annaTku oA
nporpammy), 3aKpblBaOTCA YA3BUMOCTU CEPBEPOB.

B ﬂO,D,O6HbIX nrpax CTout onacaTtbCA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXwun TBOEro
napoaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOPU3aL N 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrpoOBOro akKKayHTa:

1. Echm apyron urpok BedeT ceba naoxo uUanM cosgaeTt Tebe HenpuATHOCTK, 3ab6/IOKUMpPYN ero B
CMUCKe UTPOKOB;

2. Moxanyihca agMUHWCTPATOPamM Wrpbl Ha MJOXOe MNoBeAeHWe 3TOr0 WrpoKa, KesnaTesbHo
NPUNOXKUTb KaKMe-To 40Ka3aTeIbCTBa B BUAE CKPUHOB;

3. He yKasbIBal ANYHYO MHPOPMaLMio B npodaliie urpbl;
4. YBaxall Apyrux y4aCTHMKOB MO UTpPE;

5. He ycTtaHaBinBait HeoduumManbHble NAaTYN U MOAbI;

6. Mcnonb3yii CNOXKHbIE U pa3Hble Napou;

7. Oaxke BO BpemA urpbl He CTOUT OTK/IHOYaTb aHTUBUPYC. NOKa Tbl MUrpaewsb, TBOWM KOmMnbloTEP
MOTyYT 3apa3sunTb.

PUWKHT am KpaXa JINYHbIX AdHHbIX

O6bIuyHOM Kpakel feHer U OOKYMEHTOB CErofHa YXe HMKOro He yAuBULWb, HO C pa3sBUTUEM
WNHTEPHET-TEXHOIOTUIA 3/TOYMbILIIEHHUKN NEPEMECTU/IUCL B MHTEPHET, W NPOAOJ/IKAT 3aHUMATbCA
"nobumbim" genom.

TaK nosBMAaCcb HOBAA yrpo3a: MHTEPHET-MOLIEHHMYECTBA UAN ULLWHT, F1aBHAA LeSib KOTOPOoro
COCTOMT B MOJyYEHUN KOHOUAEHLMANbHbIX LaHHbIX MO/b30BaTeselt - JIOTMHOB W naponei. Ha
aHIZIMMCKOM si3biKe phishing unTaeTca Kak ouwuHr (ot fishing - pbibHas noBns, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Chegy 3a cBoMMm aKKayHTOM. Ecam Tbl nogo3pesaellb, YTO TBOA aHKeTa 6bina B3/10MaHa, TO
HeO6XO[J,MMO 3a6I'IOKVIpOBaTb een COO6LLI,MTb AdAMUHUCTPATOPAaM pecypca 06 3TOM KaK MOXKHO CKopee,;

2. MCI'IOJ'Ib3yI7I 6e3onacHble BE6-Caf;1TbI, B TOM 4YnUcne, MHTEPHET-MarasanHoOB U NOUCKOBbIX CUCTEM;

3. Wcnonb3yii CcNoOXHble W pasHble naponu. Takum obpasom, ecan TebAa B3/OMalT, TO
3/10YMbILUNIEHHUKM MOJy4aT AOCTYN TONIbKO K OAHOMY TBOEMY NPOdUIIO B CETU, @ HE KO BCEM,;

4. Echmn Tebs B3/10Manun, TO H606X0,CI,VIMO npegynpeantb BCEX CBOUX 3HAKOMbIX, KOTOpPbie
p,06aB/'IEHbI Yy Tebs B Apy3bAXx, O TOM, 4YTO Tebs B31OManu N, BO3SMOXXHO, OT TBOEro MMeHU 6yp,eT



paccblNaTbCcA CNam M CCbINKM Ha PULLNMHTOBbIE CalTbI;
5. YctaHoBM HagaeKHbI naposb (PIN) Ha Mo6UNbHbIN TenedoH;
6. OTKAOYM coOXpaHeHWe napona B bpaysepe;

7. He oTKkpbiBait dpaiinbl u gpyrve BNOXKEHUA B MUCbMaX, SAXKe eCIM OHW NPULLAK OT TBOMX APY3EN.
Jlydwe yTOUHW y HUX, OTNPABAAAN NN OHY Tebe 3TU dalinbl.

Uudposasa penytauyus

Unoposana penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHPopmauma B cetm o Tebe.
KomnpomeTupytowana uHOOpMaumMA, pasmeleHHas B MHTepHeTe, MOMXET Ccepbe3HbiM 06pasom
OTPa3uTbCA HA TBOEN peanbHOW Xu3HU. "Uudposasa penyTtauma" - 370 TBOM MMWUOXK, KOTOpPbIA
dopmmpyeTca us nHpopmaLmm o Tebe B UHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBoe ¢pUHAHCOBOE MO/0KEHME, OCOBEHHOCTU XapaKkTepa U
pacckasbl 0 6/1IM3KMX - BCE 3TO HaKanAMBaeTcs B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Nyb6/uKaumMm AudHoin uHdopmaumm B
MHTepHeTe, He MOHMMAas BO3MOMKHbIX NOCAeACTBUM. Tbl AaKe HE CMOXelWb A0ragaTtbCid O TOM, YTO
doTorpadun, pasmelyeHHasa 5 neT Hasag, cTana NPUYNHOM OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapumn, pasmelleHme TBoMx ¢oTtorpaduii u apyrue AeNCTBMA MOTYT HE UCYE3HYTb AarKe
nocne TOro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXPaHUA 3Ty MHbOPMaUMIo, Monana M OHa B
NMOUCKOBbIE CUCTEMbI U COXPaHWIACb IN OHa, a MaBHOE: YTO MOoAyMaloT 0 Tebe OKpy:Katowme noau,
KOTOpbIe HalayT u yBMAAT 3T0. HaliTu MHbOPMaLMIO MHOTO NIET CMYCTA CMOXKET /10601 - Kak U3 AobpbIxX
noby»KAeHWN, TaK U C HAMEPEHMEM NMPUUYUHUTL Bpe. ITO MOXKeT O6biTb KTO YroZHo.

OcHOBHble COBeTbl MO 3almTe LMPPOoBOW penyTaumu:

1. Moaymaii, npexae 4yem 4To-TO NyH6AMKOBATb U NepedasaTb y cebs B 610re nan B coumanbHoOM
cetu;

2. B HacTpoliKax npoduna ycTaHOBM OrPaHUYEHUA Ha MNPOCMOTP TBOEro npoduaa u ero
coAepXKMMOoro, caenan ero Tonbko "ansa apysein”;

3. He pasmewait U He yKasbiBalh MHOOPMaLUMIO, KOTOPAs MOXET KOro-nmbo ockopbaaTb mau
obuxKaTb.

ABTOpCKOE npaso

CoBpemeHHble WKObHUKM - aKTUBHbIE NO/b30BaTENN LMbPOBOro npocTpaHcTea. OgHaKo Aaneko
He BCe 3HaloT, YTO NONb30BaHWE MHOTMMWM BO3MOMKHOCTAMU UMPOBOro mMupa Tpebyer cobaogeHus
NpPaB Ha MHTENEeKTyaslbHYI0 COBCTBEHHOCTb.

TepMuH "MHTeNNeKTyanbHasA COBCTBEHHOCTL" OTHOCUTCA K Pa3INYHbIM TBOPEHUSAM YeI0BEYECKOTO
YMa, HauMHasA C HOBbIX N306peTEHN M 3HaKOB, 0603HaYaKOLWMX COBCTBEHHOCTb Ha MPOAYKTbI U YCAYTU, U
3aKaHuMBas KHUramu, poTtorpaduamm, KWUHOGUAbBMaMM M My3blKabHbIMM NPON3BEAEHUAMM.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTENNEKTyasbHYO COBCTBEHHOCTb Ha MPOWM3BEAEHMA HaYKK,
nnTepatypbl M MCKycCTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTMM TOro, 4To
WHTENNEKTYaNbHbI/TBOPYECKUIA Tpya aBTopa He 6yAeT HanmpacHblM, 4acT emy crnpasegjvBble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/ibTaTax CBOEro TPyAa, NOJyYUTb U3BECTHOCTb U Mpu3HaHue. HUKTo
6e3 paspelseHns aBTOpa He MOKET BOCMPOU3BOAMUTL €ro Npou3BedeHUe, PacnpocTPaHATb, Ny6aAnMYHO
AEeMOHCTPUpPOoBaTb, NPOAABaTb, WMMMNOPTUPOBATb, MyCKaTb B MPOKaT, MNyb/AMYHO  UCMOHATD,



NOKasblBaTb/UCNONHATL B 3dUpe nam pasmellatb B MHTepHeTe.

Ncnonb3oBaHMe "nupaTckoro" nporpaMmHoro obecnevyeHmsa MoXKeT NPUBECTM K MHOTMM PUCKaM:
OT NOTepV [AaHHbIX K TBOMM aKKayHTam A0 O/J0KMPOBKM TBOEro YCTPOWMCTBA, rAe YCTaHOB/eHa
HeferanbHaa nporpamma. He cTtouT Takke 3abbiBaTb, YTO CYLLECTBYIOT neranbHble M bHecnnaTHble
NpPorpammbl, KOTOPbIE MOMKHO HANTK B CETHU.

O noprane

CETEBVI‘-IOK.pd) - TBOW rNaBHbI COBETYMK B CETU. 34ecb Tbl MOXKelb Y3HaTb O 6e30nacHOCTU B CETU
NMOHATHbIM U AOOCTYNHbIM A3bIKOM, a NP BO3HUKHOBEHUU KpMTM“IeCKOﬁ cnTtyaumun 06paTMTbCﬂ 3a
coBeToM. A TaKKe NPUHATDb y4aCTne B KOHKYPCax U CTaTb CaMbiM LI,M(I)pOBbIM Fpa)-K,Cl,aHMHOM!

MpunorkeHune N 3
NAMATKA oNA POAUTENENA O6 UH®OPMALIMOHHOW BE3ONACHOCTU AETEN

OnpepeneHne TepmuHa "MHbopmaumMoHHaa 6e3onacHocTb aetein" coaep:kutca B PegepanbHom
3akoHe N 436-93 "O 3awuTte geteit oT MHGOPMaLUKN, MPUYNHAIOLLEN BPe UX 340PO0BbIO0 U Pa3BuUTmio”,
perynpyowmm OTHOLIEHMA, CBA3AHHbIE C 3aWMTON AeTeil oT MHOPMALUM, NMPUYMHAIOLLEN Bpes, UX
3/10p0Bbi0 U (MAK) pas3BuTUIO. COrnacHo AaHHOMY 3aKOHY "MHPOpMaLMOHHaa 6esonacHocTb Aeten" -
3TO COCTOSIHME 3alUULEHHOCTU, MPU KOTOPOM OTCYTCTBYET PMCK, CBA3AHHbIA C MPUYUHEHMEM
nHbopmaumein Bpeaa Ux 340P0BbI0 U (MAK) GM3MUYECKOMY, MCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pa3BuUTUIO.

B cuny depepanbHoro 3akoHa N 436-03 nHdpopmaument, NpuuMHAOLWEN Bpes 340Pp0Bblo U (Man)
pasBUTUIO AeTei, ABNAETCA:

1. nHdopmaumsa, 3anpeLLeHHan ANA PacnpoCTPaHeHUs cpean AeTen;

2. uWHpopmauma, pPacnpPocTPaHEHWE KOTOPOM OrpaHMYEHO Ccpean AeTer onpeaeneHHbIX
BO3PACTHbIX KaTeropum.

3. K uHpopmaLmu, 3anpeLLeHHON Ana pacnpoCcTpaHeHUA cpeamn AeTel, OTHOCUTCA:

4. nndopmaumsa, nobyxKaaowan geTtell K COBepLUEHUIO AeNCTBUI, NPenCcTaBAAOWMX YrPo3y KX
KU3HU U (MK) 340POBbIO, B T.4. MPUUMHEHUIO BPeAa CBOEMY 340POBbI0, CAMOYyOUNCTBY;

5. cnocobHOCTb BbI3BaThL Yy p,eTeﬁ XenaHue YI'IOTpe6VITb HapKOTUYeCKMNE Ccpeacrtesa, NCUXOTPOMHbIE
n (VII'IM) oaypmaHuBakouwme BelwecTBa, TabauyHble n3agenna, ankorosbHyto wm cnunprtocoaeprKallyto
npoAyKLUO, NNBO U HANUTKU, N3TOTaB/IMBaEMbIE Ha €ro OCHOBE; NPUHATb y4aCTUE B a3apPTHbIX Urpax,
3aHUMATbCA I'IpOCTMTyLI,MeI\/’I, 6p0,ﬂ,ﬂ)KHW-IeCTBOM nnn I'IOI'IpOUJal‘aHMLIeCTBOM;

6. 060CHOBbIBalOWAA WAM OMpPaBAbIBaOWaAA AOMNYCTUMOCTb Hacuama n (Mam) Xectokoctm nmbo
nobyxaatolan oCyLecTBATb HACUIbCTBEHHbIE AENCTBMA MO OTHOLIEHWUIO K JIIOAAM U YKUBOTHbIM;

7. oTpuuatoLLas cemeliHble LeHHOCTM U GOPMUPYIOLLAA HEYBaXKEHUE K POAUTENAM U (Man) gpyrum
yNeHam CemMby;

8. onpaegpblBaloLLan NPOTUBOMNPABHOE NOBEAEHME;
9. coaeprKallasn HeueH3ypHyo 6paHb;

10. coaepkawian MHGopmaumio NnopHorpadUUecKoro xapaktepa.
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K nHdopmaumm, pacnpocTpaHeHne KOTOPOW OrpaHMYeHo cpean aeTei onpegeneHHoro Bo3pacTra,
OTHOCHUTCA:

1. nndbopmaums, npeactasnaemas B BUAe M306parkeHnsa MM onmcaHma XecToKoCcTn, pusmyeckoro
1 (MNK) NCUXMYECKOTO HAaCUAUSA, NPECTYNAEHNA UAU MHOTO aHTUOBLLLECTBEHHOIO AeNCTBUS;

2. BbI3blBalOLLLAA Yy AETEN CTPAX, yKac UM MaHUKY, B T.4. NpeacTaBaseMas B BUAe M3obparKkeHus
WM OMUCAaHUA B YHWKAIOLWLEN YeNoBeYyecKoe [O0CTOMHCTBO (OpMe HEHACUIbCTBEHHOM CMepTw,
3aboneBaHun, caMoybuMiiCcTBA, HECYACTHOTO C/lyYas, aBapumn UM KaTacTpodbl U (MNK) UX NOCNeacTBUA;

3. npeAcTaBaseman B BUAE U306paXKeHUa NN ONMUCaHMUA NOJOBbLIX OTHOLLEHNI MeXAay MYMKUNMHOW
U XKeHLWNHOM;

4. copepKalan bpaHHble C/I0BA U BbipaXKeHUs, He OTHOCALLMECA K HeLeH3ypHoM BpaHu.

C yuyeTtom 3TOr0 Bam npepnaratotca npaBuna pabotbl B ceT WHTEpHET Ana pas/nyHbIX
BO3PACTHbIX KaTeropuii, cobatoaeHne KoTopbix N03BoAnNT obecneunTs MHPOPMaLMOHHYIO 6e30nacHOCTb
BalUMX AeTen.

O6wue npasuna ana pogurenei

1. Hesasucumo ot BO3pacTa pe6eHKa MCI'IO/'Ib3yf;ITe nporpammHoe o6ecnequme, nomoratouiee
d)MI'IprOBaTb N KOHTPO/IMPOBATb MHCbOpMaLI,MIO, HO He nosaranTecb MOJHOCTbIO Ha Hero. Bawe
BHUMaHUE K p66EHKy - FNaBHbI MeTOoA 3alunThbl.

2. Ecnn Baw pebeHOK MMeeT aKKayHT Ha OAHOM W3 couManbHbix cepsBucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO M3YyUUTE, KaKyl0 WHPOPMALIMIO MOMELLAOT €ero
YYACTHMKM B CBOMX Npodunax n 6aorax, Bkntodaa ¢otorpadmn n BuLEO.

3. MpoBepbTe, C KaKMMW APYrMMM CaliTamMM CBA3aH couMasbHbIA cepBuc Bawero pebeHKa.
CTpaHMyKkM Bawero pebeHKka moryT ObiTb 6e30MacHbIMM, HO MOFYT W COAEpPATb CCbIIKM Ha
HekenaTeslbHble M OonacHble CalTbl (Hanpumep, NOPHOCAMNT, UKW CalT, Ha KOTOPOM APYyr YNOMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka nam Baw gomawHuin agpec)

4. NMoowpante Bawwnx getelt coobatb 060 BCEM CTPAHHOM UAWN OTTA/IKUBAIOLLEM U HE C/INLLIKOM
OCTPO pearvpyiTe, Korga OHW 3TO AenatoT (M3-3a onaceHus NoTepAaTb AOCTYN K MHTepHeTy geTu He
roBOpAT poAUTENAM O NPobBAeMax, a TaKKe MOryT HayaTb MCNOb30BaTb MHTEpPHET BHE Z0Ma U LUKObI).

5. byabTe B Kypce ceTeBOM M3HU Bawero pebeHka. MHTepecyiiTech, KTO UX Apy3bsA B MHTepHeT
TaK e, KaKk UHTepecyeTecb peanbHbiMU APY3bAMM.

Bospacr ot 7 go 8 ner

B UHTepHeTe pebeHOK CTapaeTca NOCETUTL TE UM MHbIE CaliTbl, @ BO3MOXHO M YaTbl, paspeLueHue
Ha MocelleHMe KOTOPbIX OH He noayunn 6bl OT poauTeneit. MoaTomy pogutenam ocobeHHO NosesHbl
6yayT Te OTyeTbl, KOTOpble NPeAOCTaBAAITCA MPOrPaMmamMM MO  OrPaHWYEHUI0 MCMO/b30BaHUA
MHTepHeTa, T.e. POAWUTENbCKUIA KOHTPOb MAW TO, YTO Bbl CMOXETe YBMAETb BO BPeMeHHbIX dainax. B
pesynbTaTe, y pebeHKa He OyZeT OWyLLeHWs, YTO 33 HUM BeAETCs NOCTOAHHbIMN KOHTPO/b, OAHAKO,
poauTenun 6yayT no-npexxHemy 3HaTb, Kakue CaiTbl nocellaeT ux pebeHoK. [letn B JaHHOM Bo3pacTte
06/134a10T CUNbHLIM YYBCTBOM CEMbW, OHW AOBEPYMBbLI M HE COMHEBaOTCA B aBTopuTeTax. OHM N06AT
UrpaTb B CETEBbIE UrPbl U NyTELEeCcTBOBaTb N0 MHTEPHETY, NCNO/b3YA 3NEKTPOHHYIO NOYTY, 3aX04AMUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

Cosetbl No 6e3onacHocTU B ceT UHTepHeT ana aeten 7 - 8 net

1. Co3paiiTe CNMCOK AOMALUHUX MPaBUA MoceweHnsa MHTepHeTa Npu ydactum aeteit u Tpebyiite



€ro BbiNo/IHEHUA.

2. Tpebyinte oT Bawero pebeHKa cobntogeHMA BpEMEHHbIX HOPM HaxoXAeHMA 32 KOMMbIOTEPOM.
Mokaxknte pebeHky, 4To Bbl HabalogaeTe 3a HUM He MOTOMY YTO Bam 3TO xoueTcd, a NOTOMy 4TO Bbl
b6ecnokouTecb 0 ero 6e30MacHOCTM M BCerga rotoBbl eMy NOMOYb.

3. KomnbloTep ¢ noakntodeHMem K WHTepHeTy A0/iKeH HaxoAuTbCcs B OOLEN KOMHaTe nog,
NPUCMOTPOM poauTene.

4, MCHOﬂb3yﬁTe cneunanbHble AETCKME NONUCKOBbIE MaLLUNHDbI.

5. WUcnonbsyiiTe cpenctsa ONOKMPOBAHWUS HEXKeNaTe/IbHOr0O KOHTEHTA KaK [AOMOJIHEHME K
CTaHAapTHOMY Poautenbckomy KOHTPOIO.

6. Co3ganTe CeMenHbliA 3/IEKTPOHHbIN AWMK, YTODObl HE MO3BONUTL AETAM MMETb COOCTBEHHble
agpeca.

7. bBnokupyhte poctyn K cantam c 6ecnnatHbIMM  MOYTOBbIMM  AWMKAMM C  MOMOLLBHO
COOTBETCTBYHIOLLEIO NPOrpaMmHOro obecneyeHus.

8. MpuyynTte aOeteil coBeToBaTbCA C Bamu nepen onybaMKoBaHMEM KaKoW-1Mbo MHPopmaLmM
CPeACTBaMM INEKTPOHHOM NOYTbI, YaTOB, PETMCTPALMOHHbIX GopM K Npodunen.

9. Hayuute aeTelt He 3arpy»<aTb $haibl, NPOrpaMmmbl UAU My3blKy 6€3 Ballero cornacus.
10. He paspeluaiTe AeTAM UCMOJIb30BaTb CYyXKObl MTHOBEHHOIO 06MeHa CoobLLEeHMUAMM.

11. B "6enblii" cnMCcoK calAToB, paspeLleHHbIX A1 NOCeLLeHNA, BHOCUTE TOJIbKO CaliTbl C XOpoLlei
penyTauuen.

12. He 3abbiBaiiTe becegoBaTb ¢ AeTbMM 06 MX APY3bAX B MHTepHeTe, KaKk ecamn bbl peyb Waa o
APY3bAX B peanbHOM KU3HM.

13. He genanTte "Taby" M3 BOMPOCOB MOJIOBOM KU3HW, TaK Kak B MHTepHeTe AeTu MOryT nerko
HATKHYTbCA Ha NopHorpaduio uam cantbl "gnsa B3pocabix'.

14. Mpuyumte Bawero pebeHKka coobwatb Bam O AOObLIX Yrpo3ax MAM TPEBOrax, CBA3AHHbIX C
NHTepHeToM. OcTaBalTecb CMOKOMHbIMM M HAaNOMHWUTE AETAM, YTO OHM B 6e30MacHOCTU, eciiv camm
paccKkasanuM Bam O CBOWX TpeBorax. [loxBanuTe MX WU MOCOBETYWTEe MOJONTU ele pa3s B NogobHbIX
cyyasnx.

Bo3pacr geteii ot 9 Ao 12 ner

B faHHOM BO3pacTe AeTu, Kak NPaBu/Io, yXKe Hac/blWaHbl O TOM, Kakas MHd)OpMaLI,MH cyuwecrsyet
B8 UHTepHeTe. COBepUJeHHO HOPMaJIbHO, YTO OHM XOTAT 3TO YBUAETb, NPOYECTb, yCablwaTtb. MNpu aTom
HYXHO NOMHWUTb, 4YTO AO0CTYyNn K HeXenate/ibHbiIM maTepurasaM MOXKHO Nerko 3a6I'IOKMpOBaTb npu
NOMOLLU cpencTB POANTENbCKOrO KOHTPOAA.

CoseTbl No 6be3onacHoCTK Ana aetein oT 9 ao 12 net

1. Co3gaiiTe CNMCOK AOMALLIHMX NPaBUA noceweHnsa MHTEpHET Npu yyacTum geteit u Tpebyiite ero
BbIMNO/IHEHUS.

2. TpebyliTe oT Bawero pebeHKa cob/1t04eHNA HOPM HaXxOXAEHMA 32 KOMMbIOTEPOM.

3. Habntogaiite 3a pebeHKoM Npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTE eMy, YTo Bbl becnokonTecb
0 ero 6e30MacHOCTM 1 BCErAa roToBbl OKasaTb €My NOMOLLb.



4. KomnbloTep ¢ nogxatoveHnem B WHTEPHET [0/KEH HaxoguTbcA B Ob6Le KOMHaTe Mo
NPUCMOTPOM poanTENEN.

5. Wcnonb3yinte cpeactsa 6AOKMPOBAHMA HEXKENaTe/NbHOrO KOHTEHTA Kak JOMOJHeHue K
CTaHAAPTHOMY POANTENbCKOMY KOHTPOJIIO.

6. He 3abbiBaiiTe npuMHMMaTb HenocpeAcTBEHHOEe y4yacTue B XM3HW pebeHKa, becesosaTtbh C
AeTbmu 06 nx apysbax B MHTepHeTe.

7. HactauBaiiTe, 4To6bl AETW HMUKOTAA He COrMalWannCb Ha /SINYHbIE BCTPEYM C APY3bAMM MO
MHTepHeTy.

8. MNo3BosAlTe AETAM 3aX0ANTb TO/IbKO Ha caliTbl U3 "6enoro" cnmucka, KOTopbI CO34alTe BMecTe
C HUMMU.

9. MpuyunTe peTel HMKOrga He BblAaBaTb JMYHYO MHPOPMALMIO CpencTBamMu 3/EKTPOHHOM
MoYyTbl, 4YaToOB, CUCTEM MFHOBEHHOrO ObOMeHa COOBLWLEHNAMM, PErUCTPaALMOHHbBIX GOPM, JNYHbIX
npodunen n Npm perncTpaumrm Ha KOHKypcbl B IHTepHeTe.

10. MpuyunTe geTel He 3arpy*Katb nporpammsbl 6e3 Bawwero paspeweHua. O6bACHUTE UM, YTO OHMU
MOTYT Cy4anHO 3arpy3unTb BUPYCbl UM APYroe HexKenaTeslbHoe NporpammHoe obecnedeHue.

11. Co3gaitTe Bawemy pebeHKy orpaHMYeHHYIO yY4eTHY0 3anuncb Ana paboTbl Ha KOMNblOTEpPE.

12. Npuyunte Bawero pebeHKka coobw,atb Bam O MOBbIX Yyrpo3ax WAM TPEBOrax, CBA3aHHbIX C
MHTepHeTOM. HanomHuTe petam, 4To OHM B 6E30MacHOCTM, eCc/iM CamMM pPaccKasasn BamM O CBOMX
TpeBorax n onaceHuax.

13. PaccKkaxkuTe aetam o nopHorpadum B MHTepHeTe.

14. HactamBaliTe Ha TOM, yTOObI AETN NPeaocTtaBnaAnn Bam A0CTyN K CBOEMN aﬂeKTpOHHOVI noyre,
yTOObI BbI y6EAMI'IVICb, YTO OHU He O6LLI,aI'OTCFI C HE3HAKOMUaMU.

15. O6bAcHUTE AeTAM, 4YTO HeNb3s WMCMNO/Ab30BaTb CeTb A/1A XY/WUraHCTBA, PacnpOCTPaHEeHUs
cnaeTeH Uam yrpos.

Bo3pacr geteit ot 13 ao 17 nert

B 3Tom BO3pacte MOAPOCTKM aAKTUBHO MCMOMb3YIOT MOWCKOBbIE MalUMHbI, MNOJIb3YHOTCS
SNEKTPOHHOM NOYTOM, cnykbamu MrHoBeHHOro 0bmeHa COObLLEHNAMM, CKaYMBAOT My3bIKYy U GUIbMbI.
Manbyvkam B 3TOM BO3pacTe 6oJiblie MO HPABYy CMETaTb BCE OrPaHUMYEHUs, OHU KaXAyT rpyboro
FOMOPA, a3apPTHbIX UrP, KAPTUHOK "gns B3pocabix'. [leBOUYKM NpeanodnTaloT 06WwaTbcs B YaTax, Npuv 3TOM
OHM ropasfo b6osiee YyBCTBMTE/IbHBI K CEKCYaslbHbIM fOMOraTeibcTBamM B IHTepHeTe.

3ayacTylo B 4@aHHOM BO3PacTe POAMUTE/ISIM YKe BECbMA C/IOXKHO KOHTPO/IMPOBaTb CBOMUX AETeW, TaK
Kak 06 WMHTepHeTe OHW yKe 3HAlOT 3HauuTenbHO 6o/blue CBOMX poauTenei. Tem He MmeHee, He
oTnyckaite geteii B "cBobogHoe nnasaHue" no WMHTepHeTy. CTapaliTeCb aKTMBHO Yy4acTBOBaTb B
obuweHnn pebeHKa B MHTepHeTe.

Ba)kHO no-npexHemy cTporo cobaogaTb npasuna NHTepHeT-6€30NacHOCTU - COFNalLeHNe MexXay
poautenamm u getbMu. Kpome TOro, HeobxoOMMO KaK MOMHO Yalle NpoCcMaTpuBaTb OTYETbl O
aestenbHocTn geteli B MHTepHeTe. CneayeT obpaTuTb BHMMaHME Ha HEOBXOAMMOCTb CoAepiKaHuA
pPOAUTENBLCKUX Naposiei (naposiel agMUHUCTPATOPOB) B CTPOrOM CEKpeTe M 06paTUTb BHMMaHWE Ha
CTPOroCTb 3TUX NaposIen.

CoBeTbl N0 6e30nacHOCTM B 3TOM Bo3pacTte oT 13 go 17 net



1. Co3paiite CNMCOK AOMALLUHMX MNpPaBUA MoceweHna MHTepHeTa Npu y4yacTum MNoLpPOCTKOB U
TpebyiTe 6e3ycnoBHOro ero BbinoaHeHus. Obrosopute ¢ pebeHKOM CMMCOK 3anpelleHHbIX CanToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO MO 06LieHM0 B MHTepHeTe (B TOM Yucie B
yaTax).

2. KomnbtoTep ¢ NOAKAOYEHNEM K CETU MHTEPHET A0KEH HAaX0AUTbCS B 0bLLEe KOMHaTe.

3. He 3abbiBaitTe 6becenoBatb C AeTbMU 006 UX ApPy3bAX B MIHTEpHeETe, O TOM, YeM OHM 3aHATbHI
Takum obpasom, byaTo pedb MAET O APY3bAX B peanbHOM n3HW. CnpalunBanTe o N0AAX, C KOTOPbIMK
OEeTH 06LLatoTCA NOCPeaCcTBOM C/YKO MrHOBEHHOro o6MeHa coobLlieHMAMM, YTobbl yoeaunTbea, YTo aTh
04N UM 3HaKOMbI.

4. Wcnonb3yihTe cpeacTBa ONOKMPOBAHUA HEXENaTeNbHOrO0 KOHTEeHTa KaK [JOMOoJIHeHWe K
CTaHAapTHOMY Poautenbckomy KOHTPOIO.

5. HeobxogmMmo 3HaTb, KakMMKU YaTamu Monb3ylotca Bawum getu. lMNoowpaiiTe Mcnosib30BaHUe
MOJEPUPYEMbBIX YAaTOB U HAacTanBalTe, YTobbl AETM He 0OLANNCL B MTPUBATHOM PEXKUME.

6. HacramBarite Ha Tom, 4TOObI AETW HWMKOrAA He BCTPEYASICb JIMYHO C APY3bAMM U3 CETU
MHTepHeT.

7. Npuyunte aeteit He BblgaBaTb CBOK JIMYHYIO MHGOPMALMIO CPEACTBAMM 3/1EKTPOHHOM MOYTHI,
4aToB, CUCTEM MIHOBEHHOrO 06MeHa CoOBLLEHUAMM, PETUCTPALMOHHBIX GOPM, INYHBLIX MPodUIei U Npu
perncTpaumnm Ha KoHKypcbl B MIHTEpHeTe.

8. MpuyunTe aeTeit He 3arpy*katb Nporpammbl 6e3 Bawero paspeweHnn. O6bACHNTE UM, YTO OHM
MOTYT Cly4aiiHO 3arpy3unTb BUPYCbl MW APYrOe HexKenaTeNbHoe nporpaMmmHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobuaTb Bam O /OObIX Yyrpo3ax WMAM TpPeBOrax, CBSA3aHHbIX C
NHTepHeTOM. HanoMHuTe AeTAMm, YTO OHU B 6@30MacHOCTH, eC/iM CaMM paccKasaam Bam, O CBOMX yrpo3ax
nnu Tpesorax. lNoxesannte nx N NOCOBETYMUTE NOAOWUTU eLle pa3 B NOA06HbIX Cayyasx.

10. Pacckaxkute getam o nopHorpadum B WHTepHeTe. NMomorute Mm 3aWUTUTLCA OT Cnama.
HayuuTe NoApOCTKOB He BblAaBaTb B MIHTEpPHETE CBOEro peanbHOro 3N1eKTPOHHOIO agpeca, He oTBeYaTb
Ha He)KenaTesibHble MMCbMa M UCNO/Ib30BaTh CNeLMabHble NOYTOBblE GUNBLTPDI.

11. NpuyunTe cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.

12. Hayuute petel yBaxaTb ApYrux B MHTepHeTe. Yb6eanTecb, YTO OHWU 3HAIOT O TOM, YTO NpaBmMaa
XOpoLlero NoBeAeHNA AEeNCTBYIOT Be3ae - AaKe B BUPTYyasibHOM MUpE.

13. Ob6bAcHMTE AETAM, YTO HM B KOem C/yvyae Henb3A MUChno/sb3oBaTb CeTb A/1A XY/IMTAaHCTBA,
pacnpoCcTpaHeHUA CNAETEH UAW YIPO3 APYIMM JI0AAM.

14. ObcyamTe C noapocTKamu npobaembl CeTEBbIX a3apTHbLIX WUMP M MX BO3MOMKHbIA PUCK.
HanomHuTe, YTO AETM HE MOTYT UrpPaTb B 3TU UrPbl COrACHO 3aKOHY.

MOCTOAHHO KOHTPOAMpPYWTE Mcnosb3oBaHe WHTepHeTa Bawum pebeHkom! 310 He HapyweHue
€ro JIMYHOTO NPOCTPAHCTBA, a Mepa MNPefoCTOPONKHOCTM M NposABAeHWe Bawel poauTenbcKoi
OTBETCTBEHHOCTM U 3a60Tbl.



