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Hepconaﬂmee JAHHBIC
B MBJIOVY nerckuii cag Ne 7 KOMOMHUPOBAaHHOTO BUA
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1. O01mue moj1oKeHUA

1.1. HHcTpykuus o mnopsake oOecrnedeHuss KOH(PHUIECHIMAIbHOCTH HpHU OOpalieHUH C
uHpopManuel, coaep)kalield nepcoHalbHbIe JaHHble (namee — WMHCTpykuus), sBiseTcs
oOsi3arenbhoi 1t MBJIOY netckwuii can Ne 7 komOnHUpOoBaHHOTO BUa cT. CTapouiepOMHOBCKas
(manee — 1OY).
1.2. Tlox mnepcoHaJbHBIMH J@aHHBIMM IIOHUMaeTcs mr0as HH(opManus, oTHocALascad K
OIpE/Ie]IECHHOMY WIJIM OIpEJesIieMOMY Ha OCHOBAaHMM TakoW MH(oOpManuu (GU3NYEeCKOMYy JIUILY
(cyOBEeKTY epCOHANBHBIX JaHHBIX), B T. U.:

e (ammius, UM, OTYECTBO,

*  TOJ, MECSII, 1aTa U MECTO POXKICHHUS,

* anpec,

* ceMelHoe, COLMAIbHOE U UMYILECTBEHHOE I10JIOKEHHE,

* o0OpasoBanue, mpodeccusi, TOXOABI H Jp.
1.3. OGecnieueHne KOH(PHUIEHIMAIBLHOCTH IE€PCOHAIBHBIX JaHHBIX HE TpeOyeTcss B cilydae
00e31MYUBaHMsI IEPCOHATBHBIX JAHHBIX, @ TAK)KE B OTHOLIEHUH OOIIEOCTYITHBIX IEPCOHATIBHBIX
JaHHBIX. B 0011e10CTyTHBIE HCTOYHUKY TIEPCOHAIBHBIX TAaHHBIX (B T. Y. CHIPABOYHUKH, aAPECHBIC
KHUTH) B IHemiX HHQOpMAMOHHOTO OOecCmeyeHnss ¢ MUCHbMEHHOTO COorjiacus CyObeKTa
NEPCOHATBHBIX JAHHBIX MOTYT BKIIFOYATCS:

*  ¢amMunus, uMs, OTYECTBO,

*  TOJ U MECTO POXKACHUS,

* ajpec U Apyrue CBEACHUS.
1.4. KoHpuaeHmaibHOCTh NEPCOHANBHBIX JaHHBIX MIPEeIycCMaTpUBaeT 00s3aTeIbHOE OTyYeHUe
coryiacusi cyObeKTa MEpPCOHAIBHBIX JAaHHBIX (HAJIMYME HMHOIO 3aKOHHOI'O OCHOBaHHUS) Ha HX
o0pabotky. Cornacue He TpeOyeTcsi Ha 00pabOTKY JTaHHbIX;

*  HEeoOXOAMMBIX JJIsl TOCTAaBKU IOYTOBBIX OTIPABICHUI OpraHu3alusIMu IOYTOBON CBSI3HU;

*  BKJIIOYAIOIIUX B ce0s TOIBKO (haMUIINIO, IMSI U OTYECTBO CyOBEKTa;

* JaHHBIX paboTa ¢ KOTOPHIMU NMPOBOAMTCSA B LENSIX HCIOJHEHHs oOpalieHus (3ampoca)
CyObeKTa epCOHANbHBIX JaHHBIX, TPYIOBOI'O WJIK HHOTO I0TOBOpa ¢ HUM, OJTHOKPAaTHOTO
nporycka B 3/aHH€ WM B UHBIX AHAJIOTMYHBIX LEJAX; 00paboTka KOTOPBIX
OCYILECTBIIIETCS 0€3 CPeACTB aBTOMAaTH3ALHH.

1.5. Ilopsagok BeneHuss TepeyHE MEpPCOHANbHBIX JaHHBIX B  CTPYKTYPHBIX
nonpaszaenenusix JIOY yrBepxaaercs JoKalnbHbIM akTOM. OcCyliecTBIATh 00pabOTKy U
XpaHeHUEe KOHQUACHIINAIbHBIX TaHHBIX, HE BHECEHHBIX B IIEPEUCHb, 3aPEIIAETCS.

1.6. Bce paboTHUKH, OCTOSHHO paloTaroLIMe B MOMELIECHUAX, B KOTOPHIX BEAETCS
00paboTKa MepCOHANBHBIX JAHHBIX, JOJDKHBI UMETh JOMYyCK (paspelieHue) Kk padote ¢
COOTBETCTBYIOILIMMHU BUJaMH NT€PCOHATBHBIX JAHHBIX.

1.7. PaboTHMKaM,  OCYIIECTBIAIOIIUM  OOpabOTKYy  IMEpPCOHAJIbHBIX  JIAHHBIX,
3arpenaercs coodmarb X yCTHO MJIM MUCbMEHHO KOMY Obl TO HU ObUIO, €CIH 3TO HE
BBI3BAHO CIIy’K€OHOW HEOOXOIMMOCTBIO, a TaK)K€ OCTaBJISATh MaTepUalbHbIe HOCUTENH C
NEePCOHAIBHBIMU JaHHBIMH 0€3 TMpHCMOTpa B He3ameproM mnomemieHuu. I[locne
MOJTOTOBKU U NepeJjaur TIOKYMEHTa B COOTBETCTBUU C pe30ironueil (ailabl YepHOBUKOB
U BapUaHTOB JOKYMEHTa JIOJKHBI MEPEHOCUTHCS MOJITOTOBUBLIMM WX paOOTHHKOM Ha
MapKUpPOBaHHbIE HOCUTENM, NPEJHA3HAYCHHBIE /U1l XPAHEHHUS MEPCOHAIBHBIX AAHHBIX.
be3 cornmacoBanust ¢ pyKOBOIUTEIEM CTPYKTYPHOTO HOJpa3jesieHUus] (GOpMHUPOBAHUE H
XpaHeHue 0a3 JaHHBIX (KapToTeK, (QailloBBIX apXuBOB M [p.), COAEpKaIIUX
KOH(UICHIMATbHBIE JaHHbIE, 3aIPELIaeTCs.



1.8. Ilepemaua mepcOHanNbHBIX JaHHBIX JOMYyCKaeTcs TOJIBKO B CIydasx,
yctaHoBieHHbIX DenepanbabiMu 3akoHamu 0T 27.07.2006 Ne 152-03 "O nepcoHanbHbIX
naHHbiX" 1 ot 02.05.2006 Ne 59-®3 "O mopsiake paccMOTpeHHUs oOpaIleHuil rpakaaH
Poccuiickoiit denepanuun”, TEHCTBYIOIIMMU UHCTPYKIIUSAMH 1O PabOTE CO CITY)KEOHBIMH
JOKyMEHTaMU M OOpalleHUsIMH TpakJaH, a TakXe [0 MUCbMEHHOMY IOPYYEHHIO
(pe30JTIOIMH ) BBIIECTOSIIIUX JTOJKHOCTHBIX JIMII.

1.9. 3Bampemaercs mepenada TMEPCOHANBHBIX JaHHBIX 10 TenedoHy, dakcy,
AJIEKTPOHHOM MOYTE 33 UCKIIIOUEHUEM CIIy4aeB, YCTAHOBJIEHHBIX 3aKOHOAATENbCTBOM PD
U JICUCTBYIONIMMH HWHCTPYKUIUSIMH TI0 paboTe cO CIyKeOHBIMH JOKYMEHTaMU |
oOpameHusiMu rpaxkaad. OTBEThl Ha 3aMpPOChl TPAXKIAH M OpPTaHM3aLUN JAlOTCS B TOM
o0beMe, KOTOpBIA TMO3BOJSET HE pasriamarb KOHQUACHLMaIbHbIE [aHHBIE, 3a
UCKJIIOYCHHEM JaHHBIX, COJCPKAIIUXCS B MaTepHUaiax 3asBUTENS WU OMYOJIMKOBAHHBIX
B OOLIEIOCTYITHBIX UCTOYHHKAX.

1.10. OrtBeTcTBEHHOCTh, 3a 3amUTy 00pabaThIBa€MBIX IEPCOHAIBHBIX  JaHHBIX
BO3JIaraeTcs Ha paboTHUKOB nojapasaenenuil IOV, ocymecTBIMIOmMUX TaKylo 00padoTKy
10 JIOTOBOPY C OIEPATOPOM, a TAK)KE Ha MHBIE JIMIA, OCYIIECTBISAIONIME 00pabOTKy WiIn
XpaHeHne KoH(UIeHIMATbHBIX JaHHbIX B JIOVY. Jluia, BUHOBHBIC B HAPYIICHUU HOPM,
perynupylmux o0paboTKy # XpaHeHHE KOHQUICHIMAIBHBIX JIaHHBIX, HECYT
TUCIUILIMHAPHYIO, aIMUHUCTPATUBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHH
C 3aKOHOJIaTEJIbCTBOM U BEIOMCTBEHHBIMU HOPMATHUBHBIMU aKTAMHU.

2. ITopsinok odecnevyeHus 0€30MACHOCTH NMPH 00padOTKe U XPAHEHNH
MEePCOHATbHBIX JAHHBIX, OCYIIECTBJIsSIEMBbIX 0€3 HCIO0JIb30BAHUS CPEICTB
aBTOMATH3ALUH

2.1. OOpaboTka mEepCOHANBHBIX JAHHBIX, OCYIIECTBIseMas O€3 WCIOIb30BaHUS CPEICTB
aBTOMAaTH3allMM, JI0JKHA ObITh OpraHM30BaHAa TaKUM OOpa3oM, YTOObI B OTHOLIEHMM KaXKJOU
KaTeropuy MEpPCOHANBHBIX JaHHBIX MOXHO ObUIO ONpEAENUTh MECTa XPaHEHUs MaTepHalIbHbIX
HOCUTEJIEH NepCOHANBHBIX JaHHBIX U YCTAHOBUTH MEPEUYEHb JINLI, OCYIIECTBISIOMUX 00padOTKYy.
2.2. Ilpm XpaHeHMH MaTepUAIbHBIX HOCUTENEeH Heo0XO0AMMO COON0JaTh  YCIIOBHS,
o0ecreunBarome COXPAHHOCTb NEPCOHAJIBHBIX JAHHBIX U UCKJIIOYaIOLIHe
HECaHKIIMOHMPOBAHHBIA JTOCcTyn K HMM. Jluma, ocyuecTBisionie o0pabOTKy NEpCOHAIbHBIX
JAHHBIX 0€3 HCII0JIb30BAHUS CPEACTB aBTOMATHU3AIMM, JOJKHBI ObITH MPOMH(OPMHUPOBAHBI O
¢dakte 00pabOTKM MMM MEPCOHANBHBIX JTAHHBIX, KaTEropusx oOpadaThIBAEMbIX MEPCOHAIbHBIX
JAHHBIX, a TaKke 00 0COOEHHOCTSX U MpaBUiIaX BHIMOIHEHUs TaKOH 00pabOTKH.

2.3. Heobxonumo obecniedunBaTh pa3iebHOE XpaHEHHE NMEPCOHATBHBIX JAaHHBIX (MaTepHatbHbBIX
HOCHUTENEH), 00pabOoTKa KOTOPBIX OCYIIECTBISIETCA B pPa3au4HbIX wHensx. [lpu  dukcarum
NEPCOHAIBHBIX JAHHBIX HA MaT€pUAIbHBIX HOCUTENSAX HE JI0MYCKAETCS Ha OJIHOM MaTepuaibHOM
HOCHUTEJIE pa3MellaTh IEepCOHAJIbHBIE JaHHbIE, LEeTU OOpabOTKUM KOTOPHIX 3aBEAOMO HE
coBMecTUMBI. [lng 00paGOTKM MEpCOHAJIBHBIX JAHHBIX KaXJIOM KaTeropuum JOJKEH
MCIIOJIb30BAThCS OTJENbHBIN MaT€pUAJIbHBIN HOCUTEID.

2.4. Ilpu HecoBMeCTUMOCTH 1iesiell 00paOOTKM MEPCOHAIbHBIX JIaHHBIX, 3a)MKCHPOBAHHBIX Ha
OJIHOM MaTe€pUaJIbHOM HOCHUTENE, U HEBO3MOKHOCTH 00pabOTKU OJHUX MEPCOHANBHBIX JaHHBIX
OTJIENBHO OT JIPYTHX, 3a()UKCUPOBAHHBIX HA TOM K€ HOCHUTEJIE, TOJKHBI ObITh MPUHATHI MEPHI O
00ecreyeHn o pa3ieNbHO 00paboTKH MEepCOHANBHBIX JTAHHBIX, HCKIIIOYAIONINE OJTHOBPEMEHHOE
KOMHMPOBAHNWE HWHBIX MEPCOHAIBHBIX JAHHBIX, HE MOMISKAIIUX PACHPOCTPAHEHUIO U
HCIIOJIb30BaHUIO.



2.5. YHUYTOXKECHHE WIM O0E3JMYMBAHME BCEX WU YaCTH MEPCOHAIBHBIX JAHHBIX (€CIH 3TO
JOMYCKAeTCsl MaTepuajJbHBIM  HOCHTENEM) TPOM3BOAMUTCS  CIIOCOOOM,  HCKIIOUYAIOIIIM
JAIbHENITYI0 00pabOTKy ATHX NEPCOHAIBHBIX JaHHBIX C COXPAaHEHHEM BO3MOXHOCTH 00pabOTKH
UHBIX JaHHBIX, 3a()MKCUPOBAHHBIX HAa MaTepUalbHOM HocHTelne (ydaleHue, BbIMapbIBaHUE).
YTOuHEeHHE NEePCOHANBHBIX JAHHBIX MPOU3BOAUTCSA IyTeM OOHOBIICHUS MU U3MEHEHMS JaHHbBIX
HA MaTepUAIBHOM HOCHUTENE, a €CIU 3TO HE JOIMMYCKAeTCS TEXHUYSCKUMHU OCOOCHHOCTSIMH
MaTepUaIbHOTO HOCUTENSI, — TyTeM (PUKCAIIMU Ha TOM K€ MaTepHabHOM HOCHUTEJIC CBEIACHHM O
BHOCHUMBIX B HUX U3MEHEHMSX, JIMOO MyTeM M3TOTOBJIEHUS HOBOI'O MAaTEPUATBLHOIO HOCUTENS C
YTOYHEHHBIMU NEPCOHAIbHBIMH JTAHHBIMHU.

3. Iopsinok obecnieueHust 6€30NMACHOCTH NPU 00padoTKe M XPaHEHUN
NMEePCOHAIBHBIX IaHHBIX, OCYIIECTBJIAEMBbIX C HCIOJIb30BAHUEM CPEICTB
aBTOMATH3ALUH

3.1. be3onacHOCTh NMEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMaX,
XpaHEHUHU U TIEPEChUIKE 00ECIEUNBACTCS C MOMOIIBIO CUCTEMBI 3aIUTHI IEPCOHANTBHBIX JAHHBIX,
BKJTIOYAIOIIEH CIeIUaibHbIe CpPEACTBA 3aIIUTHI WHGPOpPMAIMK, a TaKXKe HCIOIb3yeMbIe B
UH(POPMALMOHHON cUCTeMe MH(POPMALMOHHBIE TEXHOJIOTHH.

3.2. Jlomyck nui K 0OpabOTKE IEpPCOHAIbHBIX JaHHBIX B HH(MOPMALMOHHBIX CHUCTEMax
OCYILECTBIISICTCSI HA OCHOBAaHMM COOTBETCTBYIOIIMX DPa3pEIINUTENIbHBIX JOKYMEHTOB U KIIIOUEH
(maponeit) nocrymna.

3.3. Pabora ¢ uH(OpPMAIMOHHBIMU CHCTEMaMM JIOJDKHA OBITh OpraHHW30BaHa TakKUM 00pa3oM,
4yTOObl 00ECHEeYUTh COXPAHHOCTh HOCUTENECH MEepCOHAJIbHBIX MJAHHBIX U CPEACTB 3allUTHI
uHpOpMaLlMK, a TaKKe MCKIIOYUTh BO3MOXHOCTh HEKOHTPOJIMPYEMOro MpeObIBaHUS B
MOMEILEHUSX, [71€ OHU HAXOJSATCsl, IOCTOPOHHUX JIULI.

3.4. KommbioTepbl M (MIM) DSJCKTPOHHBIE TaNKH, B KOTOPBIX conepxarcs Qaiiasl ¢
NEPCOHAIbHBIMU  JIAHHBIMM, JUISI K&XJOTO IOJb30BaTeNsl JOJDKHBI OBITH  3aIUIIEHbI
WH/IMBUYaJIbHBIMU TIApOJISIMU JIOCTYIIA, COCTOSIIIIMMU U3 ILECTU U 00Jiee CUMBOJIOB.

3.5. PaboTa Ha KOMITBIOTEpAX C MEPCOHATLHBIMU JAHHBIMU 0€3 MapoJieit JOCTYIa WK MO Iy)KUMHU
WM o0mMMH (OJMHAKOBBIMHU) MApOJISIMHM, a TakXe MNepechblUlKa NEepCOHATbHBIX JaHHBIX 0e3
MCIIOJIb30BaHUs CHEIHAbHBIX CPEJICTB 3aLIUTHI M0 OOIIEJOCTYIHBIM CETSIM CBSI3U, B T. Y. CETH
WuTepHer, 3anpemaercs.

3.6. Ilpu 006paboTKe MEepCOHAIBHBIX AAHHBIX B WH()OPMAIMOHHBIX CHCTEMAax MOJIb30BATEISIMU
JOJIKHO OBITh 00€CIEUEHO: HUCI0JIb30BAHNE MPEAHA3HAUYEHHBIX JUJIsl TOTO pa3/ieoB (KaTajloron)
HOCUTENEeH HHPOpPMAIK, BCTPOCHHBIX B TEXHUYECKHE CPEACTBA, I ChEMHBIX MAPKUPOBAHHbBIX
HOCUTEJIEH; HenomylieHue  (U3MYEeCKOro  BO3JEHCTBUS HA  TEXHUYECKHE  CpEeACTBa
aBTOMATU3UPOBAHHOM 00pabOTKM MEPCOHANBHBIX JITAHHBIX, B PE3yJIbTaTe€ KOTOPOTO MOXKET OBITH
HapyleHo WX (YHKIMOHMPOBAHUE; MOCTOSIHHOE HMCIIOJIb30BaHHE aHTUBUPYCHOTO OOECIICUCHMS
JUI OOHapy)KEHUS 3apaKeHHbIX (PaiijloB M He3aMeUIUTENbHOE BOCCTAHOBIIEHUE MEPCOHAIBHBIX
JAHHBIX, MOAU(UIIMPOBAHHBIX WM YHHYTOXCHHBIX BCIIEJCTBHE HECAHKIMOHUPOBAHHOTO
JocTyna K HUM; HEeIOMyIeHNEe HECAaHKIIMOHUPOBAHHOIO BBIHOCA M3 MOMEILEHUHN, YCTAHOBKU U
MOJIKJIIOUEHUSI 000PYAOBAHHUS, a TAKXKE yJAIECHUs, MHCTAJUIALUY UM HaCTPOHUKU MPOTrPaMMHOIO
obecrieueHusl.

3.7. Ilpu oOpaboTKe MEepCOHANBHBIX AAHHBIX B MH()OPMAIIMOHHBIX CHUCTEMax pa3pabdOTUMKU U
aJMHUHHUCTPATOPBl CHUCTEM JOJDKHBI OoOecrneduBaTh: OOY4YEHHE JIUI[, HUCIOJIb3YIOIIUX CPEICTBA
3alUThl THPOPMAIMH, IPUMEHsIeMble B THPOPMAIIMOHHBIX CUCTEMaX, TpaBUiIaM padOThI C HUMU;
y4eT JIMI, JTOMYIIEHHBIX K paboTe ¢ MepCOHANTbHBIMU JaHHBIMU B WH(OPMAIIMOHHBIX CHCTEMaX,
opaB W MHapoyie  J0ocTyma; ydeT NpPUMEHSeMbIX CpeICTB  3alluThl  MHGOpMaluy,
HKCIUTYaTAal[MOHHON U TEXHUYECKOH JOKYMEHTAIMH K HUM; KOHTPOJIb 32 COONIO/IEHUEM YCIIOBHM
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UCIIONIB30BAHUSI CPEJCTB 3alIUTHl WH(GOPMALWK, MPEIYCMOTPEHHBIX JKCIUTYaTAIlHOHHOW U
TEXHUYECKON JOKYMEHTAIIMEH; OMMCAHNE CUCTEMbI 3aIlUTHI IEPCOHATBHBIX JTAHHBIX.

3.8. Cremudpuyeckue TpeOOBaHUS K 3alUTE MEPCOHAIBHBIX JAHHBIX B  OTACIHHBIX
ABTOMATU3UPOBAHHBIX CHCTEMaX YCTAHABIMBAIOTCS MHCTPYKLUMSIMHU MO UX HCIOJIb30BAHUIO U
JKCILTyaTaluu.

3.9. Paborauku mnoapazaenenuii JJOY wu nuna, BBIOJHSIONME PaOOTHI MO JOTOBOpaM M
KOHTpaKTaM, WMEIOIIHME OTHOIIEHHWE K 00pabOoTKe NEepCOHAIbHBIX MaHHBIX, JTOJDKHBI OBITH
03HAaKOMJICHBI ¢ THCTpyKIMEH o1 pOCIIUCH.
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