Hpunoxkenue Ne2. UHpopManmoHHAsI TaAMATKA ISl 00Yy4AOIIUXCH

C KaKIbIM I'OJJOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCSA 6OJIBH_IG, a IIKOJIBHUKHU OOHHU U3 CaMbIX aKTHUBHBIX II0JIb30BaTeIICH PyHeTa. MG)K,Z[y TEM, IIOMHUMO
OT'POMHOTI'O KOJIMYCCTBA BOSMO)I(HOCTeﬁ, HUHTCPHET HECET U HpO6JI€MBI. OTa mamaTka JOJIDKHa IIOMOYb TeOe Oe301macHo HaxOoOUTHCA B CCTH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHbIi BUPYC — 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX TPOTPaMM, OTIHYUTEIIFHON 0COOCHHOCTHIO KOTOPOH SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKEHUIO.
B AOIOJIHCHHUEC K 9TOMY, BUPYCbI MOT'YT IMOBPCANUTH WU ITOJITHOCTBIO YHUUYTOXHUTH BCC (bal\/’IJIBI N JAHHBIC, IOAKOHTPOJBbHLBIC ITOJIL30BATC/II0, OT UMCHU
KOTOpOro Oblia 3amylleHa 3apakEHHas MporpaMmma, a TakKe MOBPEAUTh WK JJa)Ke YHHUTOKUTh OTEPAI[MOHHYIO CHCTEMY cO BceMU daitiamu B 1iesom. B

OOJIBIIMHCTBE CIIy4aeB paclpOCTPAHSIOTCS BUPYCHI UepPE3 UHTEPHET.

MeTtoap! 3a1IMTHI OT BPCIOHOCHBIX ITPOTpaMM:

=

Hcnonp3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIN YPOBEHD 3alIUTHI OT BPEIOHOCHBIX ITPOrPaMM;

2. TlocrostHHO ycTaHaBiIMBal mauTH (U(PPOBBIE 3aIUIATKH, KOTOPBIE aBTOMATHYECKH YCTAHABJIMBAIOTCS C LENBIO JOPAOOTKHU MPOTPaMMBbl) U APYTHE
OOHOBJICHHSI CBOEH onepalnoHHON cucteMbl. CkauuBail X TOJIBKO ¢ ouuuansHoro caiita paspadorunka OC. Ecnu cymiecTByeT pexum
AaBTOMATUYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEPE MO/ paBaMM MOJIb30BATENs, @ HE a/IMUHUCTPATOPa. DTO HE MO3BOJIUT OOJIBIINHCTBY BPEJOHOCHBIX MPOTrpaMM

MHCTaJUIMPOBATHCS HA TBOEM ITEPCOHAIIBHOM KOMIIBIOTEPE;

Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMHBIE MTPOAYKTHI U3BECTHBIX MPOU3BOANUTENEH, C aBTOMAaTHUECKUM OOHOBIIEHUEM 0a3;

Orpanuub pU3NYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIMII;

Hcnonb3yit BHELIHHE HOCUTENN MH(DOPMAIIUK, TaKue Kak (uiemika, AMCK WK (ailil u3 HHTEpHETa, TOJIbKO U3 POBEPEHHBIX HCTOUHUKOB,;

He otkpbiBail koMnbrOTEpHBIE (Paiiiibl, MOJTyYEHHBIE U3 HEHAJEKHBIX HCTOYHUKOB. Jlaxe Te (ailibl, KOTopble Mpucial TBOW 3HaKoMbIH. JIyurie

YTOYHU Y HETo, OTIPABIISII JIM OH TeOe UX.

No gk

Cern WI-FI

Wi-Fi - 310 He BHJ Mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIb Open, mapka. Emie B 1991 roxy Huaepianackas KOMIIaHUS 3aperHCTPHpOBaia OpeH T
«WECAY, uto 0603Ha4ano cinoBocoueranue «Wireless Fidelity», KoTopblil mepeBoauTCs Kak «OECIpOBOHAS TOUHOCTHY.

Jlo Hamero BpeMeHH JAoILIa Ipyras abopeBuaTypa, KOTopas sSBJIsIeTCS TaKoH jke TexHosoruen. Ito abopesuarypa «Wi-Fi». Takoe HazBaHue ObLIIO JaHO C
HaMEKOM Ha CTaHAapT BhICUINi 3ByKoBoW TexHUKH Hi-Fi, yTo B mepeBojie 03HaUaeT «BbICOKAsi TOUHOCTh.



Ja, GecruiaTHBIM HHTEPHET-OCTYII B Kade, OTENSIX U adpPOIopTax SIBISIETCS OTIMYHONW BO3MOKHOCTBIO BBIX0/1a B MHTEpHET. HO MHOTHE IKCIIEPTHI CUUTAIOT,
yTo obmenoctymasie Wi-Fi ceTu He SBstoTCst 6€30macHbIMH.

CogerTsl 10 Oe30macHOCTH paboTe B 001Ie10CcTyMHBIX ceTsax Wi-fi:

1.

N

o ok

He nepenagaii cBoro n1uuHyro nHpopMmaluio yepes odmmenoctynssle Wi-Fi cetu. PaGotas B HUX, JKeJlaTeIbHO HE BBOJUTH NAPOJIU IOCTYIIA, IOTUHBI U
KaKue-TO HOMepa;

Hcnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIE ITporpaMmbl U Opanamayep. TeM caMmbIM Thl 0Oe30onacuilb cedst OT 3aKauKy BUPYCa Ha TBOE YCTPOUCTBO;
[pu ucnonp3oBanuu Wi-Fi otkiaroun Gpynkumto «O0mmii foctyn K ¢aiinam u npuHTepam». lanHas QyHKIUS 3aKphITa 10 YMOIYaHUIO, OJTHAKO
HEKOTOpBIE MOJIb30BATEIN aKTUBUPYIOT €€ JUIsl y100CTBa MCII0JIb30BaHMs B paboTe Ui yueoe;

He ucnonp3yit nyonununsiii WI-FI 1151 nepeaaun TMUHBIX JaHHBIX, HAIPUMED JUISI BBIX0JIa B COLMATIbHBIE CETH UJIU B 3JIEKTPOHHYIO MOYTY;
Hnonw3yit Toibpko 3amuiieHHoe coequnenue yepes HTTPS, a ne HTTP, 1.e. npu Habope BeO-aapeca BBoaAM UMEHHO «https://»;

B MmoGunbsHOM Tenedone otkimoun Gynkmuro «llogkmrouenne k Wi-Fi aBromatudeckny». He mormyckait aBTOMaTH4eCKOTO MOAKIIOYSHHS YCTPOICTBA
K cetaM Wi-Fi 6e3 TBoero coracusi.

ConuajbHbIe CeTH

ConmanbHbIE CETH aKTUBHO BXOJIST B HAIILy )KU3Hb, MHOTHE JIIOJHM PabOTAIOT M KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3aperucrpupoBan Muimap
YEJIOBEK, UTO SABISAETCA OJHOU CEIbMOU BCEX KUTEJIEH ILIaHETHI.

MHorue nojb30BaTeId He MOHUMAIOT, YTO HH(POPMaLUs, pa3MellleHHast UMU B COIIMATIBbHBIX CETSIX, MOKET ObITh HaiiJileHa 1 MCII0JIb30BaHa KEM yrO/IHO, B
TOM 4HCJI€ HE 00s13aTeNIbHO ¢ OJ1aruMu HaMEPEHHSIMH.

OCHOBHBIC COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

o o

Orpanuyb crucok Jipy3eil. ¥ Te0s B Ipy3bsAX HE JOJKHO ObITh CITyd4aifHbIX U HE3HAKOMBIX JIFOJIEH;

3amuiaii cBOIO 4acTHYIO kU3Hb. He ykasbiBail mapoiiu, TenedoHsl, aapeca, JaTy TBOETO POKIACHUS U IPYTYIO JTUUYHYI0 HHPOPMAIUIO.
370yMBIIIJICHHUKHA MOTYT MCIIOJIb30BaTh JIa)ke HHPOPMALIMIO O TOM, KaK Thl M TBOM POJUTENH IIJIAHUPYETE IPOBECTU KaHUKYJIBI;

3aiuiaii CBOIO peryTaluio - Jep>KU €€ B YUCTOTE U 3a7aBail cede Borpoc: XxoTes Obl Thl, YTOOBI IPYTHE MOJIb30BATEIHN BUIETH, YTO ThI 3arpyKaeib?
[Tomymaii, mpesx/e yem 4To-TO ONmyOJIMKOBATh, HAMMCATh U 3arPy3HUTh;

Ecnu Tl rOBOpHILIB C JIFOJIBMU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE peaibHOE UM U APYTYIO JINYHYIO HH(POPMALMK: UMS, MECTO KUTEIbCTBA,
MeCTO y4eObl U IIpouee;

N306eraii pazmenienus pororpaduii B InTepHeTe, r1ie Thl H300pakeH Ha MECTHOCTH, 110 KOTOPOH MOKHO ONPEJIEIUTh TBOE MECTOMNOIOKEHHE;

[Ipu perucrpanuu B COManbHON CETH HEOOXOIUMO UCIIOJIb30BaTh CJIOMKHBIE MTAPOJIH, COCTOSAIINE U3 OYKB U IU(P U C KOJTUYECTBOM 3HAKOB HE MEHEe



7. Jns cOUanbHOW CeTH, TOYTHI U APYTHX CAUTOB HEOOXOAMMO HMCIIONB30BaTh pa3Hble mapoin. Torna eciau Tedst B3IOMAIOT, TO 3JI0YMBIIUIEHHUKA
II0JIy4aT OCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JIeKTPOHHBbIE IeHbI' |

DJIIEKTPOHHBIE ICHBIY — 3TO OYEHB yIOOHBIN CITOCOO IIATEXEH, OJJTHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TH JCHBIH.

3JI€KTp0HHbI€ JCHBI'U ITOSABUJINCH COBCEM HCAaBHO U UMCHHO H3-3a 5TOI'0 BO MHOTUX rocy;[apCTBax 0 CUX HOp HC HpOHI/IcaHO HpO HHUX B 3aKOHax.

B Poccun jxe oHM (pyHKIMOHUPYIOT U O HUX YK€ IIPOIMCAHO B 3aKOHE, TJI€ UX Pa3/AeisaioT Ha HECKOJIbKO BU0B — aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huna B
TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX Pa3peliaeTcs MPOBOJAUTH ONepaIuy 0e3 uaeHTU(UKAIIUH T0JIb30BaTelIsl, 8 B HCAHOHUMHBIX HJICHTH(PUKAIINH

II0JIE30BaTENIs SIBIIICTCS 00S3aTCILHOM.

Taxxke cinenyeT pa3nnyarh IEKTPOHHbIE (PMAaTHBIE AEHBIU (PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM) U JIEKTPOHHbIE HE(UATHBIE IEHBIU (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 O€30MACHOM paboTe € NEKTPOHHBIMH JJCHbIaMH:

1. IlpuBsixu Kk cueTy MOOUIIBHBIN TeaePoH. ITO caMblil yA0OHBIN U OBICTPBINM CITOCOO BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsizaHHbIN TenepOH MOMOXKET,
ecnu 3a0y/ienib CBOM MIaTeXHbIM Mapoib WK 3aiiiellb Ha CAlT C HE3HAKOMOI'0 YCTPONCTBA;

2. Hcnonp3yit ogHOpa3oBele maponu. [locie nepexoa Ha yCUICHHYIO aBTOPU3aIMIo TeOe yxke He OyJeT yrpoXkKaTh ONaCHOCTh Kpa)ku MIIH IepexBaTa
IUTATEKHOTO MapOoJIs;

3. Beibepu cnoxusblii mapons. [IpectynHukam OyaeT He MPOCTO yraiaTh CIOXKHBINA Mapoib. Hajge:xHbie mapoar — 3TO MapoiH, KOTOPhIE COJIepKaT He
MeHee 8 3HaKOB M BKJIIOYAIOT B c€0sl CTPOUYHBIE U NMPOIUCHBIE OYKBBI, IU(PBI M HECKOJIIBKO CUMBOJIOB, TaKUE KaK 3HaK JoJiIapa, QyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIU CBOU JINYHBIE JaHHbIE HA CaliTaX, KOTOPbIM HE JI0BEpsEllb.

DJIEKTPOHHAS 1104TA

DNEeKTpOHHAs TOYTa — 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH 110 NEPEChUIKE U MOTyYEHHUIO AIEKTPOHHBIX COOOIIEHNUN, KOTOPBIE paclpenesoTcs
B KOMITBIOTEPHOM CETH.

OOBIYHO SHGKTpOHHBIﬁ MOYTOBBIN SAIIUK BBHITJIAAUT CJICAYIOIUM O6p8.30MZ I/IM}I_HOHBBOB&TCJISI@I/IMﬂ_,Z[OMCHa.

Taxoxe KpoOMC nepeaavun nmpoCToro TCKCTa, UMCCTCS BO3MOKHOCTD IICPEAABATh (I)aﬁHLI.



OcCHOBHBIE COBETHI 10 0€30MMaCHOM paboTe C IICKTPOHHOU IMOYTOM:

1.

oM wN

Hano BeIOpaTh npaBUIbHBINA OYTOBBIN CEpBUC. B HHTEpHETE €CTh OrpOMHBIN BHIOOP OECIIIIATHBIX OYTOBBIX CEPBUCOB, OAHAKO JIyUIlIe JOBEPAThH
TEM, KOT'0 3HACIlIb U KTO IIEPBBIA B PEUTHHTE;

He yka3biBaii B muuHON noyte TMYHYI0 HHPOpManuio. Harpumep, aydie BEIOpaTh «My3bIKaJIbHBINA (aHaT@» nim «pok2013» Bmecto «remal3»;
Ncnonb3yil AByX3TaHYIO aBTOPHU3ALMIO. DTO KOT/1a IOMUMO MapoJisi HY>KHO BBOJUTD KOJI, MPUCHLIaeMblid 10 SMSS;

Bri6epu ciioxxHbIi 1aposib. [t KayKa0ro movToBOro SIIKUKa JOJDKEH ObITh CBOM HAJEKHBIN, YCTOWYMBBIN K B3JIOMY MapoJib;

Ecin ecTb BO3MOKHOCTb HAIIUCaTh CAaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

Hcnonb3yii HECKOJIBKO MOYTOBBIX SIIKMKOB. I1epBblil AJ1 4aCTHOM NEPENUCKH C aipecaTaMu, KOTOPBIM Thl JOBEPSELIb. DTO 3JIEKTPOHHBIH aJipec He
HAaJ10 UCIIOJIb30BaTh IIPU PErUCTpaLuU Ha (opyMax U caifrax;

He otkpsiBaii Qaiisl 1 qpyrue BIOKEHHS B MMChMAaXx JIa)e €CJIM OHU MPUILIH OT TBOMX JApy3ei. Jlydie yrouHu y HUX, OTIPABIISIIN JIM OHH TeOe 3TH
daibr,

[Tocne okoHuaHuUs pabOTHI HA TIOYTOBOM CEPBUCE MEPE 3aKPITUEM BKJIAJIKU C CAUTOM He 3a0y/b Ha)KaTh Ha «BBIATHY.

Ku6epOy/utuHT WK BUPTYaJibHOE H3/1€BaTeIbCTBO

KI/I6ep6y.]IJII/IHF — IIPECIICIOBAHUC COO6H.[CHI/I${MI/I, CoACPIKallIUMHA OCKOp6J'IeHI/I$I, arpecCuro, 3allyTuBaHUC,; XYJIUTaHCTBO; CONUAJIbHOC 60ﬁKOTHpOBaHHC C
MMOMOIIBIO PA3JIMYHBIX HHTCPHET-CCPBUCOB.

OcHoBHBIE COBETHI 110 O0pHOE ¢ KNOEPOYIUITMHIOM:

1.

Hown

o o

He 6pocaiics B 60ii. JIydmnii cnoco6: mocoBeToBaThCS Kak ce0sl BECTH U, €CJIM HET TOro, K KOMY MOKHO 00paTUThCA, TO BHaJyalle yclioKouThesl. Ecnu
Thl HAUHEIIb OTBEYATh OCKOPOJIEHUSMHU Ha OCKOPOJIEHUS, TO TOJBKO €111e O0JIbIIe pa3okkKellb KOH(IMKT;

VYnpasinsii cBoeil kubeppenyTaiuei;

AHOHUMHOCTB B ceTH MHUMasl. CyILeCTBYIOT CIIOCOOBI BBIAICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

He ctout BecTn xXynuranckuii o0pa3 BUpTyalibHOM ku3HU. IHTEpHET puKCHUpyeT BCe TBOU ACHCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpaiiHe
3aTPyJHUTEINIBHO;

Colmroait cBO# BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyit enuanuHblil Heratus. O1HOPa30BbIe OCKOPOUTEIbHBIE COOOIEHHS JTydIlle UTHOPUPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha
HaYaJIbHOU CTaJINH;

Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIIEHUSMH, B COIIMATBHBIX CETAX €CTh BO3MOKHOCTD OJIOKMPOBKH OTHPABKU COOOIICHUH €
OTIpe/IeNIEHHBIX a/IPECOB;

Ecnu 11 cBuieTens kubepOysmunra. TBoM neiicTBUA: BBICTYNIUTh POTUB MPECIIE0BATENs, IIOKA3aTh €My, YTO €ro JeHCTBUS OLIEHUBAIOTCS
HETraTUBHO, MOJIEPKATh KEPTBY, KOTOPOIl HyKHA IICUXOJIOTHYECcKasi IOMOILb, COOOIIUTE B3POCIBIM O (PaKTe arpeCCUBHOIO MOBE/ICHHUS B CETH.



MoOunbHbIi TesiedoH

CoBpemenHble cMapT(HOHBI U ITAHIIETHI COIEPKAT B ceOe BIIOJIHE B3POCIBIA (DYHKIIMOHAJ, U TETIEPh OHU MOTYT KOHKYPUPOBAThH CO CTALlMOHAPHBIMH
KommnbroTepamu. OJIHaKO, CPEACTB 3alUThI U1 HOJOOHBIX YCTPOHCTB I10OKA OYEHb MaJIo.

TeCTI/IpOBaHI/Ie H IIOUCK y;ISBI/IMOCTeI;'I B HUX IIPOUCXOJUT HE TaK HHTCHCUBHO, KaK IJIA HK, TO K€ CaMO€ KacaeTcss U MOOMIILHBIX HpHJ’IO)KCHHfI.

CoBpeMeHHbIe MOOMIIBHBIE Opay3ephl yKe MPAKTUUECKH JOTHAIN HACTOJIBbHBIE AaHAJIOTH, OJJHAKO paclIMpeHne (pyHKIHNOHaa BlIeUeT 3a 000 60nbIryto
CJIO)KHOCTh Y MEHBIIYIO 3aIIUIIEHHOCTb.

I[aneKo HE BCC TPOU3BOAUTECIIN BBIITYCKAIOT 06HOBH6HI/I${, 3aKpPbIBAOIIUEC KPUTUYCCKUC YAZBUMOCTU JII CBOUX YCTpOﬁCTB.
OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUIBLHOTO Tene(bOHa:

1. Hwuuero He siBIsIETCS MO-HACTOSIIEMY OeCIUTaTHBIM. By OCTOpOKEH, Bellb Kora Tebe mpeiaratloT 0eCIuIaTHbIA KOHTEHT, B HEM MOTYT OBIThH
CKpPBITBI KaKue-TO IJIaTHbIE YCIYTH;

Jymait, npexnae yem otnpaButb SMS, ¢hoTo minu Buaeo. Tl TOUHO 3HAEIb, IJI€ OHU OyAYT B KOHEUHOM UTOTE?

Heo6x0a1Mo0 00HOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHa;

Wcnonp3yit aHTUBUPYCHBIE IPOIPAMMBI JUIsl MOOMJIBHBIX TeJIe()OHOB;

He 3arpyxaii npuiaoxeHus oT HEM3BECTHOTO UCTOYHMKA, BEIb OHU MOTYT COZIEP)KaTh BPEAOHOCHOE IPOrpaMMHOE 00ecIieueHHe;

[Tocne Toro kak ThI BRIMIEIIB C caiiTa, IJie BBOIWII JIMUYHYIO HH(OPMAIIUIO, 3aiiI1 B HACTPOIKH Opay3epa u yaanu cookies;

[Teproanuecku MpoBepsi Kakue IIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEDE;

JlaBaii cBoif HOMep MOOMIBHOTO Tene(OHa TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIlIb U KOMY J0BEpsElllb;

Bluetooth gomkeH ObITh BBIKITIIOUYEH, KOT/Ia Thl UM HE MOb3yelbes. He 3a0bIBait MHOT1a TPOBEPSITH ATO.

©CoNO~ WD

Online urps!

COBpCMCHHBIC OHHaﬁH-HFpBI — 9TO KPAaCOYHBIC, 3aXBATbLIBAIOINEC PA3BJIICUYCHU, O6’bCILI/IH$IIOIJ_[I/IC COTHH TBICAY YCJIOBCK IO BCEMY MUDY. I/IFpOKI/I HUCCIICAYIOT
JIaHHBIﬁ UM MUp, O6HIaIOTC$I APpyr C ApYroMm, BBITIOJIHAIOT 3aaHus, CPpaKar0TCAd C MOHCTpaMU U IMOJIYYarOT OIIBIT. 3a YAOBOJIBCTBUEC OHU IIJIATAT: IMMOKYIIAIOT
JHCK, OIlJIaYMBAarOT a0OHEMEHT WJIN HpI/IO6pCTaIOT KaKHueC-TO OIIIHH.

Bce atn Cp€acTBa HAYT HA NOAACPKAHNEC U Pa3BUTUC UI'PBI, 4 TAKKEC HA CaMy 0€30IaCHOCTb: COBCPUICHCTBYIOTCA CUCTEMBI aBTOPHU3allH, BBIITYCKAIOTCA
HOBBIC ITIaTYH (I_[I/I(I)pOBBIe 3allJIaTKH JJIs nporpaMM), 3aKPBIBAIOTCA YA3BUMOCTU CCPBCPOB.



B HOI[O6HLIX HUIrpax CTOUT OITaCaTbCA HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO IIapO0JId, HAa KOTOPOM OCHOBAaHAa CUCTCMaA aBTOPpHU3allnn
OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

Noogkrwdh e

Ecnu apyroit urpok Benet ce0s MI0X0 WM CO3[aeT Tede HEIPUATHOCTH, 3a0JIOKUPYH €T0 B CIHCKE UTPOKOB;

[oxxanyiica aqMUHUCTpAaTOpaM UIPbl Ha IJIOXOE MMOBEAECHHUE ITOTO UIPOKA, JKETIATEIbHO PUIIOKUTH KaKUe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;
He ykaspiBait mnunyro nHOOpMAIUIO B Mpodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeodunaabHbIE TAaTYU U MOJIBL;

Hcnone3yi COXKHBIE U pa3HbIe TApOJIH;

Jaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [10Ka ThI Urpaenib, TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

DOUINMHT WK Kpaka JUIHbIX JaHHbIX

OObIUHOM Kpanceﬁ ACHCT U JOKYMCHTOB CCTOAHSA YK€ HUKOI'O HC YAWBUIIL, HO C Pa3BUTHEM I/IHTepHCT-TGXHOJIOFI/Iﬁ 3JIOYMBIIIJICHHUKHA ITIEPEMECTUIINCH B
HHTCPHCT, U IIPOAOJIKAIOT 3aHUMATbCA «TFOOMMBIM» ACJIOM.

Tak nmosiBHIIach HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA WK (DUIIHMHT, TJIaBHAas 1Ie7Tb KOTOPOTO COCTOUT B MOJTYYEHHH KOH(DUIEHIINAIBHBIX JaHHBIX
MoJIb30BaTeNel — JIOTHHOB U maposeit. Ha anrnuiickom si3pike phishing untaercs kak ¢pummunr (ot fishing — peiOHast 1oBms1, password — maposns).

OcHOBHBIE COBETHI IO 6OpbOE ¢ HUIITMHTOM:

1.

N
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Cnenu 3a cBouM akkayHTOM. Ecnu Thl oJj03peBaeliib, YTo TBOSI aHKETa ObLIa B3JIOMaHa, TO He00XOAMMO 3a0JI0KHPOBATh €€ U COOOIUTh
aJIMIHUCTpATOpaM pecypca 00 3TOM Kak MOXKHO CKOpPee;

Hcnonb3yit Oe3onacHble BeO-CalThl, B TOM YHCIIe, MHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;

Hcnons3yii ciiokHbIE ¥ pa3Hble apoau. TakuM 00pa3oM, €ciii Te0sl B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH OJy4aT JOCTYH TOJIBKO K OJHOMY TBOEMY
npoQHII0 B CETH, a HE KO BCEM;

Ecnu Te6st B3110Manu, To He0OX0IMMO NMPEAYNPETUTH BCEX CBOMX 3HAKOMBIX, KOTOpbIE J00aBIEHbI Y T€OS B IPY3bsiX, O TOM, YTO TeOs B3JIOMaJH U,
BO3MOXHO, OT TBOETO UMEHH OYyJIET pacChlIaThCs CIIaM U CCHUIKHM Ha (PUIIMHTOBBIE CAUTHI;

VYcranosu HagexHbI mapois (PIN) Ha MOOMITBHBIN TenedoH;

OTxr0uM cOXpaHeHue mapoJst B Opaysepe;

He otkpsiBaii ¢aitsibl u gpyrue BI0KEHUS B MTUChMaxX Jake €CJIM OHH MPUILIN OT TBOUX Apy3eil. Jlyurie yTouHu y HUX, OTIIPABIISUIN JIU OHU Te0e 3TH
daiinbr;



Hudposas penyrauus

Hudposas penyranus - 3T0 HEraTUBHAs UM MTO3UTHBHAs HH(OpMaius B ceTH o Tede. Kommpomerupyromas uadopmaius pa3MelieHHast B HHTEpHETe
MOYET CePbe3HbIM 00pPa30M OTPA3UThCS Ha TBOEH peanbHOM KU3HU.

«udposas pernyrauus» - 3T0 TBOH UMUK, KOTOPbIN popMupyeTcs u3 nHbopMaIuu o Tede B UHTEPHETE.
TBoe MecTO KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKTepa U paccKas3bl 0 OJIM3KHX — BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue moIpoCTKH JIETKOMBICIIEHHO OTHOCSATCS K IYOJUKAIMK JTHYHOW HHpOopManuu B IHTepHETE, HE MOHMMAasi BO3MOXHBIX MOCTIeNCTBUMA. ThI 1axe He
CMOXeEIlb JI0Tra1aThCs O TOM, 4yTo doTorpadus, pazMerieHHas 5 JIeT Ha3a[, cTajla IPUYMHOM OTKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pazmenienie TBoux Gortorpaduil 1 apyrue JeicTBUS MOTYT HE HCUE3HYTh Ja)Ke MOCie TOro, KaK Thl MX YAadullb. Thl HE 3Haelllb, KTO
COXpaHMJI 3TY UH(QOPMAIIHIO, [10I1aJIa JIU OHA B IIOMCKOBBIE CUCTEMBI M COXPAHUJIACH JIM OHA, a [JIaBHOE: YTO MOJYyMAaIOT 0 Te0e OKPYKaIoILEee JIF0 1, KOTOPbIE
HalyT ¥ yBUAAT 3T0. HaliTh nH(pOpMaLKio MHOTO JIET CITYCTS CMOXET JIF000# — Kak U3 J0OpbIX MOOYKACHUH, TaK U C HAMEPEHHEM IPUYMHUTE Bped. ITO
MOKET OBITh KTO YT'OJTHO.
OcHOBHBIE COBETHI IO 3alIUTE HUPPOBON penyTaliu:

1. Tloxgymaii, mpexae 4eM 4To-To MyOJIMKOBATh U NepeaBarh y cedst B 6J1ore WM B COLMATIBLHOMN CETH;

2. B mactpoiikax npoduisi ycTaHOBH OTPaHUYEHHUS Ha TPOCMOTP TBOETO MPOPHIIS U €T0 COJEPKUMOTO, CACTA €ro TOIBKO «UIs APYy3ei;

3. He pa3zmMemaii u He yka3biBail HH(pOpMAIUIO, KOTOPast MOKET KOro-T100 OCKOPOIATh WM OOMXKaTh.

ABTOpCKOE NPaBo

COBpeMCHHBIG IMIKOJIBbHHUKHW— aKTUBHBIC ITOJIB30BaTCIN HI/Iq)pOBOFO MMpOCTPAHCTBA. OI[HaKO JaJICKO HE BCC 3HAKOT, UYTO IMOJIb30BAHHEC MHOT'MMHU
BO3MOXXHOCTAMU I_[I/I(I)pOBOl"O MHpa Tpe6yeT CO6J'II-OI[CHI/I}I IIpaB HAa UHTCJUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMUH «MHTENIEKTYyalbHasi COOCTBEHHOCTh)» OTHOCUTCS K Pa3IMUHBIM TBOPEHUSIM YEIOBEUYECKOTO YMa, HAUWHAs C HOBBIX M300peTeHU U 3HAKOB,
0003HaYaroIMINUX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH , U 3aKaHUMBas KHUTaMH, poTorpapusmMu, KHHOQUIEMaMU U My3bIKaIbHBIMU TPOU3BEICHU SIMU.

ABTOpCKI/Ie ImpaBa — 3TO IIpaBa HAa HHTCJUVICKTYAJIbHYTO COOCTBEHHOCTH Ha MMPOU3BCACHUA HAYKH, JIMTCPATYPhI U UCKYCCTBA.

ABTOpCKHE MpaBa BBICTYNAIOT B KAYECTBE TapaHTUH TOT0, YTO MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyl aBTOpa He OyJIeT HAalpacHbBIM, JacT €My CIIPaBEJINBbIC
BO3MO>KHOCTH 3apa00oTaTh Ha pe3ylbTaTax CBOEro TPyAa, MOJYUYUTh U3BECTHOCTh U IPU3HAHHE.



Huxkro 6e3 pa3pemnieHust aBTopa He MOXET BOCIIPOU3BOAMTD €0 MPOU3BEICHHE, PACIIPOCTPAHATH, ITyOJIMYHO JEMOHCTPHPOBATH, POIaBaTh, UMIIOPTUPOBATH,
IIyCKaTh B POKAT, IyOJUYHO UCIOIHATH, IIOKA3bIBATh/UCIIOJIHATH B 3(Upe WK pa3Meliars B MIHTepHeTe.

Hcnons3oBanne «IIHUPATCKOro» MMporpaMmMHOro o0OecIeyeHnss MOYKET IMPUBECTHU K MHOT'MM pHCKaM: OT IIOTECPU JaHHBIX K TBOMM aKKayHTaM 0 6J'IOKI/IpOBKI/I

TBOETO YCTPOKNCTBA, I7Ic YCTAHOBIICHHBIN HE JIeTalIbHas ITporpaMMa. He cTOUT Takke 3a0bIBaTh, 4YTO CYIIECTBYET JICTAIBHBIC H OSCIUIATHBIC MPOTPAMMBI,
KOTOpPbIE MO>KHO HAalTH B CETH.



