Pexomengauuu MuHucrepcTrsa uu)poBoro pasBuTus, CBs3u
U MaccoBbIX KOMMYHuKauuil Poccuiickoit @enepauuu no 3pPeKTuBHOMY
Pacno3HaBaHUIO GPUIIMHIOBBIX ITHCEM

@ummHr (aHri. phishing) — BUJ MHTEPHET-MOLIEHHUYECTBA, LENbI0 KOTOPOTO
SBIISIETCS TOJYy4YeHUE WICHTU(PUKALMOHHBIX JaHHBIX IOJb30BaTeNel (JOTHUH,
napoJib, HOMEpP KpPEAUTHON KapThl M JPyrol KoHUICHIMAILHONH HH(OpMaIun),
a TaKKe 3allyCK BPEIOHOCHOTO MPOTrPaMMHOIO OOECHEeUeHHs Ha KOMIIbIOTEpe
MOJIb30BATES.

Takoit  BMI  MHTEpHET-MOIIEHHUYECTBA, KaK  MPaBWIO, OCHOBaH
Ha TCHUXOJIOTUYECKON MaHUIYJIALMA U €ro Ielb — BBIBECTH YEJIOBEKAa Ha TaKHe
HMOIIMH, KaK UHTEPEC, CTPAX, )KaJTHOCTh, 3JI0CTh, )KEJITaHUE TOMOYb. ITO MO3BOJISIET
0CJIA0UTh KOHIEHTPAIMIO YEJIOBEKA, YCHIIIUTh €ro OJUTEIBHOCTD.

Tax, npuMeHeHue pa3InYHbIX ICUXOJIOTHYECKUX MPUEMOB JIeNaeT TaKOW BUT
MHTEPHET-MOILIEHHUYECTBA Ype3BbIYaiiHO 3P (PEKTUBHBIM, B TOM YHUCJIE B OpraHax
rOCyJapCTBEHHOU BJIACTH.

Ilpumep. /[ns 310yMblulieHHUKA He COCMAGAem mpyoa HAumu 8 OMKpPbIMbIX
ucmoyHukax umngopmayuro o cmpykmype Bawezo opeana énacmu, onpeoenumsv
KII0UEBbIX OONHNCHOCIMHBIX JIUY U OOMEH KOPnopamueHou noumel Bawezo opeana
eracmu. IOmo no3eossem 310YMbIUAEHHUKY COeNams QUUIUHC08YI0 PACCHLIKY
npuMepHo credyrowe2o cooepicanus. « Yeasxcaemwii ....! B nepuoo ¢ 1 mapma no 3
anpens Ynpaenenuem uH@OPMAYUOHHLIX MEXHONOSUU NPOU3BOOUMCS PEeBU3USL
HOUMOBLIX AWUKOE COMPYOHUKOS ... Bce mHeucnonvzyemvie noumel 0yoym
omxmouensvl. Ecnu vl nonyyunu oanmoe NUCOMO U NIAHUPYeme UCNOTb308aAMb
OaHHbBIIL NOUMOBBLL AWUK 8 DYOyWeM, Npocbba OnepamueHo GOUMU 6 JIUYUHDBLLL
KabuHem no ciedyoweli CColikKe: ... ...... »

[Tpu 3TOM CChUIKa, KOHEYHO K€, BEACT Ha MOACIIbHYI0 (OpMy aBTOpHU3AIUU B
KOPIOPATUBHYIO NOUTY. ECIu TOT UM MHOM COTPYIHUK OpraHa BJIAaCTH BOBpPEMS HE
MOMMET, UTO TaHHAs pACChUIKA SBJIACTCS (PUIIMHTOBOM, U TIEPEUIET MO CChUIKE, OH
OKa)XETCS Ha CTPAHMIIC, KOTOpasi BHEITHE HEOTIMYMMA OT HacTosMmeH (opMbl BBOAA
y4eTHbIX JaHHbIX. KoHe4YHO ke, BBeIs JIOTUH W TMAapoJib, TaKOH COTPYIHHUK
«JTI0OPOBOJILHOY TIEPEAACT MX 3JI0YMBIINIJICHHUKAM.

IlepBoHaYa/IbHBIC NEHCTBHS NPU MOJY4YEHHHU 3JIEKTPOHHOI0 MMCbMA:

Ecin Bel momyunnu mucbMo, B KOoTopoMm OT Bac  TpebyroT kakoro-mm6o
B3aMMOJICUCTBUSA, B TOM 4YHCIE HE3aAMEUIMTEIIBHOTO, WIM € TakKoe IUCbMO
BbI3bIBacT y Bac mMr000MBITCTBO, YyBCTBO CTpaxa WU MOOYXKIAeT K ACHCTBHSIM,
HanpUMep, «OTKPON», «IPOUYUTAI, «O3HAKOMBCS», TO 3aJyMalTech U 3a1aiite cede
CJIEIYIOILME BOIIPOCHL:

0KHMJIAI0 JIU 51 TO MUCHMO?
€CTb JIM CMBICJ B TOM, UTO OT MEHS TpeOyIoT?
3HAIO JIU 51 aBTOpa 3TOr0 NMuchMa?
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YBEPEH JIM 51 B 0€30I1aCHOCTH MOJIyYEHHOTO 3JIEKTPOHHOIO TUChMa?

Ecnu oTBeT XOTA OBl HA OJUH M3 O3BYYEHHBIX BBIIIE BOIMPOCOB «HET» -
BHUMATEJIbHO MpPOAHAIM3UPYITE COAEPKUMOE MHUCbMa U, NMPU HEOOXOIUMOCTH,
CBSDKMTECH Ul KOHCYJIbTAllUM C IIPEACTABUTEIIEM TEXHUUYECKOM IOAACPKKU
Bamero oprana BiacTu.

WwmeiiTe B BUIY, 4TO 0COOOTO BHUMAHUS TPEOYIOT MUCHbMa, KOTOPBIE:

COJIEpIKaT CChUIKY JIJIS TIEpeX0/ia Ha CTOPOHHUH pecypc (BO3MOKHO, CChUIKA
BEJIET Ha (PMIIMHTOBBIN MoAAeNnbHbIN pecypc). [Ipu aTom ele Oobliero BHUMaHus
3aCIy’KMBAlOT MHChbMA, COJEpIKAIlie «KOPOTKHE CCHUIKM», TaK KaK HEBO3MOXHO
OIIpENIeNTh, KyJ1a BEIeT TaKasi CChLIKA;

COJIepKaT BIIOXKEHHE (BO3MOXKHO, (Daill COAEPKUT BPEJOHOCHBIM KOA IS
3apa)K€HUs BaIllETO KOMIBIOTEPA);

COCTaBJIEHBI HA HHOCTPAHHOM SI3bIKE;

UMEIOT OOJIBIIIOE KOTUYECTBO MOTydaTese;

conepxat opdorpaduieckue ommoOKy;

CBsi3aHbl C (PUHAHCOBOM, OAHKOBCKOW c(epoil WIM TeONOJIUTUYECKOM
00CTaHOBKO.

Kak ananu3upoBaTh 3J1eKTPOHHBIE MUCbMA?

1. TlpoBeprTe ampec oTmpaBuTeNs (AOMEH aapeca dSJICKTPOHHOM TMOYTHI,
C KOTOpOM MpPUIUIO IHUCbMO, JOJKEH COBIAAATh C JOMEHOM, YKa3aHHBIM
Ha O(QUIMAIBLHOM caiiTe OpraHW3alid, OT WUMEHU KOTOPOH SKOOBI HAIpaBIICHO
MKUCHhMO, a JIOTHH TaKOW MOYTHI, B CBOIO OYEPE/b, JOJIKEH COBNAAATh C MPUHATOU
JIOTUKON WX TMOCTPOCHMS B TOM WJIIM MHOM opraHuzaruu). I[IpoBepsiite ampec
OTIIPABUTEIIA, JAXKE B CIIy4ae COBMAJICHHS UMEHU C YK€ U3BECTHBIM KOHTAKTOM;

2. IlpoBepbTe MOTHOE WMMS OTHOPABUTENS (sl MPOBEPKHU IMOJHOTO HWMEHH
OTIIPABUTEIIS, HABEIUTE KYPCOP MBIIIKU HA YKAa3aHHOE B MUChME UMS OTIIPABUTEIS)
M 3aTe€M MNPOAHAJIM3UPYUTE BBICBETUBIIMKUCSA aapEC JJIEKTPOHHOW MOYTHI
B COOTBETCTBUU C HH(pOpMaIUeH 13 0(UIIMATBLHBIX HCTOYHUKOB (CM. ITYHKT BHIIIIE);

3. IlpoBepbTe, NpH HAJIMYHUH, CCBUIKH, JAKE€ €CJIH IHUCbMO MOJYyYEHO
OT Jpyroro monb3oBaTenss Bamielr wuHOpManMOHHON cHUCTEMBbI, M TIOMHHTE
0 TOM, 4TO caM (akT HampaBiieHUs: BaM 1o 371eKTpOHHOM MOYTE CChUIOK, BETYIIHX
Ha CTOPOHHUU pecypc, BISETCS MOA03PUTEIbHBIM:

- oOpaTtuTe BHMMAaHHE HAa Ha3BaHUE caiiTa, Ha KOTOpbIH Bam mpemarator
nepeiiTu. B HeM MoKeT ObITh I3MEHEH MOPSAA0K OYKB WM, HAPUMEpP, HEKOTOPHIE
OYKBbI MOTYT OBITh 3aMeHEHBl Ha Iupsl (Hampumep, www.sObranie.ru). Kpome
TOTO, JJI BBEACHUS B 3a0JyXKJICHUE 3JIOYMBIIUICHHUKOM MOTYT OBITh
UCITOJIb30BaHbl CIELMAIIU3UPOBAHHBIE CEPBUCHI COKPAILIEHUS CCHUIOK (Harpumep,
bit.ly, tinyurl.com);

- HaBEIUTE KYpCOP MBIIIKM HA CChUIKY (He HA’KUMAasi HA Hee, CChLIKA
NMOSIBUTCA WJIN PSIAOM € KYPCOPOM WIH B JIeBOM HW)KHell 4YacTH OKHA)
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u mposepbTe, 4ToObl URL, ykazaHubIii B 251eKTpoHHOM cooOmienuu, u URL,
0TOOpaxkaeMblil IPU HABEJIEHUHU Kypcopa Ha CChUIKY, COBIAJaIH;

- Takke Bbl MOXxeTe BpydHYto (HE KOHPYS €€) BOUTh MOTYyYEHHYIO CCHUIKY
B CTPOKE MOUCKOBOM cuctemsl (Snaexc, mail.ru u ap.). Takoit meTon mo3BoauT Bam
3aMETUTh BO3MOXKHbBIE «OIIMOKI B MOJyYEHHOH CCHUIKE;

4. IIpoBeppTe HanMuue BIOKEHNUW. Eciii OTIIpaBUTEINb, SJIEKTPOHHOE MUCHMO
U IPUYHUHA, 110 KOTOpoil Bac mpocsaT OTKpbITh BIOXKEHHUE, BHI3BIBAET 1aXKE CaMOe
HE3HAYUTENbHOE MOJ03PEHNE — HU TIPH KaKUX 00CTOATETHCTBAX HE OTKPHIBANTE €TO0.

5. OOpamjaiiTe BHHUMaHHE Ha BO3MOXHBIE oOmedaTku, opdorpapuyeckue
OlIMOKHK, OO0JBIIOE KOJMYECTBO MPOMUCHBIX OYyKB, COBIAJCHUE Ha3BaHUM
OpraHM3ali, UMEHHM OTIPABUTENSI U COAEPKHUMOIO B TEKCTE HIIEKTPOHHOTO
UChMa;

6. Ecinu mnonydyeHHOE NHCbMO BBI3BIBAET COMHEHMs, 10 BO3MOXKHOCTH,
CBSKMTECH C OTIIPABUTENIEM UJIM CO CIIPABOYHOM OpraHU3allii, OT KOTOPOM MPUIILIO
TaKoO€ 3JIEKTPOHHOE MUCHMO, MO JAPYroMy KaHaiy cBsi3u. [Ipm 5TOM KOHTaKTHBIE
JaHHBIE HY’KHO OpaTh U3 aBTOPUTETHBIX HCTOYHUKOB, HAIIPUMEp, Ha 0(pULIHATBHOM
caifTe opraHu3alliu, a He U3 HalpaBJeHHOro BaM nuceMma.

Yro gesath, ecau Bol 00HapyxuiIn GUIIHHTOBOE MUCHBMO?

1. He mepexoaute 1o cchiike, 0COOEHHO, €CIM OHU JJIMHHBIE WK, HA000POT,
CO3/1aHbI TP MTOMOILM CEPBUCOB COKPALCHUS CCHUIOK;

2. He Ha)xuMaiiTe Ha CChUIKHU, €CJIM OHU 3aMEHEHBI Ha CJIOBA;

3. He xonupyiiTe aapec CChUIKH;

4. He oTkphIBaiiTe W HE CKAuMBAWTE BIIOKEHUS, OCOOCHHO, €CIM B HHX
coJiepKaTcsi JTOKYMEHTbl C MAaKpOCAMH, apXHMBBI C MapojsiMU, a Takxke (ailiibl
¢ pacummpenusimu RTF, LNK, CHM, VHD;

5. He moarpy:»xante KapTUHKU OT HE3HAKOMBIX JIFOJIEH;

6. He 3amyckaiite MakpoChl B OQUCHBIX MPUIIOKEHUSIX (MAKPOC — 3MO HAOOP
KOMAHO U  UHCMPYKYUl,  2pYNuupyemvlx  emecme 6  6uoe  eOuHou

KOMAHObL 0151 ABMOMAMU4ecKo2o 8bINOJIHEHUS 3aoauu.);
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7. He nepecpuiaTe nucpMa KoJujieram;

8. Ilpoundopmupyiite ciyxk0y TEXHUYECKON MOJACPKKH CBOETO OpraHa
BJIACTH/aIMUHUCTPATOPA NHPOPMAIIMOHHON CUCTEMBI, HAIPABUB €My MOJyUYCHHOE
MMChbMO KaK BJIOKEHUE;

9. Ynanure pUIIMHATOBOE TUCHMO.
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