WH®OPMALIMOHHAS TAMSITKA JIJISI
OBYYAIOLUXCS

C KaXIbIM TOJ0M MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJbINE, a INKOJIBHUKHA OJHU M3 CaMbIX
aKTHBHBIX HOJb30Barenell Pynera. Mexay Tem, MOMHMO OIpOMHOTO KOJMYECTBA BO3MOXKHOCTEH,
MHTEPHET HeceT U MpoOieMbl. DTa maMsTKa JODKHA TTOMOYb Tebe 0e301MacHO HaXOIUThCS B CETH.

KomnbrorepHbie BUPYCHI

KoMnbroTepHslii BUPYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOrpPaMM, OTIMYHUTEIBHOU
0COOEHHOCTBIO KOTOPOH SBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO. B TonosiHeHne K 3ToMy, BUPYChI
MOTYT TMOBPEIUTHh WU IOJHOCTBIO YHHUYTOXHTH Bce (ailibl M JaHHBIC, IOAKOHTPOJILHBIC
H0JIb30BATENI0, OT HMEHH KOTOPOro OblIa 3amylleHa 3apaKeHHas IporpaMma, a TakKe IMOBPEeIUTh
WIM J1aX€ YHUYTOXHUTh OINEPAIlMOHHYIO CHUCTEMY €O BceMH (aiiamu B 1esioM. B OosbIinHCTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnonb3yii COBpEMEHHBIE OIEPAllMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HbIN YPOBEHD 3ALUTHI OT
BPEJOHOCHBIX IIPOIPaMM;

2. TIlocrosnHo ycraHaBnuBaih madytu (UKMpoBBIE 3aMjaTKHd, KOTOpPbIE AaBTOMATHYECKH
YCTaHABJIMBAIOTCS C IENBI0 TOPAOOTKH MPOTpaMMBbl) U JApyrue OOHOBICHHS CBOEH OINEparmOHHON
cuctembl. CKkadmBail UX TOJNBKO ¢ ouLManbHOro caifra pazpadorunka OC. Ecnu cymiecTByeT pexxum
ABTOMATHYECKOTO OOHOBIICHUSI, BKIIOYH €T0;

3. PaboTtaii Ha CBOEM KOMIIBIOTEPE IOJI MpaBaMH I0JIb30BaTels, @ HE aJMUHUCTpATopa. JTO HE
TII03BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX IIpOTrpaMM HWHCTAJIMPOBATHCA Ha TBOEM IEPCOHAIBHOM
KOMITBIOTEPE;

4. UWcnonw3yil aHTHUBUPYCHBIE TMPOTPAMMHBIE MPOAYKTHl HW3BECTHBIX MPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTCPY AJIA TIOCTOPOHHUX JIUIL;

6. Mcnionb3yit BHEIIHME HOCUTEIN UH(OpMAIIMU, TaKhe Kak ¢uielika, TUCK Wiu ¢ailll u3 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTKpbIBaii KOMIIBIOTEpHBIE (halIIbI, TOJTy4YEHHBIE U3 HEHA/Ie)KHBIX HCTOYHUKOB. Jlaxe Te (aiiibl,
KOTOpBIE ITpHCIIai TBOM 3HAaKOMBIN. Jlydllle yTOUHU y HEro, OTIIPABIISUI JIM OH Te0e HX.

Cern WI-FI

Wi-Fi - 570 He BU TIepeiayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JINIIhL Open 1, Mapka. Emie B 1991 roxy
HUJIepJIaH/IcKass KoMmaHus 3apeructpupoBaia Opens "WECA", yto 0603Ha4ano cioBocouyeTaHue
"Wireless Fidelity", koTopblil mepeBoauTcs Kak "O6ecrnpoBogHasi TOYHOCTH".

Jlo Hamiero BpeMeHH Jonuia Apyras abOpeBuatypa, KoTopas sIBISETCS TAaKOW JKe TEXHOJIOTHeH. DTo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JIaHO C HAMEKOM Ha CTaHAAPT BhICHIEH 3BYKOBOMH
texHuku Hi-Fi, yTo B nmepeBojie 03HauaeT "BbICOKasi TOYHOCTH .

I[a, OeCIIaTHBIN HHTCPHECT-AOCTYII B Ka(be, OTCJIAX U A3pOIOpPTax SABJIACTCA OTJIMYHOM BO3MOXKHOCTBIO



BBIX0JIa B MHTEepHET. Ho MHOTHE KCnepThl cCUnuTaloT, yto obmenoctynusie Wi-Fi cetu He sBISIOTCS
0e30I1aCHBIMH.

CoBeThl 10 6€30macHOCTH paboTHI B 001IeA0CTYHHBIX ceTssx Wi-fi:

1. He mepenaBaii cBor0 TU4HYIO HHpOpMaIio yepe3 odmenoctymnubie Wi-Fi ceru. Paboras B HuX,
JKeJaTeIIbHO HE BBOJAMTH NAPOIIU JIOCTYIIA, IOTUHBI M KAKHUE-TO HOMEPA,

2. Ucnonp3yit 1 0OHOBJISI aHTUBUPYCHBIE IPOrpaMMbI U Opanamayep. TeM caMbIM Thl 00€30I1aCHIIIb
ce0sl OT 3aKayKu BUpYca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi orkmroun pyukmuro "O6mumit qoctyn K daitiam u npuatepam". Jlanaas
(GYHKIHS 3aKpBITA [0 YMOJTYAHUIO, OJJTHAKO HEKOTOPHIE TIOJIh30BATENIN AKTUBUPYIOT €€ JUIsl YI00CTBa
HCITOJIB30BaHUs B paboTe nin yueoe;

4. He ucnonw3yit nyosmunbii WI-FI nns mepenaum MUYHBIX AaHHBIX, HApUMEp IS BhIXOZa B
COIMAIbHBIE CETH WJIM B DJICKTPOHHYIO MOYTY;

5. Ucnonw3yitl Tonbko 3amuiieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu nHabope BeO-
anpeca BBoau umeHHo "https://";

6. B mobOunsHOM Tenedone orkmoun ¢yHknuio "Tlomkmouenune k Wi-Fi aBromatudecku". He
JOTTyCKail aBTOMAaTUYECKOT0 MOAKII0YeHUs ycTpoiicTBa k cetam Wi-Fi 6e3 TBoero cornacusi.

ConunajbHbIE CeTH

CornuanbHbIe CETH aKTUBHO BXO/JIAT B HAII'Y KU3Hb, MHOTHE JIFOAU pa0OTaIOT U )KUBYT TaM MTOCTOSHHO,
a B Facebook yxe 3apeructprupoBa MIILTHAP,T] YSITOBEK, YTO SIBJISICTCS OJHOU CETbMOM BCEX )KUTEIICH
TIaHeThl. MHOTHE MOJIh30BaTeN HE TOHUMAIOT, YTO HH(OpMaIus, pa3MelieHHast UM B COITUATbHBIX
CEeTAX, MOXKET OBITh HalfJIeHa U MCIOJIb30BaHa KEM YrOJHO, B TOM YHCJIE HE 0053aTeNIbHO ¢ OJaruMu
HaMEpPEHUSMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUANBHBIX CETAX:
1. Orpanuyb crucok Apy3eil. Y Tedst B Ipy3bsiX HE JOJKHO ObITh CIy4YailHBIX U HE3HAKOMBIX JIHOEH;

2. 3amuiail cBOIO YacTHYIO Ku3Hb. He yka3biBaii mapomnu, TenedoHsl, agpeca, AaTy TBOETO POXKACHUS
U JPYTyo JIMYHYI MHGOpMAaLKIO. 3II0YMBIIUIEHHUKH MOTYT HCIOJIBb30BaTh Jake MHPOPMALIUIO O
TOM, KaK Tbl 1 TBOU POAUTECIIN IJIAHUPYCTEC ITPOBECTU KAHUKYJIbI;

3. 3amminail cBOIO pemyTaiuio - Aep>KU €€ B UUCTOTe U 3a7aBail cebe BOIPOC: XOTell Obl Thl, YTOOBI
JpyTue Mojib30BaTeNu BUJENIH, YTO ThI 3arpyxaeus? [logymail, mpexe ueM 4To-To OnyOJIuKOBaTh,
HAIIACATh U 3arpy3UTh;

4. Ecau TbI TOBOPHULIB C JIFOJIBMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE PEAIBHOE UMl U IPYTYIO
JUYHYI0 HTHPOPMAIUU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. Usberaii pazmemenus Gororpaduit B IHTepHETe, I/ie Thl M300paXkKeH Ha MECTHOCTH, IO KOTOPOH
MO>KHO OIIPENEIINTh TBOE MECTOMOJIOKECHHE;

6. [Ipu peructpanyu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BaTh CIOMXKHBIE MTAPOIIH, COCTOSIINE
u3 OyKB ¥ IU(]p U C KOJTMYECTBOM 3HAKOB HE MEHeEe §;

7. 1nst conmanbHOM CETH, TTOYTHI U IPYTUX CATOB HEOOXOIMMO MCITONIB30BaTh pa3HbIe mapoyn. Tormaa
ecnu Te0s B3IOMAIOT, TO 3JIOYMBIIUICHHUKH TMOJIy4aT TOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCe



cpasy.

JJIeKTPOHHBIE TeHbIH

:‘)J'IGKTpOHHBIG JCHBI'H - 3TO OUYCHb y,I[O6HBII>i crnoco0 HHaTe)I(CI;'I, OIHAKO CYIICCTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYYUTb OTU ACHBI'U.

:‘)J'IGKTpOHHBIG JCHBI'N IIOSABUIIMCH COBCEM HEAABHO M KMCHHO HM3-3a 5TOI'0 BO MHOI'HX I'OCyJdapCTBax
[0 CUX IIOPp HC MMPOIMKUCAHO ITPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHMPYIOT M O HUX YK€ HPONHCAHO B 3aKOHE, TJI€ MX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - QHOHMMHBIE U HE aHOHUMMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pPa3perIaeTcsi IPOBOAUTH OINEpaluy 0€3 UASHTH(PHUKAINN TI0JIH30BATENS, & B HEAHOHUMHBIX
uACHTU(DUKAIMS TOTH30BATENS ABISETCS 00s13aTEIbHOM.

Tarxoke crieayeT pa3nuyarh JIEKTPOHHBIE (UATHBIC ACHBI'H (PaBHBI TOCYIAPCTBEHHBIM BAIOTaM) U
3JIEKTPOHHBIE HE(UATHBIE IEHbIU (HE PABHBI FOCYIapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. [TpuBsKM K cueTy MOOMIIBHBINA TenedoH. DTO caMblil yIOOHBIH U OBICTPHINA cI0OCOO BOCCTAHOBUTH
noctyn K cuery. IlpuBsa3anHblil TesneoH MOMOXKET, eciy 3a0yaellb CBOW IUIaTEXHbIM MapoJib WK
3aiIelIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yii ogHopa3oBbie napoiu. [locie nmepexona Ha yCHICHHYIO aBTOPH3aLIMIO TeOE yKe He
OyZIeT yrposkaTh OMAaCHOCTh KPaXKU WM MIepexBaTa IUIaTeKHOTO apoJis;

3. BeiGepu cnoxsbiii mapois. [IpectymHukam Oyaer He MPOCTO yraiaTh CIOXKHBIA MapoJb.
HanexHble mapoiu - 3TO MapoJid, KOTOpPbIE CoJiep)KaT HEe MeHee § 3HAKOB M BKIIOYAIOT B cels
CTPOYHBIE U MPOIMHUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB, TaKW€ KakK 3HaK Joiuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOAMW CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPSCHIL.

JJIEKTPOHHAS MOYTA

DJIEKTPOHHAs [10YTa - TO TEXHOJIOTHS ¥ IIPEIOCTABISIEMBIE €10 YCIYTH MO MEPECHUIKE U MOTYyUYECHUIO
AJIIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEIETSIOTCS B KOMITBIOTEPHO ceTH. OOBIYHO AIEKTPOHHBIN
MOYTOBBIN SAIIUK BHITJISIAUT CICAYIOMNUM 00pa3oM: UMs_TOJIb30BaTeNs(@uMs_aoMeHa. Takxke Kpome
nepeaaun MpoCcTOro TeKCTa, UMEETCsl BO3MOKHOCTh MepeiaBaTh (pailibl.

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C IMEKTPOHHOM MOUTOM:

1. Hayto BbIOpaTh MpaBUIILHBIN MOYTOBBIN cepBHUC. B HHTEpHETE €CTh OrpOMHBII BBIOOP O€CIIaTHBIX
MIOYTOBBIX CEPBUCOB, OHAKO Jy4Ille JOBEPSATH TEM, KOI'O 3HAEUIb M KTO NIEPBbIN B PEUTHHTE;

2. He yka3pBaii B JMYHOM moure JMuHylo HH(popmanuio. Hampumep, mydine BbeIOpaTh
"My3bIKabHbIN _(paHat@" uium "pokx2013" Bmecto "temal3";

3. HMcnonp3yli IBYX3TamHyH aBTOPU3ALMIO. JTO KOIJa IOMHMO I1apoJisi HYKHO BBOJHTH KOJ,
npucbUIaeMblil mo SMS;

4. BopiOepu COXHBIN Tapoiib. {7 KaKJI0ro TMOYTOBOTO SIIHUKA JOJDKEH OBITh CBOWM HAJIC)KHBIN,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;



5. Ecnu ectb BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Vcnonb3yil HECKOJBKO MOYTOBBIX SIIMKOB. IlepBbIil [UIsl 4acTHOM MEpEenuCcKu ¢ ajapecartaMu,
KOTOPBIM Thl JOBEpsACLIb. DTO JIEKTPOHHBIM aIpec HE HalO MCIIONb30BaTh IPU PEruCTpalud Ha
dopymax u caiitax;

7. He oTkpbIBail (hailsibl U Ipyrue BIOKCHHUS B MTUCbMaX, JJaXKe €CIM OHHU MPHUIIUIA OT TBOMX JIPY3eH.
Jly4iie yToYHY y HEX, OTIPABIISIIN JIM OHU TeOE AT (ailibl;

8. [Tocne okoHYaHUS PabOTHI HA TIOYTOBOM CEPBHCE MEPE]l 3aKPHITUEM BKIIQJIKU C CAUTOM HE 3a0y/Ih
Ha)kaTb Ha "Briitn".

Ku0epOysIMHT UM BUPTYaJbHOE U3/1€BaTEIbLCTBO

KubepOymauHr - mpecienoBaHHE COOOIICHUSMH, COACPKAIIMMU OCKOPOJEHHS, arpeccuio,
3alyTUBAHKE; XYJIUTAHCTBO; COIMAIBHOEC OOWKOTHPOBAHUE C TOMOIUILIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYTUHTOM:

1. He Opocaiics B 60#. JIydmmii crmoco0: MOCOBETOBATLCS KaK ce0sl BECTH U, €CJIH HET TOT0, K KOMY
MOYKHO OOpaTUThCS, TO BHAYalle yCHMOKOUThCHA. EcCiM Thl HayHElNIb OTBEYaTh OCKOPOJICHUSMH Ha
OCKOpPOJICHUSI, TO TOJBKO €Ille OOJIBIIE Pa30XkIKEITh KOH(DIIHUKT;

2. YopaBinsaii cBoel kubeppenyrauuei;

3. AHOHUMHOCTb B ceTu MHHUMas. CylecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHMMHBIM
AKKayHTOM;

4. He crout BecTu XynuraHckui oOpa3 BUpPTyasbHOM >ku3HH. VIHTEepHET (uKcUpyeT Bce TBOM
JIeMCTBUS M COXpaHAET UX. Y JauTh UX OyAeT KpaiHe 3aTpyIHUTENIbHO;

5. Co0Outoiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeratuB. OAHOpPa30Bble OCKOPOUTENbHBIE COOOLICHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayalbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMHU, B COITUATBHBIX CETSIX €CTh
BO3MO>XHOCTh OJTOKMPOBKH OTIPABKH COOOIICHHI C ONPEIETIEHHBIX aJIpECOB;

8. Ecau Thl cBuuerens kuOepOyiimHra. TBow JeHCTBHSA: BBICTYNMTH IMPOTHUB IpeciieoBaTels,
MO0Ka3aTh €My, YTO €ro JIEHCTBUS OLICHMBAIOTCS HETaTUBHO, MOJAJIEP)KATh KEPTBY, KOTOPOH HY>KHA
IICUXOJIOTHYECKAs TIOMOIIb, COOOLIUTH B3pPOCIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

MoOmibHbIN TeJ1ePOoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COAepkKaT B ce0e BIOTHE B3POCIbINA (DYHKIIMOHAT, U TENEPh
OHU MOTYT KOHKYpHUPOBATh CO CTAallMOHAPHBIMH KOMMbIOTEpamMu. OIHAKO, CPEACTB 3aIUTHI ISt
MOI0OHBIX YCTPOUCTB TIOKA OYE€Hb Masio. TeCTUpOBaHUE U TTOUCK YS3BUMOCTEH B HIX MPOUCXOAUT HE
TaK MHTEHCUBHO, Kak 11 [1K, To ske camMoe kacaeTcst 1 MOOMIIBbHBIX TPUIIOKEHHUH.

CoBpeMeHHBIE MOOUIIBHBIE Opay3epbl YK€ MPaKTUYeCKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmmpenne PyHKITMOHAJIa BIICYET 3a COO0H OOJBIITYIO CIIOKHOCTh M MEHBIITYIO 3aIUIIIEHHOCTD.



Jlarieko He BCE MPOU3BOJUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECKUE YA3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOHUJIBHOTO TeJ'Ie(i)OHaI

Huyero He siBRsieTCs Mo-HACTOSAIIEMY OECIUTaTHBIM. byb OCTOpOKEeH, Beb KOra Tede mpeiararoT
OecriaTHBIA KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKUE-TO IUIATHBIE YCIIYTH;

Hymaii, mpexxae yem oTnpaBuTh SMS, ¢oto wim Buaeo. Thl TOYHO 3HaEHIb, TJI€ OHH OyIyT B
KOHEYHOM uTOTre?

Heo0xoaumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI AJ11 MOOMITBHBIX Telle()OHOB;

He 3arpy>1<ap”1 MMPHUIIOKCHUSA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHU MOT'YT COACPKATh BPCIOHOCHOC
IIporpaMMHOC O6CCH€‘{6HI/IC;

[Tociie TOro Kak ThI BBIHICIIL C caifTa, T/Ic BBOAWI JIMYHYIO HH(POPMAIIHIO, 3ai B HACTPOWKH
Opay3epa u ynanmu cookies;

HepI/IO,I[I/ILIeCKI/I HpOBCprI, KaKHe IUVIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCECPCE,
I[aBaﬁ cBOM HOMCDP MOOMJILHOTO TCJ'IC(bOHa TOJIBKO JIFOSAM, KOTOPBIX Thl 3HACIIb U KOMY HOBCPSACIIL,

Bluetooth nomken ObITh BBIKIIOYEH, KOTJa THl UM HE MOJIb3yenbesi. He 3a0biBaii nHOTAA IPOBEPSITH
3TO.

Online urpoi

COBpeMeHHBIG OHHaﬁH-HFpBI - OTO KpPACOYHBIC, 3aXBATBIBAIOIIMEC Pa3BJICUCHUS, 06B€)1HH${IOHIPIC
COTHHU TBICAY YCJIIOBCK IIO BCEMY MHUDPY. I/IFpOKI/I HCCICAYIOT I[aHHLIﬁ UM MHUp, O6I.[IaIOTCH Apyr C
APYroM, BBIIOJHAIOT 3aAaHusd, CPAKAOTCA ¢ MOHCTpaMU U IMOJIY4YarOT OIIBIT. 3a YAOBOJBLCTBHUE OHU
IJIaTAT: IMOKYIAKT AUCK, OINIAYNBAIOT a0OHEMEHT WJIH HpI/IO6peTaIOT KaKHuC-TO OIIIHH.

Bce »tu cpenctBa uayT Ha mojalep)KaHUE U Pa3BUTHE WIPbI, a TakkKe Ha caMmy Oe30IacHOCTh:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPHU3AIMHU, BBIITYCKAIOTCSl HOBBIE MaTuu (UGPOBBIE 3aIIaTKU 115
IpOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUIrpax CTOUT OIacaTbCda HEC CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KPaXKH TBOCTO ITapOJid,
Ha KOTOPOM OCHOBAaHa CUCTCMaA aBTOpU3allUN OOJIBIIINHCTBA urp.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecniu ipyroit urpok BeaeT ceds MI0X0 WM CO3/1aeT Te0e HEMPUATHOCTH, 3a0JI0KHPYH €ro B CIIUCKE
UTPOKOB;

2. lloxanyiicss aAMUHUCTpATOpaM HWIPbl HA IUIOXO€ IIOBEICHHWE 3TOr0 HWIPOKa, >KEJIATEIbHO
MIPUJIOKUTB KAKUE-TO JOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He ykaspiBaii TnuHyt0 HHPOpMALUIO B Tpodaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;
5. He ycranaBnuBaii HeopUIMaIbHbBIE TATYNA U MOJIBI;

6. Mcnionp3yil ClI0KHBIE U pa3HbIe ApOJIH;



7. Jlasxe BO BpeMsl UT'PbI HE CTOUT OTKJIIOUaTh aHTUBUpPYC. [10Ka ThI Urpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIMHT WIH Kpaka JUIHBIX JaHHbIX

OObIUHOM Kpakel JCHEr M JTOKYMEHTOB CETrOJHs YK€ HHKOTO HE YIUBHIIb, HO C Pa3BHUTHEM
UHTEPHET-TEXHOJIOTHIA 3I0YMBIIUICHHUKH TIEPEMECTUIINCH B HHTEPHET, U MPOI0JDKAIOT 3aHUMAThHCS
"I1II00UMBIM" JIETIOM.

Tak mosBWIIaCh HOBasi yrpo3a: WHTCPHET-MOIICHHHYECTBA WIIM (DUILIUHT, TJIaBHAS I1Ie]Ib KOTOPOTO
COCTOUT B MOJIYYCHHUU KOH(UACHIMAIHHBIX JIaHHBIX IOJH30BATENICl - JIOTHHOB M Taposieid. Ha
aHTJIMICKOM si3bIke phishing untaercs kak ¢pumuHr (ot fishing - peiOHas m0BIs, password - apoib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:

1. CJICZ[I/I 3a CBOMM AKKayHTOM. Ecnu THI moao3peBaciib, YTO TBOSA AHKCTaA ObLIa B3JIOMaHa, TO
HeO6XO,I[I/IMO 3a6JIOKI/IpOBaTB cCu COO6H_II/ITB AIMUHUCTPpATOPaM peCypca 00 3TOM KaK MOKHO CKOpEE;

2. I/ICHOHBBYﬁ 0e30macHbIe Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAIra3MHOB U ITOMCKOBBLIX CHUCTCM;

3. Hcnone3yih clnokHble M pa3Hble Tapoiau. Takum oOpa3oM, eciau TeOs B3JIOMAalOT, TO
3JI0YMBIIIJICHHUKH TIOJYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0s1 B3IOMaJIM, TO HEOOXOJUMO MPEAYNPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBJIECHBI
y Te0s B Ipy3bsIX, O TOM, YTO TeOs B3IOMAIM U, BO3MOXKHO, OT TBOETO MMEHH OY/ET pacChlIaThCs
CIaM U CChUIKM Ha (PUIIMHTOBBIE CANTHI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJs B Opaysepe;

7. He oTkpbIBaii (aiinbl 1 Apyrue BIOKEHUS B MUChMaX, JaKe €CITU OHH MPUILIA OT TBOUX APY3eil.
Jlydiie yTo4HUM y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (Daitiib.

Hudposas penyranus

[Mu¢ppoBast pemyramusi - 3TO HEraTWBHAas WM IO3UTUBHAs HHpopManus B CeTU O Tebe.
Komnpomerupyromas uHbopmanus, pasMelIeHHAas B HHTEPHETE, MOXET Cepbe3HBIM 00pa3oM
OTpa3uThCsi Ha TBOEH peanbHOM >ku3HHU. "LludpoBas pemyrauus" - 3TO TBOH MMMJIK, KOTOPBIHA
dbopmupyercs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTo KHUTCJILCTBA, y‘{e6]':>I, TBOC (bHHaHCOBOC IIOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U pacCKa3bl
0 OIM3KHX - BCE DTO HAKAIJIUBAETCH B CETH.

MHorue moApOCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOJUKaIlu JTMYHON nHpopmaruu B UnTepHeTe,
HE TTOHMMas BO3MOXHBIX MociencTBUN. Thl Jaxke He CMOKEeNIb A0ra/laThesi O TOM, 4To doTorpadus,
pasMelleHHas 5 JeT Ha3aj, cTaja MPUYMHON O0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pazmerienue TBoux ¢ororpaduii U apyrue ASWCTBUS MOTYT HE MCUE3HYTh Jaxke
MOCJIe TOrO, KaK Thl MX yAaNulIb. Thl HE 3HACIb, KTO COXPaHWI 3Ty UH(OpMaIIHIO, TToTaia J1 OHa B
MOVMCKOBBIE CUCTEMBI 1 COXPAHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPY>KaIOLIHe T,
KOTOpBIE HAWIYT U yBUAAT 3T0. Hailtu uHdopmanuio MHOTO JIET CIYCTsS CMOXKET JH000N - Kak U3
JOOPBIX MOOYXIEHHH, TaK U C HAMEPEHUEM NPUUUHHUTD Bpel. DTO MOXKET ObITh KTO YTO/IHO.



OCHOBHBIE COBETHI IO 3aLIUTE IUPPOBON peryTaIiu:
1. [Tomymaii, mpekae 4eM 4To-TO MyOIMKOBaTh U MepeaBaTh y ceOst B 0J10Te MU B COIIMATIBHOM CETH;

2. B mHactpoiikax mnpo¢wis YCTaHOBH OTrPaHWYEHHUs Ha IPOCMOTP TBOEro MNpOQMIS H €ro
COJIEP’)KUMOT0, ClIeNail ero TOJIbKO "Isl Ipy3en';

3. He pa3memaii 1 He yka3biBait ”HPOPMAIUIO, KOTOPAsk MOXKET KOTO-JIN00 OCKOPOJISATE UITH OOMKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIE NIKOJIBHUKH - aKTUBHBIE TI0JIb30BaTENN MU(POBOTO MpocTpaHcTBa. OHAKO AAJIEKO He
BCE 3HAIOT, YTO I0JIb30BAHHE MHOTUMHU BO3MOXKHOCTAMHU HU(GPOBOro Mupa TpedyeT coOMroAeHUs
IIPaB HAa UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTEIIEKTYaIbHASI COOCTBEHHOCTH" OTHOCUTCS K PAa3JIMYHBIM TBOPEHHSIM 4EJIOBEYECKOTO
yMa, HauuHasi ¢ HOBBIX M300peTeHHH M 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA MPOJYKTHI U
YCIOyrd, W 3aKaH4YMBasg KHUTaMH, QororpadusiMu, KHHOPWIBMAMH W  MY3BIKAIbHBIMU
HPOU3BEACHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha IIPOM3BENICHUS HAYyKH,
JUTEpaTyppl M MCKycCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KAadyeCTBE T[apaHTUHU TOTO, YTO
MHTEJUICKTYaJIbHBII/TBOPUECKUI TPyX aBTOpa HE OyAeT HalpacHBIM, NaCT €My CIIpaBeIJIHBBIE
BO3MOXKHOCTH 3apa0boTaTh Ha pe3yibTaTaxX CBOEr0 TPYyJAa, MOJYyYUTh MU3BECTHOCTb U IPU3HAHUE.
Hukro 0Oe3 pazpelieHust aBTopa HE MOXET BOCIHPOM3BOJUTH €0 IPOU3BEJIEHUE, PACIPOCTPAHSTH,
nyOJIMYHO JIEeMOHCTPUPOBATH, TPOAABATh, UMIOPTUPOBATH, IyCKATh B IPOKAT, MyOIMYHO UCIIOIHSATD,
MOKa3bIBaTh/UCIIONHATE B d(upe wim pa3menmars B lHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOT0 00ECTICUEHHSI MOKET TPUBECTH K MHOTUM PHUCKaM: OT
MOTepU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWCTBA, TJ€ YyCTaHOBJIECHA
HeJlerajibHas nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHBIE U OCCIUIATHBIC
MIPOrpamMMbl, KOTOPbIE MOXHO HANTH B CETH.

O nopraJe

CGTCBI/I‘IOK.pq) - TBOM I'JIaBHBIM COBETYHK B CETH. 3,H6CL TbI MOKCIIb Y3HATH O 0C30IMaCHOCTH B CETHU
MOHATHBIM W OOCTYIHBIM A3BIKOM, a IMPU BO3HUKHOBCHUH KpHTHHGCKOfI CUTyallun O6paTI/ITI)C$[ 3a
COBETOM. A TaKkxke IMPUHATH YIaCTHEC B KOHKYpPCaX U CTaTb CAMbIM I_II/I(1)pOBBIM Fpa)KI[aHI/IHOM!



