NHOPOPMAIIMOHHAA ITAMATKA
JJIA OBYYAIOIIUXCA

C KaXXIbIM TI0A0M MOJIOACKH B HMHTCPHCTC CTAHOBUTCA 6OJ'II>HIG, a
MKOJIbHUKHN — OAHMW M3 CaMbIX AKTHBHBIX I10JIb30BaTEIICH PYHeTa. MG)KI[y TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO}KHOCT€I‘/’I, HHTCPHCT HCCCT U HpO6JIeMI>I.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOIUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMnbioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMIBIOTEPHBIX MPOTpamM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH MM MOJHOCTHIO YHUUTOXUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakeHHas MpOrpaMmMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacpOCTPaHSAIOTCA BUPYChI U€pPE3 UHTEPHET.

MGTOI[BI 3al0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycTaHaBnuBaii mnaTyd (UM(POBBIE 3aIIaTKU, KOTOPHIE
ABTOMATUYECKM YCTAaHABJIMBAIOTCS C LIETIbIO0 JAOPaOOTKM HPOrpaMMbl) U JApYyrue
OOHOBJICHUS CBOEW omepanmoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnone3y#h aHTUBHPYCHBIE MPOTPAMMHBIE TIPOIYKTHI  HM3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIHIT,

6. Ucnonb3yil BHEUIHUME HOCUTENW WH(POpMALMU, TaKhe Kak (Quielika, JTHUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He oOTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJIYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpHUCIaT TBOM 3HAKOMBIN. Jlyure yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Cerun WI-FI

Wi-Fi - 310 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEH]I,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", uto o6o3Hauasio cinoBocouetanue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas SBJISE€TCS TaKOu
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mepeBoje
O3HaYaeT "BBICOKAsi TOYHOCTB".

Jla, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX M adpornopTax SBISETCS
OTJINYHOM BO3MOXKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOrHe sKcnepThl CUMTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He aBst0TCS O€30MaCHBIMU.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOrO JHUHYIO HHpOpMAIHIO Yepe3 obeaocTymHbie Wi-Fi
cetu. PaboTast B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yit u OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl M Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun Gynkiuto "O06mmii noctym K daiinam
u npuHTepam". JlaHHas (yHKLIMS 3aKpbITa 1O YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonp3yit nyOomumuaeidi WI-FI mms mepenaum JuUYHBIX TaHHBIX,
HanpuMmep JUIsl BIXOJA B COLIMATIbHBIE CETH WJIM B DJIEKTPOHHYIO MTOYTY;

5. Wcnonp3yit Toapko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOuibHOM Tenedone orkiaroun QyHkiuo "Tloaxmoyenune k Wi-Fi
apTomatnuecku". He nomyckali aBTOMAaTMYECKOTO MOJKIIOYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConnajbHble CeTH

CoumayibHbIE CETH aKTUBHO BXOJIST B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTaIOT U
KUBYT TaM MOCTOsIHHO, a B Facebook yke 3apeructpupoBad MuiLAap 4eiOBeK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTENId HE
MMOHUMAIOT, YTO MH(OpMaIlms, pa3MeliecHHAs UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HaleHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
0JIaruMU HaMEPEHUSIMHU.



OCHOBHBIE COBETHI IO 0E30IMMACHOCTH B COILIMAIBHBIX CETAX:

1. Orpannyp ciucok Apy3ei. Y Te0sl B APY3bsSIX HE JOJKHO OBITH CIIyH4alHBIX
1 HE3HAKOMBIX JIIOACH;

2. 3amuiiai cBO 4acTHYIO *KU3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHUS M JPYryl0 JUYHYI0 HHQPOpMAIMIO. 3JI0YMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh Jake WHGOpMAIMI0 O TOM, KaK Thl U TBOU POJUTEIU
IJIAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amuiiail CBOIO pemyTaIuio - IepKH €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XOTesn Obl Thl, YTOOBI ApPyrHe MOJIb30BATENM BHUJEIH, YTO Thl 3arpyxkaelib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu TBI TOBOpPHUIIB C JIIOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peasibHOE UMS U JPYTYIO JMYHYI0 MH(QOpPMAIMK: UMS, MECTO KUTEJIbCTBA, MECTO
y4eObl U pOYee;

5. N3berait pazmemenust gororpaduit B IHTEpHETE, TNIe THI U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpaiuu B COIMATBLHONH CETU HEOOXOJMMO HCIOJIb30BAThH

CJIOKHBIC I'IapOJII/I, COCTOAIINE U3 6y1(B nu HH(i)p U C KOJIMYCCTBOM 3HAKOB HC MCHCC
8;

7. Jng  couumanbHOW ceTH, TMOYTHl U JIPYTUX CaUTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble naposu. Toraa eciu Te0ds B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKN
NOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIAOOHBIM CHOCOO IUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOIYyYUTh ITU JCHBTH.

QHGKTPOHHI)IG JACHBI'M ITIOABHJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IrocyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTUCAHO B 3aKOHE, TJI€ MX
pasnensoT Ha HECKOJIbKO BHUOB - aHOHUMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs MPOBOIAUTH OIeparun 0e3
UACHTU(UKAIINY TT0JIb30BATEISI, @ B HCAHOHUMHBIX WICHTU(UKAIUS TTOTH30BaTEISA
SBJIIETCS 00S3aTEIILHOM.

Takxke crienyer pas3nuyarh OJJCKTPOHHbIE (UATHBIE JI€HbIM (paBHbBI
rOCYJAapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIFOTaM).

OcHOBHEBIE COBETHI IO O€30MaCHO pa60Te C JJICKTPOHHBIMU NCHbI'aMU:



1. IlpuBsbxu K cyeTy MOOMIIBHBIN TenedoH. ITo caMblii YAOOHBINA U OBICTPBIT
CHoco0 BOCCTAHOBUTH JOCTYH K cuery. llpuBsi3aHHBIA TenepOH MOMOXKET, €CIH
3a0yJenb CBOM IUIAaTEXHBIA MMapojb WM 3alJellb Ha CalT C HE3HAaKOMOIo
YCTPOMCTBA;

2. Hcnone3yil onmHOpa3oBble Tmaponu. llocnme mepexona Ha yCUIIEHHYIO
aBTOpU3aIMI0 TeOe yke He OyleT yrpokaThb OMAaCHOCTb Kpaku WJIM IepexBaTa
IJIATEXKHOTO MAPOJIs;

3. BeiOepu cnoxsblii mapons. [IpecTtymHukam OymeT He HPOCTO Yrajaathb
CJIOXHBIM naposb. HanexHsle maponu - 3T0 naposu, KOTOPbIE COIEpkKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ce0s CTPOUHbIE M IPOINUCHBIE OYKBBI, LU(DPBI U
HECKOJIbKO CUMBOJIOB, TaKW€ KaK 3HaK Jojuiapa, GyHTa, BOCKJIMIATENbHbIN 3HAK U
t.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSCIIIb.
JJIEKTPOHHAA MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUSI U MPEIOCTABISEMBIE €0 YCIYTH IO
MEPEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOIICHUMN, KOTOPHIE pACIPEICIIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJSIUT
CJICAYIOIIMM 00pa30oM: UMsI_MOJIb30BaTENA(@WUMs_JIoMeHa. Takke KpoMe repeaadu
MIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTD TIepe1aBaTh (hauibl.

OCHOBHBIE COBETHI 10 O€30MaCHOMN padoTe C ANEKTPOHHOMN MOYTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM TOYTOBBIM cepBuUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIlIE€ TIOBEPAThH TEM,
KOTI'0 3HACIlIb U KTO MEPBBINA B PEUTUHTE;

2. He yka3pIBaii B IMYHOU MoyTe JIMUHYIO MHpopmanuto. Hanpumep, myurie
BBIOpAaTh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. Hcnonw3yil ABYXATaMHYH aBTOPM3ALMIO. DTO KOTJa IMOMHMO TapoJis
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil o SMS;

4. BeiOepu Cl0XKHBIN Maposib. s KaK10ro Mo4YTOBOTO SIIIUKA JOJDKEH OBITh
CBOW HAJEXKHBIN, YCTOWUUBBIN K B3JIOMY [1apOJib;

5. Ecim ectb BO3MOXHOCTH HAIlMCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcrnonp3yl HECKOJIBKO TMOYTOBBIX SIIUKOB. I[lepBbIil [y YacTHOM
MEPEeNUCKU C aJpecaTamMu, KOTOPbIM Thl JOBEpSICIb. ITO SJICKTPOHHBIA aApec HE
HAJI0 UCTIOIB30BATh MPU PETUCTPAITMHU HAa POopyMaxX U CalTax;

7. He oTkpeiBaii ¢ailyibl U Apyrue BIOKEHHUS B MUCHbMaX, JaXKe €CId OHH



MPUILTA OT TBOWX Apy3eld. Jlydie yTouHw y HUX, OTIPABISIIN JIM OHH TeOe ITH
(baiisr;

8. Ilocne oxoH4aHWs pabOTHI Ha TIOYTOBOM CEPBUCE TMEpe] 3aKPHITHEM
BKJIQJIKU C CAaUTOM He 3a0yab HaxaTh Ha "BeiidTh".

Kn0epOyajimHr UM BUPTYaJbHOE U3/1€BATEJIHLCTBO

KubepOymmar - npeciieIoBaHue COOOIIIECHUSMU, coaep KaluMHU
OCKOpPOJICHMS, arpeccuio, 3aIlyruBaHuUE; XYJIUTAHCTBO; COIIMAJIbHOE
OOMKOTHUPOBAHKE C TOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He 6pocaiics B 60it. JIyummuii crioco0: MOCOBETOBAThCS Kak ce0s BECTH H,
€CJIM HET TOro, K KOMy MOXXHO OOpaTHThCS, TO BHAYaje YCIIOKOUThCSA. EcCim Th
HayHEIIb OTBEYATh OCKOPOJECHUSIMU Ha OCKOpOJICHHUS, TO TOJIBKO emie OoJibliie
pa30AOKeIIb KOH(IIHKT;

2. Yupapisi cBoet kubeppemyTaiuei;

3. AHOHUMHOCTh B CE€TH MHHMas. CYHIGCTBYIOT CITOCOOBI BBISICHUTDL, KTO
CTOUT 3da AHOHMMHBIM aKKayYHTOM;

4. He crout BecTH XynuraHCKuii oOpa3 BHUpPTyaJlbHOW >Xu3HU. HTEepHeT
buKCUpyeT BCe TBOM JEHCTBHUS W COXpAHSCT UX. YJAIUTh UX OyJeT KpaiiHe
3aTPYyIHUTEIBHO;

5. Cobnronail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyit enuHWYHBIM HeratuB. OIHOpa30BBIE OCKOPOHWTEIHHBIC
cooOIeHusl Jaydine urHopupoBaTb. OOBIYHO arpeccus MpeKpaiaeTrcs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COIIMAJIBHBIX CETAX €CTh BO3MOYKHOCTH OJOKHPOBKH OTIPABKHA COOOIICHHHA C
OTIpE/ICTICHHBIX aJIPECOB;

8. Ecnu ThI cBuzerens kubepOysuivHra. TBou NeHCTBUS: BBICTYIUTH MPOTHB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHUS B CETH.

MooOuiabHbId TesedoH
CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COACPKAT B c€O€ BIOJTHE B3POCIHBIN

GyHKIIMOHAN, W TeHmepb OHM MOTYT KOHKYPHpPOBaTh CO CTallMOHAPHBIMU
KoMmnbioTepamu. OIHAKO, CPEACTB 3aLTUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHb



MaJio. TeCTI/II)OBaHI/Ie N TIIOHUCK YHBBHMOCTeﬁ B HHUX IIPOHUCXOAWUT HC Tak
HMHTCHCHUBHO, KaK IJIA HK, TO K€ caMoe KacaeTcs 1 MOOMIBLHBIX HpPIJ'IO)KCHHﬁ.

CoBpeMeHHbIe MOOUIIBHBIE Opay3ephl YK€ MPAKTHUSCKH JTOTHAIA HACTOIhHBIC
aHaJOrM, OJHAKO paclupeHue (yHKIMOHAJIa BIJIEYET 3a €000 OOJBIIYIO
CJIO’)KHOCTh U MEHBIIYIO 3AIIUIIECHHOCTb.

Jlaneko He Bce MPOM3BOJUTENM BBIMYCKAlOT OOHOBIJICHHMSI, 3aKpbIBAOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He sBisieTcst mo-HacTosmeMy OecriaTHBIM. Byas ocTOposkeH, Benb
Korjia Tebe mpeasiaratoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIaTHBIE YCIIYTH;

Hywmaii, npexae yem oTnpaBuTh SMS, ¢poTto uim BUaeo. Thl TOUHO 3HAEIIb,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo6xonumMo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JTSI MOOMJIBHBIX TEIC(POHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEW3BECTHOTO HMCTOYHHKA, BEIh OHU MOTYT
COZIePKaTh BPEIOHOCHOE MPOTrPaMMHOE 00ECIICUCHHUE;

[Tocne Toro Kak Thl BBIWJEIIL C CalTa, TJ€ BBOAWI JMYHYIO WH(MOpMAIHUIO,
3aiiin B HACTPOIKK Opay3epa u yaaiu cookies;

[Iepuoanyecku npoBepsiid, KaKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIIb;

Bluetooth momkeH OBITH BBIKIIOUEH, KOrJAa Thl MM HE mMoJb3yembcs. He
3a0bIBall MHOTIa IPOBEPSTH 3TO.

Online urpsbi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacO4HbIE, 3aXBaThIBAIOIIUE
pa3BiieueHuUs, OOBEAUHSIONINE COTHH THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JaHHBIH UM MHp, OOIIAIOTCS IPYT C JIPYTOM, BBIMOJHSIOT 3aJaHus,
CpakaloTCsl ¢ MOHCTPAMHM U TMOJYYalOT OMNBIT. 3a YJAOBOJIbCTBUE OHM IUIATST:
MOKYMNAIOT JUCK, OTUIAYUBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce atu cpeacTBa uayT Ha NojiepKaHUE U PA3BUTHUE UTPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIMU, BBIITYCKAIOTCS HOBBIE
naTyu (Lu@poBbIe 3aMIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.



B mogo0HBIX HTpax CTOUT OMacaThCsi HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMU OOJIBIITUHCTBA
urp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeleT ceOsl III0XO WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyiics aAMUHHACTPATOPAM UIPHI Ha IUIOXOE MOBEJECHUE 3TOr0 MIPOKA,
JKEJAaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii muunyto nHGOpMaIuio B mpodaiiie urpol;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranapnuBaii HeopuimaabHbIe TATYH U MOJIBI,

6. Mcrionbp3yil CIOKHBIE U Pa3HbIE APOJIH;

7. Jaxxe BO Bpemsl UIPbl HE CTOUT OTKJIFOYaTh aHTUBUPYC. [Ioka ThI urpaeris,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE yIUBHIIb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUH 3JOYMBIIUIEHHUKH IE€PEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "MIOOUMBIM" JIEIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MONICHHUYECTBA WM (DUIITHHT,
rJIaBHas 11€Jb KOTOPOTO COCTOMT B TMOJMYYEHUH KOH(PUACHIIMAIBHBIX JTaHHBIX
MOJIb30BATENICH - JJOTHHOB U maposieil. Ha anrnmiickom si3bike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenun 3a cBOoMM akkayHTOM. Ecim Thl mOA03peBacilb, 4TO TBOS AHKETA
Oblla  B3JIOMaHa, TO HEOOXOJAMMO  3a0JOKHpPOBATh €€ W COOOIIHUTH
aIMIHUCTpATOPaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonw3yi Oe3omacHbie BeO-CaliThl, B TOM YHUCJIE, HHTEPHET-MarasuHoOB U
TTOMCKOBBIX CHCTEM;

3. Ucnonb3yil cliokHBIE W pa3Hble Tapojid. TakuM o00pa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Eciu T1ebOs B3JIOMald, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T00ABICHBI y T€OS B IPY3bAX, O TOM, UYTO T€OS B3JIOMAIU H,



BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChlIaThCS CIIaM M CChUIKHA Ha (DUIITMHTOBBIE
CaWTHhI;

5. YcranoBu HaaexHslil napois (PIN) Ha MoOUIBHBIN TenedoH;
6. OTKJII0UYM coOXpaHEeHHe mapos B Opaysepe;

7. He oTkpwiBaii ¢ailyibl U Apyrue BIOKEHHUS B MUCHbMaX, JaXKe €CId OHH
NPUIUIM OT TBOUX Jpy3eu. Jlyulne yToO4HM y HHMX, OTIPABJISUIM JM OHU TeOE ATH
(aitnbl.

Mudposas penyramus

[Mu¢posas penyTtanus - 3T0 HETaTUBHAs WIM ITO3UTUBHAs HH(OpMaLUs B CETU
o tebe. Kommnpomerupyromas nHpopManus, pasMeIleHHas B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThcs Ha TBOeM peanbHOU ku3HU. "Lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyerca u3 nadopmanuu o tede B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH
XapakTepa M paccKasbl O OJIM3KHUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K MyOJIMKAalMM JIMYHOM
uH(popmanuu B MHTEpHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TafaThcsi 0 ToM, 4yTo doTorpadus, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€0S Ha padoTy.

KommenTapuu, pasmenienue TBoux ¢ororpaduili u apyrue IeHCTBUS MOTYT
HE MCYE3HYTh JaXK€ IIOCJE TOr0, KaK Thl MX YJIalWIIb. [hl HE 3HACHIb, KTO
COXpaHWw1 3Ty WHHGOpMAIHMIO, TMoMajga JU OHAa B IIOMCKOBBIE CHCTEMBI H
COXpaHWIACh JIM OHA, a TJAaBHOE: YTO MOAYMAIT O TeO€ OKPYXKAaIoIIUE JIOJH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MH(OpMaALMIO MHOTO JIET CITYCTS CMOYKET
100011 - KaKk U3 H0OphIX MOOYKIECHUI, TaK U C HAMEPEHUEM MPUYUHUTD Bpel. ITO
MOXET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 1O 3aIIUTE HUPPOBOM permyTallUu:

1. [Togymaii, mpexxae yeM 4To-To MyOJMKOBATh U MepeaBarh y ceds B Onore
WA B COLMAJILHOM CETH;

2. B Hactpoiikax mipoduiis YCTaHOBH OrpaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COACPAKUMOTro, cliesiaidl ero ToJbKO "1y Apy3eit"”;

3. He pa3memniail u He ykasblBail HH(QOpMAIMIO, KOTOPAsI MOXKET KOTO-I100
OCKOPOJISTH WJIH OOMXKATh.



ABTOpCKOE IPaBo

CoBpeMeHHbIE  NIKOJBbHUKH - AaKTUBHBIE TI0JIb30BaTeNd  LU(PPOBOTO
npoctpaHcTBa. OJHAKO JajleKko HE BCE 3HAIOT, 4YTO IMOJb30BAHWE MHOTHUMU
BO3MOXHOCTSIMU  LIM(ppoBOoro  Mupa TpeOyeT  coONoIeHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEINEKTyalbHas COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IMIHBIM
TBOPEHHSIM 4EJOBEYECKOI'0 yMa, HauyMHas C HOBBIX HM300pETEHHH M 3HAKOB,
0003HaYarOMUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, M 3aKaHUYMBasg KHUTAMH,
dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU MTPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHE MPaBa BBHICTYIIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYaJbHBIM/TBOPYECKUNA TPYJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJHUTH €0  NPOU3BEICHHUE,
pacnpocTpaHsaTh, NYyOJUYHO JEMOHCTPUPOBATH, MPOJABATh, HMIIOPTHUPOBATH,
IyCKaTh B MNPOKAT, IyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasmewats B MHTepHeTe.

Hcnonbs3oBanue "muparckoro” nporpaMMHOIO 00ECIEYeHHs] MOKET MPUBECTH
K MHOTMM pUCKaM: OT IIOTE€PH JIaHHBIX K TBOUM aKKayHTaM JI0 OJJOKUPOBKH TBOETO
YCTPOMCTBA, T[J€ YCTAaHOBJIIEHA HeleraiapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE M O€cIUIaTHbIE NPOTpaMMbl, KOTOpPbIE
MOYKHO HalTH B CETH.

O noprane

CeteBUUOK.p( - TBOM IIaBHBIA COBETUYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTU B CETH TMOHSTHBIM U JIOCTYIMHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH y4dacTUE B
KOHKYpCaXxX U CTaTh CaMbIM ITU(DPOBHIM IpakTaHUHOM !



