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NHOOPMAILIMOHHAS ITAMATKA JIJIXI ObYHAIOUINUXCA IS PASMEILIEHW A HA
OOUILIMAJIBHBIX MHTEPHET-PECYPCAX

C KaxIbIM roZIOM MOJIOJICKU B MHTEPHETE CTAHOBUTHCS OOJbIIE, a IIKOJIBHUKU OJHU M3 CaMbIX
aKTUBHBIX OJIb30BaTeneil Pynera. Mexny TeM, TOMHUMO OFPOMHOTO KOJIWYECTBA BO3MOXKHOCTEH, HHTEPHET
HECeT W MpoOeMBl. DTa MaMATKa MOJDKHA ITOMOYh TeOe 0e30macHO HaXOMUTHCS B ceTH. KoMIbroTepHbIe
BUpychl KOMIBIOTEpHBIE BUpPYC - 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX IIPOrpaMM, OTJIMYUTEIBHOMN
0COOEHHOCTBIO KOTOPOI1 SIBJISIETCS] CIIOCOOHOCTh K pa3MHOKEHHUI0. B omosHeHHe K 3TOMY, BUPYCHI MOTYT
NOBPEIUTH WIN HOJTHOCTHIO YHUUTOXHUTD BCe (paiinnbl U JaHHBIE, TOJKOHTPOJIEHBIE TTOJIB30BATENI0, OT IMEHU
KOTOpOro Oblla 3amylieHa 3apaKCHHAash NpOorpaMMa, a TakKKe MOBPEIUTh WM JIaXe YHHUTOXKHTH
OTIEPAlMOHHYI0 CHCTEMYy CO BceMH Qaiimamu B 1eqoM. B OONbIIMHCTBE ClydaeB paclpOoCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET. MeTOo/Ibl 3aIUThl OT BPEJAOHOCHBIX IIPOrPaMM:

1. HMcrionb3yit coBpeMEHHBIE OTEPallMOHHBIE CUCTEMbI, UMEIOIIHE CEePhE3HBIH YPOBEHD 3alllUThI OT
BPEJIOHOCHBIX ITPOTPAMM;

2. IloctosHHO ycTaHaBnuBail mautd (UUQPOBBIE 3aIUIaTKH, KOTOPbIE ABTOMAaTHYECKU
YCTaHABIUBAIOTCA C LEbI0 JOPaOOTKH MPOrpaMMbl) U APyrue OOHOBJICHHUS CBOEH ONEpallMOHHON CUCTEMBI.
CkaumBaii HWX TOJBKO ¢ o¢unmanpHoro caira paspaborunka OC. Ecnmm cymiectByer pexum
ABTOMAaTHYECKOT0 OOHOBIICHHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE IMOJ MpaBaMH I0Jb30BATElNsl, a HE aAMHHUCTpaTropa. JOTO HE
MO3BOJIUT  OOJNIBIIMHCTBY BPEJAOHOCHBIX IPOrpaMM HWHCTAIMPOBATHCS HAa TBOEM IEPCOHAIBLHOM
KOMITBIOTEPE;

4. Hcnonb3y#l aHTHBHPYCHBIE MPOrpaMMHBIE HPOIYKTHl H3BECTHBIX HPOM3BOAMTENICH, C
aBTOMATHYECKNM OOHOBJICHHEM 0a3;

5. Orpanuub GU3NYECKUI AOCTYI K KOMIBIOTEPY ISt HOCTOPOHHUX JIHII;

6. Mcrionp3yii BHEIIHKE HOCUTENN MH(OpMAINH, TaKKe Kak (UIelika, AMCK WK (aill u3 HHTEpHETa,
TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBaii KOMIBIOTEpHBIC (aiiiibl, MOJYUYCHHBIE M3 HEHAJC)KHBIX MCTOYHHMKOB. Jlake Te
(aiisel, KOTOpBIE MPHUCIIa TBOM 3HAKOMBIH. Jlyullle yToYHM y Hero, OTHPABIISI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 5T0 He BHA mepefayn JaHHBIX, HE TEXHOJOTHs, a BCEro JIMIIb OpeHs, Mapka. Emie B 1991
roJy HHJepNaHjacKas KommaHus 3apeructpupoBasna Opena "WECA", uro o003Ha4ano cClIOBOCOYETAHHE
"Wireless Fidelity" koTopslit mepeBoauTcs Kak "OecpoBOgHAs TOYHOCTE' .

Jlo Halero BpeMeHH Jiouuia Apyras abopeBuaTypa, KOTopas sSBJISIETCSl TAKOH e TeXHOJOTHel. ITo
a00Operuarypa "Wi-Fi". Takoe Ha3BaHHE ObLIO JJAHO C HAMEKOM Ha CTAaHAAPT BBICHICH 3BYKOBON TEXHUKHU
Hi-Fi, uto B mepeBoie 03Ha4YaeT "BHICOKAs TOYHOCTH'.

Ha, OecrutaTHBII WHTEPHET-AOCTYNT B Kade, OTeNsAX H adporopTax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE SKCIEpThI CYHMTAIOT, uTo obmenoctynueie Wi-Fi cetu He
SIBIISTIOTCSI O€30TaCHBIMH.

CoBeTblI 110 6€30MacHOCTH PabOThI B 001IeJOCTYHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro nmuunyr nHbopMaiuio uepes obuienocrynaeie Wi-Fi cetu. Pabotast B HuX,
KelaTeJIbHO He BBOJUTDH NapojH AOCTYIA, JIOTUHBI H KaKHe-TO HOMepa;

2. HWcromp3y#ti W OOHOBISIE aHTHBHPYCHBIE TPOTpaMMbl ¥ OpaHamayep. TeM cambIM ThI
obe3omacuins ceds 0T 3aKaYKy BUpyca Ha TBOE yCTPOUCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun Qynknuro "OOmuil goctyn k ¢aiinam u mpuHTepam'.
JanHas GyHKIOUS 3aKpbITa [0 YMOJIYaHMIO, OJIHAKO HEKOTOpBIE IOJIb30BAaTENM AKTUBUPYIOT €€ IUis
ymno0CTBa UCIIONB30BaHUs B padote win yaede; 4. He ncronp3yit myomwmanbiit WI-FI qiis nepenadn THIHBIX
JAHHBIX, HATIPUMEP [UIS BBIXOAA B COL[MATIbHbIE CETH MM B JIEKTPOHHYIO [IOUTY;

5. Ucnonw3yii Tonpko 3ammuiieranoe coenunenue uyepes HTTPS, a ue HTTP, 1.e. mpu HaGope BeO-
ajzipeca BBoIU UMEHHO "https://";

6. B moOmieHoM Tenedone otkmoun ¢yakuuio "llogxmouenne x Wi-Fi aBromatnuecku". He
JOITyCKall aBTOMAaTHUECKOTO MOAKIIOYEHUS YCTporcTBa K ceTaM Wi-Fi 6e3 TBoero cornacus.

ConmansHbIe CETH

ComnpanbHbple CETH aKTHBHO BXOJST B HANIy JXH3Hb, MHOTHE JIOAW pabOTAlOT U JKUBYT TaM
NOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MWLIHAp] YEIOBEK, YTO SBISIETCS OJHOM CEIbMON BCEX
JKUTEJNeW IUTaHeThl. MHOTHE II0JIb30BaTeld HE IOHWMAIOT, YTO WH(pOpPMAIUs, pa3MelleHHas HMHU B
COLIMANTLHBIX CETSX, MOXKET OBITh HaiiJleHa W HCIIONb30BaHA KEM YroJHO, B TOM YHCIE He 00s3aTelIbHO C
OJaruMu HaMEPEHUSIMH.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COLUAIBHBIX CETAX:



1. OrpaHnyb CHHCOK Ipy3eil. Y TeOs B APYy3bAX HE IOJKHO OBITH CIYYaWHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3amumai CBOI YacTHYIO XHM3Hb. He ykaspiBail maponu, TenedoHbI, agpeca, HaTy TBOETO
POXIIEHHS U JPYTYIO JTHYHYIO WHPOPMAIUIO. 3MOYMBIIIICHHUKHA MOTYT HCIIONB30BaTh Jaxke HH(OPMAIIUIO
0 TOM, KaK Thl U TBOHU POJUTENH IJIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3ammIail CBOI0 peryTaIuio - IepKHu €€ B YUCTOTE U 3a7aBaii cebe BOIpOC: XOTeN ObI ThI, YTOOBI
Jpyrue TOJb30BaTeNM BUAENH, YTO Thl 3arpyxkaeumb? llogymaii, mpexae 4YeM dYTO-TO OMyOJMKOBATH,
HaIMcaTh U 3arpy3uTh;

4. Ecnu ThI TOBOPHIIB C JIFOJBMH, KOTOPBIX HE 3HACIIIH, HE UCTIOIB3YH CBOE peabHOEe UMS U APYTYIO
JTUYHYIO HH(OpMAIMK: UM, MECTO )KUTEJILCTBA, MECTO Y4eObI U MPOYEE;

5. N30Gerait pasmenienus Gororpaduii B IHTepHETE, I'/ie ThI H300payKeH Ha MECTHOCTH, 10 KOTOPOKH
MOJKHO OTPEIeNIUTh TBOE MECTOIIOIOKEHHUE;

6. Ilpu perucrpanuu B CONUANBHON CETH HEOOXOIUMO UCTIONB30BaTh CIOKHBIC TAPOIIH, COCTOSAIINE
13 OyKB ¥ LGP U ¢ KOTUYIECTBOM 3HAKOB HE MeHee §;

7. Jlns couuanbHON CETH, MOYThl M APYTrUX CAaHTOB HEOOXOIMMO HCIIONB30BAaTh Pa3HBIC MAPOJIH.
Torma ecnu TeOs B3IIOMAIOT, TO 3JO0YMBIIUIEHHUKU TOIYYaT AOCTYI TOJIBKO K OAHOMY MECTY, a HE BO BCE
cpasy.

DJNEeKTPOHHBIE JCHBIH - 3TO OYEHb YJOOHBIN CIIOCO0 TUIATEkKEH, OHAKO CYNIECTBYIOT MOIICHHHKH,
KOTOpPBIE XOTST MOyYUTh 3TH I€HBIH.

DIIEKTPOHHBIE I€HbIU MOSBUIUCH COBCEM HEJABHO U MMEHHO H3-3a 3TOr0 BO MHOTHX I'OCYAAapCTBax
JIO CUX TIOp He MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIMOHUPYIOT U O HUX YyXK€ MPOIMHCAHO B 3aKOHE, TNle MX pPa3elsioT Ha
HECKOJIbKO BHJIOB - AHOHHUMHBIE U HE aHOHHMMHBbIE. Pa3HUIla B TOM, YTO AaHOHHUMHBIE - ATO T€, B KOTOPBIX
pasperraeTcs IPOBOJUTH ONEpauy 0e3 UISHTUPUKAINH ITOJIH30BaTENs, & B HCAHOHUMHBIX MICHTUPUKAIISL
NOJIB30BaTENS SIBIIsICTCS 00s13aTeNbHOM. Takke cielyeT pa3nnvarh 3J1eKTPOHHbIE (UATHBIC ACHBIH (PaBHBI
rOCy/IapCTBEHHBIM BaIIFOTaM) U 3JIEKTPOHHBIC HE(UATHEIE IEHBT Y (HE PaBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI IO O€301acHOM padoTe ¢ ANMEKTPOHHBIMHU JICHbIAMH:

1. [MpuBsxu K cyeTy MOOWIIbHBIN TenedoH. DTo caMblil YAOOHBIH U OBICTPHII clTOCOO BOCCTAHOBHUTH
Joctym K cuety. [lpuBsizanHbIil Tee)oOH TOMOXKET, eclii 320y Ielb CBOM IUIATSKHBINA MapOoJIh WIN 3aiIeIIb
Ha CaiiT ¢ HE3HAKOMOTI'0 YCTPOMCTBA;

2. Wcnonp3yii onHopa3oBbie maposu. [lociie nepexo/ia Ha YCHUIICHHYHO aBTOPHU3AIMI0 TeOe yKe He
OyzeT yrpoxartb ONAaCHOCTb KPaXKH WIIM TiepexBaTa MIATe:KHOTO MapoIIs;

3. Bribepu cnoxsbprii mapons. llpectymHumkaM OymeT HE MPOCTO YraaaTh CIOXKHBIH Iapoib.
Hanexxnabie maponu - 3T0 mapoyn, KOTOPhIe CoJepaT He MeHee § 3HaKOB M BKIIFOYAIOT B ce0s CTPOYHBIC H
NpOMUCHBIE OYKBBI, IU(PbI 1 HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HAaK Aoylapa, (pyHTa, BOCKIUIATEILHBINA
3Hak u 1.1. Hanmpumep, $tROng!;;

4. He BBOIM CBOW JIMYHBIE JaHHBIE HA CAlTaX, KOTOPHIM HE TOBEPSEIIIb.

OneKTpoHHas [ouTa

ONeKTpOHHAs 1T0YTA - 3TO TEXHOJIOTHUS U MPENIOCTABIAEMBIE €10 YCIIYTH IO MEPECHUIKE U MOTYUYEHHIO
AIEKTPOHHBIX COOOIIEHHH, KOTOPBIE PACIIPEIENITIOTCS B KOMIIBIOTEPHON CETH.

OOBIIHO 3JICKTPOHHBII TTOYTOBBIH SITITAK BBITJISITAT CJIC TYIOTITAM obpazoM:
UMsI_TI0JIb30BaTeNsI(@NMS_JIOMEHa. Takke KpoMe Mepeiadd MPOCTOr0 TEKCTa, MMEETCS BO3MOXKHOCTh
nepeaaBaTh (Gaibl.

OCHOBHBIEC COBETHI 110 O€30TIaCHON PaboTe C IIEKTPOHHOH TTOUTOMH:

1. Hago BEIOpaTh MpaBUIIbHBIN MOYTOBBIN cepBHC. B HHTepHETE ecTh OrpOMHBIN BBIOOD OeCIUIaTHBIX
MIOYTOBBIX CEPBUCOB, OJTHAKO JIYYIlI€ JOBEPSTH TEM, KOI'O 3HAEIIb U KTO IIEPBBI B PEUTHHIE;

2. He ykaspiBaii B JUYHOM I©OouYTe JHMYHYI0 HHpopMaruoo. Hampumep, mydiine BbIOpaTh
"My3bIKkanbHbI_(panaT@" uiau "pok2013" BmMecTo "Temal3";

3. Ucnonp3yil ABYXdTamHYIO aBTOPHU3ALMI0. DTO KOrJa MOMHUMO Mapois HYXHO BBOIUTH KOJ,
npucbuIaeMblid mo SMS;

4. Beibepu CIOXKHBIA Mapoiib. sl KaKI0ro MOYTOBOTO SIMTUKA JOJDKEH OBITh CBOM HAISKHBIN,
YCTOMYHMBBIH K B3J10MY MapOJib;

5. Ecau ecTb BO3MOKHOCTb HAIMMCATh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJIb3YH 3TY BO3MOKHOCTb;

6. Hcmonp3yit HECKOJNBKO TMOYTOBBIX SMIMKOB. [lepBbIi A7 4acTHOM MEpenucKu ¢ aapecarami,
KOTOPBIM ThI IOBEpsielIb. DTO 3JIEKTPOHHBIN aIpec He HAJ0 UCIOJIB30BaTh MPU PErHCcTpaluy Ha GopyMax u
cauTax;

7. He oTkpbIBaii Gaiiiibl ¥ Ipyrye BIOKEHUS B THChMaX, e eCJIM OHU MPHUIILTH OT TBOUX JPY3CH.
Jlyuyire yrouHu y HUX, OTIPABISIIN JIX OHU TeOe 3TU (aiiibr;

8. ITocne okoHuaHMs PadOTH Ha MOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKJIAAKH C CAiTOM He 3a0yab
Haxath Ha "BeiiiTu" KuOepOyivHr - mpecieioBaHHE COOOLICHUSAMHM, COACPKAIIUMHU OCKOPOJICHMUS,
arpecculo, 3almyruBaHue; XyJIUTaHCTBO; COIMANIbHOE OOWKOTHPOBAHHE C TIOMOIIBIO Pa3IMYHBIX WHTEPHET-
CEPBUCOB.



OCHOBHBIEC COBETHI 10 OOpPKOE ¢ KNOEPOYIUTHHTOM:

1. He Opocaticst B 60#. JIyumuii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH H, €CIIM HET TOTO, K KOMY
MOXHO 00paTuTbca, TO BHayalle YCIOKOWUThCS. Ecinm Thl HayHeNmb OTBEYaTh OCKOPOJICHHSIMH Ha
OCKOpPOJICHHS, TO TOJIBKO €IIle OO0JIbIIE Pa30KKeIlb KOH(IIUKT;

2. Yrpapisii cBOeH KnOeppenmyTaiuei;

3. AHOHMMHOCTH B ceTd MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOHUT 332 aHOHMMHBIM
AKKayHTOM;

4. He crout BecTH XyJIMTaHCKUII 00pa3 BUPTyalbHOW XH3HH. MHTepHEeT (HKCHpyeT Bce TBOM
NIEUCTBUS U COXpAHAET UX. Y JAIUTh UX OyIeT KpaiHe 3aTpyTHUTEIHHO;

5. CoGmrofaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyit enuHuuHbIi HeraTuB. OIHOpPa3OBble OCKOPOHUTENHHBIE COOOIIEHHUS JIydIe
UrHOpUpOBaTh. OOBIYHO arpeccusi MpeKpaaeTcs Ha Ha4albHOW CTaJIHHN;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHHUSIMHU, B COLMATIBHBIX CETSIX €CTh
BO3MOXXHOCTb OJIOKMPOBKHU OTIPAaBKU COOOIICHUI C ONPENEICHHBIX alpecoB;

8. Ecnm Thl cBuzeTenb KkubOepOysumuHra. TBOM JEUCTBHSA: BBICTYNUTH MPOTHB IpecieoBaTeNs,
[OKa3aTb €My, YTO €ro JCHCTBUS OLIGHMBAIOTCS HEraTUBHO, IOAJEPXKaTh >KEPTBY, KOTOPOH HyXHa
IICUXOJIOTHYECKAasl TOMOILb, COOOLIUTE B3POCIBIM O (haKTe arpeCCUBHOIO MOBEICHHS B CETH.

MoOubHbIH TenepoH

CoBpemeHHBbIE CcMapT(QOHBI W IUIAHIIETHI COJiepXaT B ceOe BIOJHE B3pOCHbIH (QyHKIHMOHAN, U
TeNepb OHHU MOTYT KOHKYPHPOBaTh CO CTAllMOHAPHBIMU KOMIIbloTepamu. OmHAKO, CPEACTB 3alMTHl JUIS
MOJTOOHBIX YCTPOMCTB TMOKa O4€Hb Masio. TeCTHpOBaHHWE M MOUCK YSA3BHMOCTEW B HUX NMPOUCXOIUT HE TaK
uHTEeHCHBHO, Kak 11 [IK, To jxe camoe kacaercsi 1 MOOMIBHBIX TpuitokeHuid. CoBpeMeHHbIE MOOUITBHBIE
Opay3epbl yKe MPAKTUYECKU JOTHAJIH HACTOJbHbIC aHaJOI'H, OIHAKO pacIiupeHre (yHKIHOHAA BIEUYET 3a
co0OH OOJBIIYI0 CIOXHOCTh M MEHBINYIO 3aIIUIIEHHOCTh. [laleko He Bce NMPOU3BOIUTEIH BBITYCKAIOT
OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUECKHE YI3BUMOCTH JIJIsI CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /ISl 6€30MaCHOCTH MOOHUIBFHOTO TenedoHa:

Huuero e sBnsiercst mo-HacTosmeMy OecriiaTHeIM. byab ocToposkeH, Beab Korna Tebe nmpeniaraor
OecrutaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TIATHBIE YCIYTH;

Hymaii, nmpexxae yem otmpaButh SMS, ¢oro miam Buaeo. Tel TOYHO 3Haemb, riAe OHH OyayT B
KoHeYHOM Hutore? Heo6xoanMo 0OHOBIISATH ONIEPAITMOHHYIO CHCTEMY TBOETO cMapT(dhoHa;

Hcnonb3yit aHTHBUPYCHBIE TPOTPaMMBI JJ1s1 MOOMIIBHBIX Telne(OHOB;

He 3arpyxail nprioxeHust OT HEM3BECTHOTO UCTOYHHKA, BElb OHU MOTYT COJepXkaTh BPEIOHOCHOE
IIPOrpaMMHOE 0OeCIIeUeHHE;

[locme TOrO Kak THI BEIMAEIIL C CaiiTa, TIe BBOAWI JMYHYIO MH()OPMAIHIO, 32l B HACTPOWKU
Opay3epa u yaanu cookies;

[lepuoanuecku npoBepsii, KaKUe IUIaTHBIE YCIYT'H aKTHBUPOBAHBI HA TBOEM HOMEPE;

JaBait cBoii HOMep MOOWIBHOTO TenedoHa TONBKO IIFOMSAM, KOTOPBIX THl 3HACMIb W KOMY
JIOBEpsiCIIb;

Bluetooth momkeHn ObITH BBIKIIIOUEH, KOTJIa Tl UM HE TONB3yelbesi. He 3a0biBaii HHOTJa TPOBEPSTH
3T0.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPacOuYHbIE, 3aXBATHIBAIOIIUE pPa3BJICUECHUS, O0BEIUHSIONINE
COTHHM ThICSY 4E€JIOBEK IO BceMy Mupy. VIrpoku uccieayroT IJaHHBIM UM MHUP, OOILAIOTCS IPYr C APYroM,
BBINOJIHSIOT 3aJaHUs, CPaKAIOTCSI C MOHCTpaMM M IIOJYy4aroT OMNbIT. 3a YIOBOJLCTBHE OHHU ILIATAT:
MOKYNAIOT JHCK, OMJIayMBal0T aDOHEMEHT WJIM IPUOOPETAIOT Kakue-To onuuu. Bee 3Tu cpencTBa uayT Ha
MoJACp)KaHNEe M pa3BUTHE WIPHL, a TaKkKe Ha caMy O€30IacHOCTh: COBEPLICHCTBYIOTCS CHCTEMBI
aBTOPU3ALlMM, BBIIIYCKAIOTCS HOBbIC MaT4d (UUQPOBBIE 3alUIATKU [UId IPOrpaMM), 3aKpPbIBAIOTCS
YSI3BUMOCTH CEpBEpOB. B MOAOOHBIX HIpax CTOUT OMAacaTbCs HE CTOJBKO CBOHMX COIEPHUKOB, CKOJBKO
Kpa)Ky TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3aLUH OOJIBITNHCTBA UIP.

OCHOBHBIE COBETHI IO OE30MMacCHOCTH TBOETO UTPOBOTO aKKAyHTa:

1. Ecnu nmpyroi#t Wrpok Bener ceds IUIOXO WM CO3/1aeT TeOe HENPHUSTHOCTH, 3a0JIOKUpYH ero B
CIIHCKE UTPOKOB;

2. Toxamy¥ics aAMHUHUCTpaTOpaM WIPbl Ha IUIOXO€ IIOBEAEHHE STOTO0 HWIPOKA, >KEIaTeIbHO
MIPIJIOKUTH KaKKe-TO TI0Ka3aTeNbCTBA B BUZE CKPUHOB;

3. He ykasbiBaii muuHyto nadopMamio B npodaiine urpsr;

4. YBaxkall Ipyrux Y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(hUITUAIBHBIC [TATYHU U MOJIBI;

6. Mcnions3yil CIOXKHBIE M pa3HbIe APOJIH;

7. Jaxxe BO BpeMsl UTPBl HE CTOMT OTKIIOYATh aHTUBHpYC. [loka Thl Wrpaemib, TBOW KOMIIBIOTED
MOTYT 3apa3uTh.

OUIMHT WM Kpaka JIMYHBIX JaHHBIX



OObIuHON Kpaxkel IeHer W JOKYMEHTOB CEroJHs Y)K€ HHUKOI'O HE YAMBHUIIb, HO C pPa3BUTHEM
MHTEPHET-TEXHOJIOTMH 3JIOYMBIIUICHHUKY IEPEMECTUINCh B MHTEPHET, W IPOJOJDKAIOT 3aHUMATHCS
" TIFOOMMBIM" JETOM.

Tak nosBUIack HOBas yrpos3a: MHTEPHET-MOLICHHWYECTBA MM (DUIIMHT, IVIaBHAS LEJb KOTOPOTO
COCTOHWT B TIOJIYYCHHH KOH(MHUIESHITHATBHBIX JAaHHBIX MTOJIH30BATENICH - JIOTHHOB U Mmapoiieid. Ha anrmuiickom
s3bike phishing unraercs kak ¢pumuHr (ot fishing - peiOHas noBms, password - maponsb).

OcHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Cnenm 3a cBOMM akKKayHTOM. EcIW THI TOmO3peBaciib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JI0KUPOBATh €€ U COOOIUTh aJIMUHICTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnionp3yii 6e3onacHble BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U IOMCKOBBIX CHCTEM;

3. Hcmonw3yit ciloXHBIE W pa3Hple Mapoiaud. TakuMm oOpa3om, ecau TeOs B3JIOMAIOT, TO
3JI0YMBIIIIICHHUKH MOJTyYaT JOCTYII TOJIBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu TebOs B31OMany, TO HEOOXOAMMO MpPENYNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
noOasneHbl y TeOs B APY3bAX, O TOM, YTO TeOS B3JIOMaJMd M, BO3MOXHO, OT TBOETO HMEHH OyIeT
pacchuIaThCs CIIaM M CCHUIKH Ha (PUITMHTOBBIC CAliTHI;

5. Ycranosu HagexHbii napons (PIN) Ha MoOuIbHBIH TenedoH;

6. OTKIII04YM COXpaHEeHHUe NMapois B Opaysepe;

7. He oTkpbIBaii Gaiiiibl ¥ Ipyrye BIOKEHUS B TUChbMAaX, JaKe €CIIM OHU MPHUIILTH OT TBOUX JPY3eH.
Jly4iie yTOYHM Y HUX, OTHPABIISLIN JTM OHU TeOe ATH (aiiibl.

[udposas penyrarus

[udposast penmyramms - 5TO HETaTWBHAs WIM TMO3UTHBHAs WHQOpPMalus B ceTH O Tebe.
Komnpomerupytomas nadopmanus, pasMelieHHasi B HHTEPHETE, MOXET CEPbE3HBIM 00pa3oM OTpPa3UThCA
Ha TBOEH peasbHOM KU3HU.

"udposast pemyrauuss" - 3T0 TBOM HMHUIK, KOTOpBIK (hopmupyeTcst u3 mHOpMaluu o TeOe B
HHTEepHETE. TBOE MECTO JKUTEIBbCTBA, Y4eObl, TBOC (PUHAHCOBOE MOJIOXKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue HoApOCTKH JIETKOMBICIIEHHO OTHOCSITCS K MyOnukanuu TuaHol uadopmanmu B MHTEpHETE,
HE TMOHMMas BO3MOXKHBIX MOCIENCTBUH. ThI Jake HE CMOKEIb JOTaaaThCsi O TOM, 4To (ororpadus,
pasMelleHHas 5 IeT Ha3aj, cTana NPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapun, pasMemieHne TBoux QoTtorpaduii 1 Apyrue NEHCTBHUS MOTYT HE MCUE3HYTh OayKe
IIoCJI€ TOro, KakKk Thl UX YyAAJIWIIb. Ter He 3Hacllb, KTO COXpPaHWUJI 3Ty I/IH(bOpMaIII/IIO, Ioraja Ju OHa B
IIOMCKOBBIE CHUCTEMBI M COXPAHWIACh JM OHA, a IJIABHOE: YTO MOAYMArOT O TeOe OKPYXaloLIue JIIOIH,
KOTOpBIe HAWAYT U yBHIAT 3T0. HaliTi nH(OpMAIINI0O MHOTO JIET CITyCTSI CMOXeET JI000H - Kak U3 JOoOpBhIX
noOYXIeHHH, TaK U ¢ HAMEPEHUEM MIPUIMHUTH BpPel. DTO MOKET OBITh KTO YTOTHO.

OCHOBHBIE COBETHI O 3alIUTEe HUPPOBOH pemyTaluu:

1. Ioxymaii, mpexkie YeM 4To-TO IMyOJUKOBATh M TepeaaBaTh y cedst B O6Jore Wik B COIUANBHOM
CeTH;

2. B HacTpoiikax npoduisi yCTaHOBM OrpaHMYEHHsS Ha MPOCMOTP TBOEro Npoduis U ero
COJIEPKUMOTO, CIIeai ero ToNpKOo "t npy3eit”;

3. He pazmemaii m He yka3plBail WH(OpPMAIMIO, KOTOpas MOXET KOTO-THOO OCKOPOJISATh WITH
O0OMKATb.

ABTOpPCKOE TIPaBO

CoBpeMeHHbIE LIKOJIbHUKU - aKTHBHBIE MOJIb30BaTENU IM(poBOro npocrpaHcrsa. OgHAKO AaJIeKO
HE BCE 3HAIOT, YTO MOJb30BaHUE MHOTUMH BO3MOXKHOCTSIMH U(PPOBOrO MHUpa TpeOyeT CoOII0AeHNs TIpaB Ha
HWHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh. TepMUH "HHTEIUIEKTyalbHasi COOCTBEHHOCTD" OTHOCHUTCS K Pa3IMIHBIM
TBOPEHHSM YEJIOBEYECKOTO yMa, HaUWHAas ¢ HOBBIX M300pETEeHNH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHI M YCIyTH, WM 3aKaHUMBasi KHUTaMH, (oTorpadusMu, KMUHOQWIBMAMH M MY3BIKaJIbHBIMU
MIPOU3BEACHUSIMUA. ABTOPCKHE TpaBa - 3TO MpaBa Ha MHTEJICKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JIUTEPATYphl UM HCKYCCTBA. ABTOpCKI/Ie ImpaBa BBICTYIIAIOT B Kade€CTBE TrapaHTHU TOTI'O, 4YTO
WHTEJUICKTYIbHBIA/TBOPUECKHIA TPl aBTOpa He OyeT HalpacHbIM, JIACT €MY CIIPaBeTMBbIC BO3ZMOKHOCTH
3apaboTaTh Ha pe3yibTaTax CBOErO TPyla, MOJYYUTh M3BECTHOCTh M Mpu3HaHue. Hukto Ge3 paspemieHus
aBTOpa HE MOXKET BOCIPOM3BOJUTH €T0 IMPOU3BEICHHE, PACIPOCTPAHSATh, IMyOJIMYHO JIEMOHCTPHUPOBATH,
NpoJIaBaTh, UMIIOPTHPOBATH, MyCKATh B MPOKAT, IyOIMYHO HCIONHSThH, MMOKA3bIBATH/UCIIONHATE B dQupe
WM pa3Memats B HTEpHETE.

Hcnonb3oBanue "mupaTrckoro" mporpaMMHOIO OOecCTeYeHHUs] MOKET MPUBECTH K MHOTMM PHCKaM:
OT MOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJOKHPOBKH TBOETO YCTPOWMCTBA, TJI€ YCTAHOBJICHA HelleraibHas
nporpamMma. He cTOUT Takke 3a0BIBaTh, YTO CYLIECTBYIOT JICTajbHbIE M OECIUIATHBIE IPOrPaMMbl, KOTOpPHIE
MO>KHO HAlTH B CETH.

O moprane



CeteBnuok.pd - TBOM ITIaBHBINH COBETYHK B CETH. 31€Ch ThI MOXKEIIb y3HATh O 0€30MaCHOCTH B CETH
HOHSTHBIM M JOCTYIHBIM SI3BIKOM, a TIPH BOSHUKHOBEHUH KPUTHYECKON CUTYAIlH OOPATUTHCS 32 COBETOM.
A Taxke MPUHATH YY4acTHe B KOHKypcax M CTaTh CaMbIM HU(PPOBBIM IpakJaHUHOM !



