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HHCTPYKIIMA
10 JOMYCKY JIMI B IIOMeEIeHH ST
AMJOY MO Jdunckoi paiion «Jlerckuii cax Ne2y

1. O0mue moaokeHust

1.1.Hacrosmas mHCTpyKIUs pa3paboTana B MelsX o6ecreuenis 6e3omacuocTH
TICPCOHATPHBIX  NAHHBIX, CPEJICTB BBIYHCIUTENBHON TEXHUKM HH(DOPMAI[HOHHBIX
CHCTEM JIaHHBIX, MATCPHAIIBHBIX HOCHUTENECH IEPCOHATBHBIX JAHHBIX, a TaK Ko
00eCTIeueHHs BHYTPHOOBEKTOBOTO PEXKIMA.

Ob6bexkramu  oxpansl AMJIOY MO Hunckoit patton «Jlerckmit cam No2y
SIBJISTFOTCS:

- HOMCIICHHA, B KOTOPBLIX IPOUCXOTUT 00paboTKa MEePCOHANLHBIX MaHHBIX KaK C
HCIIOJIb30BAHUEM CPEJICTBA aBTOMATU3AINH, TaK U 0€3 TAKOBBIX;

- UOMCIICHWA,  aTTCCTOBAHHBIC 10 TPeOOBaHUAM OE30MACHOCTH  PEYeBoif
HH(POPMAIMH (Tajiee — 3aIUIacMble TIOMEIEHHS (31D));

- IIOMCIICHHSA, B KOTOPBIX yCTaHOBICHBI KOMITBIOTEPHI, CEPBEPA M KOMMYTAI[MOHHOE
000pyI0BaHKe, y4aCTBYIOIIEE B 06paboTKe MIEPCOHAIBHBIX TaHHBIX;

- TIOMCIHICHHA, B KOTOPBIX XPaHATCS MATEPHAbHBIC HOCHTENM IIEPCOHATBHBIX
JAHHBIX;

- IIOMCIICHHA, B KOTOPBIX XPAaHATCS PE3EPBHBIE KOIMHU [IEPCOHANBHBIX TaHHBIX.

1.2. BeCKOHTpOmBHEIH MOCTYII IIOCTOPOHHUX JIMI] B YKa3aHHBIE IIOMEIICHHUS
JIOJDKEH OBITh UCKIIIOYEH.

1.3. K cnexyromum kareropmsaM o6mekToB oxpabl AMIOY MO JImHCKO
paion  «[letckuit cam Ne2» (mamee - CHCHIIOMCINEHNSA) TPEIbABIIIOTCS
YAKCCTOUCHHBIE ~ TPECOOBAaHMS 1O  GE30MACHOCTH: IOMELICHUS, B KOTOPBIX
YCTAHOBIICHBI KPUITOIPAQUUYECKHE CPEACTBA, MPEIHA3HAUCHHBIE UL MU PPOBaAHUS
IIEPCOHATIBHBIX TAaHHBIX (B TOM YHCIIE HOCHTENN KITFOUCBOiL uHpOpMAITHH).

1.4, OTBEeTCTBEHHOCTL 3a COGMIONEHUE MONOKCHMIH HACTOAIIECH WHCTPYKIIHMU
HECYT COTPYAHUKH CTPYKTYPHBIX IOApa3AeIeHnH, 00pabaThIBAIOIINX TePCOHATBHEIE
AAHHBIC, & TaK )K€ PYKOBOJIMUTEIH CTPYKTYPHBIX IOAPA3IECICHIIH.

1.5. Kourpome 3a cobmromenueM TpeGosammit HAaCTOSIIEN WHCTPYKIIUU
00eCIeurBacT OTBETCTBEHHBIN 32 OPraHM3AIIMIO 00pabOoTKHM IIepCOHANBHBIX TaHHbIX.

1.6. HexoTophle MONMOXEHNs NaHHOH HHCTPYKIUH MOTYT HE TPHMCHATHCA B
3aBHCUMOCTH OT CHCLHU(GUKH OOpPabOTKH MEPCOHATBHBIX MAHHEIX AMJIOY MO
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Jurckoit paion «[letckuit cam Ne2» II0 COIIACOBAHHMIO C OTBETCTBEHHLIM 34
OpTaHU3aIuI0 00pabOTKY MEPCOHANBHEIX NAHHBIX.

1.7. Bee obwextrr oxpansl AMJIOY MO Jlunckoi paiton «JleTckuit cam N2y
JOJDKHEI OBITE 000PYIOBAHBI OXPAHHOM CUTHAIH3AINEH,

1.8. Orpaxnaronme KOHCTPYKIMM OOBEKTOB OXpaHbl JOKHBI IPEAIONATATE
CYIICCTBCHHBIC TPYIHOCTH I HAapyIIWTENsd II0 HMX MpeoxoNeHuro. Ilpumep:
METaJNIMYIECKUE PEIICTKN Ha OKHAX, MeTaJuindeckas asepb, CKYJI u T.1.

2. Jlomyck B IOMeIIeHHUsT, B KOTOPBIX BeleTcst 00padoTka IePCOHAbHBIX
JaHHBIX

2.1. JlocTynm MOCTOPOHHMX JIUIl B TIOMEIIEHHUS, B KOTOPBIX BEIETCS obpaboTka
[EPCOHATLHBIX NAHHBIX, IOJDKEH OCYINECTBIAETCA TONBKO BBHUIY CIYKeOHOIT
HEOOXOTUMOCTH.

2.2. Tlpn 3TOM Ha MOMEHT NIPUCYTCTBHS MOCTOPOHHHX JHII B MOMEIICHHH
JIOIKHBI OBITH PUHSITHI MEDHI 110 HENOIYIICHHIO 03HAKOMIIEHHS TT0CTOPOHHIX JIHIL C
[CPCOHANBHBIMA  NaHHBIMH. [IpuMep: MOHHMTOPBI MHOBEPHYTHI B CTOPOHY OT
MOCETUTENEH, TOKYMCHTBI YOpaHBI B CTOJ, MO0 HAXOMATCS B HENPO3PAUHON MAIlKe
(HaKpBITHI YACTBIMU JIHCTAMHU OyMAar).

2.3. JIomyCcK COTPYNHMKOB B IIOMCIIEHHS, B KOTOPEIX BENETCS obpaboTka
MEPCOHANBHBIX ~ TAaHHBIX, O(OPMIIAETCA IIOCIE IOANMCAHUS  COTPYIHHUKOM
00s[3aTeIBCTBA O HEPA3MIAINEHHH U MHCTPyKTaka OTBETCTBEHHOTO 33 OPraHU3AIHI
00paboTKK IIEpCOHANBHBIX HaHHBIX, 1THO60 OTBETCTBEHHOIO 3a 0OeCHeUeHHe
OesomacHoCTH HHPOPMAIIOHHBIX CHCTEM EePCOHAIBHbIX JAHHbIX.

24. B mHepabodee BpemMA IIOMEIICHHs, B KOTOPBIX BedeTcs 06paboTka
[IePCOHATBHBIX AHHBIX, IOJDKHBI CTABUTLCA Ha OXpaHy. [Ipu 9ToM Bce okHa U IBEpH
B CMEXHBIC IIOMEIICHHNS HOJDKHBI OBITH Ha/lEXKHO 3aKPhITI, MaT€PUANbHBIE HOCHTEIH
IIEPCOHANBHBIX JaHHBIX MNOIDKHBI ObITH yOpaHB! B 3ammpaemsie mkadbl (ceidrr),
KOMITBIOTEPEI BBIKIIFOYEHBI THO0 3a0I0KUPOBAHEL.

3. lomyck B cepBepHbIe MOMeENeHUS

3.1. JlocTynr B cepBepHbIEC MOMEIIEHUS Pa3PEIeH TOIBKO OTBETCTBEHHOMY 3a
TexHUYeckoe  obcmyxusanue VICIIJIH, OTBETCTBEHHOMY 3a  OOecreueHne
OesomacHocTH  MHGOPMALMOHHBIX ~ CHCTEM  [EPCOHANBHBIX  JAHHBIX 1
OTBETCTBEHHOMY 32 OPraHM3alMIo OOpaGOTKH MEPCOHANBHEIX NAaHHBIX. YBOpKa
CEPBEPHBIX ITOMEIICHUH IPOUCXOAUT TOJIBKO MPH CTPOTOM KOHTPOJIE YKa3aHHBIX JIHIL.

3.2. CepBepHOE TIOMENICHNE B OOS3aTENBHOM IOPSIKE OCHAIACTCS OXpaHHOU
CUTHAJM3aIMed, CUCTEMON BUICOHAOTIONEHMS M CHCTEMOM aBTOHOMHOTO MUTAHMS
CPEICTB OXpaHEI.

3.3. Joctyn B cepBepHbIE MOMEIIEHHMS [T0CTOPOHHUX JIHI] IOITYCKAETCS CTPOTO
IO corracoBaHuio ¢ OTBETCTBEHHBIM 3a OPraHU3ANNI0 00PabOTKM IepCOHATbHBIX
IAHHBIX.
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3.4. HaxokneHHE B CEPBEpHBIX MOMEIICHHSIX IIOCTOPOHHUX JIHI 0e3
COITPOBOKAAFOIIETO HE JIOIIYCTUMO.

4. lomyck Jui B CIIeIIOM eIl e H U

4.1. CrennoMemeHus BEIIENAIOT C YUeTOM PasMepoB KOHTPOIUPYEMEIX 30H,
PCIIIAMCHTHPOBAHHBIX  OKCINIYaTallTHOHHOM M TeXHUYECKOM TNOKYMEHTAIlue K
KPHIITOCPEACTBAM. [IOMELICHUS JOKHBI MMETh IPOYHBIE BXOTHBIE IBEpH C
3aMKaMH, FApaHTHPYIOMIUMHE ' HaJIeXKHOE 3aKpBITHE TIOMEICHUIT B Hepabouee Bpemsl.
OKHa IOMeNIeHHUH, PACION0KEHHBIX Ha IICPBBIX MM MOCIENHUX dTaXkKaX 3MaHHH, a
TAKOKC OKHA, HAaXOAAMIMECS OKONO MOKAPHBIX JIECTHHI[ H APYTUX MECT, OTKyZHa
BOSMOXHO TIPOHMKHOBEHHC B CIELIIOMENIEHHs [TOCTOPOHHHX JIHII, HEOOXOIUMO
000pynOBaTh METaUTHYECKUMU pCIICTKAMH, MM CTaBHAMH, WIH OXPAaHHON
CUTHaIU3aIeH, 158105 JIPYTUMH CpeICTBaMHU, PCISITCTBY FOINUMHU
HCKOHTPOIUPYCMOMY IIPOHUKHOBEHUIO B CITCIIITOMELLICHILSL.

4.2. PasMemenue, crenuagbHoe o0OpyZOBaHHe, OXpaHa M OpraHW3AlMs
pexnma B CHEIIIOMEIIEHUSIX JIOJIKHBI HCKIIFOUYNTD BO3MOKHOCTh
HCKOHTPOIMPYEMOIO IIPOHUKHOBEHUS WX MTPeOBIBAHUS B HUX MOCTOPOHHUX JIUII, a
TaIoKC MPOCMOTPa MOCTOPOHHUMH JIUIAMH BELYLIUXCS TaM paGoT,

4.3. Jlng upemoTBparmenHus [IPOCMOTpa H3BHE CHEUNOMEIIEHHM WX OKHA
JIOJDKHEI OBITh 3aIlUIIEHBI. '

4.4. CroenmoMemeHus, Kak IIPABUJIO, OJDKHBI OBITH OCHAIIEHLI OXpaHHOM
CHTHAIIM3ALMEH, CBA3aHHOM CO CIy’00H OXpaHBI 3MAHHS WM IEXYPHBIM 110
OpraHu3aluy. VICIpaBHOCTh CUTHANM3ANUHT TIEPHOIMYECKH HEOOXOIMMO IIPOBEPSTH
OTBETCTBCHHOMY 32 OPTaHH3alii0 00pPabOTKH MePCOHATBHBIX NAHHLIX COBMECTHO C
IPCICTABUTENECM CIIy)KOBI OXPaHbI WM JEKYPHBIM 110 OpPTaHU3allUd C OTMETKOM B
COOTBETCTBYIOIIUX JKypHAIIaX.

4.5. s XpaHeHHS KITFOYEBBIX MOKYMEHTOB, OKCIUTYaTallMOHHOM U
TCXHUYECKOH NOKYMEHTAIMH, WHCTALTAPYIOIIUX KPUIITOCPEACTBA HOCHUTEIEH
JIOIDKHO ~ OBITH  IIPEAYCMOTPEHO  HEOOXOMMMOE  KOIHIECTEO HaJCKHBIX
MCTAJUIMICCKUX  XPaHUJIHUIN, OOODPYHOBAHHBIX BHYTPEHHHMH 3aMKAMH C JBYMSI
SK3CMILIAPAMU  KIFOYCH W KONOBBIMH 3aMKAMH MM IIPUCTIOCOONCHHSMM TULS
OUCYATHIBAHKMA 3aMOYHBIX CKB)XHH. OIMH 9SK3eMIUIAp Kio4a OT XpaHWINIIA
AOJDKCH HaXONUTECS ¥ OTBETCTBEHHOIO 3a OPTaHU3AINI0 00pabOTKH IIepCOHaJIbLHEIX
JAHHEIX.

4.6. Ilo okOHYaHMH paGoYero JHS CHEIMOMENIeHNE U YCTaHOBJIEHHBIE B HEM
XPaHUIHUINA TOIDKHBI OBITE 3aKPBIThI, XPAHWITHINA OlIeYaTaAHEL.

4.7. Kiroun OT CrieI[moMenteHui, a Takke Ko OT XPaHUIIHINE, B KOTOPOM
HaXOIATCA KIIIOIH OT BCEX NPYTHX XPaHWIMIL CIENIIOMEIICHHS, B ONEUaTaAHHOM
BUJIE JOJDKHBI OBITH CHAHBI HOJ PACIHCKY H COOTBETCTBYIOIIEM KypHAIIC CITyKObI
OXPaHBI MK IEKYPHOMY 110 OpraHH3alMK OJHOBPEMEHHO C Iepefadeii Moy OXpaHy
CaMuX crennomernenus. [leqary, npennasHadeHnble OIS OMeYaThIBAHNS XPaHUIIHIII,
AOCJDKHBL HAaXOAWUTBCS Y IIOJIB30BATEICH KPHIITOCPENCTB, OTBETCTBEHHBIX 34 OTH
XpaHUIHIIA.
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4.8. Ilpum yTpare KioYa OT XPAHWIMIIA WIH OT BXOIHOH IBepH B
CIICLIOMEIICHIE 3aMOK HEOOXOIMMO 3aMEHHTh WIM MepeleliaTh ero CEKpeT C
M3TOTOBJICHHEM K HCMY HOBBIX KIIOYEH C NOKYMEHTAIBHBIM OdopmieHneM. Ecim
3aMOK OT XpaHHIIMINA [EPENCNaTh HEBO3MOXKHO, TO TAKOe XPAHMIHLIE HeOBXOIUMO
3aMEHHUTD. [IOPSIOK XPaHEHHS KIFOYEBBIX H APYIUX JOKYMCHTOB B XpaHUIHILE, OT
KOTOpOTO  yTpayeH KIOY, [0 M3MEHEHHsS CeKpeTa 3amKa YCTaHABIUBACT
OTBETCTBEHHBIN 3a OPTaHU3AIMIO 00PAGOTKH IEPCOHANBHBIX TAHHBIX.

4.9. B O0OBIYHBIX yCIOBHSX CIICUIIOMEIICHMS, HaXOmIIIUECS B HHUX
ONCYATAHHBIC XDAHMJIMIIA MOTYT OBITH BCKPBITBI TONBKO  IMONB30BATEISMI
KPHIITOCPE/ICTB MM OTBETCTBEHHBIM 3a OPTaHH3ALHIO 06paGoTKY [IEPCOHATBHEIX
JIaHHBIX,

Ilpu  oOHapyXeHWM  HpHU3HAKOB, YKa3bIBAOIIMX  HAa  BO3MOXHOE
HCCAaHKIMOHUPOBAHHOEC IPOHHUKHOBEHWE B OTH IIOMEIIEHUS TN XPaHUITHIIA
IOCTOPOHHHMX JUL, O CIyYHBIIEMCS JIODKHO OBITh “HEMEMIEHHO COOOGIICHO
OTBECTCTBEHHOMY 3a OPraHHU3ALHI0 00pabOTKH TI€PCOHATLHBIX JaHHbIX. [TpuObIBIIIMIA
OTBCTCTBCHHBIH 33 OPTaHM3AIHI0 OOPabOTKH IIEPCOHANBHBIX TAHHDIX IIOJDKCH
OHCHUTB  BOSMOXKHOCTH ~KOMIIDOMETALMH XPAHAIIUXCS KITFOYEBBIX U IPYTHX
AAOKYMEHTOB. COCTaBUTb aKT M HPUHSTh, IPH HEOOXOAMMOCTH, MEPbI K JTOKATH3ALIIHI
MOCICACTBUA ~ KOMIPOMETALNM  MEPCOHANBHBIX  JAHHBIX U K 3aMeHe
CKOMIIPOMETHPOBAHHBIX KPUIITOKIOUEH.

4.10. PasMemienve u  MoOHTax KPUAIITOCPEACTB, a TaKkKe JPyroro
000pynoBaHus, (QyHKIHOHHPYIOEro ¢ KPHUIITOCPCIACTBAMHM, & CIIEI[IIOMEIICHISIX
AOIDKHBL  CBECTH ~ MHHUMYMY  BO3MOXHOCTH  HEKOHTPOIHPYEMOTO JOCTyTIa
IOCTOPOHHMX I K yKa3aHHBIM CpEACTBAM, TEeXHHYECKOE OBCIIYXKHBAHHE TAKOTO
00OpPYIOBAHMA W CMeHa KPHIITOKIOYCH OCYIIECTBILIIOTCSA B OTCYTCTBHE JIML[, HE
AOIYIIEHHBIX K pabOTe ¢ TaHHBIMU KPUIITOCPEICTBAMH,

4.11. Ha Bpemsl OTCYTCTBHS IIONB30BaTENEH KPUIITOCPENCTB YKa3aHHOE
000py/IOBaHWE, IPU HATHYAM TEXHHIECKOH BO3MOXXHOCTH, JIOJDKHO  OBITh
BBIKUIFOUCHO, OTKJIFOYCHO OT JIMHUM CBSI3H U yOPaHO B OIEYaThIBAEMEIE XPAHUIHINA. B
IPOTHBHOM CITytdae 110 COTIACOBAHHIO C OTBETCTBEHHBIM 32 OPTaHH3AIIMIO 00paboTku
[ICPCOHAIBHBIX NaHHBIE HEOOXOMMMO HPELYCMOTPETh OPraHU3aAlHOHHO-TEXHIUECKIE
MECPBI, HCKITIOYAIOIINE BOSMOKHOCTD MCIOTE30BAHMS KPUIITOCPEIETE IIOCTOPOHHUMHU
JIALIAMH.

3aMECTHUTEINb 3aBEAYIONEro mo BMP %{/Z g H.B. Komman




