MHOPOPMALMOHHAA NAMATKA
ONA OBYYAIOLWMUXCA

Ob MH®POPMALMUOHHOMU
BE3BONACHOCTM

C kakgblM rogomM MONoaexu B MHTEPHEeTE CTaHOBUTbLCA Gonblue, a LWKOMNbHUKN
OOHW N3 CaMbIX aKTUBHbIX Mosfib3oBaTenen PyHeTa. Me>|<,u,y TEM, MOMNMO OrpoOMHOIO
Konm4yectBa BO3MOXHOCTEWN, MHTEPHET HeCeT U I'IpO6J'IeMbI. OTa namaTtka AosmkHa
nomoyb Tebe 6e3onacHoO HaXoaUTLCS B CETH.

KomnbloTepHble BUPYCbI

KoMnbloTepHbIM BUPYC - 9TO PasHOBMAHOCTb KOMMbBIOTEPHbIX MporpaMmm,
OTNIMYNTENBHOW OCOBEHHOCTBIO KOTOPOWN SIBNSIETCA CNOCOBHOCTL K pa3MHOXeHM0. B
AOMNOSHEHME K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UMU MOMHOCTBI0 YHUYTOXUTL BCe
dannbl 1 AaHHble, NOAKOHTPOSbHbIE MOMbL30BATENO, OT MMEHW KOTOporo Obina
3anylweHa 3apaxeHHas nporpaMma, a Takke MOoBpeAuTb UMM Jaxe YHUYTOXMUTb
OonepauuoHHy0 cUcTeMy cO Bcemu pavnammn B uenom. B GonbwmHCTBE crnyvaeB
pacnpocTpaHATCA BUPYCbl Yepes3 UHTEPHET.

MeTO,EI,bI 3alNTbl OT BPEAOHOCHbIX MPOrpamMm:

1. Wcnonb3yn coBpeMeHHble OrnepaunoHHbIE CUCTEMbI, UMEKLLME Cepbe3HbIN
YPOBEHb 3alnTbl OT BPELOHOCHbLIX MporpamMm;

2. MoctoaHHO  ycTaHaBnvMBanm NadvyTu  (UMdpPOoBbIE  3annaTku,  KOTopble
aBTOMAaTUYECKN YCTaHaBNMBAKTCA C LUenblo AopaboTku nporpammbl) U gpyrue
OOHOBMEHNSA CBOEWN onepaunoHHOM cuctemMbl. CkaumBam MX TOMNbKO C 0puUManbHOro
canTa paspabotuymka OC. Ecnu cyuwecTByeT pexmnm aBToMaTUYECKOro oGHOBMNEHNS,
BKITHOYU €rO;

3. Pabotan Ha cBoem KOMMbOTEPE NOA4 nMNpaBaMuy nMNoOJib3OBATENIA, a He
agMWHUCTpaTopa. OTO He no3BonuT 6OJ'IbLIJI/IHCTBy BPEOOHOCHbLIX MporpamMmm
MHCTanmMpoBaTbCA Ha TBOEM NMEPCOHAJNIbHOM KOMIbIOTEPE,

4. Vicnonb3yh  aHTUBMPYCHble  MpOrpaMMHble  MNPOAYKTbl  U3BECTHbIX
npousBoauTenen, ¢ aBTomaTnyeckum obHoBneHnem 6as;

5. OrpaHnyb OU3NYECKMIN AOCTYN K KOMMbIOTEPY AMS NOCTOPOHHMX NILL;

6. icnonb3yn BHELWHWe HocuTenn MHopMauuun, Takme Kak neLuka, guck nnu
dhann n3 nHTepHeTa, TONbKO M3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTkpbiBan KoMnbloTepHble aunrnbl, MNOMy4YeHHble W3 HeHaOeXHbIX



NCToYHUKOB. [axe Te dpannbl, KOTOpble npucnan TBOW 3HAKOMBbIW. Jlydlle yTOYHU Y
Hero, oTnpaBnNAn nm oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepedayvn OaHHbIX, HE TEXHOMOrns, a BCcero nuuwb bpeHa,
mapka. Ewe B 1991 rogy HuaepnaHackass KOMnaHus 3apeructpupoBana 6peHp
"WECA", 410 o0603Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbIn
nepeBoanTCA Kak "6ecnpoBoaHas TOYHOCTL".

[o Hawero BpemeHn gowrna gpyraa abbpesunaTypa, KoTopas ABNSAETCS Takon
Xe TexHonornen. 3to abbpesumatypa "Wi-Fi". Takoe Ha3BaHue 6bIfio 4aHO C HAMEKOM
Ha CTaH4apT BbiCLLEn 3BYKOBOW TexHWkM Hi-Fi, 4yTo B nepeBoge o3Ha4vaeT "BbiCOKas
TOYHOCTbL".

[a, 6ecnnaTHblM MHTEPHET-OOCTYN B Kadhe, oTensax u asponopTax ABNSETCH
OTJIMYHOW BO3MOXXHOCTbIO BbIXO4a B UHTEPHET. HO MHOrMe aKcnepTbl CHUTAKOT, YTO
obwepnoctynHblie Wi-Fi ceTn He siBnatoTcs 6e3onacHbIMu.

CoBeTbl N0 6e30onacHOCTU paboTbl B 06Lea0CTYNHbIX ceTax Wi-fi:

1. He nepepaBan CBOK NU4YHYO MHGOpMauMio Yyepe3d obuienoctynHble Wi-Fi
cetn. Pabotasa B HUX, XenaTenbHO HEe BBOAMTL Naposnn JOCTyNa, SIOrMHbI U Kakue-To
HOMepa;

2. icnonb3yn n OBHOBMAW aHTMBMPYCHblE NporpaMmmbl U GpaHamayep. Tem
cambIM Tbl 06e3onaculb cebs 0T 3aKkayky BUpyca Ha TBOE YCTPOMCTBO;

3. MNpu ncnonesoaHmm Wi-Fi oTknoumn yHkumio "O0Lwmin goctyn K dannam wm
npuHTepam”. [aHHaa QyHKUMS 3akpbiTa MO YMOJSIYaHWUIO, OOHAaKO HeKOoTopble
nosfib3oBaTenu akTMBMPYIOT ee aAnd yaobcrea ucnonb3oBaHnsa B paboTte unu yyede;

4. He ncnonb3yn ny6nu4uHein WI-FI gna nepegayvm nuyHbIX AaHHbIX, HAanpumep
AN Bbixo4a B coumarnbHble CETU UMK B SNIEKTPOHHYHO NOYTY;

5. cnonb3yn TomnbKo 3awuweHHoe coegmHeHne yepes HTTPS, a He HTTP, T.e.
npu Habope Beb-agpeca BBOAM MMEHHO “https://*;

6. B MobunbHoM TenedoHe oTkMoUM  yHKumo "MogkniodeHne Kk  Wi-Fi
aBTOMaTmyeckn". He gonyckam aBTOMaTUYECKOro noAKIIoYEeHNsA YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHeble ceTu

CoumanbHble CeTM aKTMBHO BXOOAT B HalUy XW3Hb, MHOrMe noan paboTtatloT u
XWBYT TaM MOCTOSAHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4ernoBex,
yTo ABNSAETCHA OOQHOMW CeOdbMON BCeX Xuternen nnaHetbl. MHorme nonb3oBaTenn He
NOHUMAIOT, YTO MHOPMALUS, pasMeLLEHHAs MU B COLMATbHbIX CETAX, MOXET ObITb
HangeHa u Mcnorb3oBaHa KeEM YrogHo, B TOM 4ucne He obsasaTtenbHoO ¢ 6Gnarmmm
HaMepeHNAMMU.



OCHOBHble coBeTbl No 6&€30MacHOCTH B COUMaNbHbIX CETAX:

1. OrpaHuyb cnUcok apy3en. Y Tebs B Apy3bsaX HEe AOMKHO ObITb CryYanHbIX U
He3HaKOMbIX JTI0OEN;

2. 3awmuianm CBOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca,
AaTy TBOEro poXAeHUs N OpYryto NUYHYK MHOPMauuio. 3royMbILLITEHHUKA MOTYT
NCnonb3oBaTh Jaxe WHGOpPMauuio O TOM, Kak Tbl U TBOM poOAMTENWU NnaHupyeTe
NPOBECTU KaHWKYNbI;

3. 3awmuiar cBo penyTauuio - AEpPXU ee B YACTOTe U 3adaBait cebe BOMNpoc:
xoTen 6bl Tbl, YTOOLI ApyrMe nonb3oBaTeny BUAENN, YTO Thbl 3arpyxaewwb? MNogymai,
npexane YeM 4YTo-To onybnukoBaTb, HanNUcaTb U 3arpy3unTb;

4. Ecnn Tbl roBopulb C NOABMU, KOTOPbIX HE 3Haelwb, HE UCMONb3yn CBOE
peanbHOE UMS M OPYryl0 MMYHYI0 MHAOpMaUUK: UMsl, MECTO XUTENbCTBA, MECTO
y4elbl 1 npoyee;

5.  W3beranm pasmelieHuns potorpacdhun B IHTepHeTe, rae Tbl M306paxkeH Ha
MECTHOCTU, NO KOTOPOM MOXHO OonpeaennTb TBOE MECTOMOSIOXKEHNE;

6. MNpu pernctpauum B coLmanbHON ceT HeOOXOAMMO UCMONb30BaTh CrOXHbIE
naponu, coctosiLme n3 6yks 1 UMdP 1 C KONIMYECTBOM 3HAKOB He MeHee 8;

7. lns coumanbHOM ceTu, NOYTbl U OPYrMX CanToB HEOBXOAMMO UCMONb30BaTb
pasHble naponu. Toraa ecnu Te6a B3NOMatoT, TO 3MT0YMbILLIIEHHUKN NOfy4aT AOCTynN
TONbKO K OQHOMY MECTY, a He BO BCe cpasy.

D/IEKTPOHHbIE AEeHbIU

ONEKTPOHHbIE AeHbrM - 3TO OYeHb YyAobHbIM cnocob nnaTexew, OAHaKo
CYLLECTBYIOT MOLLUEHHWKN, KOTOpblE XOTAT NONYyYnTb 3TWN AEHbIW.

aﬂeKTpOHHble OeHbrn nodsunnMcb coBceMm HeagaBHO U MUMEHHO M3-3a 3TOro BO
MHOrmx rocygapcreax go CcuMx nop He nponmcaHo npo HMX B 3aKOHaX.

B Poccun e oHM OYyHKUMOHMPYIOT U O HUX yXKe NPONUcaHO B 3aKoHe, rae ux
pa3gensatT Ha HEeCKOSTbKO BMAOB - aHOHVMMHbIE U HE aHOHMMHble. Pa3Huua B TOM,
YTO aHOHMMHblE - 3TO Te, B KOTOPbIX paspellaeTcs NpoBOAUTb onepauun 6es
naeHTurKaumm nonb3oBaTtend, a B HeaHOHUMHbIX MOeHTUMKaUNa nonb3oBaTens
aBnsetcsa oba3aTtensHoN.

Takke cnegyeT pasnuyaTb 3rEKTPOHHble  buatHble AeHbrn  (paBHbI
rocyfapCTBEHHbIM BanioTam) W 3reKTPOHHble HedwmaTHble OeHbrn (He paBHbI
rocyapCTBEHHbIM BanooTam).

OCHOBHble coBeTbl N0 He3onacHoM pa60Te C 3/1IEKTPOHHbIMWN AEHBIAMM:

1. MNpuBsXKM K c4HeTy MOBUMbHBLIN TenedoH. O3To cambii yOOOHbIM U ObICTPbIV
cnocob BOCCTaAHOBUTbL AOCTYyN K c4yeTy. [lpuBsa3aHHbIN TenedoH MNOMOXET, €Cnu
3abygellb CBOWM NNaTeXHbld Napofb WM 3angellb Ha CanT C  He3HaKoMOro



YCTPOWCTBA;

2. icnonb3yn opgHopasoBble naponu. [locrne nepexoga Ha  YCUNEHHYHO
aBTopmsaumio Tebe yxe He OygeT yrpoxaTb ONACHOCTb KpaXu UM nepexsaTa
nnaTexXHoro napons;

3. Bbibepn cnoxHbin naponb. [llpectynHukam ©Oygoet He NpocTo yragatb
CNOXHbIN naponib. HagexXHble naponiv - 3To Naposnun, KoTopble cogepXaT He MeHee
8 3HaKoB M BKNOYaKT B cebSA CTPOYHbIE N NPONUCHbIE BYKBbI, LUMMPbI U HECKOSBLKO
CAMBOJIOB, Takue Kak 3HaK Jonnapa, (yHTa, BOCKNMUATESIbHbIA 3HaK W T.M.
Hanpumep, $tRONg!;;

4. He BBOOM CBOM NUYHbIE AaHHbIE Ha caiTax, KOTOPbIM He JoBepsiELLb.

3}'IeKTpOHHaﬂ noyrta

OneKTpoHHasa no4yta - 3TO TEXHONOMMA M NpefocTaBnsieMble e ycryru no
nepecbisike 1 MOfyYEeHNI0 3NEKTPOHHbLIX COOBLLEHUIN, KOTOpble pacnpenensaiwTcs B
KomnbtoTepHon ceTn. OBbIYHO INEKTPOHHBIN NOYTOBbLIN ALWUK BbIFISAAUT CReayoLwmnm
obpasomMm: uMs_nonb3oBaTend@uMs_AoMeHa. Takke KpoMe nepefadm npocToro
TeKCcTa, UMeeTCs BO3MOXHOCTb nepefaBaTh hannbl.

OCHOBHble COBeTbI M0 He3onacHoM paboTe C 3/1eKTPOHHOM NOYTOMN:

1. Hapo BbibpaTb NpaBusbHbIN NOYTOBLIN CEPBUC. B MHTEPHETE eCTb OrPOMHbIN
Bblbop 6ecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Jydlle 4OBEPATb TEM, KOro 3HaeLlb
N KTO NEPBbLIN B PEUTUHTE;

2. He ykasbiBan B NIMYHOW No4YTe JIMYHYKO MHOpMauuio. Hanpumep, nydiwle
BblbpaTb "My3bikanbHbIN_aHaT@" nnu "pok2013" BmecTto "temal13";

3. icnonb3y aByxaTanHylo aBTopm3aumio. JTO Korga NMoMuMMO Maporis HYXXHO
BBOAUTb KOA, Npucbinaembin no SMS;

4. Bbibepu cnoxHbii naponb. s Kaxagoro noYToOBOro siLMKa OOMKEH ObiTb
CBOW HaeXHbIN, YCTONYMBBIV K B3STOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanncaTb CamoMy CBOW NTUYHBIN BOMPOC, UCNOSb3yN
3Ty BO3MOXHOCTb;

6. Mlcnonb3yn HECKOMbKO NOYTOBbLIX ALWNKOB. [NepBbl ANs YaCTHOM Nepernmcku ¢
agpecataMmy, KOTOpbIM Tbl AoOBepsielb. JTO JfEKTPOHHbIN agpec He Haao
ncnosib3oBaTh NPU perncTpaumm Ha popymax n cantax;

7. He oTkpbIBay thannbl 1 gpyrue BoXeHnsa B NUCbMax, Aaxe eCrv OHW MPULLINn
OT TBOMX Apy3en. Jlyyie yTOYHW Yy HUX, OTNPaBMSaNM N oHn Tebe aTn dhannsl;

8. [locne okoH4YaHMs paboTbl HA MOYTOBOM CEPBUCE MNeEpen 3aKpbITUEM BKIAOKM
C canToM He 3abyab HaxaTb Ha "Bbintn".



KnbepbynivHr nnm BUpTYanbHOE U3AEBATENLCTBO

KnbepbynnuHr - npecnegoBaHne coobueHnammn, cogepxalimmm ockopbnenus,
arpeccuto, 3anyrmBaHue; XynuraHcTBO; couunanbHoe BONMKOTUMPOBaHME C MOMOLLBIO
pasnUYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6Hopbbe ¢ KNbepbyNNNHIoM:

1. He Gpocaica B 6on. Jlydwmin cnocob: nocoBeToBaTbCA Kak ceba Bectu u,
eCcnn HeT TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane ycrnokouTbca. Ecnu Thbl
HayHelWb OTBeYaTb OCKOpOneHusIMM Ha ockopbneHusi, TO TONbKo elwe Oonblue
pasoxKeLlb KOHQMNKT;

2. YnpaBnsu cBoeun knbeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHUMaA. CyLLl,eCTByI-OT CcnocoObl BbIACHUTb, KTO CTOUT 3a
AdHOHUMHbIM aKKayHTOM;

4, He cTouT BeCTM XynuraHckui obpas BUPTyanbHOW XWU3HW. WIHTepHeT
dukcnupyeT BCe TBOM [OEWUCTBUMA W CcOXpaHseT ux. Yaanutb nx bygeTt KkpaunHe
3aTpyAHUTENBHO;

5. Cobniogan cBOK BUPTyasibHYIO YeCTb CMOSOAY;

6. rHopupyn  eamHunyHbin ~ HeratmB.  OpHOpas3oBble  OCKOPOMTENbHbIE
coobuleHuna nydwe mrHopupoBaTb. OObIYHO arpeccus npekpallaeTcsl Ha HavyanbHOM
cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOOLEHUSIMU, B
coumanbHbIX CETAX €eCTb BO3MOXHOCTb ONOKMPOBKM OTNPaBKM COOOLLUEHUIA C
onpeaeneHHbIX aapecos;

8. Ecnn Tbl cBugetenb knbepbynnuHra. TBoM OEWCTBMSA: BbICTYMUTb MPOTUB
npecnenoBaTens, NokasaTb €My, 4YTO €ro [eWCTBUS OLIEeHUBAlOTCS HeraTuBHO,
noadepXaTb JKepTBY, KOTOPOW Hy)XHa MCMXonorMyeckasi Momollb, COOOWNUTb
B3pOCbIM O (paKTe arpeccMBHOroO NOBEAEHUS B CETH.

MobunbHbIV TenedpoH

CoBpeMeHHble CMapTdOHbI M NNaHWeTbl cogepxat B cebe BMOfHe B3pOCHbIn
yHKUMOHAN, W Tenepb OHW  MOFYT KOHKypupoBaTb CO CTauMOHapPHbIMU
komnbtoTepamn. OgHako, CpeacTB 3awmuTbl Ans NogoOHbIX YCTPOMCTB MOKa OYEeHb
Mano. TecTMpoBaHMe N NOUCK YA3BMMOCTEN B HUX NPOUCXOLUT HE Tak UHTEHCUBHO,
kak ana MK, To e camoe kacaeTcs n MOBUbHbIX MPUIOXKEHWIA.

CoBpeMeHHble MOBUIbHbIE Bpay3epbl yXKe NpakTUYecKu OOrHanm HacTosSbHble
aHarnoru, ogHako paclmpeHne yHKUMoHana BrneyeT 3a cobor 6onbLUY CNOXHOCTb
N MEHbLUYIO 3aLLMLLEHHOCTb.

[daneko He Bce npou3BOAUTENN BbINyCKAalOT OOHOBMEHUS, 3aKpbiBatoLLMe
KpUTUYECKne ysi3BUMOCTM ON1Si CBOMX YCTPOMCTB.



OCHOBHble coBeTbl 414 6e3onacHOCTN MOBUABLHOrO Teﬂed)OHaZ

Huyero He siBnsieTcs no-Hactosiwiemy OecnnaTHbIM. Bbyab ocTopoXeH, Bedb
korga Tebe npeanaratoT 6GecnnaTtHblA KOHTEHT, B HEM MOTYT OblTb CKPbITbI
Kakue-To nnaTHble YCNyru;

Oyman, npexge 4vem otnpasuTb SMS, oTOo unu Bnaeo. Tbl TOYHO 3Haellb,
roe oHu 6yayT B KOHEYHOM uTtore?

Heobxoammo o6HOBNATL ONEPaLMOHHYIO CUCTEMY
TBOEro cmaptoHa; Vcnonb3yn aHTUBUPYCHbIE
nporpamMmmbl Anst MOBUNbHLIX TenedoHOB;

He 3arpyxkall NpunoxeHus OT HEW3BECTHOTNO WCTOYHWKA, Bedb OHW MOryT
coaepxaTb BPeAOHOCHOe nporpammHoe obecneyeHue;

[Mocne Toro kak Tbl BbinAELb C canTa, rae BBOAWUIT NTMYHYI0 MHOpMauuio, 3anam
B HacTpounku bpaysepa n yganm cookies;

Mepuroanyeckn NpoBepsii, Kakme NnaTHbIE YCINyr akTMBMPOBaHbI Ha TBOEM
HOMepe;

[aBai cBon Homep MOBUNBHOrO TenedoHa TOMbKO NOAAM, KOTOPbIX Thl 3HAELLb
1 KoMy goBepsielb; Bluetooth gomkeH ObiTb BbIKMOYEH, KOrAa Tbl UM HE

nonbayewbcs. He 3abbiBan nHorga npoBepsThb 3T0.
Online urpeol

CoBpeMeHHble OHMalH-Urpbl - 3TO Kpaco4vHble, 3axBaTbiBalOLLME pPa3BreYeHus,
00beaUHSIOLLIME COTHU ThICAY YEnoBek Nno Bcemy mMupy. Urpokn nccneayoT AaHHbIN
UM MUp, obLalTca Apyr ¢ APYroM, BbIMOMHSAT 3a4aHus, CpaXxakoTcs C MOHCTpaMu
M nony4atrT onbiT. 3a yOOBOMNbCTBME OHW MMATAT: MOKYNalwT AWUCK, OnnadnsaioT
aboHEeMEHT 1nu NpuobpeTatoT Kakme-To OnuuNn.

Bce atn cpeactBa mayT Ha nopdepkaHue U pasBuUTME Urpbl, @ Takke Ha
camy 6e30nacHOCTb: COBEPLUEHCTBYTCA CUCTEMbl aBTOPU3aLMMK, BbIMyCKaKTCH
HoBble natyM (UMdpoBble 3annaTku Ans NporpaMm), 3aKpbiBAOTCA YS3BUMOCTM
CcepBepoB.

B nogo6GHbIX nrpax CTOMT onacaTbCsl HE CTOMbKO CBOMX COMEPHUKOB, CKOMNbKO
Kpaxkyu TBOEro naporsi, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3aumu 60onbLMHCTBA
urp.

OcHOBHble coBeTbl N0 6e30MacHOCTM TBOEro NIFPOBOI0 aKKayHTa:

1. Ecnn ppyron urpok BegeT cebs nnoxo wnu cosgaeTr Tebe HenpuaTHOCTW,
3abnokupymn ero B CrMCKe WUrpOKOB;



2. Moxanynca agMUMHUCTpPaTOpaM WUrpbl Ha NII0X0e NMOBEeAEeHMEe 3TOr0 Mrpoka,
KenaTtenbHO MPUNOXUTb Kakune-To JoKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan fin4Hyt0 MHOpMauuio B npodanse urpbl;
4. YBaXkaun apyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumnaneHble Natiyv 1 MOAbI;

6. Micnonb3yn CrnoxHble 1 pa3Hble Naponu;

7. [laxxe BO BPeMS Urpbl He CTOMUT OTKMYaTb aHTMBUPYC. lMoka Tbl Urpaellb,
TBOM KOMMbIOTEP MOFYT 3apasnThb.

PUWKHr nnm KpaXa TMYHbIX OaHHbIX

O6blYyHOM Kpaxen AeHer U JOKYMEHTOB CEroAHs yXKe HUKOro He YAMBULLb, HO C
pa3BUTUEM MHTEPHET-TEXHOSOMMI 3NOYMbILLNIEHHUKU NEPEMECTUNIUCL B UHTEPHET, U
NPOAOKaT 3aHMMaTbCa "NOoOMMBbIM" OEnoMm.

Tak nosiBMNacb HoOBas Yyrposa: WHTEPHEeT-MOLIEeHHUYecTBa WM  OULLNHT,
rmaBHas Uefb KOTOPOro COCTOUT B MOMYYEHUN KOH(PMAEHUMAnNbHbIX AaHHbIX
nonb3oBaTerien - NorMHOB 1 naponen. Ha aHrnuinckom a3bike phishing unTaeTcs Kak
douwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl Mo 6Hopbbe ¢ PUWIMHIOM:
1. Cnegm 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina
B3flOMaHa, TO Heobxoaummo 3abnokmpoBaTb €e U CoOoBLWUTbL agMUHMUCTpPaTopam
pecypca 06 3TOM Kak MOXXHO CKOpEE;

2. icnonb3yn 6e3onacHble Be6-CcanThbl, B TOM YMCNE, UHTEPHET-MarasvHoOB U
NMOUCKOBbIX CUCTEM;

3. cnonb3yn cnoxuble W pasHble naponu. Takum obpasom, ecnu Tebs
B3/IOMatOT, TO 3MI0YMbILUNIEHHUKM NOMy4aT AOCTYMN TOMBbKO K O4HOMY TBOEMY NPOUIIIO
B CETU, @ HE KO BCEM,;

4. Ecnun Tebs B3nomanu, To He06xo0ANMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsiX, O TOM, 4YTO Tebs B3fniomanu n, BO3MOXHO, OT
TBOEro umeHn ByaeT paccbinaTtbCs Cnam U CCbIfIKM Ha (PULLMHIOBbIE CalThl;

5. YcTtaHoBM HagexHbin naponb (PIN) Ha MOBUIbHbIN TeNedoH;

6. OTKNto4YM coxpaHeHne napons B bpaysepe;

7. He oTkpbIBay tannbl 1 gpyrue BOXeHUa B NUCbMax, Aaxe eCrv OHW MPULLINN
OT TBOMX Apy3en. Jlyylie yTOYHWU Y HUX, OTNPaBAsn N oHn Tebe atn dannsbl.

Linpposan penyrauus

Lindposas penyTtaums - 3To HeraTMBHas U NO3UTUBHAA MHOPMaLNA B CETU O



Tebe. KomnpomeTtumpyrwowas WHpoOpMaunus, pasmelleHHass B UHTEepHeTe, MOXeT
cepbe3HbiM 00pasoM OTpasanTbCa Ha TBOEW peanbHOW Xu3Hu. "Lindposas
penytaumsa" - aT0 TBOM MMUOX, KOTOPbIM dhopMupyeTca n3 nHgpopmaumm o tebe B
WHTEepHeTe.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONIOXKEHUE, OCOGEHHOCTM
XapakTepa M pacckasbl 0 65M3KMX - BCe 3TO HaKannmBaeTCsi B CETU.

MHOrMe noApOCTKM NErkOMbICIIEHHO OTHOCATCA K Nybnukauum fMYHOW
UHopMauumn B MIHTepHeTe, He NOHMMAask BO3MOXHbIX NOCNeacTBUA. Tbl Jaxe He
CMOXellb JoragatbCca O TOM, 4To dpoTorpadus, pasmelieHHaa 5 net Hasag, ctana
NPUYMHON OTKa3a NpMHATL Tebsa Ha paboTy.

KoMmMeHTapun, pasmelleHne TBoux potorpadun n gpyrme OemcTBua Moryt He
NCYEe3HYTb Jaxe nocrne Toro, Kak Tbl UX yaanuub. Tbl He 3HaeLlb, KTO COXpaHun 3Ty
WHopMauuio, nonana M OHa B MOUCKOBbIE CUCTEMbI U COXpaHWUacb Nn OHa, a
rmaBHOE: YTO nogymatoT o Tebe okpyxaroLme noan, KOTopble HAaNQYT U yBUOAT 3TO.
Hantm wvHopmaumio MHOro rneTt cnycts cMoxeT nwbon - kak M3 Aobpbix
noby>xaeHun, Tak U C HaMepeHneM NPUYMHUTL Bped. OTO MOXeT ObITb KTO YrogHo.

OCHOBHble COBETbI MO 3alUMTE UMDPOBON penyTaLmm:

1. Mogyman, npexae 4em 4yto-To NybnmnkoBaTth U Nepefasath y cebs B 6riore nnm
B COLlMAribHOM CeTH;

2. B HacTporkax npocuns ycTaHOBM OrpaHUYeHuUss Ha nNpoCMOTP TBOEro
npoduns 1 ero coaepXxumoro, caenan ero Tonbko "ans apysen”;

3. He pasmeluan n He ykasbiBa MHOPMALMIO, KOTOPas MOXET KOro-nnbo
0oCKopOnNATL Nnn obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHble  LWIKOMbHWKM -  akTUBHble  MONb3oBaTenu  UMAPOBOro
npoctpaHctBa. OpHako [faneko He BCe 3HalwT, YTO MONb3oBaHWE MHOMMMMU
BO3MOXHOCTAMM  umcpoBoro  mupa  Tpebyer  cobniogeHna  npas Ha
WHTENNEeKTyanbHy COOCTBEHHOCTb.

TepMuH  "mHTEnnektyanbHass COBGCTBEHHOCTB" OTHOCUTCSA K pPasnUyHbIM
TBOPEHUSIM YENIOBEYECKOr0 YyMa, HauMHas C HOBbIX W300peTeHWn U 3HaKoB,
o603Ha4varoLmMx COBCTBEHHOCTb Ha MPOAYKTbI U YCNYrK, WU 3akaH4MBasi KHUramw,
doTorpadmsamm, KWHOUNIbMaMN U My3blKarbHbIMU NPOU3BEAEHUSMMU.

ABTOpCKME NnpaBa - 3TO MpaBa Ha WHTENneKTyanbHyld COOGCTBEHHOCTb Ha
Nnpou3BedeHNs1 Hayku, nuTepaTypbl U UCKyccTBa. ABTOpPCKME MpaBa BbICTynawT B
KayecTBe rapaHTUK TOro, YTO MHTENNEKTyanbHbIA/TBOPYECKUIA TPy aBTopa He byaeT
HanpacHbIM, JacT eMy crpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
cBOero Tpyda, MonyyYnTb W3BECTHOCTb W Mpu3HaHue. Hukto 6e3 paspelueHus
aBTOpa He MOXeT BOCMPOW3BOAMTL €ro NpousBeaeHne, pacnpocTpaHsTb, NyGrIMYHO
AEMOHCTpMpOBaTb, MpoAdaBaTb, WUMMOPTUPOBATbL, MyckaTb B MpokaT, MyGrnYHO
NCMNOMHSATb, NOKa3blBaTb/UCNONHATL B 3dmpe unu pasmewats B MIHTepHeTe.



Mcnonb3oBaHue "nupartckoro” nporpammHoro obecneyeHms MoOXeT NPUBECTU K
MHOMMM pUCKaM: OT MOTEepPU AaHHbIX K TBOMM akkayHTaM A0 OGNOKMPOBKM TBOEro
YCTPOWCTBA, rAe yCTaHOBMEHa HeneranbHaga nporpamma. He ctouT Takke 3abbiBaTb,
YTO CYLLECTBYIOT ferarnbHble 1 6ecnnatHble NporpaMmbl, KOTOPblE MOXHO HanWTU B
ceTun.

O noprane

CeTeBUYOK.pp - TBOM rMaBHbIA COBETYUK B CeTU. 30eCb Tbl MOXeELlb Y3HaTb
o 6e3onacHOCTM B CETU MOHATHBbIM U LOCTYMNHbIM A3bIKOM, @ NPU BO3HUKHOBEHUM
KpUTUYECKON cuTyaumm obpaTuTbCs 3a COBETOM. A TakkKe MpUHATH yyacTue B
KOHKypCax 1 ctaTb camMmbiM UM POBbLIM rpaxgaHnHom!
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