ITamsaTka njd od0yuyaromuxcsa 00 nHMDoOpMANMOHHOI
0€30MMaCcHOCTH JAeTen

Henb3sa
1. Bcem moapsia cooOmiaTh CBOKO YacTHYIO HH(GOPMAIIUIO (HACTOSIITUE UM,
dbamunuto, TenedoH, aIpec, HOMEp IIKOJIBI, a Takke ¢poTorpaduu CBOU, CBOCH
CEMbBHU U JIpy3ei);
2. OTKpbIBaTh BIOKEHHbIE (aillibl 3JIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HACIIb
OTIIPaBUTEIIS;
3. I'pyOuts, npuaupaThCsi, OKa3bIBaTh JAaBICHUE - BECTU C€0sI HEBEXKIUBO U
arpeccuBHO;
4. He pacnopsikaiics JeHbraMu TBOCH ceMbU 0€3 pa3pelieHus CTapIlinX - BCeraa
CIIpalluBai pOaUTENEH;
5. He Bcrpeyaiics ¢ THTepHET-3HAKOMBIMU B PEATbHOM JKU3HU - IIOCOBETYICS CO
B3pPOCJIBIM, KOTOPOMY J0BEpSIEIlIb.
OcTOpo)KHO
1. He Bce numryt npaBay. Ynraems o cebe HenpaBay B MIHTepHETE - cooOum 00
3TOM CBOUM POAMUTENSM HIIU OTEKYHAM;
2. Ilpurnamarot nepenuceBaThCs, UTPaTh, OOMEHUBATHCS - IPOBEPH, HET JIU
M0JIBOXA;
3. Hesakonnoe xonmpoBanue (aiinoB B IHTEpHETE - BOPOBCTBO;
4. Bcerna pacckas3biBaii B3pOCIbIM O TpoOiieMax B CETU - OHU BCEria IOMOTYT;
5. Hcnonb3yii HacTpoiiky 6€30MaCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPSITH CBOU
AKKayHTBI B COIICETAX M JIPYTHX MOpTaiax.
Mosxno

VYBakail Ipyrux nojb30BaTeiiei;

[Tonp3yembest IHTEpHET-UCTOUHUKOM - [IENIald CCBIIIKY HA HETO;

OTKpBIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

OOpataThbCst 32 MOMOILBIO B3POCIBIM - POAUTENH, ONIEKYHbI U aIMUHUCTPALIHS
CalTOB BCEraa MOMOIYT

NS

WudopmaninonHas maMaTka Jjisi 00y4aromuxcs A pa3MelieHns Ha opHUIMaTbHbIX HHTEPHET-
pecypcax
C KaxapIM TOJIOM MOJIOACKH B HHTEPHETE CTAHOBUTHCS OOJIBINE, a ITKOJIBHUKHA OJHU U3
CaMbIX aKTHUBHBIX MOJIb30BaTeneil Pynera. Mex iy TeM, MIOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa mamsTKa JOHKHA TOMOYb Te0e
0e30MacHO HaXOAUThLCS B CETH.

KomnbroTepHbie BUPYCHI

KomMmproTepHslii BUPYC - 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX ITPOTPAMM,
OTIMYUTENHEHONH 0COOEHHOCTBIO KOTOPOH SIBJISETCS CIIOCOOHOCTD K pa3MHOXKEHUI0. B
JIOTIOTHEHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIM OJHOCTHIO YHUUTOXXKUTDH BCE
(aiinel U 1aHHBIE, TOJKOHTPOJIBHBIE MTOJIB30BATENI0, OT IMEHU KOTOPOTo ObLIa 3amylieHa
3apakeHHas MporpaMMa, a TakKe MOBPEIUTh WITU J1aXKe YHUUTOXKHUTH ONEPaliOHHYIO
cucTeMy co BceMH (paiiamu B 11esIoM. B O0sIbIIMHCTBE ClTyyaeB paclpoCTPaHsIOTCS
BUPYCHI Yepe3 UHTEPHET.



MCTOI[BI 3alIUTBI OT BPCAOHOCHBIX IIPOrpaMM:

1. Hcnonb3yii COBpEeMEHHBIE OTEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3alIUTHl OT BPEIOHOCHBIX IPOrpaMM;

2. TlocTosHHO ycTaHaBiuBail maut (LUQpoBbIe 3aMIaTKH, KOTOPbIE aBTOMAaTUUYECKH
YCTaHABJIMBAIOTCS C LENbIO JOPAaOOTKH MPOTPaMMBbl) U Ipyrue OOHOBIICHUS CBOEH
orepanuoHHoi cucteMbl. CkauMBail UX TOJIBKO ¢ OPHUIHATBLHOTO caifTa
pa3pabotunka OC. Ecnu cyiecTByeT pekuM aBTOMaTHYECKOTO OOHOBJICHUS,
BKJIIOYH €TO0;

3. Paloraii Ha cBOeM KOMITbIOTEPE MOJ] IIPAaBaMH IOJIb30BATEIs, @ HE
aJIMUHUCTpATOpPA. ITO HE MO3BOJIUT OOJBIINHCTBY BPEJIOHOCHBIX TPOrPaMM
MHCTAJJTMPOBATHCS HA TBOEM MEPCOHATLHOM KOMITbIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE IIPOTYKTHI U3BECTHBIX

MIPOU3BOUTENEH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

Orpannyb pU3HMUECKUI TOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIHII,

6. HMcnonb3yii BHEUIHHE HOCUTENU HHPOPMAIIUH, TaKHE KaK (UIelka, JUCK WU
¢aiin U3 UHTEpHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEPHBIE (ailIbl, TOJYYEHHbIE U3 HEHAICHKHBIX
UCTOYHUKOB. J{axke Te (haitinbl, KOTOpBIE MPUCTAN TBOW 3HAKOMBIH. Jlydine yTounu
y HEro, OTIPABJISUI JIU OH TeOe ux.

o

Ceru WI-FI

Wi-Fi - 370 He Buj nepeiaun JaHHbBIX, HE TEXHOJOTHs, @ BCEro JIMIb Open, Mapka. Emre
B 1991 roay nunepnanackas komranus 3aperucrpupoBaia opena "WECA", uro
ob6o3Hayvano cnoBocoueranue "Wireless Fidelity", koTopslit mepeBoauTCS Kak
"GecpoBOIHAS TOYHOCTH'".

Jlo Hamero BpeMeHH JoILIa Ipyras ab0peBuaTypa, KOTopas sSBJISICTCS TAKOHU JKe
TexHoyoruei. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHHe OBUIO TaHO C HAMEKOM Ha
CTaHJapT BBICIICH 3ByKOBOH TexHuku Hi-Fi, 4To B mepeBojie 03HavaeT "BhICOKAs
TOYHOCTB".

Jla, OecTutaTHBIM HHTEPHET-A0CTYII B Kade, OTEIAX M adpPOIopTax SBIISICTCS OTIUIHON
BO3MO>XHOCTBIO BbIX0/1a B MHTEpHET. HOo MHOTHE SKCIIEPThI CYUTAIOT, YTO
obmenoctymnubie Wi-Fi ceTu He sBsI0TCS 0€30MMaCHBIMU.

CoBeTbl 110 0€30MacHOCTH pabOThI B 00IIEIOCTYHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopmaluio yepes oduenocrynusie Wi-Fi cetn.
PaboTast B HUX, ’KeaTeNbHO HEe BBOJUTH MAapOJIM AOCTYIA, JJOTUHBI U KaKUe-TO
HOMeEpa;

2. Hcnonb3yit 1 0OHOBIIAN aHTUBHUPYCHBIE ITPOrpaMMBbl U Opanamayep. Tem caMbiM
ThI 00€30IacHuIllb ce0s OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonw3oanuu Wi-Fi otkmoun ¢pynkuuio "O6muiit 1octyn K ¢aitiam u
npuntepam". JlanHas QyHKIUS 3aKpbITa [0 YMOJTYaHUIO, OHAKO HEKOTOPHIE
M0JIb30BATENN AKTUBUPYIOT €€ /IS y100CTBa MCII0JIb30BaHMs B paboTe WIn
yueoe;

4. He ucnonp3yit myonmansii WI-FI myist mepenayun TMUHBIX TaHHBIX, HAPUMED TS
BBIX0/Ia B COIIMAJIBHBIE CETH UJIH B AJIEKTPOHHYIO MOYUTY;

5. Hcnonb3yii Tonpko 3amuiieHHoe coequnenue yepe3s HTTPS, a ue HTTP, T.e. npu
Habope BeO-apeca BBoaAM UMeHHO "https://";

6. B moOmneHOM Tesnedone otkimoun pyukiuio "Tloakmodenue k Wi-Fi
aBToMaTnuecku'". He nomyckaif aBTOMaTHYECKOT0 MOJKIIOUEHHUS YCTPOUCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.



ConuanpHble CETH

ConuanbHbIE CETH aKTUBHO BXOJIST B HAITY )KM3Hb, MHOTHE JIIOIA PA0OTAIOT U )KUBYT
TaM MOCTOsIHHO, a B Facebook yike 3apeructpupoBan MIIITHAP.T YEIOBEK, UYTO SBIISCTCS
OJIHOM ceabMOM BCEX KHUTENIEH IJIaHeThl. MHOTHE MOIb30BaTe/IM HE TOHUMAIOT, YTO
nHpopManus, pa3MeleHHass UMH B COLMATIBHBIX CETSX, MOXKET ObITh HalicHa 1
UCIIOJIb30BaHa K€M yTOJHO, B TOM YHKCJIC HE 0053aTeIbHO ¢ OJIarMMH HAMEPCHHSIMH.

OCHOBHBIE COBETHI IO 0E€30I1aCHOCTU B COLUAJIBHBIX CETAX:

1. Orpanuub criucok apyseil. Y 1e0s B Ipy3bsiX HE TOHKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3ammiai CBOIO YacCTHYIO KW3Hb. He yka3biBaiil mapoinu, TenedoHbl, aapeca, 1aTy
TBOETO POXKJIEHHS U APYT'YIO JIMYHYIO0 HHPOPMALIUIO. 370yMBIIUIEHHUKNA MOTYT
UCTIOJIB30BATh J1a)kKe WH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTEIH IUIAHUPYETE
IIPOBECTU KaHUKYJIBI;

3. 3amminai CBOIO PEIyTaIuio - IEPXKH €€ B YUCTOTE U 337aBai cebe BOIpoc: XOTel
ObI ThI, YTOOBI IpyTUe MOJIb30BATENIN BUAEIH, YTO Thl 3arpyskaems? [logymaii,
MPEXJIe Y€M YTO-TO OIyOJIMKOBATh, HAIIUCATH U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JIOBMHU, KOTOPBIX HE 3HACIllb, HE UCIIOJIb3YH CBOE
peabHOe UMSI U APYTYIO JTUYHYI0 HHPOPMALIUU: UM, MECTO KHUTEIbCTBA, MECTO
yueObl U TIpouee;

5. MUz6eraii pazmemenus gortorpaduii B IHTEpHETE, TIE THI H300pakeH HA
MECTHOCTH, 110 KOTOPOH MOKHO OIIPENEINTh TBOE MECTOIIOIOKEHHE;

6. Ilpu perucrpanuy B COMAIBHON CETH HEOOXOIMMO HCIIOJIB30BATh CIOKHBIE
apoJiu, cocTosiue U3 OyKB U HUGP U C KOJIUMYECTBOM 3HAKOB HE MeHee §;

7. Jlnst conuanbHOM CeTH, IOYTHI U IPYTUX CaliTOB HEOOXOAMMO HCIIOIb30BaTh
pasHble napoiu. Torna eciau Teds B3IOMAIOT, TO 3JI0YMBIIUICHHUKH 110JIy4aT
JIOCTYII TOJIBKO K OZTHOMY MECTY, & HE BO BCE CPasy.

DJIEKTPOHHBIE AEHbIU
ONEKTPOHHBIE IEHBIU - 3TO OYEHb YAO0OHBIN CIOCO0 MiIaTekel, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.
ONEKTPOHHBIE IEHbI'H MOSIBUJIMCH COBCEM HEJJABHO M UIMEHHO M3-3a 3TOI'0 BO MHOTHX
rocylapcTBax O CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.
B Poccun sxe oHM (pyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJe X
pa3felsaoT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcsi IPOBOIUTE onlepanuu 6e3
UICHTU(PHUKAIIMY TI0JIb30BATEINS, @ B HEAHOHUMHBIX WACHTU(UKAIUS 110JIb30BATENA
ABIIIETCS 0053aTEIBHOM.
Taxxe crneayeT pa3nnyarh 3J1€KTPOHHbIE (PUaTHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHBIU (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI IO 6€30MaCHOI paboTe ¢ MEKTPOHHBIMU JCHbIAMHU:

1. TlpuBsku K cueTy MOOUIIBHBIHN TenedoH. DTo caMblil yAOOHBIN U OBICTPBIN
Croco0 BOCCTAHOBUTbH JOCTYII K cueTy. IIpuBs3aHHbIN TenepOH MOMOXKET, €CITU
3a0y/elb CBOH IIATeKHBIN TapOJIh WM 3aliJIeITh Ha CAT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonp3yit ogHopa3oBble napouu. [locne nepexona Ha yCUICHHYIO aBTOPU3ALIUIO
Tebe y)ke He OyJIeT yrpokKaTh OMAaCHOCTh KPaXKu WIIH MepexBaTa IIaTeKHOTO
apoJIs;



3.

4.

Bri6epu cnoxxsblii naposis. [Ipectynaukam OyaeT He POCTO yraiaTh CIOKHBIN
naposb. HajgexxHble maposu - 3To napoiu, KOTOpbIe COIepKaT He MEHee § 3HAKOB
Y BKJIFOYAIOT B C€0S1 CTPOYHBIC U MPOTMCHBIE OYKBBI, ITU(PHI U HECKOJIBKO
CHMBOJIOB, TaKH€ KaK 3HaK J0J1apa, pyHTa, BOCKINIATEIbHBIN 3HAK U T.II.
Hampumep, $tROng!;;

He BBOAM cBOM JIMYHBIE JAaHHBIE HA CaliTaX, KOTOPBIM HE J10BEPSIEILb.

DJeKTpOHHAas 1ouTa

DNEKTPOHHAs NIOYTA - 3TO TEXHOJIOIHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH 110 IIEPECHIIKE U
MIOJIyYEHUIO AIEKTPOHHBIX COOOLIEHHH, KOTOPBIE PACIIPEAEIAIOTCS B KOMIIBIOTEPHOI
ceTd. OOBIYHO ANEKTPOHHBIA MOYTOBBIN SIIUK BBITIAIUT CICAYIOLUIUM 00pa3oM:
UMs_TIOJIb30BaTEsI(@UMSL_oMeHa. Takke KpoMme mepejauu MpoCcToro TEKCTa, UMEeTCs
BO3MOXKHOCThH MepeaaBarh (paisbl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTEe ¢ ANEKTPOHHOU MOYTOM:

1.

Hano BeIOpaTh NpaBUIIBHBIN MOYTOBBINA CEPBUC. B HHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIIaTHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIY4IlIE JOBEPSITH TEM, KOT'O
3HAElIb U KTO MEPBBII B PEHTUHIE;

He yka3biBaii B TH4HON TIouTe TMYHYIO HH(DopManuto. Hampumep, ydre
BbIOpaTh "My3bIKaNbHbIN  (panat@" wiu "pox2013" Bmecto "temal3";
Hcnonp3yit IByX3TaIllHY0 aBTOPU3ALIMIO. DTO KOTJa IOMUMO MapoJs HYKHO
BBOJIMTH KOJI, TpUChIIaeMbIi 110 SMS;

Bo16epu croxHbIN aposib. i KaK0ro Mo4ToBOro A1uKa JOHKEH ObITh CBOM
HaJCKHbIM, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ecTb BO3MOKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH ATY
BO3MOKHOCTb;

Hcnonb3yil HECKOIBKO NIOYTOBBIX AMMKOB. [IepBbIi ISl 4aCTHOM NEPENMCKU C
aZpecaTamu, KOTOPBIM ThI JOBEPSAECIb. ITO IEKTPOHHBIN aJpec HE HAJ0
UCTIOJIB30BAaTh TP PETUCTPAINK Ha PopyMax U caiTax;

He oTkpsbiBaii Qaiinel u Apyrue BIOXKEHHUS B MHUCbMAX, 1a)XKe €CIU OHU TMPUIILUTA OT
TBOUX JApy3ei. JIyurie yrouHu y HUX, OTIPABJISUIIN JIU OHU TeOe 3TH (Haiiibl;
[Tocne okoHyaHus pabOTHI HA IOYTOBOM CEpPBHUCE MEPE]] 3aKPhITHEM BKJIAJIKU C
caiiToM He 3a0y/Jb HakaTh Ha "BoriiT".

KubepOymiuHT Ui BUPTyalbHOE U3/1€BATEIHCTBO

KubepOymmuHr - mpeciieioBaHue COOOIIEHUSIMH, COIEPKAIMMHU OCKOPOICHUS,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; COIIMAIbHOE OOMKOTUPOBAHHE C TOMOIIIBIO
pa3IUYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOPKOE ¢ KHOEPOYILTUHTOM:

1.

He 6pocaiics B 60#. Jlyumuii crioco6: mocoBeTOBaThCS Kak ceOsl BECTU U, €CITU
HET TOT0, K KOMY MOKHO OOpaTUThCS, TO BHaYaje ycrokouTbes. Ecnu Th
HayHeIllb OTBEYAaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 0oble
pa30kKelb KOH(IUKT;

VYnpasisii cBoei kubeppenyranueii;

AHOHHUMHOCTH B ceTH MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOMT 32
AQHOHMMHBIM aKKayHTOM;

He crout Bectn Xynuranckuii o0pa3 BUpTyanbHOM *ku3HU. VIHTepHET (pukcupyer
BCE TBOM JICHCTBUA U COXpaHseT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTENBHO;



Cobmromaii CBOIO BUPTYaJbHYIO YECTh CMOJIONY;

WUrnopupyit equHu4HbIN HeratuB. OTHOPa30BbIe OCKOPOUTEIBHBIE COOOICHNUS

JTy4ie urHopupoBatb. OOBIYHO arpeccusi MpeKpalaeTcss Ha HadyalnbHOM CTaanu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLMAJIBHBIX CETAX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOILEHUH C
OIIPECIICHHBIX aIPECOB;

8. Ecuu 11 cBUACTEND KNMOEpOYyUIMHTa. TBOM 1eHCTBUS: BBICTYIIUTh IIPOTHUB

IIpeCIIeI0BaTes, 0Ka3aTh €My, 4TO €r0 ACHCTBUS OLEHUBAKOTCA HETaTUBHO,

HOJ/IEP)KaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOrMYeCcKasi IOMOIIb, COOOLIUTh

B3POCJIBIM O (haKT€ arpecCUBHOTO IIOBE/ICHHS B CETH.

ISd

MoOubHbIH TenedhoH

CoBpemenHbIe cMapT(HOHBI U TUIAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3POCIBIiA
(GYHKIIMOHAJ, U TENEPh OHH MOTYT KOHKYPUPOBATh CO CTAIMOHAPHBIMUA KOMIIBIOTEPAMH.
OpnHako, CpesICTB 3alIUTHI AJIs OIOOHBIX YCTPOMCTB MOKA OUYeHb MaJio. TecTupoBaHue 1
MOMCK YSI3BUMOCTEN B HUX IIPOUCXOJUT HE TAK MHTEHCUBHO, Kak 1 [IK, To ke camoe
KacaeTcsl 1 MOOHMIIbHBIX MPHUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYECKHU I0OTHATIN HACTOJIbHbIE aHAJIOTH,
OJIHAKO pacmupeHre GyHKIIMOHAA BIICYET 32 COO0H OOIBIIYIO CIIOKHOCTh M MEHBIITYIO
3aIUIIEHHOCTbD.

Jlanexo He BCe MPOU3BOAUTEINN BBIITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMNCTB.

OCHOBHBIE COBETHI JUIA 0€3011aCHOCTH MOOMIJIBHOIO TCJ'ICCbOHaZ

1. Huuero He sBisIeTCs MO-HACTOsIEMY OeCIUIaTHBIM. Byb ocTOpOXEeH, Belb Koraa
Tebe MpeanaraloT OECIuIaTHbIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO
IUIATHBIE YCIIYTH;

2. Jymaii, mpex/e 4eM oTnpaButh SMS, ¢poto unu Buaeo. Thl TOUHO 3HACHIB, T/E

OHHU OyZyT B KOHEUHOM UTOre?

Heo6xoa1Mo 0OHOBIIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Vcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JIIsI MOOUJIBHBIX TeNE(OHOB,;

5. He 3arpyxail npunoxeHust OT HEM3BECTHOI'O UCTOYHUKA, BElb OHU MOTYT
coJiepKaTh BPEJOHOCHOE NPOrpaMMHOE 0OecIieueHue;

6. Ilocrne Toro Kak ThI BBIMIENIb C caiiTa, T/Ie BBOIWII JIMYHYIO HHPOPMAIINIO, 3aii1n
B HacTpoMKHU Opay3epa u yaanu cookies;

7. Tlepuonmyecku npoBepsii, KaKUe MIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM
HOMEDE;

8. agaii cBOif HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JFOASIM, KOTOPBIX ThI 3HACTIH
KOMY JIOBEpsICLIb;

9. Bluetooth momken OBITH BBIKITIOUYEH, KOT/Ia THI UM HE TONIB3yembes. He 3a0piBait
MHOTJa POBEPATH ITO.

»ow

Online urpsr

CoBpeMEHHbIE OHJIAMH-UIPHI - TO KPACOYHBIE, 3aXBaTHIBAIOINE PA3BICUEHUS,
00BEeIMHSIOIINE COTHH THICSY YEJIOBEK 110 BceMy MUpy. Mrpoku uccienytoT JaHHbIH UM
MUp, OOLIAIOTCS APYT C IPYTOM, BBIMOIHSIOT 3aJaHUsI, CPAXKAIOTCSA C MOHCTPAMHU U
MOJIy4YalOT OMBIT. 3@ YAOBOJIBCTBUE OHU IUIATAT: NOKYIAKOT JUCK, OIIAUYNBAOT
aOOHEMEHT WM IPUOOPETAI0T KaKUe-TO OMIIHH.



Bce a1u cpencTBa uayT Ha MOAACPKAHUE U PA3BUTHUE UI'PBL, 4 TAK)KE HA CaMy
6C3OHaCHOCTB: COBCPHICHCTBYIOTCS CUCTECMbI aBTOPU3AallH, BBITYCKAIOTCS HOBBIC MMATYH
(b poBBIC 3aTUIATKY JJIS TPOTPaMM ), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmogo0HBIX HTrpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPasKu
TBOETO MapOJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMU OOJIBITHHCTBA HUTP.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BeaeT ceds IMI0X0 WU CO3/1aeT Te0e HePUATHOCTH,
3a0JI0KUPYH €ro B CIUCKE UTPOKOB;

2. Tloxanyiicst aIMUHUCTPATOpaM UTPHI Ha TI0XO0E TIOBEEHUE 3TOT0 UTPOKa,

JKeJIaTelbHO IPUIIOKUTh KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBaii muunyro nHOOpMAaIKIo B podaiiiie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranasnuBail HeodumanbHble MaTYU U MOJIbL;

Hcrnonb3yil CII0KHBIE U Pa3HbIE NIAPOJIN;

Jaxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpYC. [1oka ThI urpaenis, TBOM

KOMIIBIOTEP MOT'YT 3apa3uTh.

No ok w

OUIIMHT UIH Kpaxa JUYHBIX JaHHBIX

OOBIYHOM Kpakel JEHET U JIOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBHUIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTHIA 3JI0YMBIIIICHHUKH IEPEMECTUIIMCH B MHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" J1€TIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIICHHHYECTBA WK (UIIKHT, TJIaBHAS 1E)Tb
KOTOPOT'O COCTOUT B TIOJYYCHUH KOH(DHUICHIIUATBHBIX JaHHBIX ITOJIB30BATEIICH - IOTHHOB
u naposieid. Ha anrnuiickoM si3bike phishing unraercs kak gumunr (ot fishing - peiOnas
JIOBIISA, password - TapoJib).

OcHOBHBIE COBETHI 110 OOPBHOE € PUITMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciin ThI T0/103peBaeliib, 4YTO TBOSI aHKETa Obliia
B3JIOMaHa, TO HE00X0AUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Hcnonp3yit 6e3onacHble BeO-caliThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnomnb3yii cioxHble U pa3Hble apoiu. TakuMm o0pa3oMm, eciiu Te0s B3I10MaroT,
TO 3JIOYMBIIIJIEHHUKH NOJy4YaT IOCTYI TOJIbKO K OJHOMY TBOEMY IPODUIIO B
CETH, a HE KO BCEM;

4. Ecnu te0s B3JI0Malli, TO HEOOXOJUMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBlIeHb! y T€Os B APY3bsIX, O TOM, YTO T€Osl B3JIOMANIU U, BO3MOKHO,
OT TBOETO UMEHU OYJET pacchlIaThCsl ClIaM U CChUIKU Ha (DUILIMHTOBBIE CAlThI;

5. VYcranoBu HajexHbli naposs (PIN) Ha MoOuIbHBIHN TenedoH;
6. OrtkiIroun coXpaHeHue mapoiis B Opaysepe;
7. He otkpbIBail (aiiiasl 1 qpyrue BIOKEHHs B MUCbMAX, AK€ €CIIU OHU MPHIIUIA OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (haiibl.
[udposas penyrauus

[ludposas penmyTanus - 5T0 HEraTUBHAS WM NO3UTUBHAS MH(OpPMAIIHS B CETH O Tebe.
Komnpomerupytomias uHpopmarius, pa3MelieHHasi B UHTEPHETE, MOKET CEpbE3HbIM
00pa3oM OTpa3uThecs HAa TBOEH peanbHOi xku3Hu. "Ludposas penyranus" - 310 TBOM
UMUK, KOTOPBIN (hopMupyeTcst u3 nHpopMaluu o Tebe B UHTEPHETE.



TBoe MecTo KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKTepa
U paccKasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nopoCcTKH JErKOMBICIEHHO OTHOCATCS K IMyOIMKalMK JTUYHON UH(OpMAIMK B
WHTepHeTe, HE MOHUMAst BO3SMOXKHBIX IIOCIEACTBUN. ThI 1ake HE CMOXKEIb OTalaThbCs O
TOM, 4TO (hoTOrpadus, pasmMelieHHas 5 JeT Ha3a/l, cTaja NPUYMHON O0TKa3a MPUHSATH TeOs
Ha padoTy.

KommenTapuu, pazmenienue TBoux Gororpaduil u qpyrue 1eiCcTBUS MOTYT He
MCYE3HYTh JAKe II0CIIE TOrO, KaK Thl UX yAAIullb. Thl HE 3HAaeUIb, KTO COXPAHWII OTY
UH(OPMaLKIO, TIONaJIa JIM OHA B MOMCKOBBIE CUCTEMBI M COXPAHMJIACh JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O TeOe OKPY’KAIOIIME JII0IU, KOTOpbIe HAWAYT U yBUIAT 3T0. Haiitn
UH(POPMALIHMIO MHOTO JIET CITYCTSI CMOXKET JIF000H - KaK U3 T00pBIX MOOYKASHUH, TaK U C
HaMEpEeHHUEM IPUYUHUTH Bpel. ITO MOXKET ObITh KTO YTOAHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBOI permyTaluu:

1. Tlomymaii, mpex/e 4eM 4To-TO MyOJMKOBATh U MIEpelaBaTh y ceOs B OJIOTe WU B
COIIMAILHOM CETH,

2. B mactpoiikax npoduisi ycTaHOBH OTPaHUYEHUS Ha TPOCMOTP TBOETO MPOHIIS U
€ro COJIEPKUMOT0, C/IeJIail €ro ToJabKo "1 apy3en';

3. He pa3zmemaii u He yka3biBail HH(pOpMAIIIO, KOTOPast MOKET KOT0-IH00
OCKOPOJISATH U OOMIKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJBHUKY - aKTUBHBIE I10JIb30BaTENN [IM(PPOBOT0O MPOCTPAHCTBA.
OpHaKo aneko He BCe 3HAIOT, YTO MMOJIb30BAHUE MHOTUMH BO3MOKHOCTSIMH IU(POBOTO
Mupa TpedyeT coOIII0IeHHs ITPaB HAa UHTEIJICKTYalbHYI0 COOCTBEHHOCTb.

TepMuH "MHTEIEKTYyalbHasi COOCTBEHHOCTB" OTHOCUTCS K Pa3JIMUYHBIM TBOPEHUAM
4eJI0BEYECKOI0 yMa, HauMHasi C HOBBIX U300peTeHUH 1 3HaKOB, 0003HAYAIOLINX
cOOCTBEHHOCTb Ha IPOAYKTHI U YCIIYTH, U 3aKaHYMBasi KHUTaMU, (poTorpadusimu,
KUHO(DUIBMAMU U MY3bIKaJIbHBIMU IPOU3BEICHHUSIMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEJJIEKTYaIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS
HAyKH, JTUTEpaTyphl U UCKyCCTBAa. ABTOPCKHE ITpaBa BHICTYNAIOT B KAUECTBE rapaHTUU
TOT0, YTO MHTEJUIEKTYaJIbHBIA/TBOPUECKUI TPY/] aBTOpa HEe OYyeT HalpacHbIM, acT EMyY
CIpaBeAIUBbIE BO3MOXKHOCTH 3apad0TaTh Ha pe3yibTaTaX CBOErO TPYy/a, MOIyYUTh
U3BECTHOCTH U Npu3HaHue. HukTo 6e3 pasperieHus aBTopa He MOKET BOCIIPOU3BOIUTh
€ro MpOou3BeJIEHUE, PaCIPOCTPAHATh, yOJINYHO JEMOHCTPUPOBATh, IPOJIaBaTh,
UMIIOPTUPOBATh, NyCKATh B MPOKAT, MyOJUYHO UCHIOIHSATh, IOKAa3bIBATh/UCIIOIHSATH B
a¢upe nam pazMeniats B IHTepHere.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOT0O 00ecredeHusl MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT NOTEPHU JAHHBIX K TBOUM aKKayHTaM 0 OJOKMPOBKU TBOETO YCTPOMCTBA, I/1€
yCTaHOBJIEHA HellerajabHast mporpamma. He cTouT Taxske 3a0bIBaTh, 4TO CYIIECTBYIOT
nerajabHble U OeCIIaTHBIE IPOTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

WNudopmanus o MEpOnpuUsATHSIX, IPOEKTaX U MporpaMMax, HalpaBJIeHHBIX Ha MOBBILICHUE
MH(OPMaLMOHHON TPAMOTHOCTH 00Y4arOIINXCsl

1. Buneo-mMaTepuansl o BOIIpOcaM 3allUThl IEPCOHABHBIX JAHHBIX (CaillT
POCKOMHAI30PA)http://pd.rkn.gov.ru/multimedia/video114.htm

2. Kak 3amMTUTBCS OT KOMITBIOTEPHBIX BUPYCOB

3. Kak 6e3onacHo nonb3oBaThes ceTbio WI-FI



