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I. OBIIME INOJIOXEHUSA

1.1. Tlonmoxenwe o0 obecredeHNH OE30MACHOCTH MEPCOHANBHBIX NAaHHBIX MPU
00paboTke B MH(POPMAIITMOHHOM CHCTEME MEPCOHANIBHBIX JaHHBIX (Janee — [lonoxenue)
B MyHHUIIMIIAIBEHOM aBTOHOMHOM 001ieoOpa3zoBaTeiabHOM yupexaeHun «CpemHsis
obmeoOpazoBatenbHas mkoja Ne 62 r. Yensbunacka» (manee — MAOY «COII Ne 62
r. YensOuHckay) pa3paborano B coorBercTBuu ¢ [locranosnennem IlpaBurenscrBa PO
ot 17.11.2007 Ne 781 «O06 yTBepKIeHUHU MOJOKEHHsI 00 obecredeHur Oe30MacHOCTH
NepCOHANBHBIX JaHHBIX MNpU UX 00paboTke B HMH(POPMALMOHHBIX CHCTEMax
MEPCOHAIBHBIX JAHHBIX).

1.2. TlonoxeHue ycTaHaBIWBaeT TpeOOBaHUS K oOecleueHHi0 O0€30MacHOCTH
NEPCOHANBHBIX JIAHHBIX TNpU UX 00paboTke B HWHGOPMAIMOHHBIX CHCTEMax
nepcoHanbHBIX JaHHBIX MAQOY «COII Ne 62 r. UensOuHckay, MPEACTABISIONINX COO0M
COBOKYITHOCTh TIEPCOHAJIBHBIX JIAHHBIX, cojJiepkamuxcs B 6azax gaHaeix MAOY «COII
Ne 62 r. Yenssbunckay, a Takke HHPOPMAIMOHHBIX TEXHOJIOTHI U TEXHUYECKHUX CPEJICTB,
MO3BOJISIIONIMX ~ OCYIIECTBIATH  OOpabOTKY TakKWX TMEPCOHAIBHBIX  JaHHBIX C
UCTIOH30BAHUEM CPEJICTB aBTOMATH3AINH (Jajiee - HHPOPMAIIMOHHBIE CHCTEMBI).

1.3. Ilox TeXxHUYECKUMH CPEACTBAMHU, MO3BOJISIOIIMMU OCYLIECTBISTH 00pPaOOTKY
NEPCOHAIBHBIX  JITAHHBIX, IOHUMAKOTCS  CPEJACTBA  BBIYMCIHUTEIBHOW  TEXHHKHU,
UH(POPMAIIOHHO-BBIUNCIIUTEIbHBIE KOMIUIEKCH H CETH, CPEACTBA U CUCTEMBI IepeIayH,
npuemMa U 00pabOTKM NEPCOHAIbHBIX JAHHBIX, MPOTPAMMHBIE CpEICTBAa, CPEICTBA
3alUThl UHQOpPMAIUH, PUMEHsIeMbIE B THPOPMAaIIMOHHBIX CUCTEMaX.

1.4. OCHOBHBIMM TEPMHHAMHM U ONPEIACICHHUSIMH, HCIIOJIb3YEMBIMU B JaHHOM
Ilonoxenuu, ABJISIIOTCS:

1.4.1. mepcoHanbHBIC JaHHBIE - JTI0Oas MH(POpMaIKs, OTHOCAIIAACS K MPAMO WU
KOCBEHHO OINpEACICHHOMY WU OIpeaeasieMoMy (QU3MYecKOMy Iy (CyOBEeKTy
nepcoHabHbIX JaHHBIX) (cT. 3 @3 PD ot 27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX
JAHHBIX).

1.4.2. wunHbpoOpManmoHHass cucTeMa TmepcoHanbHBIX AaHHBIX (MCIIHH) -
COBOKYIMHOCTh  COJAepXkamuxcsi B 0a3aX JaHHBIX [EPCOHANBHBIX JAHHBIX U
oOecreunBarOMX HX 00pabOTKy HWH(MOPMAIMOHHBIX TEXHOJOTMH W TEXHUYECKHX
cpeacts (cT. 3 @3 PO ot 27.07.2006 Ne 152-D3 «O nepcoHaIbHBIX TaHHBIX).

1.4.3. oOpaboTka mepcoHaNbHBIX HaHHBIX - JII0OOE neicTBUE (omeparus) WiIH
COBOKYITHOCTh JIEUCTBUHM (omepaluii), COBEpIIAEMBIX C UCIIOJIb30BAHUEM CPEJICTB
aBTOMaTH3aluu WIK 0e3 KCIOJIb30BAaHUS TaKUX CPEJCTB C MEPCOHAIbHBIMU JaHHBIMU,
BKJIIoUasgs cOOp, 3amuch, CHUCTEMATU3AlUI0, HAKOIUIGHHE, XpaHEHHE, YTOUYHEHHE
(oOHOBJIEHME, U3MEHEHNUE), U3BJICUCHUE, UCIIOIb30BaHNe, Mepeaayy (pacupocTpaHeHHE,
IpeoCTaBIeHHE, JOCTYI), O0e3IMYuBaHUe, OJIOKMpPOBAHHE, YyJaJI€HHE, YHUUYTOKECHUE
nepcoHaTbHBIX MaHHBIX (cT. 3 @3 PD ot 27.07.2006 Ne 152-®3 «O mepcoHaIbHBIX
JAHHBIX» ).

1.4.4. pacnipocTpaHeHUE NEPCOHANbHBIX JAHHBIX - JAECHCTBUS, HAlpaBJIECHHbIE Ha
pacKphITHE TMEPCOHATBHBIX JaHHBIX HeompeaeneHHoMy Kpyry mui (ct. 3 @3 PD ot
27.07.2006 Ne 152-®3 «O nepcoHATBHBIX JAaHHBIX) ).

1.4.5. yHUUTOXEHNE NEPCOHANBHBIX JAHHBIX - JEHCTBUS, B PE3yJIbTaTe KOTOPHIX
CTAHOBHUTCSI HEBO3MOXKHBIM BOCCTAaHOBHUTH COJEP’KAaHUE MEPCOHAJbHBIX JaHHBIX B
MH(OPMALIMOHHON CUCTEME MEPCOHAJIbHBIX NAaHHBIX U (MJIK) B pe3yjbTaTe KOTOPBIX
YHUYTOXKAIOTCS MaTepHaIbHbIE HOCUTENIM NEPCOHANBHBIX NaHHBIX (cT. 3 @3 PD or
27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JAHHBIX)).



II. OCOBEHHOCTH OBECHIEYEHHUA BE3OHHACHOCTHU NEPCOHAJIbHBIX
JAHHBIX ITPU UX OBPABOTKE B MTHO®POPMAIIMOHHOU CUCTEME
HEPCOHAJIBHBIX JAHHBIX

2.1. be3onacHOCTh MNEPCOHAIBHBIX MAHHBIX JOCTHIAETCSl MYTEM MCKIIOYCHHS
HECAaHKLIMOHUPOBAHHOI'O, B TOM YHCJIE CIyYalHOTO, IOCTYIa K NEPCOHAIBHBIM JaHHBIM,
pe3yinbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXEHUE, HW3MEHEHHE, OJIOKHpPOBaHHUE,
KOIMPOBaHME, pAacCHpOCTPaHEHHWE IEPCOHAIbHBIX  JAHHBIX, a TaKXKe  MHBIX
HECaHKIMOHUPOBAHHBIX JECHCTBUM.

2.2. be3omacHOCTh TEPCOHAIBHBIX JIAHHBIX TMpPU HUX 00paboTKe B
UHPOPMAIIMOHHBIX ~cHUCTeMax O00ecneurnBaeTcsi C IOMOLIbI0 CHCTEMbI  3alllUThI
HNEePCOHAJBHBIX JAHHBIX, BKIIOYAIOIIEH OpPraHu3allMOHHbIE MEpbl M CPEICTBAa 3alllUThl
uHpopmalmu (B ToM uncie mudpoBanbHble (KpUOTOrpaduveckue) CpeacTBa, CpeacTBa
IpEelOTBPAILEHNUs HECAaHKUMOHUPOBAHHOTO  JIOCTyINa, YTEYKM HMHPOpMALUMU IO
TEXHUYECKUM KaHajaM, HpOrpaMMHO-TEXHHUYECKUX BO3JACHCTBMM Ha TEXHUYECKHE
cpeactBa  00OpaOOTKM  MEPCOHAIBHBIX  JIaHHBIX), a TaKXKe HCIOJb3yeMble B
UHPOPMAIIMOHHOW ~ cHUCTeMe  HMH()OPMAIMOHHBIE  TEXHOJIOTUH. TeXHWUYecKHe u
IpOrpaMMHBIE CPEJICTBA JODKHBI yJIOBJIETBOPATh YCTAHABIMBAEMBIM B COOTBETCTBHHU C
3akoHo/aTenbeTBOM Poccuiickoit denepanun TpebOBaHUAM, 00ECIIEUUBAIOIIMM 3aIUTY
uH(pOpMAITIH.

2.3. Pabotbl mo oOecneyeHHI0 0€30MacHOCTU IMEPCOHANBHBIX JAHHBIX IMPU UX
00paboTke B MH()OPMALMOHHBIX CHCTEMaX SBISIFOTCS HEOTHEMJIEMOW YacThlO0 paboT Mo
CO3/1aHUI0 UH(POPMAIIIOHHBIX CHCTEM.

2.4. CpenctBa 3amuThl HMH(DOpMALMU, HpPUMEHSEMble B HHPOPMALMOHHBIX
CHUCTEMax, B 00s3aTEIbHOM MOPSIKE MNPOXOAAT IMPOLENYPY OLEHKH COOTBETCTBUS B
YCTaHOBJIEHHOM 3aKOHOM IOPSKE.

2.5. Nudopmammonnrie cucreMsl B MAOY «COIIl Ne 62 r. YensOuHCKay
KJIacCUPUIMPYIOTCA Ha OCHOBaHWMU TpuKkaza aupektopa MAQOY «COHI Ne 62 .
Yensbuncka», B coorBerctBUM ¢  «llopsiikoM  mpoBelneHHs — KJIACCHU(PHUKALUU
UH(POPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX», YTBEPKACHHBIM npukazomM OCTOK
Poccun, ®CBb Poccun, Mununpopmcesszu Poccun ot 13 depans 2008 Ne 55/86/20, B
3aBHCHUMOCTH OT oObeMa 00pabaTbiBaéMbIX HMMH IEPCOHAIBHBIX JAHHBIX M yIpo3
0€30I1acCHOCTH )KU3HEHHO BaKHBIM MHTEpEcaM JIMYHOCTH, OOIIECTBA U TOCYJapCTBa.

2.6. OOMeH nepCcOHANBPHBIMU JTaHHBIMU TPU HX 00paboTKe B MH()OPMALMOHHBIX
CUCTEMaX OCYIIECTBIISETCA M0 KaHaJlaM CBSI3U, 3allUTa KOTOPhIX 00ecreunBaeTcs myTeM
peainzallud  COOTBETCTBYIOUIMX OPIraHM3ALMOHHBIX MeEp, a Takke IPUMEHEHMs
TEXHUYECKUX U (MJIM) MPOrPAMMHBIX CPEJICTB.

2.7. Pa3memienne HUHPOPMAIMOHHBIX CHCTEM, CIEHHAIbHOE O0OpYyIOBaHHE U
OXpaHa IIOMELICHWH, B KOTOpBIX BeAercs padoTa ¢ NEpPCOHAIBHBIMU JaHHBIMH,
OpraHuzanus pexuma obecriedeHus O€30MaCHOCTH B 3THUX IOMEIIEHUSX JIOJKHBI
oOecrieunBaTh COXPAaHHOCTh HOCHUTENIEH MEPCOHAJIbHBIX JAHHBIX M CPEACTB 3alIUThI
uH(pOpMALIMH, & TAKXKE UCKIIOYaTh BOZMOXKHOCTh HEKOHTPOJIHUPYEMOIO MPOHUKHOBEHUS
WIN NpeObIBAHUS B ATUX MOMEIIEHUAX TOCTOPOHHUX JIMII.

2.8. besomacHOoCcTh TNEpCOHANBHBIX  JAaHHBIX MNpPH HX 00paboTke B
MH(OPMALIMOHHON CUCTEME MEPCOHAJBHBIX JIAHHBIX OO0ECHe4YMBaeT CHEIHUAINCT,
OTBETCTBEHHBIH 3a  oOecrieueHue  0€30MAaCHOCTH  HMH(OPMALMOHHBIX  CHCTEM
HNEepCOHANBHBIX TaHHBIX (aaMuHUCcTpaTop O6e3omnacHoctu UCII/IH).
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III. TPEBOBAHMS 110 OBECIIEYEHUIO BE3OITACHOCTH

3.1. Ilpu oOpaboTke mNepCOHATBHBIX JAHHBIX B HWH(POPMAIIMOHHOW CHUCTEME
JIOJDKHO OBITH 00€CTIeYeHO:

3.1.1. npoBeneHWe MEpONPUATUN, HANpPaBIEHHBIX Ha MPEAOTBpAIICHHE
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K TMEPCOHAJIbHBIM JaHHBIM W (WJK) Tepeqavyd Hx
JMIaM, He UMEIOIIIUM TTpaBa JIOCTYIa K TaKoi WH(popMaIuy;

3.1.2. cBoeBpeMeHHOe OOHapyKeHue (PaKTOB HECAaHKIMOHUPOBAHHOIO JOCTYIA K
NIEPCOHATLHBIM JTAHHBIM;

3.1.3. HEJIOMYILCHUE BO31€HCTBUA Ha TEXHUYECKUE CpeacTBa
aBTOMAaTU3UPOBAHHONW O00pa0OTKM NEPCOHANbHBIX JAHHBIX, B peE3yJibTaTe KOTOPOIo
MOJKET OBITh HAPYLICHO UX (PYHKIIMOHHUPOBAHUE;

3.1.4. BO3MOXHOCTb HE3aMEIJIUTEIHLHOTO BOCCTAHOBJICHUS MEPCOHAIBHBIX
JAHHBIX, MOIU(DHUIIMPOBAHHBIX WM YHHUYTOKCHHBIX BCIICJICTBUE HECAHKIIMOHUPOBAHHOTO
J0CTyNa K HUM;

3.1.5. TOCTOSHHBIM KOHTPOJIL Haa 0O0ecleYyeHuEM YPOBHS 3alIUIIEHHOCTH
NIEPCOHATBHBIX JTAHHBIX.

3.2. Mepornpusatus no obecrneueHro 6e30MacHOCTH MEePCOHANIBHBIX JAHHBIX MPU
ux 00paboTke B MHGOPMAIIMOHHBIX CUCTEMaX BKIIIOYAIOT B ceOs:

3.2.1. ompeneneHue yrpo3 OE€30MACHOCTH NEPCOHANBHBIX JAHHBIX MpPU HUX
00paboTke, hopMUpOBaHKE HA UX OCHOBE MOJIETIU yTPO3;

3.2.2. pa3pabOTKy Ha OCHOBE MOJEIU YIpO3 CHUCTEMBbI 3aIMUTHl MEPCOHAIBHBIX
TAHHBIX, 00ECTIEUNBAOIICH HENTPaTU3allIO MIPEANOIaraéMbIX yrpo3 ¢ UCTOIb30BaHUEM
METOJIOB W CIOCOOOB 3alllUTHl TEPCOHAIBHBIX JIAHHBIX, NPEITyCMOTPEHHBIX IS
COOTBETCTBYIOIIETO Kjlacca MHPOPMALMOHHBIX CUCTEM;

3.2.3. mpoBepKy TOTOBHOCTH CPEJCTB 3allUThl HHPOPMAIIUU K HCIIOIH30BAHUIO C
COCTAaBIJICHUEM 3aKJIFOUCHHI O BO3MOYKHOCTH MX IKCILTyaTallUuu;

3.2.4. yCcTaHOBKY M BBOJ B DJKCIUTyaTallMi0 CPEACTB 3alluThl MHPOpMAIUU B
COOTBETCTBUHU C IKCILTYyaTallMOHHOM U TEXHUUECKON JOKYMEHTAIIUECH;

3.2.5. oOyueHue JMI, HCIOJB3YIOUMX CpPEACTBAa 3AIIUTHl HHPOPMAIIHH,
pUMEHsIEMbIe B MH()DOPMAITMOHHBIX CHCTEMaX, MpaBujiaM pabOThl C HUMH,

3.2.6. y4eT mpHUMEHSEMBIX CPEICTB 3allUThl HH(PpOpPMALINK, IKCILTyaTallMOHHON U
TEXHUYECKOU JJOKYMEHTAIIUU K HUM, HOCUTEIIeH IePCOHAIbHBIX JTaHHBIX;

3.2.7. yyer unull, JONMYWIIEHHBIX K paboTe ¢ MEepCOHAIbHBIMU JaHHBIMU B
UH(OPMALIMOHHON cCUCTEME;

3.2.8. KOHTPOJb MO COOJIOJICHUIO YCIOBUN HCIIOJNIB30BAHUS CPEJICTB 3alUTHI
uH(pOpPMAIINH, TTPETYCMOTPEHHBIX IKCILTYyaTallMOHHOW U TEXHUYECKON JOKYMEHTAIIUN;

3.2.9. pa30upaTenbCTBO U COCTABJICHUE 3aKIIIOUEHUN MO (DakTaM HeCcOOIoACHUs
YCIIOBUN XpaHEHUS HOCUTENIEH MEePCOHANBHBIX JaHHBIX, UCTIOJIB30BAHUS CPEACTB 3alIUThI
uH(pOpMAIIMKA, KOTOpPbIE MOTYT TPUBECTH K HAPYUIEHUIO KOH(UIECHIIMATHHOCTH
NIEPCOHATBHBIX JAHHBIX WU JPYTUM HAPYIIEHUSM, MPUBOISIINM K CHIDKCHUIO YPOBHS
3aIUIICHHOCTA  TMEPCOHAIBHBIX  JIAHHBIX, pa3pabOTKy ¥ TPHHATHE Mep TI0
MPEIOTBPAILIEHUIO BO3MOKHBIX OMACHBIX MOCIEACTBUM MOJOOHBIX HAPYLICHUH;

3.2.10. onucaHue CUCTEMBI 3alIUThI IEPCOHATBHBIX JAHHBIX.

3.3. OcymecTBieHHEe  MEpPONPHUATUA MO  o0ecleueHur  Oe30MacHOCTH
NEPCOHANBHBIX JIAHHBIX TpU UX 00paboTke B HMH(MOPMAIMOHHON  cHUcTeMe
YIOJTHOMOYEHHBIM JIMIIOM BO3Jlaraercsi Ha aaMuHUcTparopa OeszomacHoctun WCIIH
MAOQOY «COLI Ne 62 r. YenssiOuHckay.



3.4. Cucok JIML, UMEIOIUX JOCTYM K IEPCOHAIbHBIM JIaHHBIM, YIIOJIHOMOYEHHBIX
Ha 0O0paOOTKy »3TUX JaHHBIX M HECYIIMX OTBETCTBEHHOCTh B COOTBETCTBUU C
3aKOHOAATeNbCTBOM  Poccuiickorn @Pexepanuu  3a HapyLIEHHWE pPEKMMa  3aLIUTHI
NEPCOHAIBHBIX JAHHBIX, yTBEpkaaercs npukazoMm aupexkropa MAOY «COII Ne 62 r.
UensaOuHckay.

3.5. Cneunamuctet MAOY «COILI Ne 62 r. YensOuncka», KOTOPbIM JOCTYI K
NEPCOHATBHBIM JTAHHBIM, 00pabaThiBa€MbIM B MH(POPMALMOHHOW cHUcTEeMe, HEOOXO0IUM
JUIA BBIIIOJIHEHUS HMMH CIY’K€OHbIX OOs3aHHOCTEH (Jajsiee — TMOJIb30BATENM), JUIS
HOJYYEHHsI JOCTYNa K MHPOPMAIIMOHHON CHCTEME HaIPaBIIsAIOT MHUCbMEHHBIN 3alpoc Ha
UM OTBETCTBEHHOTO 3a o0ecreueHrne 0e30macHOCT NEPCOHATBHBIX TAaHHBIX.

3.6. Ilpu oOHapyXeHMHM HapYLIEHUHU MOpsAIKa MPEAOCTABICHHS TMEPCOHATBHBIX
JAHHBIX YIOJHOMOYEHHOE JIMIO0 HE3aMEUINTEIbHO MPUOCTAHABIMBAET IPEJOCTABICHNE
NEPCOHANBHBIX JIAaHHBIX TOJB30BATENSIM WH(GOPMAIIMOHHONW CHUCTEMBl 10 BBISBICHUS
IPUYMH HApYUIEHUI U YCTPAHEHUS STUX NMPUYHH.

3.7. Nnble TpeboBaHus No obecrneyeHno 0e30nacHOCTH MHPOPMalUU U CPENICTB
3amuTel uHbpopMammu B MAQOY «COII Ne 62 r. YensOuHCKa» BBITIOJIHSAIOTCS B
COOTBETCTBHH C TpeOOBaHHWSIMH (elepaTbHBIX OPraHOB HCIOJIHHUTEIHHONW BIACTH W
OpraHOB WCIIOJIHUTEIBHOM BiacTu YenssOnHCKoM 001acTu.



