IMAMSATKA
HHpOpMALKS 0 BUIAX U CIIOCO0aX MOILIEHHMYECTB U MHBIX NPeCTyIJIEHUil, COBepIIaeMbIX
C MCII0JIb30BaHUEM MHGPOPMALMOHHO-TEIeKOMMYHUKAIMOHHBIX TEXHOJIOT Mii

Kak He cTaTh kepTBON «MOOUIBLHOT0» MOIIEHHUYECTBA

3110yMBIIUIEHHUKHA MOTYT 00paTuThCs kK Bam:

- MOJ] BUJAOM COTPYJHUKOB MOJIMIIMHM, O HAPYIICHUH HMX OJIM3KUMH POJICTBEHHUKAMU
3aKOHOB, C II€JIbIO Mepeaayr BaMu NeHEeKHBIX CPeICTB Yepe3 MOCPEIHUKOB, JIMOO MEePEeBO UX
4yepe3 TePMUHAIIBI OIJIAThI JJISl pa3pellieHUs CIOKUBIIMICS CUTYaIUU.

He npoposmkaiite pa3roBop, He O3BOJIANTE ceOs1 YO IUTD.

Bawm 3BoHUT MomieHHUK! OOpaTUTECh B MOJULIHIO!

- 0 OJOKMpOBKE OAHKOBCKOW KapThl MyTeM pacChUIKM SMS-cooOImeHuii, a Tak ke o
NEepPeBOJiE JCHEKHBIX CPEACTB 3a TMOKYIKY TOBapa MO OOBSIBICHHUIO U MOCIEAYIONIEro
uH(GOPMHUPOBAHUS O HEOOXOAUMOCTH JATbHEHUIIIEr0 BBECHUS psiia KOMaH/I.

Bam 3BoHMT MomeHHHK. He mpenocraBisaiiTe 3710yMBIIIJICHHUKAaM CBeAeHUs O Bamen
kapte. Obparurtech B 0aHK, oOCIykuBaromuii Bamry 6aHkoBCcKyio KapTy, B 0aHke Bam nmomoryt
pemnTh Barnny npobiemy.

- 0 cooOueHnn Bawm, AkoObl U3 MONUKIMHUKYA WM OoJibHUILE, yTO y Bac win y Bamux
POJICTBEHHUKOB OOHApYXWJINA CTPAIUHBIA JUArHo3 M 4TOOBI BBUICYUTH 0O0JIE3Hb HEOOXOJIUMO
NEPEBECTU JCHBIU 3a JIEKapCTBA.

[TpepBute pasroBop. BaMm 3BOHUT MOILIEHHUK. MEIUIMHCKOE YUpexACHUE MPUHUMAET
JICHE)KHBIE CPENICTBA IMOCJE 3aKJIIOYEHUs COOTBETCTBYIOIIETO JIOrOBOpa B MHCbMEHHOM BHJE,
npu Bamem nuuHoMm mnpucyrcTBuHM. CBspkuTech ¢ Bammm poacTBEHHHKOM, MO3BOHHUTE B
OOJIbHHUITY.

He coo0maiite nHGopMaLHio Mo Banieil 0aHKOBCKOW KapTe U HE MEPEBOJUTE JECHEKHBIC
CpelcTBa MOLIEHHUKAM.

OO6paTuTech B MOJULIMIO!

- 0 nonydeHun CMC-coo01ieHnii ¢ HEM3BECTHBIX HOMEPOB O BBIMTPAHHOM IIpHU3E, C
pOChOOH MOJIOKUTD JE€HBIM Ha TeNle(hOH, UM BEPHYTh JIEHbI'M, TAK KaK OHU OBbLIN TIepEeBEICHbBI
OLIMOO0YHO.

Oto obman! He oTBeuaiiTe Ha cooOIIeHHEe, HE MPUCHUIaTe HHPOPMAIIHMIO 110 KapTe U HE
IIEPEBOJIMTE JIEHEKHBIX CPENICTB.

1.

Hukomy Henb3si cooOmaTe pPEKBU3UTHI CBOEM OAHKOBCKOW KapThl, B TOM YHUCIE
COTPYIHHMKY OaHKa, 00 3TOM Bcerjna MHPOPMUPYIOT OaHK MpHU MOITYUYEHUHU Mapoiid K KapTe, B
MOCJIEICTBUM HEOOXOJAMMO JIMYHO OOpaTUThCAd B Osmkaiiliee OTAelieHHe OaHKa, C IENbI0
BBISICHEHHS BOSHUKIIUX MPOOJIeM ¢ OaHKOBCKOW KapTOi.

2.

Paznuynaple KOMIEHCAIMHM BBIJIAYMBAIOTCS TpakJaHaM TOJNBKO TMPU UX JIMIYHOM
MMCbMEHHOM O0paleHUH, HUKAKUX MTPOLIEHTOB 3a BBIIJIATY KOMIIEHCAIIUU TUIATUTh HE HAJIO.

DTO MOIICHHUK!

3.

Hacrosimuii Bpau Hukoraa He OyAeT 3BOHUTH BaM 110 TeIe(OHY U COOOIIaTh O CTPAITHOM
JMarHo3e Wi IPOCUTh MEPEBECTH JICHbIH 3a JIEKAPCTBA.

4,

B cnyusae momyuenus CbC- cooOuieHMil ¢ HEM3BECTHBIX HOMEPOB, MOMHHTE 3TO
MoIlIeHHUKH! YeJoBeK He MOXET BBIUTPATh MPHU3 HE YyYacTBYs B JIOTEPESX, POJACTBEHHUKH HE
Oynyt Bbicbu1aTh CMC-c000111eHNS ¢ HEU3BECTHBIX HOMEPOB.



ITO MOIIIEHHUKH !

Kak He cTaTh )KepTBOI MOILIEHHUYECTBA, UCIIOJb3Ysl ceTh IHTEpHET.

3JI0YMBIIUIEHHUK, C LIEJIbI0 XUILIEHHUS BallUX JEHEKHBIX CPEICTB, Pa3MEIIAECT B CETU
HNHTepHeT 00BsABICHUE O MPOJIaKe KaKoro-inbo oObekTa (TenedoH, malimHa, KBapTUpa) IO
3aHIKEHHOMW 1IEHE U OCTaBJISIET CBOM KOHTaKTHBIE JaHHbIe. [locne Toro, kak Bel cobupaerech
OpuOOpeCTH TOBap, CBSI3bIBAETECh C MOIIEHHUKOM, OH COOOIIAeT, 4YTO IS TMOKYIKHU
HE0OX0IMMO BHECTHU MpeAoIIaTy (Ha pacueTHBIN cUeT, CUeT, SHeKC-1eHbIM, BEOMaHU U T.1.).

Haubonee wyacTto BCTpedalOMIMMHCS IUIOHMIAAKAMU JUJII  pa3MEIIEHUs I0JI0O0HBIX
OOBSBICHUN SBIISIIOTCS CaMThl CONMANBHBIX ceTel «B  KoHTakTe», «OTHOKIACCHUKN,
«Instagramy», Tak)ke =~ TaKUMU  caiiTaMd  MOTYT  BBICTYNIaTh  PEeCypchbl  OECIUIATHBIX
o0bsaBIIeHUN «ABUTO», «lOmD» w®  «auto.ruy. 3MOYMBINUIEHHUK  OOBSCHSET BHECEHHUE
IIPEOIUIATBl TEM, YTO JKMBET B JPYIOM PETMOHE M OTPABUTH TOBAp Cpa3y IOCIE TOTO, Kak
YAOCTOBEPUTHCA B yIUIATE 3a TOBAp. 3JIOYMBINUIEHHUK MOKET BBICIATh KOIUIO MAaCIopTa
(moazienbHYyIO).

Tak>ke, pacnpocCTpaHEHHBIM CHOCOOOM MOIIIEHHMYECTBA B ceTu WHTepHeT, sBIseTCS
CO3[ITaHHE CANTOB MHTEPHET-MAra3uHOB. 3JIOYMBIIUICHHUK IO 3JEKTPOHHOM IMOYTE BBICHUIACT
JIOTOBOP, KOTOPBIN 3aMOJIHAECTE 3aKa34yuK, MOCIE Yero MPOCUT BHECTH MPEAOIUIATYy 3a TOBAp.
BceTrpeuaeTrcss co3naHue CaWTOB-KJIOHOB Ha KOTOPBIX HCKAXEHbl PEKBU3HUTHI IOTY4YaTElIs.
Paznuume MoXkeT 3akiaroyarcsl TOJBKO B JOMEHHOM HUMEHM (HAampuMeEp: OPUTHMHAJIBHBIA CaWT
«tech-point.ru» U IBOMHHK «tex-point.ruy).

HNHTepHeT-MarasuHel ¢ XOpoliel penyrauueid padoTatoT 0e3 MpeaoIiaThl, TOBAp HA JOM
IIPUBO3UT KyPbEP, TOJIBKO MOCIIE OCMOTPa U IPOBEPKU TOBApa MPOAABEL IIATUTH JICHBIH;

IpeXIEe 4eM 3akKas3aTb ToBap B VHTEepHeTe, MOYMTalWTe OT3BIBBI HA Pa3HBIX CaWTax O
naHHOM MHTepHeT-MarasuHe WJIM BHUPTyaJIbHOM TMpOJAaBIle, KaK TMPaBUIO, BBl Cpasy
OOHapyXUTE OTpUIATEIbHbIE OT3BIBBI JIMOO MX OTCYTCTBHE O BbIOpaHHOM Bamu MuTephe-
Mara3uHe (CJeayeT cesiaTh BBIBOJ O KOPOTKOM IEPUOJIE €T0 CYLIECTBOBAHUA);

BHUMATEIbHO 4YMTalTe Ha3BaHuWs MHTepHeT-marasuHa, MpoOyWTe 3aliTh Ha €ro CalT ¢
JIPYTUX CaTOB, TEM CaMbIM BbI cpazy oOHApyKUTE CalTHI-KIIOHBI;

n30eraiTe MOKYIKU TOBapa Mo MpeoriaTe;

€CJIM 1IeHa TOBapa ropas/io HIKE IIEHbI KaK B OOBIYHBIX PO3HUYHBIX Mara3mHax, Tak U B
npyrux HHTepHer-mMarasuHax, nauOOp Ha pbIHKE B I1eJOM (Hampumep, MpU MPOJaxke
ABTOMAIIIMHBI 110 3aHMKEHHON CTOMMOCTH), 38 TyMalTeCh!;

3ampoc MOKyIaTeaeM, sIKOObI JUIsl TIEPEYUCIICHHs MPEOIIaThl, TUOO OIUIaThl 3a TOBap
MH(OpMaAMU HE TOJBKO O IIECTHAAUATU3HAYHOM HOMEpPE KapThl (TpeOyeTcsl UCKIIOYUTEIBHO
TOJIBKO OH), CpPOK €€ JEWCTBHs, JaHHBIX BIAJENblla W TPEX3HAYHOM KOAE MPOBEPKU
MO/JIMHHOCTH KapThl, PAacHoOJIO)KEHHOM Ha OOOpPOTHOW CTOpPOHE Ha MOJIOce Ui TMOJIUCH
JepKaTeNsl KapThl TAKXKeE SBJISIETCS OJHOM U3 CXeM JeHcTBUsl MollleHHUKOB. He coolmaiite npu
MOKYIIKE TOBapa cBeAeHui o Baieii 6aHKOBCKOM KapTe.

Kak He cTaTh xepTBOI MOIIEHHUYECTBA ¢ OAHKOBCKUMU KapTamu!

[Tpu ucnonb3oBanuu yciayru « MOOUIBHBIA OaHK:

B cnyuyae notpen MOOMIBHOTO TenedoHa ¢ MOIKIIOYEHHON YCIIyTroil «MOOMIIbHBIN OaHK»)
WM MOOWIBHBIM TpmioxkeHueM «COepbank OHaifH» claeayeT CpOYHO OOpaTUThCA K
oreparopy coToBoOW cBsi3u it OnmokupoBku SIM-kaptel u B KonTtaktHbiii nientp banka s
OJIOKUPOBKH yciyru «MoOminbHbIN Oank» n/mnn «Coepoank OHmalny.

[Tpu cmene HoMmepa TenedoHa, HA KOTOPHIM MOJKIIOYeHa yciayra «MoOWIbHBIN OaHKY,
HEOOXOJIMMO OOpaTUThCS B JIHO0OM (uiman (BHYTpeHHEE CTPYKTYpHOE MOApa3eieHue), ¢



IIEJBI0 OTKIIOYCHUS YCIYyTd «MOOWIIBHBIH OaHK» OT CTaporo HOMepa W TMOAKITIOYCHUS Ha
HOBBIM.

He cnenyer ocraBnsate cBod TenepoH 6e3 MOpUCMOTpa, UYTO  HCKIIOYMTH
HECAaHKIIMOHUPOBAHHOE UCIIOJIb30BAHNE MOOMIBHBIX OAHKOBCKHUX YCIIYT IPYTUMU JUIAMHU.

He noaxmrouaiite k yeayre « MoOWIbHBIA OaHK» a0OHEHTCKHE HOMepa, KoTopble Bam He
OpUHAANIeXKAT, IO MPOChOEe TPEeThUX JHI, Jaxe ecliu K Bam o00paTuiuch OT HMEHU
COTpYOHUKOB baHKa.

[Tpu nosib30BaHUM OAaHKOBCKUMU KapTaMHU:

C umenpro H30€XaTh HECAHKIMOHUPOBAHHBIX JIEHCTBUH C HCIOJb30BAHUEM KapThl,
HE00X0 MO TpebOBaTh MPOBEICHUS OMepaluii ¢ Hel TOJIBKO B Bamiem npucyTcTBUM, HUKOT 1A
HE MO3BOJIITh YHOCUTB TPETHUM JIMLIAM KapTy W3 1oJis1 Bamero 3peHus.

B cinyuae oOparmenust kakoro-au0o JHia JIMYHO, 1o Tenedony, B cetu «HTepHEeT»,
yepe3 COLMalIbHBIE CETH WM APYTUM CIIOCOOOM, KOTOPOE€ MO PAa3IUYHBIMU TMPEAJIOTaMu
MBITAETCS Y3HATh MOJIHBIC JTaHHbIEC 0 Batieil 0aHKOBCKOI KapTe: MIECTHAIIIATU3HAYHOM HOMEpE,
CPOKE JACUCTBUSA, JaHHBIX BJIAJIEIbLIA, TPEX3HAYHOM KOJI€ POBEPKH NOJIMHHOCTH KapThl U T.JI.
(maposisix WM JPYrol NEpCOHANBbHOM HH(OpMAIMK), OyIbTE OCTOPOXKHBI — 3TO SBHBIC
OPU3HAKW TPOTHBONPABHOM  JesATeNbHOCTU. [IpM  JIOOBIX COMHEHMSX PEKOMEHIYyeTcCs
IPEKPAaTUTh OOIIEHUE U 00paTUThCA B OAHK MO TenedoHy, YKa3aHHOMY Ha OOpaTHOW CTOpPOHE
OAaHKOBCKOM KapThl.

He cnengyer mpucinymmBaTtbCsi K COBETaM TPETBUX JIAI, a TAKXKE OTKA3aTbCsl OT MX
MOMOILIY TIPU MPOBEACHUH onepanuii. B ciydae HeoOxoaumMocTH, oOpamaTbCs K COTpYIHUKAM
¢unuana OaHka WIM MO3BOHUTH MO TenedoHaM, YKa3aHHbIM Ha YCTPOMCTBE WU OOpaTHOM
CTOPOHE KapTe.

Bo wu3bexaHue HMCHOIB30BAHMS KapThl JIPYyrUM JHIOM, cienyeT xpanuTh [IMH-kon
OTIIENBHO OT KapThl, He nucath [IMH-kon Ha kapte, He coobmars [IMH-kon npyrum numam (B
TOM YHCJIE POJCTBEHHHUKAM )

He mnepexoaure 1O CChbUIKAM W HE YCTaHABJIMBAWTE MPUIOKEHUS/OOHOBJICHUS,
nputienmue no SMS/MMS/anektponHoit oute/mMmeccenkepam (Baitbep, BantAn u np.), B
TOM yHciie OT UMeHU banka. [loMHuTe, 4TO OaHK HE pacchljIaeT CBOMM KJIMEHTaM CCBUIKHM WU
yKa3aHus MOJJ00HBIM 00pa3oM.

HE BEPbLTE IIOJObHbIM COOBLIEHUAM, HE HEPEXOIUTE 110 CCBbUIKAM,
HE OTBEYAUTE HA COOBIIEHMA.

Coo011eHns, KOTOpbIe MPUCHUTAIOT MOIIICHHUKH !

Ecnu BBl moTepsnu KapTy WM MOJO03peBaeTe, 4TO OHAa YKpaJeHa, He3aMeITUTEIbHO
MPOU3BEAUTE €€ OJIOKUPOBKY.

3a0s0KMpOoBaTh OAHKOBCKYIO KapTy MOKHO Pa3HbIMH CIIOCOOaMMU:

[To Tenedony ropsiueit TMHUU

VYHuuBepcanpHblii  crmoco0. Homep s SKCTpeHHOW CBsi3W  Bcerma ykKa3aH Ha
opurmanpbHOM caite Oanka. Jlyuine 3apaHee COXpaHUTh HOMEp Tropsiuel JMHUM OaHKa B
MOOWIIBHOM TesneoHe, YTOObI HE Pa3bICKUBATh €r0 B IKCTPEHHOM ciydae. OnepaTtop CirykObl
MOJIJIEP>KKU TIOTIPOCUT Ha3BaTh MACMOPTHBIE JaHHBIE, KOJ0Boe cioBo min CMC-Koj, KOTOPBIN
npunuieT Bam Ha tenedon. Ilocne 3Toro oH 3a0I0KHPYET KapTy.

Uepe3 MoOUITBEHOE TPUITOKEHHE.



Cawmplii ObICTpBIN crioco0, ecnu y Bac ectp goctyn k UHTpeHeTy, mpUIOKEHHE YKe
yCTaHOBJIEHO Ha Barem TenedoHe U B HEM €CTh oMU 1Mo OJOKHUPOBKE KapTe.

B unTepHer-6anke.

YnobHo, ecim y Bac mnoakitoueH WHTEpPHET-OAHKMHI W PSIOM €CTh KOMIIBIOTED,
TUTAHIIET WM CMapT@OH C TOCTYIIOM B UHTEpHET. B TMuHOM KabuHeTe Ha caiite 0aHKa OOBIYHO
ecTb onuus «3abmokupoBaTh KapTy». CBoe pelieHue Hago OyneT MOATBEPAMTH KOJAOM U3
CMC, xoTopoe OaHK BBILUIET HA Balll HOMED.

[To CMC.

Hekotopeie Oanku ucnonb3yror cucreMy CMC-komana. Ha xopoTkuit HOMep OaHka
HaJ0 OTOPABUTH KOAOBOE CJIOBO (Hampumep, «biokupoBka»). B orBer Brl momyuute kon,
KOTOpPBI HaJ0 CHOBAa OTIPABUTh HA HOMEp OaHKa, 4TO MOATBEPAWUTH aeiicTBue. Ho mydire
3apaHee YTOYHHTb, Mpejuiaraet au Bam OaHK Takyro yCIyry M Kakuhe KOJIOBBIE CJIOBa HY>KHO
HCIIOJIb30BAaTh.

B ornenennn OaHka.

Ecnu Bel HaxonuTech psiioM ¢ odrcoM GaHKa WM TOTEPsUI TeaePOH BMECTE C KapToH,
MUIINTE 3asBJICHUE O OJOKUPOBKE KapThl B oTAeneHu. Ho a1t 3Toro noHago06uTcs naciopr.

Cpa3y nocie 6JIOKUPOBKH KapThl Bbl MOKETE OCTaBUTh 3asBKY Ha BBITYCK HOBOM. Eciu
Oyzaere nelicTBOBaTh ObICTPO, Y Bac ecTh 0oJbIIoON IIaHC BEpHYTH MOXMILEHHOE. BBl Moxere
OIPOTECTOBATh ONEPALMIO 0 KapTe, KOTOPYK COBEPIIMIM MouleHHUKH. Ho caemate 310
HY’KHO HE I03]IHEE CJEAYIOUIEro JHS IOCJe TOro, Kak MOJy4yuTe OT OaHKa yBeAOMJIEHHE 00
onepanui. YtoObl HE [aTh IIaHCAa MOUIEHHMKaM YKpacThb Baim [eHbrd, BHUMATEIbHO
OTCJIC)KMBANTE BCE omepanuu no kapraM. bank o0s3an yBegomiste Bac 000 Bcex miiarexax — B
Baiiem oroBope nponucaHo, KakuM crocoOOM OH JTOJKEH 3TO JeNaTh.

Jlyumie Bcero noakmounts CMC-onoBemeHusl.

OTtcnenuthb ornepanuu o kapre Bl MoxeTe MoKeTe yepe3 MOOUIIbHOE MPUITOKEHHUE WIIH
OHJIaliH-0aHK. Becerna MoKHO NOJIyYHUTh BBIMKMCKY 110 CYETY B OTAEJICHUHM OaHKa U MHOTAA Yepe3
O0ankomat. Ecnu y Bac ykpanu kapTy, IMEET CMbICI HEPENPOBEPUTH BCE MOCIEAHUE MIIATEKHU.



