ITAMATKA
«Kak He craTh )KepTBOil NPU OCYUIECTBICHUN
(¢buHaHCOBBIX onepaiuii B cetu UHTepHET»

Haubonee pacnpocmpanenst cnocobwi cogepuienusi npecmynienui.

B coBpeMeHHOM MHpE YCTOWYHMBO pAaCTET MPOTPECC TEXHOJOTUA C UEIBI0
oOJneryeHusi >KM3HU COBPEMEHHOTO ueloBeka. biaromapsi orpoMHOMY YHCITY TOPTOBBIX
IJIOMIA/IOK, KOTOPBIE [EJal0T ASTOT MPOILECC MaKCUMAJIBbHO OBICTPHIM U YAOOHBIM,
MPEAOCTABIISIETCS BO3MOXHOCThH OIUIAThI C HUCIOJIb30BAHUEM OAHKOBCKUX IIATEKHBIX
KapT U IOCTaBKH TOBapa B JIFOOOH yTOJIOK MUpa.

OnHako BMECTE C MPOrPEecCOM TEXHOJIOTHUW YBETUYMBAETCS BO3MOXKHOCTH OBITh
00MaHyTBIM, O YEM MOJpOOHEE pa3depeM HIKE.

Tak, cyliecTByeT OrpOMHOE MHOXECTBO CIOCOOOB COBEPIICHMS] MPECTYMHBIX
JNEUCTBUM C 1EIbI0 XHILEHUs Balmmx qeHeKHbIX CPEJCTB.

1. «IIpenonara» (odOMaH npoaaBua)

CyTb AaHHOTO crocoba 3aKiIoyYaeTcss B TOM, YTO 3JIOYMBIIIJIEHHUK BBICTYIAET B
poiu mokymatens. Ha onHOW W3 WHTEPHET-TUIONIAZAOK C OOBSBICHUSMU OH HAXOJUT
MpoJIaBIla U KOMHUPYET €ro KOHTaKTHhIE JaHHble. [locne yero uier ero B MecceHpKepax
(colmmaNbHBIX  CETSAX), MPEACTaBIsAACh TOKymateiemM. B Xome — mepemnuckw,
3JI0YMBIIIJIEHHUK COOOIIAeT, YTO TOBAp €My MOHPABUJICA U OH XOYET €ro MpHOOpEeCTH B
CBSI3U C YeM YK€ SKOOBI COBEPIIWJ MPEAOTUIaTy (3a4acTyH BBICBUIAETCS CKPHUHIIOT
ANEKTPOHHOT'O KapT-yeKa O MePEeUrciIeHUH CpeAcTB). s Toro, yToObl MOJIYYUTh AAHHbBIE
CpEIICTBA MPOAABIYy BBICHUIAIOT CCHUIKY Ha MOJENbHYIO CTPaHMILy (OHA BBITJIAIUT Kak
OJIMH U3 pa3lelioB OQPUIMAIBHOIO CcaidTa HWHTEPHET-IUIOMAAKA WIH OaHKOBCKOTO
yUpeXJIeHUs1), TJe MPOJaBIly HY>KHO BBECTH HOMEP CBOEH KapThl, UMs JepikKaTelis, CPOK
neiictBusi, CVV-koa yka3zaHHBIH Ha OOOpPOTHOM CTOpOHE KapThl (MH(POPMAIIHIO,
conepxkamyrocss B CMC-coo0mennn, NmoCTynuBIIEM M3 0OaHKa, IJs MOATBEPKICHUS
nonyueHuss mpexporuiatel). Ilocine momydeHuss  KOH(PUACHLIMUATBHBIX  CBEICHHIA,
3JI0YMBIIIJIEHHUK COBEPIIAET XUILEHUE CPECTB.

2. «JlocTaBka» (00OMaH MoOKynaTeJisi)

37M0YMBIIIJIEHHUK pa3MeliaeT OOBSBICEHHE HAa HMHTEPHET-TUIOMIAIKE O MpOJaxKe
TOBapa IO KpailHe BBIrOAHOW LeHe. [locie Toro, Kak NOTEHIMAIbHBIA IOKYIATEelb
HAaYMHAET BECTU MEPENHCKY BO BHYTPEHHEM 4YaTe IUIOMIAJKHU, 3JIOYMBIIIJIEHHUK IO
Pa3IMYHBIMHU TIpeJuIoraMu yOexKJaeT ero MpoOoDKUTh OOIIEHHE B MECCEHDKEepe WU
conuansHOi ceTn. Bo Bpemsi oOIIeHUS MOIIEHHUK YTrOBapUBaeT MOKYIATesi BHECTHU
npenoruiaty uiad opOpMHUTH JOCTaBKY, M 4YTOOBI pa3BesiTh COMHEHHUs IOKyIaTels,
coolmaer o SKOObI HOBOW ycClyre yaep:KaHus (XOJIUPOBAHMS) CPEICTB, KOTOpas
MOSIBWJIACh Ha TOPrOBOM IUIOHIAAKE, T.€., €CJIM JOCTaBKa HE MPOM30MAET, TO TOProBas
IJIOIIA/IKa AaBTOMAaTUYECKM BEpHET cpeactBa Ha kapry. llpu 3TOoM mokynarento
BBICBIJIAETCSl CCHUIKA HA TOJACIBHYIO CTpPaHUILY, KOTOpas HUMHUTHPYET O(PHUIHAIBLHYIO
CTpaHUIly TOPTOBOM IJIOMIAJKK WM MHTEPHET-OAHKWHTA, TJI€ HYXKHO BBECTH IaHHbBIC
KapThI (Jajiee OCYIIECTBISIOTCS JEHCTBUS TI0 CXeMe 0OMaHa Mpo/IaBIia).

3. Ucnosnb30BaHne CONMATBHBIX CeTei

Ocy1iecTBUB HECAaHKIIMOHUPOBAHHBIA JOCTYIl K IEPCOHAJIbHBIM aKKayHTam
MoJIb30BaTeNsl ceTh VIHTepHeT, 3JI0yMBIIIJIEHHUK pacchUlaeéT BCEM BUPTYaJbHBIM
«IIpy3bsIM»  TIOTEPIIEBIIETO TPOCKOY TOJ Ppa3IMYHBIMU TPEIIoraMu  COOOITUTH
PEKBU3UTHI OAHKOBCKOW IUIATEKHOW KapThl. JTO MOXET ObITh ee ()OTO WM MPOCTO
HOMEp, CPOK NEHCTBUS W WHBIC PEKBU3HUTHI, MPU ITOM, XOTh B OOJBIIMHCTBE CBOEM



IIKOJBHUKN OaHKOBCKMX KapT HE HMEIOT, HO >KeJas MOMOYb «IPYry» OYEHb YacTo
HCIIOJIB3YIOT KapThl CBOMX pPOJACTBEHHUKOB M Jpy3ed. Ilopol NpecTynmHUKH OpocAT
MIPOCTO HOMEP MOOMIIBHOTO Tesne(OoHa U JUO0 MBITAIOTCS MOXUTUTH CO cueTa TeiedoHa
J€HbIW WM Ha0O0OPOT UCHOJB3YIOT €ro KaK IPOMEXYTOYHOE 3BEHO, HAMPAaBIIsAs HA 3TOT
CUET YyXHue JCHBI'H, TEPEeBOAS HMX 3aTeM Jalibllle, 4YTOOBI 3amyTaTh CBOU CJIEIbI
(TIpakTUYeCKn BO BCEX CIIy4yasX XHUIIEHUS JCHEKHBIX CPEACTB CO CUETOB MOOMIIBHBIX
Tele(OHOB TOTEpPHEBUIME €IlIe COoOOUad NPECTYNHUKY [EPCOHAIBHBIE  KOJBI,
MPUXOIAIIKE B BUJE CMC-COOOIIEHUI Ha TenedoH).

4. 3BOHOK OT «IpeICTABUTE/Is1» 0aHKa ¢ NMPOCHbOOH CPOYHO NMPeNOCTABUTH
HE00X0AMMYI0 HH(POPMALIUIO

[IpecTynmHUKM OT HMEHH COTPYIHUKOB OaHKa cCOOOLIAIOT, 4TO HEOOXOIUMO
OCYIIIECTBUThH KaKkue-Tn0o JAEHCTBUsI ¢ OAHKOBCKOM IUIATEKHOM KapTOW, TaK KakKk KTO-TO
00 MBITAETCS MOXUTUTH C HEe JEHEKHbIEe CpeAcTBa, JU00 oOopMIIIeT KpeauT WU
MIPOU3BOJUT MOJO3PUTENBbHYIO oOmiaTy. [[is MacKUpOBKH MNPECTYNMHUKH HCHOIb3YIOT
(GYHKIHMIO «IIOJMEHBI HOMEpPay», KaK CJIEJICTBUE Y MOTEPIEBIIEr0 Ha IKpaHe MOOMIIbHOTO
TenedoHa MOXKET OTOOpaKkaThCsl COBEPIICHHO JIF0OOW aOOHEHTCKUU HoMmep TenedoHa,
3aJIaHHBIN 3JI0YMBIIIJIEHHUKOM. JTO MOTYT OBITh HOMEpa 0AaHKOBCKHUX YUPEKICHUN WU
MHBIX a0OHEHTOB, KOTOPbIE Ha CaMOM JieJie HUKOMY 3BOHKHM HE OCYIIECTBIISIIOT, a caM
3BOHOK IO CBOMM BHEIIHUM NpH3HAKaM HUYEM He OyaeT Mmojao3puTeabHbIM. [lomydun
HEOOXOoAMMYI0 HH(POPMAIIMI0O O PEKBU3UTaX KapThl, MPECTYIMHHUKH OCYIICCTBISIOT
XUIICHUE.

BAXHO!!! JTns Toro, 4To0bl HE CTaTh )KEPTBOW KMOEPIPECTYIHUKOB, COBEPIIIAs

cIeJIKU B ceTd UHTEPHET CIEIVET:

» BecTH OOIeHHe C TOKynarelasMu (MpoJaBlaMH) TOJBKO BO BHYTPEHHEM dare
TOProBOW IUIOMIAJKK (3a4acTyl0 TOProOBbI€ IUIOMIAJKH OJIOKUPYIOT BO3MOXKHOCTD
nepexo/ia Ha MOJIIeNIbHBIE PECYpPChl);

» Bens OOIICHHWE C TII0JIb30BAaTEIEM CTOHMT MEpEeUTH K ero mpoduiaro U o0paTuTh
BHMMAaHUE HA JaTy CO3AaHMs (€CIU OH CO3/aH HECKOJbKO JAHEH Ha3zaj, TO 3TO JOJHKHO
BBI3BaTh JOMOJHUTEIbHYIO HACTOPOKEHHOCTb );

» O4YCHb BHHMATEIBHO OTHOCHTCS K JIFOOOMY CIydaro, KOrja HEoOXOJMMO BBECTH
JAaHHBIC KapThl WM HUHQPOPMAIUIO, MPEJOCTAaBICHHYI0 0aHKOM (CMC-KOJI, JIOTUH WU
naposib OT UHTepHeT-0aHKuHTa). Camblil HaJIeKHBIN crocod yoepeub CBOM CPeCTBA —
3TO HUKOMY HE COOOIIaTh PEKBU3UTHI CBOCH KapThI,

» YTOYHHTH y coOeceTHUKa HOMEp TeledoHa eClii OH He yKa3aH B OOBSIBIICHUH, & IOTOM
MO3BOHUTE Ha 3TOT HOMEP, YTOOBI YOSAUTHCS, YTO OH pealieH U MPUHAIICKUT UMEHHO
MOJIb30BATENI0, C KOTOPHIM BBl COBEPIIACTE CACNIKY (OYEHb YacTO 3JI0yMBIIUICHHUKH
UCTIONIE3YIOT HOMEpa Telle()OHOB, B3ATHIE B apeHIy Ha HEMPOJOJKUTEIHLHOE BpPEMS U
(u3MUeCcKoro nocTyna K HeMy, He UMEIOT);

»  WCIOJB30BaTh OTMCIBbHYIO OAHKOBCKYIO KapTy JIJISl OCYIIECTBJICHUS TIOKYIIOK B CETH
WNHTtepHeT, Ha KOTOPOM HE XpaHATCA ICHEKHbIE CPEACTBA U HAa KOTOPYIO HE MOCTYMNAaeT
PETYISIPHBIN 10X0/ B BU/E 3apab0THOM TIaThl, CTUIICHIUU VI TICHCHH,

» wu30erarh nepexoja Mo HEM3BECTHBIM WHTEPHET-CChUIKAM, KOTOPBIC MPEI0CTABIISIOTCS
B XO/I€ TIEPEIUCKH SIKOOBI JIJIsl TIOJyYEHUs TPEIOTUIATHI MK O(OPMIICHHS JTOCTaBKH.

» ecau BbI Bce ke Mepelniy o moA00HOH CChIIKE U BUIUTE YBEIOMJICHHE O TOM, YTO B
CUCTEME HMMEETCS JICHEXKHBIN TepeBOJ] W U €ro MOJyYeHUs HeoOXOIUMO BBECTH
JaHHBIE OAHKOBCKOM TUIATEKHOW KApThl, HU MPH KAaKUX OOCTOSTENHCTBAX HE BBOJUTE
3anpanMBaeMbie CBEICHUS, TAK KaK 3TO MPSIMON MyTh K yTpaTe COOCTBEHHBIX CPEJICTB.



eciu Bbl Bce e BBeNM JaHHbIE CBOEH OaHKOBCKOW KapThl Ha IMOJEIBHOM pecypce
WIM CcOOOUIWIM WX IIOCTOPOHHEMY JIMIy, HEOOXOAMMO B CPOYHOM MOPSJIKE
MIPOU3BECTU OJIOKUPOBKY KapThl, TO3BOHUB B OAHK JIMOO CAaMOCTOSITENIBHO B MHTEPHET-
OaHKHUHTE.

ecnu Bam mocTymnui 3BOHOK U3 «0aHKa» HHU MPU KakKuX OOCTOSITENbCTBAX, HUKOMY U
HUKOIZIa He cooOmaiTe MHGopManuio o cebe MM cBoeld OaHKOBCKOM IIaTeKHOMN
kapte. Ecniu Bam Oyner 3BOHUTH HACTOSIIIUN COTPYIHUK OaHKa, TO OH TOYHO OyAeT
3HaTh, KAK MUHUMYM HoMmep Bamieil OaHKOBCKOW IMIIaTEXKHOW KapThl U HUKOTJA HE
CIPOCUT KOHPUACHIMATBbHYIO HH(OPMALIUIO B TEJIE(OHHOM pexUMeE.

YTOYHUTE C KeM uMeHHO Bbl oOmaerech, Mociae YEro MOJOXKHUTE TPYyOKy U
Mepe3BOHUTE Ha HOMep TelehoHa, KOTOphI oToOpaxaincs y Bac Ha skpane (B 3TOM
ciydae Bbl cBsokUTECh HMMEHHO € TeM a0OHEHTOM, KOTOPOMY MPUHAAJIEKUT
yKa3aHHbIII HOMEp, a HE CO 3JIOYMBIIUIEHHUKaMH, KOTOpbIE €ro HCMOJIb30BajId C
LEJbI0 CKPBITh CBOW HACTOSIILIUNA HOMEP) U YTOUHUTE CYyTh BOSHHUKIIEH MPOOIEMBI.
ecnu ke Ha Bac oka3pIBaeTCsi NMCHXOJOTMYECKOE IaBJICHHE Yrpo3aMH, 4TO Yepe3
HECKOJIbKO CeKyHJ Bbl moHecere (uMHAHCOBBIE MOTEPH, KTO-TO OQopMUT Ha Bac
KpeIUT WK 4TO eciiu Bbl He coobmuTe Tpedyemyro nHbOpMaIuioo, TO KapTy BOOOIIe
3a0JIOKHPYIOT, HE BOJIHYHTECh, 3TO OOBIYHAsl yJIOBKAa MPECTYMHHUKOB, IJIaBHAs LEb
KOTOpBIX BBeCTH Bac B cocTosiHMEe HEYBEpEHHOCTH U CTpaxa MOTepsATh COepEKEHHUS.
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